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How can we safely simulate the malware
¢« and adversary network traffic to assess 77

our data analytics, telemetry and defence
solutions ?

Blue Teamers, Data Analysts, Security Engineers

A



Malware Communications

Cyber Analytics for Detecting Malware Communications
Ways to Generate Malware Communications

Tehsat — Malware Traffic Generator

A
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Security Researcher
Vulnerabilities: Microsoft, Cisco, SAP

Speaker & Trainer
Sessions: Black Hat USA, Def Con

Open Source Software Projects

Tehsat Malware Traffic Generator N
Petaq Purple Team C2 & Malware \)‘ )
Viproy VoIP Penetration Testing Kit themissin g link

https://linkedin.com/in/fozavci  https://github.com/fozavci A
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Microsoft’s Respol

SIX Advanced Tk
Network of “Large

B new wa\

Cyber criminals will
COVID crisis to impt

GCODO

W) multinational company”, after being «
m By Evan Schun apparent intrusion by an unnamed af

Contributing Columi

By CBR Staff Writer (

M icrosoft’s Detection and Respo.
discovered six threat actors in

DART said it has been contracted to d
sponsored advanced persistent threa
company and persisted in its networl
to remove it.

10 Major Global Telcos
“Completely Penetrated” by
Chinese APT

By CBR Staff Writer 25 Jun 2019

hinese hackers have breached and occupied the networks of 10

major telecommunications companies operating around the
world, using their sustained access to target “very specific
individuals”, according to Boston-based Cybereason — which caught
the attacker in flagrante delicto in the network of a new telco customer.

The attackers were in networks for at least two years. They had
extracted over 100GB of data from the primary telco assessed, and
were using their access to so-called Call Detail Records (CDRs) to track
the movements and interactions of high-profile individuals that
Cybereason — founded by veterans of Israel’s 8200 cyber unit — is
declining to name.
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March — Estimated start * Info disclosed by SolarWinds
of distribution of ** Estimated timeline of activity
Solorigate backdoor based on forensic analysis

Distribution of SUNBURST and target-profiling**

Sep 4 — Attackers start May - Estimated start of Dec 12 - Solorigate

accessing SolarWinds* actual hands-on- supply chain attack
keyboard attacks disclosed

Sep 12 - Attackers start Activation of TEARDROP**

injecting test code*

Continued hands-on-ke‘board activity**
I N N - L 8 B N N N |

Nov 4 — Attackers stop Feb 20 - Solorigate Jun 4 - Attackers remove
injecting test code* backdoor is compiled malware from SolarWinds
and deployed* build environment*
2019 l 2020 l l l l 2021

Sep Oct Nov  Dec Jan Feb Mar  Apr May Jun Jul Aug  Sep Oct Nov  Dec Jan

https://www.microsoft.com/security/blog/2021/01/20/deep-dive-into-the-solorigate-second-stage-activation-
from-sunburst-to-teardrop-and-raindrop/
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Attacker Initial C2 Second C2 Cobalt Strike C2
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ON-PREMISES

DEVICE
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Backdoor connects Cobalt Strike Remote control Hands-on-
to initial C2, sends downloaded via Cobalt keyboard attack
gathered info from a second C2 Strike Beacon on premises

https://www.microsoft.com/security/blog/2021/01/20/deep-dive-into-the-solorigate-second-stage-activation-
from-sunburst-to-teardrop-and-raindrop/
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=S~ Adversary Simulation Types
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Automating a scenario to assess
the defence controls
implemented
(MITRE ATT&CK)

Performing a Threat Intelligence-Led cyber
attack against the targeted environment with
a team of engineers (CBEST, CORIE, ICAST)

Performing a cyber attack with
Purple Team blue team collaboration to
improve people and defence
together (MITRE ATT&CK)

A

Organisations desire to analyse their cyber
defence against threat actors using different
implementations of adversary simulations

depending on their budgets or requirements.



Make a
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Operating A Full Scale Red Team

Work on Threat
Intel

Scenario

Rules of
Engagement

=

Up to 6 Months —
Kill Chain & Mitre Att&ck

Building
Environment Custom

Rules of /\I Code & Content
E t
ngagemen Deploy \/\

Servers and Apps

Approval Develop

X No Confidential Data Extracted
X No Memory Corruption Exploit
Cloud Services Allowed
X No SWIFT
X No Mainframes
@ Stay in for 2 Months
@ Use Blockchain Miner and Ransomware

Deploy Attack

Mission
/-\, Objectives
Phishing
Cloud Exploitation

Lateral Movement Actions

L Simulating Adversaries
-@- » Techniques
—b » Tactics

> Procedures

o
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Designed to Understand Big Network Data and Security Incidents
Data Science (Deep Learning/Neural Networks/ML/AI) Has a Key Role
Data Sampling and Training are Highly Important

« Known-Good vs Known-Bad (What if you're already compromised?)
« Does Known-Bad Cover All Threat Actor Techniques
Used by All Large Organisations at Some Capacity

Challenges

 Limited Access to Threat Actor Tools and Techniques

« Simulations for Distributed Networks Hard to Implement
« No Easy Simulation Tool for Training, Alert Generation or Quick Tests

A
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C2, Beaconing and Exfiltration

Web Protocols

Application File Transfer Protocols
Layer
Protocol (4 Mail Protocols
DNS
Communication
Through
Removable
Media
Data Standard Encoding

Encoding (y) Non-Standard Encoding

Junk Data

Data

Obfuscation (3) Steganography

Protocol Impersonation

Ingress Tool
Transfer

Multi-Stage
Channels

Non-
Application
Layer Protocol

Non-Standard

Port
Protocol
Tunneling
Internal Proxy
External Proxy
Proxy (4)

Multi-hop Proxy

Domain Generation Algorithms

Dynamic

Resolution (3) Fast Flux DNS

DNS Calculation

Domain Fronting

Automated

Exfiltration (1)

Data
Transfer Size
Limits

Exfiltration
Over

Alternative
Protocol (3)

Exfiltration
Over C2
Channel

Exfiltration
Over Other
Network

Medium (1)

Exfiltration
Over
Physical
Medium (y)

Exfiltration Over Symmetric Encrypted Non-C2 Protocol
Exfiltration Over Asymmetric Encrypted Non-C2 Protocol

Exfiltration Over Unencrypted/Obfuscated Non-C2 Protocol

Remote Access
Software

Encrypted Symmetric Cryptography

Channel ()

Asymmetric Cryptography

Traffic
Signaling (1)

Web Service (3

Fallback
Channels

https://attack.mitre.org/matrices/enterprise

Exfiltration
Over Web
Service (o)

Exfiltration to Code Repository

Exfiltration to Cloud Storage

Scheduled
Transfer

Transfer
Data to

Cloud
Account
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Collaborative Exercise

Upside

« Easy Deployment & Tests
 Following Threat Intelligence
« Easy Data Analytics Cases

« Less/No Hostile Activities

Downside

« Lack of Realistic Traffic/Exploits
« Limited Lateral Movement

« Offensive Mind

Automated Traffic Generation

Upside

« Rea
* Exp
« Rea

istic Approach
oitation

istic Lateral Movement

 Professionally Masked C2

Downside

« Time & Budget

« Operator & Software
« Compliance Violations

A
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Collaborative Exercise

Upside

« Easy Deployment & Tests
 Following Threat Intelligence
« Easy Data Analytics Cases

« Less/No Hostile Activities

Find Relevant TI Report
Prepare a Simulation Pack
Automate the Tasks
Observe the Defence

A

Downside

« Lack of Realistic Traffic/Exploits
« Limited Lateral Movement

« Offensive Mind

ol S e
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TA505 is a threat group actively targeting financial institutions, including
Australia, since 2014 using custom tools (e.g. FlawedAmmyy , ServHelper,
SDBot) and offensive security tools (e.g. Cobalt Strike, TinyMet).

They constantly changed/updated their RAT used as tradecraft. So, it's logical
to assume that TA505 would start using .NET Tradecraft after Cobalt Strike
received execute-assembly feature to run .NET assemblies with process
injections.

This adversary simulation is based on TA505 TTPs, but also additional .NET
Tradecraft and custom C2 suites (e.g. Petaq C2). Therefore it's called TA505+.

https://github.com/fozavci/ta505plus ‘
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P'takh (petaQ) is a Klingon insult, meaning something like "weirdo"
Protocols : HTTP(S), WebSocket, SMB Named Pipe, TCP, UDP

Execution : CMD, .NET Assembly, Source, Shellcode Injection, PowerShell
Features : WMI Lateral Movement, Nested Implant Linking, Encryption
Scenario Based Automation and TTP Support

* Petaq is suitable to interactive and scenario based exercises

(o)
N

https://github.com/fozavci/petaqc2 ‘



Petaq AMSI Patcher
*  C# Application
*  Patches AMSIScanBuffer

Stage 0 V Stage 3 V

Stage 1
Unpack .NET Assembly HTTP Download ’ Q WebSocket
Excel File Petaq Dropper Petaq Implant Petaq Service
*  Excel 4.0 Macro *  C# Application *  C# Application *  C# Application

*  ExcelntDonut Generated *  Loads .NET Assembly *  Fully Featured Malware «  Fully Featured C2




Tunnelling and Linking Traffic

=YQ SMB V
Named Pipe
%B\ "Y.Q
TCP Y‘ WebSocket (\3

EYQ Named Pipe
18 | Q
Petaq Implant Petaq Service
qu *  C# Application
*  Fully Featured C2
l

SOCKS

HTTPS

HTTPS

Metasploit Framework
Traffic tunnelling

*  Exploitation
*  Known attacks

Meterpreter
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APTX Simulation Scenario

1. Padme opens a malware

2. APT drives Padme via Websocket
3. APT compromises servers via WMI
4

ﬁ
APT links the servers using SMB Named Pipe, TCP, UDP g SMB Named Pipe gi
9 msole
* The detailed demo takes more than an hour Q‘b

Geonosis
Petag Implant

Geonosis
Petag Implant

( WebSocket N
g d . ° Namey

Petag Padme @ Mandalore

il

Service Petag Implant — —
Coruscant Naboo
Petag Implant Petag Implant

https://www.youtube.com/watch?v=0Rvn0ZfxInY



https://www.youtube.com/watch?v=oRvn0ZfxInY

| SIN-2021 | ¢

_—t

Adversary Simulations Take a Long Time

Only Limited Number of C2 Communications Simulated
« Threat Actor Specific

« Evasion is Priority

 Lack of Blue Team Communications

Harder to Rerun %
« Cyber Analytics Deployment Testing
« Rule Testing & ML Trainings 6_)?(
No Centralised Platform for Generating Communications

Blue Teams Have Limited Access to Red Team Tools

A
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Automated Traffic Generation

Upside

 Realistic Approach
 Exploitation

 Realistic Lateral Movement
 Professionally Masked C2

Find Relevant TI Report
Prepare a Scenario
Build C2 Profiles
Observe the Defence Downside

Gotol . Time & Budget
« Operator & Software

« Compliance Violations ’
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Home Offices  Office Factory

ﬁ HHE h Web Shell Cloud Nitusileation:
Web Shell Boundary e
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Discovery Services Registration Services
News Social Public Slack AWS S3 Az. Blob Retailer
Media
2. Register

Implant to Implant 3. Feature Loadi

Star Network
1. Discover the

g Registration Service . Github 2
| — g-
4. Load Features . Dropbox o
3
| . Job Posting &
_ — Imp ant §
“ . Flickr fgb'_

[ ... ]

7. Exfiltration 5. Establish Interaction
v
AWS S3 0365 G Drive Teams 0365 Zoom WebRTC

Exfiltration Services Interactive Services
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Tehsat (means Deception in Vulcan)

Graphical Interface to Prepare Malware Communications

 Various Protocols (HTTP, TCP, UDP, Websocket)

« Easy and Detailed Customisation (HTTP headers, Request/Response, Agents)
« Service Creation Using Profiles

» Friendly Implant Generation per Scenario (Multi-Service)

Scenario Design Steps
« Collect Communication Details from Threat Intelligence Reports

« Create Services for Kill Chain Phases (Registration, Long Term C2, Interactive C2)
« Create Implant for Selected Services

» Deploy Implant via PowerShell, Group Policy or a Single Command

https://github.com/fozavci/tehsat ‘
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Profile Create

Implant Source Code x
Te h Sat : CAUTF4VC02JMWHNJ
. . Profile Name: IcedID and Cobalt Strike
Profiles Tehsat is developed to simulate the Co using System;
It can be used to analyse the Data Ana using System.|O;
c using System.Text;
. hannel Type: HTTP using System.Text.RegularExpressions;
Services Usage using System.Text.Json;
o using System.Collections.Generic;
* Create a malware communicatior using System.Net;
Implants P i iption: " . . i ;
« Create a service populated fromt Profile Description: Cobalt Strike GET URI Simulation uz:g 2y::::::3\z2;e;sck »
« Create an implant for the services 5 e :
: using System.Threading;
Status * Download button in the Implant: using System.Threading.Tasks;
« Make sure the services started us Port: 80

namespace C2Gate
Debug {

Command & ContrOI SerViceS ?ublic class Program
C 0 m m U n ICatI 0 n P rOfI Ies Services are used to start listeners for the implants to connect. i i R

Each service may use a profile as a template to create channel options or settings. {
Profiles are used to generate services and work as templates. Based on the service channel and port selection, the services may share same serv

They are customisable to simulate the threat actor campaigns accurately. string configurations_b64 =
"eyJXVjhTTUMONOsyM;]YwNKFDIGhOdHA6Ly8xMjcuMC4wLEODAVAXNIcmIkPTEyljp7IkIEljoiV1Y4U01DNDALMjI2MDZBQyIsIIBST

; : x S | [RPQOSMIiOISFRUUCISIKhPU1QIOiixMicuMCAWLIEILCJQT1JUljoiODAILCJDMIVSSSIBImhOdHABLY8XMicuMC4wLiESODAVAXNIcmIk

fod tlow Sesvice ) meort Service ) | Rimport Sexvios Corfigusiion -E"p PTEyliwiSUSURVJWQUWIOixMCIslkpJVFREUIIBIEWIwiUOVTUOIPTISLRVKIOWTRVNTSUSOSOVZXONPTIRFWFQILCJTRVNTSUSOXOI

Add New Profile | Import Profile | Import Profile Configuration E WIjoiUOVTUOIPTKIWXONPTIRFWFQILCJSRVFVRVNUIjpudWxsL CJSRVFVRVNUTUVUSESEIjoiROVUIiwiQKIOQVJZIjoiRmFsc2UiLCJIV
FRQSEVBREVSUyI6ImUzMDOILCJDTOSLSUVTIoiZTMwPSIslkhUVFBVQSIBIk 1vemisbGEGNS4win0slidWOFNNQzQ3SzlyNjA2QUMg

Management Name Status  Profile
Save as .NET Project m
Management Name TLS Type n a n IcelD and Cobalt Strike Service  True IcedID

n n loedi) snd CobalEie reee  MLIE n n n TA550 Interactive Mode True  TA550 HTTP Websocket 8002
n n Generic TCP False TCP n ﬂ u Implant to Implant True Generic TCP TCP 8001

n n TA550 False  HTTP Websocket 0 TA550 Interactive Mode




Tehsat Simulation Capabilities

Teinat o A e Redirectors
R TP ‘1+Ff&—,{\l3{39 ]
\ M HITP(S)-APT39  ~~==» () H
SR () 4
\ . DN$-APT1I () ,aou .
\ \ S V4
= . ”’
HTTP Sehyerless 1 A((( ))) N Vendor 1
‘ I
\ ((«l»)) . ‘QI
((‘l’)) ,’ Cyber Security Analytics
s
»7 Cloud <" Corporate Network

i———=  Vendor2 - \“‘_‘@
o 1 e
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Flags are useful to assess the team capabilities such as reverse engineering,
malware analysis and utilising the security controls.

« Initial malware stage delivery (e.qg. command, dropper, stagel, stage2)

« (2 communications (e.q. profile, protocol)

« Lateral movement (e.q. remote service, WMI query, creds) -
« Data exfiltration (e.qg. fake DLP flags, C2 channels, WebDAV)

Use a Capture the Flag scoring website or application (e.g. Vectr — vectr.io)

A
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Add Variations to Command & Control Communications
« Cloud Native (2s (e.g. Serverless Apps, Direct DB Connections, JavaScript)
« (2 Traffic Cloud to Cloud (e.g. Deploying the C2 in another tenant of target cloud)

«  Domain Fronting (e.g. Leveraging Cloud Fronting services with Domain/SNI masking)
«  Newest HTTP Protocols (e.g. Mobile push on HTTP/2 or HTTP/3, WebRTC, WebSocket)

Adjust the Pace of Exercise for the Scenario Requirement

A



SB Analysing a malware PCAP w X . Tehsat

& localhost:500

Scenarios

Profiles

Services

Implants

Status

Debug

* ¢ AR

Register

Login  About

Tehsat :

Tehsat is developed to simulate the Command and Control (C2) communiations of the malware.
It can be used to analyse the Data Analytics and Security Incident Detections environments, and their efficiency.

Usage

¢ Create a malware communications profile using Profiles

» Create a service populated from the available profiles using Services

¢ Create an implant for the services using Implants

e Download button in the Implants can give the C# source code for the implant
e Make sure the services started using Services

In addition, you can prepare a scenario based on profiles, services and implants generated through the configuration.



SISeee/NIF  Conclusion

| SIN-2021 | ¢

_—t

Malware traffic simulations

Running an adversary simu

orepared with Threat Intelligence data

ation pack improves collaboration

Distributed C2 and attack infrastructure usage is rising

Malware traffic generation can be automated with software

A
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TA505+ Adversary Simulation Pack

Paper: Current State of Malware Command and Control Channels and
Future Predictions

https.//github.com/fozavci/ta505plus

Petag C2 — Purple Team Command & Control Server and Malware
https.//github.com/fozavci/petagc2

Tehsat Malware Traffic Generator
Paper: Simulating Malware Communications in Distributed Networks

https.//qgithub.com/fozavci/tehsat
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Thank You for Joining Us

Join our Discord channel to discuss more or ask questions
https://discord.gg/dXE8ZMvU9]



