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About me
Platform infrastructure security engineer @AntGroup

Security researcher && Developer

All low-level materials: kernel/virtualization/container/security

Speaker of Ruxcon, CanSecWest, Syscan360…
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Agenda
Introduction to container escape

New container escape methods

The defense
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01 Introduction to container escape
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Container introduction
l Docker: OS-level virtualization in 2013
l Abstraction at application layer
l Lightwegiht, Standard, Isolation

Host OS

Docker Engine

bins/libs

app 1

bins/libs

app 2

Host OS

VMM

kernel

app

kernel

app

Windows Linux
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Docker introduction
l namespaces: isolation
l cgroups: resource control
l UnionFS: image share and distribution

PIDnamespace MNT NET …

cgroup cpu memory device storage aufs overlayfs btrfs

security cap seccomp SELinux network veth iptables bridge

Linux kernel
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Container security: share the kernel
l No free lunch: performance and security trade-off
l Weak isolation between containers/kernel
l Share the same kernel

container

Linux kernel

container container

attack attackattack
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Container escape
l Container engine vulnerabilities
l Privileged CAP and sensitive mounts
l Kernel vulnerabilities

Host OS

Docker Engine

app 1 app 2

container container

Vulnerable code

Misconfigured
CAP and mounts

Container escape
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Privileged CAP
l CAP_SYS_MODULE
l CAP_SYS_ADMIN
l CAP_DAC_READ_SEARCH

Host OS

container

evil.ko

evil.ko

cap_sys_module

/proc/sys

/proc/sys /proc/sys

cap_sys_admin

read-only read-write

file

file

cap_dac_read_search
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Sensitive mounts
l sysfs/procfs/tracingfs/debugfs…. VFS

kernel core

read handler

kernel
infomration

ext4 proc NFS

control kernel
behavior

write handler
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Usermode helper program: 
conceptl Run program from Linux kernel

Linux kernelkernel subsys

process

/bin/cat

User space

/sbin/modprobe

exec program

call_usermodehelper
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Escape through Usermode
helper programl C: write a helper (test.sh)
l C: write helper path to kernel
l H: host trigger helper execve
l H: helper read /etc/shadow
l H: helper write to container file
l C: read the host /etc/shadow

Linux kernel

process

/tmp/test.sh

Container

/

/var/lib/docker/overlay2/xxx/diff

container filesystem

cat /etc/shadow >
/var/lib/xxx/diff/tmp/shadow

/proc/sys/xxx/helper

helper=/var/lib/xxx/diff/tmp/test.sh

shadow
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Usermode helper: some example
l /proc/sys/kernel/modprobe
l /proc/sys/kernel/core_pattern
l /sys/kernel/uevent_helper
l /sys/fs/cgroup/*/release_agent
l /proc/sys/fs/binfmt_misc/ -- talked a lot, but no exploits
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02 New container escape methods
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Container escape through binfmt_misc
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binfmt_misc introduction
l proc filesystem
l Userspace can register file handler
l Allow arbitrary file format to be executable

Linux kernel

dos app

/proc/sys/fs/binfmt_misc

java app any app

/usr/bin/dosexec /usr/../javawrapper xxexec
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binfmt_misc interface
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binfmt_misc internals: usage
l register: /proc/sys/fs/binfmt_misc/register
l show: /proc/sys/fs/binfmt_misc/<name>
l clean: echo -1 > /proc/sys/fs/binfmt_misc/<name>

:name :type :offset :magic :mask :interpreter :flags

:test_fmt:M::\x61\x61\x61::/home/test/test_fmt_intp:

M: magic
E: extension 0 aaa interpreter path
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binfmt_misc internals: kernel
l Linux kernel maintains a formats list
l Search the list when load executable file
l Call load_binary callback when found

lh

formats

load_binary

load_shlib

…

lh

module

lh
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binfmt_misc internals: register an entry
l The ‘misc_format’ entry is insert into the head of ‘formats’
l If two handler match the same executable file, the misc_format is selected

lh

formats

lhlhlh

misc_format
load_binary

load_shlib

…

module

load_binary

load_shlib

…

module
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Container escape through binfmt_misc:
overviewl Insert a new executable handler for ELF/bash/…

Linux kernel

process

/tmp/test.sh

Container

/

/var/lib/docker/overlay2/xxx/diff

container filesystem

cat /etc/shadow > /var/lib/xxx/diff/tmp/shadow/proc/sys/fs/binfmt_misc/register

handler=/var/lib/xxx/diff/tmp/test.sh

shadow

20
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Container escape through binfmt_misc: poc1

21

Host

process

/tmp/test.sh

Container

#!/bin/bash

cat /etc/shadow > /var/lib/xxx/diff/tmp/shadow

register binfmt_misc
offset: 0
magic: #!/bin/sh
interpreter: /var/lib/xxx/diff/tmp/test.sh

/

/var/lib/docker/overlay2/xxx/diff

test_host.sh

#!/bin/sh
echo aaa
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Container escape through binfmt_misc: poc1
l Replace ‘#!/bin/sh’
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Container escape through binfmt_misc: poc2
l Replace ‘ls’
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Container escape through eBPF
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eBPF introduction
l Originated from cBPF in 1992
l Initially used for Packet Filtering
l Add restricted code to kernel at runtime
l eBPF to kernel like JavaScript to browser
l Growing very fast in kernel
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eBPF usecases
l Networking
l Tracing
l Runtime security

Cilium bpftrace Falco
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eBPF architecture
programs mapsC source

bytecode

bpf syscall

Maps
verifier

JIT compiler

eBPF
program

system call

networking

kprobe

LSM
eBPF helper

user space

kernel space
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eBPF core concepts
l eBPF program type: where eBPF code will be executed
l eBPF map: data between kernel and userspace
l eBPF verifier: make sure eBPF program has no harm to 

kernel
l eBPF helper: library function that eBPF program can call



29Container escape in 2021 | Li Qiang

kprobe and eBPF
l kprobe: instrumentation at almost any kernel code address
l kprobe and kretprobe
l eBPF program can be attached to kprobe

eBPF program

kernel 
function

kprobe

kretprobe

trace pipe perf buffer

user space

kernel space

Monitor
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Container and eBPF
l eBPF/kprobe is not aware of cgroups and namespaces
l CAP_SYS_ADMIN/BPF container can load eBPF

program
l Container can read/control system-level  behavior
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Container escape through eBPF: one example

cat /etc/shadoow container

/etc/shadow

vfs_read kprobe
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Container escape through eBPF: poc

cat /etc/shadoow
container

/etc/shadow

vfs_read kretprobe

bpf_probe_read(buf, r13)
bpf_trace_printk(buf)

root:xxxxxx
daemon:xxx

memory buffer r13

cat /sys/kernel/tracing/trace_pipe
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Container escape through eBPF: poc
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Container escape from VMM
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Container in VM
l VM + Container is more popular
l Can benefit from both architecture

Efficient
Flexible

network
device

KVM

qemu

Linux kernel

block
device

VM

container container
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VM attack surface: device 
emulationl Interface between VM OS and qemu devices
l VM OS can write/read a lot of data to device
l Various device: a lot of vulnerability

qemu VM
network
driver

disk
driver

vga
driver

device
emulation

physical
driver MMIO/PIO
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Device and driver sysfs
l Virtual filesystem like procfs
l Usually mounted at /sys
l Container device&&driver info

and can control device behavior
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Container escape through VMM vulnerabilities
l Container can interact with device
l Virtual device is vulnerable
l Container escape through VM 

device vulnerability

emulated device
(vulnerable)

VM
container

device driver

/sys/devices/pcixxxx

qemu
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Container escape through VMM vulnerabilities: poc
l scavenger from Gaoning Pan, Xingwei Lin
l Just a PoC change from here:

https://github.com/hustdebug/scavenger

https://github.com/hustdebug/scavenger
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Container escape through VMM vulnerabilities: poc
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03 The defense
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binfmt_misc escape
l Secure container(kata, gVisor)
l Drop CAP_SYS_ADMIN(can’t remount)
l Usermode helper whitelist

(CONFIG_STATIC_USERMODEHELPER_PATH)
l LSM(Apparmor, SELinux)
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eBPF escape
l Drop CAP_SYS_ADMIN(can’t remount)
l Disable unprivileged container load eBPF
l Signed eBPF program (in progress)
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VMM escape
l Secure container(kata, gVisor)
l Drop CAP_SYS_ADMIN(can’t remount)
l Fix VMM vulnerability



Li Qiang, liq3ea@gmail.com

Thank you


