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Hao Chen(@flankersky)
- Security Expert @Li Auto
- Bug hunting in Android, Linux kernel
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HIT
) BackGround - The usual attack vector 2oszs§f|$§§;fore

Vehicle functions

& Vehicle centralized E/E in the cloud
5 architecture :
. Vehicle Computer & IR B Zone QOriented Architecture
Zone ECUs EE% Eé and Vehicle Computer
§ (Cross) Domain Domain Fusion Central Cross Domain ECUs
; centralized E/E
= : PRy
S architecture Centralization :% Central Domain ECUs
=
Integration @/r— Functional Integration
= | Distributed E/E ‘1 [
=) :
=) architecture
@ = Each function has his ECU
= H=E increasing No of SW

https://www.researchgate.net/figure/Possible-evolution-of-vehicular-E-E-architectures-3_figl_348825146 .
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BackGround - The usual attack vector 2nszs§f|$§§|§ore

The Powertrain/chasis Domain:
® Hacker's ultimate goal
® Safety Critical

® Security Critical

(* 5G ——  Lidar —amly AEB

—— Bluetooth Camera EPS
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BackGround - Security vs Safety(software) 2079 Singapore

Safety:Absence of unreasonable risk due to hazards caused

—> Security event

Security
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BackGround -Current MCU software Test %TZstgﬁfgggore
e Code Walk-through e statement coverage
e Semi-formal verification
e Formal verification e branch coverage
([
° e MC/DC
([
([
e Data flow analysis
Coverage-guided fuzzing maybe helpful.
There are never enough ways to test.
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McuFuzz - What we have & need

[

Resources of a processor for Vehicles
 Upto3xArm Cortex-M7 DCLS

* Upto8 MBSRAM

* Runing AUTOSAR or FreeRTOS

What's the problem

e SRAMi s really small

* real-time OS5, no MMU
 (Gccor Clang are rarely used

Coverage
guided?

Solution

HITBSecConf

2022 Singapore

€ How to trace memory access

€ How to trace code coverage
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McuFuzz - Introduction to ARM Trace 2022 Singapore

Cortex-A/-R/-M

Trace
Sources

AHB Trace

Trace Macrocell(HTM)

Instrumentation
Macrocell (ITM)

Funnel

Program Flow Data Flow

Trace Sink

1 https://developer.arm.com/documentation/dgiOOlZ/d/CoreSight-Components-and-Systems/CoreSight-components/Trace-sou#ﬁleT% 20225IN .
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McuFuzz - ETM on-chip trace 2022 Singapore

* The trace data is on chip and is exported to the
external debugger.

* The on-chip buffer is usually small.

* You allways need filtering.

* The trace data is heavily compressed.

* Capture trace at a much higher speed.
Trace data

extracted * Do not require any trace pins,JTAG is enough.
some time
later ﬂ
...... o= L]
—— —
o =
Debug Host
Probe machine
with
debugger

https://developer.arm.com/documentation/102119/latest/
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Trace data
output
immediately

TPIU, 508
ETS

) McuFuzz - ETM off-chip trace

HITBSecConf
2022 Singapore

* The trace data is output from the target to a debug unit or
directly to the external debugger.

* Trace data is output by the Trace Port Interface Unit (TPIU),
Embedded Trace Streamer (ETS), or Serial Wire Output
(SWO) that is on the target to an external debugger.

*  We can have more buffer to store trace data.

*+ We can trace over a long period.

*  But it need additional hardware pins.

(HSSTP), [ S
or SWO

https://developer.arm.com/documentation/dgi0012/d/Trace-Capture/Designing-your-trace-system/Differences-

| lggtwgen-on-chip-and-oﬁ-chip-s:toraqe

Hi

0

Host
machine
with
debugger
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McuFuzz - ETM's features Summary 2022 Singapore

A trace source,part of ARM coresight

Instruction and data trace

 ETM supports trace filtering

 (Can generate cycle-accurate trace
 Caninsert timestamps into trace data
* Support on-chip and off-chip trace

 Supported in most Arm-based systems
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McuFuzz- Use Trace32 to trace 2022 Singapore

e PowerView, a universal GUI

 PowerDebug tools for debugging

 PowerTrace tools for program/data
flow trace

5[ Wzii |
|| FEEEEAREGRRRER" ) =¥

e Support Cortex-A/-R/-M, TriCore,
RISC-V, Power Architecture

https://www.lauterbach.com/frames.html?home.html

#HITB20228IN - =



McuFuzz - Trace32: Enable ETM

4@ B:Trace EI@
METHOD
@ ® Onchip Analyzer ahyzer () HAnahzer q Prabe IProbe OLA
OaRT  OLoGGER Osvoorer O FDX O NONE
state used ACCESS TDelay
(O DISable | auto 0. & Tronchip
® OFF 32. 0% w TRACEPORT
O Arm SIZE CLOCK TPIU
O TRIGGER [16384. | || TraceCDNNECT @
O break AUTOD  ~ 2 1TM
Mode Mode ETFL o2 5TM2
commands ®) Fifo [ SLAVE £2 5TM3
& Init O stack ) BMC
& SnapShot Leash
5 | st

AutoArm
@ AutoInit

https://www2.lauterbach.com/pdf/trace_arm_etm.pdf

HITBSecConf
2022 Singapore

€ Trace method
Trace sink is on-chip buffer

€ On-chip trace buffer
Trace buffer usage status
Fifo mode: If the trace is full, new records will overwrite
older records.

€ Autolnit
» Trace memory contents is erased and previous records
are no longer visible
» The trigger unit is set to its initial state.

€ AutoArm
* Recording and if available triggering is prepared whenever
the program execution is started.
* Recording and if available triggering is stopped whenever
the program execution is stopped.

¢ ETM
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McuFuzz — ETM trace filter

&2 BETM =R EEE xS
etm control trace TImeMode resources SyncPeriod Tracelnclude
O oFF Trace [Jeec OFF v|| | Acomp: 42 | || || ||l 0x3454b360--0%3454b38b | |
(® ON [JLPOVERRIDE [JReturnStack| F(kCoThreshold DComp: 2. FifaLevel TraceExclude
ATBTrigger (] TimeStamgsTrace |:| CComp: D. | | | |
commands [ stuepingdredévints Codescanate Counter: 2. AUXCTLR
RESet STALL CLOCK Seq:  Yes | || || | pataviewInclude
@ CLEAR trigger Olostasuppress | | [ || | Bt 4. TracelD | Readwrite 0x60000000-0) | |...
™ Register COND ExtInBus: 0/4. | | | 2. || |- DataViewExclude
cﬁé‘ Trace on/off OFF ~ [ TimeStamps | | ExtOut: 4. TracePriority | |
22 TPIU INSTPO TmeStamp Q00K SShot: 1. 0.
£ List level Branches |:| Resources:  16.
DataTrace Version: 4.0 FunnelHok Time
counter OFF ~ 3 ~
[ TraceNoPCREL
[ TraceNoSPREL « advanced

® (Code Filter example
ETM.Tracelnclude Execute 0x34000000-- 0x34000fff 0x35000000-- 0x35000fff

® Memory access filter example
ETM.DataViewlInclude ReadWrite 0x60000000--0x61ffffff

HITBSecConf
2022 Singapore
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McuFuzz - The coverage result

& B:COVerage.state

— METHOD
® INCremental ' SPY | RTS
—&ate ——  ~ Option ——
OFF Staticinfo
® 0N
— SaourceMetric -
— commands — Statement
+ ADD
& Init
RESet

HITBSecConf
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(£B B=COV.Listline E=RECH "<
L. (L Goto.. (PLst  +add Dload... GBSave.. Ok
address tree coverage objectcode 0% 50% 100 branches i

P:342551AC--342551C1 never 0.000% | ). ) ) A
P:342551C2--34255101 - never 0.000% | ) 0.
P:342551D2--34255105 83--83 never 0.000% | 0. ). 0.
P:342551D6--3425524F never 0.000% | 0.000% 0 )
P:34255278--34255400 partial 41,8715 — 16.666% 0. ). 2
P:34255278-~34255297 n ok 100, 000% e —— 0. 0.
P:34255278--34255279 ok | 100.000% enmm— 0. ) )
P:134255278-~34255279 1 ok 100, 0005 s— 0 ) 0
P:3425527A--34255287 2 ok | 100.000% cm—— 0. ).
P:34255288--34255289 8 ok 100, 0005 ee— 0. ) 0
P:3425528A--34255291 ok | 100.000% em— 0. 0.
P:34255292--34255295 ok | 100.000% ————
P:34255296--34255297 ok | 100.000% emm—— 0.
P:34255298--34255200 3 ok 100, 0005 ee— 0. ).
P:34255298--342552A5 ok 100. 000% e—— 0
P:34255298--342552A5 ok | 100, 000% e————— 0,
P:342552A6--342552AF ok 100. 000% e———
P:34255280--34255285 ok | 100, 000% e——— ), )
P:342552B6--342552C8 ok 100. 000% en——— 0.
P:342552CC-~34255203 ok | 100.000% | ) 0.
P:342552D4--34255209 ok 100. 000% ——— 0. 0
P:3425520A--34255200 ok | 100.000% e——— 0. ). 0
P:342552DE--34255307 = partial 7. 142% e— 50.000% 0. 0.
P:342552DE~-342552€7 | not taken 80. 0008 ——— 50.000% ). )
P:342552DE--342552E7 not taken 80. 000% ————— 50. 000%
P:342552E8--342552E0 ok | 100.000% e——— 0. ). )
P:342552EE-~342552F7 ok 100. 000% e — 0. )
P:342552F8--34255305 1 never 0.000% | ).
P:34255306--34255307 never 0.000% | )
P:34255308--34255335 not taken G5 6525 mm— 50.000% 0. ) 1
P:34255308--34255313 7 ok 100, 0008 e— 0 )
P:34255308--34255313 ok 100. 000% en— )
P:34255314--34255317 ok 100, 0005 sm— )
P:34255318--34255318 ok | 100. 000% e—— ).
P:3425531C~-~34255310 not taken 0.000% | 50,000% ).
P:3425531E--3425532F 61 ok 100. 000% en—— 0
P:34255330--34255331 € ok 100, 000% s————— 0 0
P:34255332--34255335 64 t ok 100. 000% e—— 0. 0. 0
P:34255336--34255375 never 0.000% | 0, ) 0
P:34255336--34255341 never 0.000% | 0. 0. v

1 https://www2.lauterbach.com/pdf/app_code_coverage.pdf

#HITB2022SIN -

.-]



McuFuzz - Trace32 API

Application ---> TRACES32 API ---> TRACES32 application --> TRACES32

(C Functions)

(sockets)

Application

TRACE32 API

Socket
Interface

(HW interface)

File Edt View Var Sewsk Run CPU Misc Trace Puwf Cov ARMMO Lims Dwhik Window Help
KA Ve oo nue ded 1>
- w, ICH

SHE-3) ]

localhost/
Ethernet

Socket
Interface

HITBSecConf
2022 Singapore

e

premen

Ethernet
USB

TRACE32
Hardware
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https://www2.lauterbach.com/pdf/api_remote_c.pdf

McuFuzz- The mcu fuzzing framework

=)
\d
@

Trace32

Debug

HITBSecConf |
2022 Singapore

e Et

@

ETM with
filter
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McuFuzz - The advantages 2022 Singapore

e (ompiler independent
e No need torecompile code
e No codeinstrumentation required

e (overage-guided
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Demo - Can service Fuzzing

» Control Target:
Run,break,configure ETM

* Get ETM analyzed data

* Monitor crash

Target MCU

c
7
w
0
>
z
Tl
)
g

HITBSecConf |
2022 Singapore

USBCAN Device

* Collect init seed
corpus

* Send mutated data
to target
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De

mo - Can service Fuzzing

HE AL & 20

7?8 Eom

B v O L
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|

[ 2
| &
| METHOD

state

D DISable
D OFF

( O TRIGGER
O break

commands
‘ @ Intt
T © SnapShot

trace

‘ ® Onchip Analyz

Mode
® Fifo

D Stack

Data

ACCESS
auto

CLOCK

Mode
M sLAVE

Var List

O FDX O NONE

3P Tronchip

&
LEM
P
& sM2
P sTm3

© BMC

PERF

SyStem Step

E¥ 21%: Windows PowerShell X $+ == (m] X

PS D:\workspace\McuFuzz> D:\workspace\McuFuzz\winafl\build32\bin\Debug\afl-fuzz.exe
D:\workspace\McuFuzz\in D:\workspace\McuFuzz\out 20000 3 C:\Python\
Python36-32\python.exe D:\workspace\McuFuzz\targetHarness\targetMain.py -@@
WinAFL 1.16b by <ifratric@google.com>
Based on AFL 2.43b by <lcamtuf@google.com>
Debug: winaflt32_options_init
[+] You have 16 CPU cores with average utilization of 20%.
[+] Try parallel jobs - see afl_docs\parallel_fuzzing.txt.
[*] Checking CPU core loadout...
[+] Found a free CPU core, binding to #6.
[+] Process affinity is set to 1.
[*] Setting up output directories...
[+] Output directory exists but deemed OK to reuse.
[*] Deleting old session data...
[+] Output dir cleanup successful
[*] Scanning 'D:\workspace\McuFuzz\in'...
[+] No auto-generated dictionary tokens to reuse.
[*] Creating hard links for all input files...
[*] Attempting dry run with 'id_eeeeee’...
Debug: winaflt32_options_init
len 64, map size = 26, exec speed
[!] WARNING: Instrumentation output varies
[*] Attempting dry run with 'id_eeeeel'...

103275 us
across runs.

Go Break sYmbol Frame Register FPU other previovs

MIX Up
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| HITBSecConf
Conclusion 2022 Singapore

€ Coverage guided fuzzing on MCU is possible
€ ETM and Trace32 is really helpfull

€ This prototype is proven effective in our product

Future works:

€ Improve fuzzing speed
€ More target fuzzing practice

€ Off-chip trace is in progress

flank3rsky@gmail.com
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https://github.com/flankersky/mcufuzz
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Thank You!
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