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Who are we

Wesley Li (Data analyst & Al Security Researcher)

Kevin2600 (Hardware & Wireless Security Researcher)

Notable Achievements:

2018 After-Market Digital Key reversing (DEFCON 26)

2020 Tesla-Model3 NFC Keyfob relay attack (DEFCON 28)

2021 Schneider-Electric EVIink Charging Station research (DEFCON 29)

2021 Rolling-Pwn attack research on Honda vehicles (rollingpwn.github.io/rolling-pwn)

2021 Bug on Model3/Y Made to the Tesla Hall of Fame (bugcrowd.com/QAX-StarV-Lab)
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Biometrics Authentication
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Multi-Factor Authentication (MFA)

Authentication using two or more factors to achieve authentication:

1: Something you are (Biometric; Fingerprints)
2: Something you have (Cryptographic identification device; Tokens)

3: Something you know (Password; Personal identification number (PIN))

Source: CNSSI 4009-2015 under multifactor authentication



Something you have

‘CARKEY’ FEATURE




Something you have

My Model S

® 150 mi
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Something you know




Something you are




Something you are




Something you are

IV LVIINELEUVTIVE

have osked your BMW

to lock the doors

Amazon Echo Integration

Use your Amazon Echo with the My BMW App
to stoy on time, in touch, and in control. You can
plan when to leave for your next trip, check on
your fuel range, and even lock your doors
remotely.

Download Skill from Amazon 2

Download Guide




Speaker Recognition Spoofing



Speaker Recognition

Speaker recognition Is the identification of a person from
characteristics of voices. It 1s used to answer the question
"Who 1s speaking?” Recognizing the speaker can simplify the
task of translating speech In systems that have been trained
on specific voices or It can be used to authenticate or verify
the identity of a speaker as part of a security process.

Wikipedia



Speaker Recognition system 101

Template
Matching




Speaker Recognition system 101

Feature Database

Verify Stage P

eature Feature “
Extraction matching The Speaker is Bob




Speaker Recognition Applications

WERHERTE T ARIEE

. Bt RE
{ RERETAXF




What Could Possibly Go Wrong ?




Speaker Recognition Spoofing Methodology

Impersonation Attack ———— Impersonate the target voice

Replay attack ———— Record the victim phrases and replay to the target device

Speaker Recognition Speech Synthesis =———— The computer-generated simulation of human speech
Spoofing

Voice Conversion ——— Convert any texts to the human speech

Adversarial Example Attack

White-Box Attack, Black-Box Attack



Speaker Recognition Replay Attack

Mel spectrogram of genuine voice data source




Speaker Recognition Replay Attack (Stats App for Tesla)
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Speaker Recognition Replay Attack (Mystery App for Tesla)

Speoker Recognition SSSSs
~ Replay Attack
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Speaker Recognition TTS (Text2Speech) attack
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Speaker Recognition TTS attack

MockingBird [https://github.com/babysor/MockingBird]

Real-Time-Voice-Cloni Ng [https://github.com/Corentin)/Real-Time-Voice-Cloning]
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Speaker Recognition TTS attack
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Adversarial Example Attack (Speaker Recognition)

FGSM
Base On Gradient <
White Box Attack |-FGSM

Base On Optimization C/W
Adversarial Example Attack
Gray box Attack Base On Result And Score VMask
FakeBob
Black Box Attack Base On Transfer <
Z00-VMask



Adversarial Example Attack
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Summa 'Y (Speaker Recognition Spoofing)

Recognition Security Spoofing Methods Details
Procedure Level

Replay Attack, Speech Easy to Attack
Fixed Vocabulary Weak Synthesis, Adversarial Example
Attack

Speech Synthesis, Adversarial By using the Fixed Vocabulary + Random
Fixed Vocabulary Medium Example Attack Contents combination. It can prevent
replay attack.

+ Random
Contents

Strong Speech Synthesis, Adversarial Hard to detect and more secure. But cost
Random Example Attack more system resources

Contents



Faclial Recognition Spoofing




Facial Recognition

A technology capable of matching a human face from a
digital image or a video frame against a database of faces,

typically employed to authenticate users through D
verification services, works by pinpointing and measuring
facial features from a given image

Wikipedia



Facial Recognition Roadmap

The technology is always evolving

Based on Low-Dimensional Based on Portion Based on Deep 3Dimensional Face

Characterization of Features Features Recognition



Facial Recognition Applications
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Move your head slowly to
complete the circle.




Facial Recognition Applications
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Facial Recognition Applications
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Facial Recognition Procedure

Face Face Feature Feature

Detection Anti-Spoofing Extraction Matching




Facial Recognition Procedure

Input Image

Green: Detector bounding box
Black: Mean fiducial points
Blue: Detected fiducial points

Representation Clustering

—)‘ é Similarity Detection

128D unit hypersphere Classnflcatlon

\

Deep Neural Network




Facial Recognition Procedure
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Facial Recognition Structure
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What Could Possibly Go Wrong ?




Facial Recognition Spoofing Methodology

Mr.Orange-Attack ———— Hand-draw a human face on Orange
Photo-Attack =———— Printing a human face on Paper
Photo + Actions Printing a human face on paper. And cut out the eyes
and mouth area for eyes blink or mouth opening actions
Spoofing
Methods

Video Replay —— Recording a human face with certain actions

e.g eyes blink or mouth opening

3D face mask ———— 3D print or Face Sculpture

White-Box Attack
Adversarial Example Attack <

Black-Box Attack



Face Photo Attack — Hive Box




Mr.Orange Attack




Mr.Orange Attack




Mr.Orange Attack — Xiaomi Smart Lock

< Mnaa.s
e
SR ¥ £




Face Photo Attack — Xiaomi Smart Lock




Face Photo Attack — Xiaomi Smart Lock
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Face Anti-Spoofing

Face under IrDA for human Face under IrDA on Paper Face under IrDA on Mobile



Face Anti-Spoofing
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Face Sculpture Attack




Face Sculpture Attack — Huawel P30 Pro




Adversarial Example Attack (Face Recognition)

'

“panda” “gibbon’

57.7% conftidence 09.3% confidence



Adversarial Example Attack (Face Recognition)

With Targets
Based on Targets

Without Targets

One-Step Attack

Adversarial Example Attack Based on frequency

Multi-Step Attack

White-Box Attack

Based on Knowledge

AN

Black-Box Attack



Adversarial Example Attack (Face Recognition)
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Perturbation Area Selection

adv glasses adv_patch adv_makeup



Adversarial Example Attack Comparison
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Adversarial Example Attack — Huawel P30 Pro




Adversarial Example Attack — Weltmeister Car

el b =




Adversarial Example Attack — Mystery Car ;)




Features Replace Attack




Features Replace Attack — Xiaomi Note9




Features Replace Attack — Bank App (Failed Attempt)
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Thresholds Value Attack — Mystery Car ;

Android




Thresholds Value Attack — Mystery Car ;)




Thresholds Value Attack ystery Car ;
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Thresholds Value Attack — Mystery Car ;)




Features Value Attack — Mystery system ;)

utE7wtmJCC eVDrctQ7GEnzRON10S
CKQQJIXKH 8Uc/n3zr4lFoH8Kwoqust/DOAa
Clo ooﬂool'_‘bl:bo”oo.o

[ o*. © oobeole
“&| olooTke! |ESG_SUNA

ro ;HsDou O 050090
+K+204SOyEX/prequ

oo
mSQo0
anOOES nEijr8quZn 8 I

l0J91HjL2F01
waC4nTClu/ngBT9b87ZiyYJaR66RwAvw
+06anN39xCLﬂhcnOE nNXwajCTo4yTXQDQCU

ICCCSinSSr1uxqpyA28512uui+FON
‘kleJZBah4cUb
i zLVAnb4LL

V3/Pap/1NdsOZlf/1KbDje

OGngl'QvUNN+pFBIJ08
Dka90da84cb?]t8eBoZn9erRtht£05Ca
*PBSyD7prijnyVlg+X29}2§Sf§_

Kw2P
/OIqL7R068931nLoz!aBVOp +
(000000l | |ESG_IFE2101| |1 &e
1C6cbcaerCHpSoKVSrzAda/Otgxosu1
20bqtLVE5Y

qu9r124rX/8wXUwRE
GS/jm8238S£XLYFTestGYLvol AEhs03m+U
dQBSqA/Hi/tPlOnSSxNuild4t 9pv3cIaZSBtuyKGBX2yE
e 9:&3 .:K.F:)Fo)o
SO ’
QDooﬁ&\QQBDFoo

oA1U69ySEJL/ 3py509M
o oloois(vol! [RL




Extra Functions Attack — Access Control




Summa 'Y (Facial Recognition Spoofing)

Recognition Security Spoofing Methods Details
Procedure Level

Mr.Orange Attack The main task is to detect faces, no
Face Detection Weak Face photo Attack defense against various spoofing

Face Sculpture Attack .. methods

Features Replace Attack The most important security stage of the
Face Anti-Spoofing Strong Adversarial Example Attack face recognition. It is possible use a plain

photo to break the 2D face recognition
system without it.

Feature Extraction Features Value Attack By adjusting the face features model to
& Matching Medium Thresholds Value Attack enhance the Adversarial Example, in order
to break the face recognition system
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