


Who are we

Wesley Li (Data analyst & AI Security Researcher)

Kevin2600 (Hardware & Wireless Security Researcher)

Notable Achievements:

2018 After-Market Digital Key reversing (DEFCON 26)

2020 Tesla-Model3 NFC Keyfob relay attack (DEFCON 28)

2021 Schneider-Electric EVlink Charging Station research (DEFCON 29)

2021 Rolling-Pwn attack research on Honda vehicles (rollingpwn.github.io/rolling-pwn)

2021 Bug on Model3/Y Made to the Tesla Hall of Fame (bugcrowd.com/QAX-StarV-Lab)
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Biometrics Authentication



Authentication using two or more factors to achieve authentication:

1: Something you are (Biometric; Fingerprints)

2: Something you have (Cryptographic identification device; Tokens)

3: Something you know (Password; Personal identification number (PIN))

Multi-Factor Authentication (MFA)

Source: CNSSI 4009-2015 under multifactor authentication



Something you have 



Something you have 



Something you know



Something you are 



Something you are 



Something you are 



Speaker Recognition Spoofing



Speaker Recognition

Speaker recognition is the identification of a person from
characteristics of voices. It is used to answer the question
"Who is speaking?" Recognizing the speaker can simplify the
task of translating speech in systems that have been trained
on specific voices or it can be used to authenticate or verify
the identity of a speaker as part of a security process.

Wikipedia



Speaker Recognition system 101 



Speaker Recognition system 101 



Speaker Recognition Applications



What Could Possibly Go Wrong ?



Speaker Recognition Spoofing Methodology



Speaker Recognition Replay Attack   

Mel spectrogram of genuine voice data source

Mel spectrogram of replayed voice



Speaker Recognition Replay Attack (Stats App for Tesla) 



Speaker Recognition Replay Attack (Mystery App for Tesla) 



Speaker Recognition TTS (Text2Speech) attack



Speaker Recognition TTS attack

Real-Time-Voice-Cloning [https://github.com/CorentinJ/Real-Time-Voice-Cloning]

MockingBird [https://github.com/babysor/MockingBird]



Speaker Recognition TTS attack



Adversarial Example Attack (Speaker Recognition) 



Adversarial Example Attack 



Summary (Speaker Recognition Spoofing)

Recognition 
Procedure 

Security 
Level

Spoofing Methods Details

Fixed Vocabulary Weak
Replay Attack, Speech 
Synthesis, Adversarial Example 
Attack

Easy to Attack

Fixed Vocabulary 
+ Random 
Contents

Medium
Speech Synthesis, Adversarial 
Example Attack

By using the Fixed Vocabulary + Random 
Contents combination. It can prevent 
replay attack. 

Random 
Contents

Strong Speech Synthesis, Adversarial 
Example Attack

Hard to detect and more secure. But cost 
more system resources 



Facial Recognition Spoofing



Facial Recognition 

A technology capable of matching a human face from a
digital image or a video frame against a database of faces,

typically employed to authenticate users through ID
verification services, works by pinpointing and measuring
facial features from a given image

Wikipedia



Facial Recognition Roadmap 



Facial Recognition Applications



Facial Recognition Applications



Facial Recognition Applications



Facial Recognition Procedure 

Face 
Detection

Face
Anti-Spoofing

Feature 
Matching

Feature 
Extraction



Facial Recognition Procedure 



Facial Recognition Procedure 



Facial Recognition Structure 



What Could Possibly Go Wrong ?



Facial Recognition Spoofing Methodology



Face Photo Attack – Hive Box



Mr.Orange Attack 



Mr.Orange Attack 



Mr.Orange Attack – Xiaomi Smart Lock



Face Photo Attack – Xiaomi Smart Lock



Face Photo Attack – Xiaomi Smart Lock



Face Anti-Spoofing



Face Anti-Spoofing



Face Sculpture Attack



Face Sculpture Attack – Huawei P30 Pro



Adversarial Example Attack (Face Recognition) 



Adversarial Example Attack (Face Recognition) 



Adversarial Example Attack (Face Recognition) 



Perturbation Area Selection



Adversarial Example Attack Comparison  



Adversarial Example Attack – Huawei P30 Pro



Adversarial Example Attack – Weltmeister Car



Adversarial Example Attack – Mystery Car ;)



Features Replace Attack 



Features Replace Attack – Xiaomi Note9



Features Replace Attack – Bank App (Failed Attempt)



Thresholds Value Attack – Mystery Car ;)



Thresholds Value Attack – Mystery Car ;)



Thresholds Value Attack – Mystery Car ;)



Thresholds Value Attack – Mystery Car ;)



Features Value Attack – Mystery system ;)



Extra Functions Attack – Access Control



Summary (Facial Recognition Spoofing)

Recognition 
Procedure 

Security 
Level

Spoofing Methods Details

Face Detection Weak
Mr.Orange Attack 
Face photo Attack
Face Sculpture Attack ..

The main task is to detect faces, no 
defense against various spoofing 
methods

Face Anti-Spoofing Strong
Features Replace Attack
Adversarial Example Attack  

The most important security stage of the 
face recognition. It is possible use a plain 
photo to break the 2D face recognition 
system without it.

Feature Extraction
& Matching Medium

Features Value Attack 
Thresholds Value Attack 

By adjusting the face features model to 
enhance the Adversarial Example, in order 
to break the face recognition system 
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