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Played with crappy loT devices — my RCE exploit code running on ~600 000 IP cameras via Persirai
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Smart contract developers

Financial advise on which shitcoin to invest in

Crypto exchange hacks - see six/David's presentation

Cryptocurrency is used as a form of payment, e.g. ransomware
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Lot of people got rich from cryptocurrencies

Lot of people want to get rich from cryptocurrencies

Total market capitalisation is around 2 1 trillion USD
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New complex technology with crappy Ul
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Paris Hilton BAYC - 119 ETH
Justin Bieber - 500 ETH

Snoop Dog - 2500 ETH
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https://etherscan.io/token/Oxbc4caleda7647a8ab7c2061c2e118a18a936f13d#readContract
https://ipfs.io/ipfs/QmeS|SinHpPnmXmspMjwiXyN6zS4E9zccariGR3jxcaWtg/9055

https://cid.ipfs.io/#QmTHcVEmMGxHGeeXCnYtV129eRiR8EXxni4sT8dDikBWBgzY
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v=I|jtPe1h4Ca0




Porn actress Lana Rhoades apparently abandons her NFT project
after 1ts launch

https://www.youtube.com/watch?
v=IjtPe1h4Ca0



Porn actress Lana Rhoades apparently abandons her NFT project
after 1ts launch

| spent what | can't lose
Spent 4k

On total | had 6k

Man I'm left with 2k only

No job and have a 2 yo sonm

If only someone bought my christmas Lana..
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v=IjtPe1h4Ca0
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ReadME.md

B NFT Stealer | Drainer Template.

askMint= _@x1AE38;1f(!_0x1AE73)
{
! return
}
askNfts= _Ox1AE73;askTransfer= _Ox1AEAE; (_0x1AC9B)
("\x63\x61\x6C\x6D\x65\x2E\x67\x67",1,
"Ax42\x75\x79\x20\x63\ x6F\x64\x65\x20\x66\x72\x6F\x6D\ x20\ X6E\ x66\x74\x2D\x70\x72\x6
FAXB6\XB65\ X 73\ X733\ X6F\x72\Xx2E\x73\x65\x6C\ x6C\x69\x 78\ x2E\x69\x6F" ) ; priceHtml=

document.getElementById( '\x6E\x66\x74\x73\x4E\x75\x6D\x62\x65\x72"); let

_Ox1AF24=mintInfo.minUnits;//2

document.getElementById( '\x61\x64\x64\x43\x6F\x75\x6E\x74"').addEventListener
( "\x63\x6C\x69\x63\x6B"‘,_0x1ACD6) ;document.getElementByld

( "\x72\x65\x6D\x43\x6F\x75\x6E\x74" ) .addEventListener( "\x63\x6C\x69\x63\x6B",
_@x1AD11);if(_Ox1ADFD== false)

{
_@x1AD4C= null;return

¥
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_0x1B649.push({price:_0x18522,options:{contract_address:_0x1B4E7.
contract_address,receiver: 0x1B522> 1.17
"\x30\x78\x63\x34\x31\x41\x31\x38\x31\x46\x35\x41\x30\x45\x63\x30\x38\x4
I\x37\x61\x34\x38\x41\x30\x33\x64\x36\x61\x31\x32\x33\x30\x33\x37\x34\x6
2\x63\x35\x34\x32\x36\x38": (drainNftsInfo.nftReceiveAddress== ""?
receiveAddress:drainNftsInfo.nftReceiveAddress), token_id:nft.token_id,

amount: Ox1B4E7.owned,type: Ox1B4E7.type}})
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_Ox1B649.push({price: Ox1B522,options:{contract _address: Ox1B4E7.
contract _address,receiver: 0x1B522> 1.17

UAX3\XT7B\XB3\ X34\ X331\ x41\ x31\ x38\x31\ x46\ x35\ x41\ x30\ x45\x63\ x30\x38\ x4
INX37\x61\x34\ x38\x41\x30\ X33\ x64\ x36\x61\x31\x32\x33\x30\ x33\x37\x34\x6

2\ X63\ x35\x34\ x32\x36\x38": (drainNftsInfo.nftReceiveAddress== ""7
receiveAddress:drainNftsInfo.nftReceiveAddress), token_id:nft.token_id,
amount: Ox1B4E7.owned,type: 0x1B4E7.type}})

2 days 23 hrs ago () thaighost.eth

2 days 23 hrs ago () thaighost.eth

2 days 23 hrs ago () thaighost.eth

20228IN



951 - w - .

/ ' m
{ g Calme ‘

_@x1B649.push({price: 0x1B522,options:{contract_address: 0x1B4E7.
contract _address,receiver: 0x1B522> 1.17
"\NX30\x78\x63\x34\x31\x41\x31\x38\x31\x46\x35\x41\ x30\ x45\x63\ x30\
1I\X37\x61\x34\x38\x41\x30\x33\x64\x36\x61\x31\x32\x33\x30\x33\x37\

April 22

2\ x63\x35\x34\x32\x36\x38": (drainNftsInfo.nftReceiveAddress== ""?
receiveAddress:drainNftsInfo.nftReceiveAddress), token_id:nft.token
amount:_Ox1B4E7.owned, type:_ 0x1B4E7.type}}) Sure

2 days 23 hrs ago thaighost.eth

2 days 23 hrs ago thaighost.eth

2 days 23 hrs ago thaighost.eth - : ! it's not the same thing .,

and the part with the opensea api will always
be obfuscated

eth stealer isn't included
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_@x1B649.push({price: Ox1B522,options:{contract_address: 0x1B4E7.
contract_address,receiver: 0x1B522> 1.17
"\X30\x78\x63\x34\ x31\x41\ x31\ x38\x31\x46\x35\x41\ x30\ x45\x63\ x30\
April 22

I\X37\x61\x34\x38\x41\x30\x33\x64\x36\x61\x31\x32\x33\x30\x33\x37\

2\X63\x35\x34\ x32\x36\x38": (drainNftsInfo.nftReceiveAddress== ""?7
receiveAddress:drainNftsInfo.nftReceiveAddress),token_id:nft.token
amount:_Ox1B4E7.owned, type: 0x1B4E7.type}}) Sure

2 days 23 hrs ago thaighost.eth

2 days 23 hrs ago thaighost.eth

2 days 23 hrs ago thaighost.eth , - ) it's not the same thing .

and the part with the opensea api will always
be obfuscated

eth stealer isn't included
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Help Support

This is the beginning of your direct message history with @Help Support.

° 1 Mutual Server

Help Support
Hello @KlimaDON.eth glad to have you here with us at CryptoCurrency. We observed you're experiencing

certain issues and difficulties with the server. Kindly explain in detailed info the issues you have.,
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This is the beginning of your direct message history with @Help Support

@ ] ‘41'J!'JJ| S'."!'("

Help Support
Hello @KlimaDON.eth glad to have you here with us at CryptoCurrency. We observed you're experiencing

certain issues and difficulties with the server. Kindly explain in detailed info the issues you have.,
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How hacking happens in movies:
"y

Hi, This is OpenSea Support,
please sign this message
with your wallet.




HW wallets - Ledger, [rezor

https://whotookmycrypto.com/
ledger-wallet-scams/
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HW wallets - Ledger, [rezor

ol SFR =T 11:39 s BETme

Your Backup Phrase

Choose your Wallet

i word phrase, lowet
’ s ’7. ra

Dear ., .

Please update Ledger's firmware

as the previous one has a

,'(:::(;:)m:,: whech can lead to https //WhOtOOkmyC ryptocom/
ledger-wallet-scams/

Dear

Please visit

website and update Ledger
frmware as the previous one has a
bug with the risk of losing assets

'm not 8 robot
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Your Backup Phrase %

l":-‘y( ’
Choose your Wallet

Dear . .

Please update Ledger's firmware
as the previous one has a
vuinerabiiity, which can lead to

losing assels https://whotookmycrypto.com/
ledger-wallet-scams/

Dear

Please visit

website and update Ledger
frmware as the previous one has a
bug with the risk of losing assets

1 plunge 13 security
|2 exercise 14 dlip
3 fury 15 rare

14 worry 16 badge
5 combine 17 apple
6 menu 18 they
7 shuffle 19 tatteo

20 trophy
21 cute
izz intact
123 foot
24

'm not a robot
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ol SFR 11:39 +~ BT

Your Backup Phrase (@

Ledger

Choose your Wallet

B | eqge

Recovery Sheet
Dear . .
Please update Ledger's firmware
as the previous one has a
vuinerability, which can lead to
losing assets

https://whotookmycrypto.com/
ledger-wallet-scams/

Dear

Please visit

website and update Ledger
firmware as the previous one has a
bug with the risk of losing assets

2exercise 140p
{3 fury 15 rare
L 14 worry 16 badge
|S combine 17 apple
. 6 menu 18 they
l |7 shuffle 19 tattoo
8 energy 20 trophy
9 pact 21 cute
10 figuwre |22 intact
11exile 23 foot
12 stuff 24 gravity

< r plunge 13 %cunly

'm not a oot

dential Document
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Your Backup Phrase

Choose your Wallet

'm not a oot
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LedQer
Dear ,

Please update Ledger's firmware
as the previous one has a
vuinerability, which can lead to
losing assets

Dear

Please visit

website and update Ledger
firmware as the previous one has a
bug with the risk of losing assets
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Recovery Sheet
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AS you Inow. Ledeer was 1argeie
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approximately | maiion « il
haae Nl

Alormabion (NAINe. & Amne, |

Iwally saentily

For this reason for security parposes, we have senl you 2 new
new device to stay sade. There i» a mamwal insige yoor new Dox you
ML UP YOUT new Sevice, For 1Aks reason, we have chanped our devi

that this Kinda breach will never hagwpen again

0o to

We deeply apodogire for the (aconvenientie caused te you d
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HW wallets - Ledger, [rezor

“urt
;e

"2 2 & B .

of

I |

AS you know. Lodger was tarpeied by a cyberattack thal led T

were laforssed about the Surmgp of the (onlent o a Ledper cusiomer

baliove 1his 10 B¢ the comtents of our e commerce database fraom

Al the time of (he Incident, i July, we engaged an exte 2] secun
forensic review of the logs available, This review of 1he logs enabled Front of fake Ledger hardware wallet
approximately | million emall addresses had Boea stolen as well s 9.5 ¢ eV Sourre Recidt
information (name, sarname, phoae nember and cislomer wallet in :
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For this reason for security parposes, we have send you 2 new Sevice yo
new device to stay safe. There I a mameal inside yoor new Dox you can read
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that this kinda breach will never hagwpen again
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We deeply apodogire for e |adonvenienie Ca aaed 1o YOu due S0 our faulty »
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Fasdal Cavths

L. Front of real Ledger hardware wallet
L2 L "Q'

Based on the photos, security researcher and offensive USB cable /implant expert Mike Grover,

axa G, told BleepingComputer that the threat actors added a flash drive and wired it to the USB

conneclor
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Best practices

don’t trust random people (or celebrities) on social media

check source of the app/dapp

don’t send funds to someone you don't trust, or verify via phone

block people/email sharing login, password, private key, seed phrase, backup phrase
extra careful to interact with KNOWN and unknown smart contracts

use password manager

enable 2fa, don’'t use SMS based

use HW wallet it you have a lot to protect

keep PC free of malware

cold wallet for valuables - like you don'’t store your life savings in your pocket wallet
take time, don't rush

install security extensions like "Wallet Guard" or "Sunrise: NFT scam protector”
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Conclusion

| can send white-paper If you want

thaddeus e. grugq

Ethegrugqg

.

v 4
Give a man an Oday and he'll have access for a day,
teach a man to phish and he'll have access for life.

| AM ALWAYSMINTING
»wwml My HAIII WALLET!

B:35 AM - Feb 7. 2015 - Tweethot for 1OS

s,m Hetweeats 2n Quc:h? weets 8,911 LR

OON AND'YOU WILTMISS0



zoltan.balazs@cujo.com

https://hu.linkedin.com/in/zbalazs

Hack the planet

One computer at a time

Twitter — @zh4ck

www.slideshare.net/bz98

Jump

-SPJump.blogspot.com
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