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Keeloq

● Secure remote control systems can only be 
implemented if two conditions are met.

► A large number of possible combinations must be 
available

► The system may never respond twice to the same 
transmitted code





Over the air (ASK/OOK)





Key Derivation Function (KDF) – Normal Learn

Transmitter contains
● Shared key

Sends with each transmission
● Transmitter serial number
● Encrypted counter

Receiver contains
● KDF
● Manufacturer key

Receives
● Transmitter serial number

Derives
● Shared key

Checks
● Counter

Manufacturer knows
● KDF
● Manufacturer key





What attacks have been tried?

● Cryptanalysis
○ Specific weaknesses due to implementation flaws

● Side Channel
○ Recover key material from transmitter or receiver through power analysis

● Replay
○ Jam one transmission while recording it
○ Jam (and record) a second transmission while replaying the first









Reversing the firmware



SVD Loader





Tips for reverse engineering crypto code – David Lodge
https://www.pentestpartners.com/security-blog/reverse-engineering-keys-from-firmware-a-how-to/

https://www.pentestpartners.com/security-blog/reverse-engineering-keys-from-firmware-a-how-to/


Decoding the Keeloq code word





Porting to STM32



Implementing Keeloq and Normal KDF



Demonstration of ESPHome/Keeloq



Bringing it all online



ESPHome Client API



Home Assistant and Keeloq Remotes







Outstanding features

● Persistent recording of counters and replay detection
● Desynchronisation recovery in the client API
● Implementation of other entity types in client API

● HCS301 initial sequence no



Code

● ESPHome

● https://github.com/rogandawes/esphome
● Branches stm32, keeloq and api_client

https://github.com/rogandawes/esphome
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Questions?


