THE HAND THAT STRIKES, |
45«:‘1057{5 ’ =

i HITB2023AMS

| SAUML SHAH

ringzere.training




SAUMIL SHAH

founder
ringzere

hacker,
trainer,
speaker,
entrepreneur,
rebel

educating,
entertaining,

and exasperating
audiences since 1999




< > hitb

00
00
<
©
<
<
28]
(=] (=)
<

2006 2008 2009 2010 20M 2012

4 items 7 items 27 items 8 items 1item 13 items

2015 2017 2018 2019 2021 2023
3 items 28 items 5 items 3 items 5 items 1item
gsec misc
27 items 3 items

M Gayatri > B Users > @ saumil > [ shows > [l hitb






ATTACKS SUCCEED
BECAUSE DEFENSE IS

SAUMIL SHAH

"The Seven Axioms Of Security” black hat

BH ASIA 2017 ASIA 201/




ATTACKS ARE A
TECHNICAL PROBLEM,
DEFENSEIS A

POLITICAL PROBLEM | o

THOMAS DULLIEN, ' black hat

"Why we are not building a ASIA 2017
defendable Internet” BH ASIA 2017 #
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EVOLUTION &
MOORE'S LAW

"The number of

components per
Integrated Circuit

shall double eve
couple of years”

- Gordon Moore, 1965
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Dr. Srinidhi Varadarajan



Jetson AGX Xavier

512-Core Volta GPU with 64 Tensor cores

11 TFLOPS (FP16)
22 TOPS (INT8)

(2x) NVDLA Engines

5 TFLOPS (FP16)
10 TOPS (INT8)

Nvidia Jetson AGX Xavier Developer Kit
by nVidia
Yrwyryy v 8ratings

M.R.P.: ¥2;43;599:00 $1 715

Price: ¥ 1,23,990.00 FREE Delivery.
You Save: ¥ 1,19,609.00 (49%)
Inclusive of all taxes
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The Microprocessor is the new Transistor
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2007 - Social Virtualization




2007 - Autonomy




The Evolution of Attacks: 2001-20
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Exploit Development - 2002

Individual effort.
1 week dev time.
3-6 months shelf life. ' )
Hundreds of public

domain exploits. / A
/060 G

"We did it
for the LOLs."
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Attacks Follow The Money
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Acrobat
Reader DC
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Payment will be raised on :
- Can I Recover My Files?
512212017 12:06:15 BB Sure. We guarar :

Time Left
I._j-":x L e ¥ {:l:'_:lg 4"‘1:!

PRI R B

Your files will be lost on
512612017 12:06:15

Time Left

e

Send $300 worth of bitcoin to this address:

About bitcon L L n [ ,
et | 115p7UMMngoj1pMvkpHijcRAfJNXjELrLn |.

How to buy bitcoins?

R m




ROWHAMMER, SPECTRE, MELTDOWN

Do Attackers and Defenders
even fully understand them?
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EXPLOIT
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| NAKATOMI SPACE
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wherein buildings reveal near-infinite interiors,
capable of being traversed through all manner of
non-architectural means.

http://www.bldgblog.com/2010/01/nakatomi-space/
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Timeline 1: A new species evolves
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halvarflake
MitiGator. The well-intentioned, but short-sighted and

not terribly effective alligator, always working to make
exploitation harder. pic.twitter.com/iUdaeaur8P

¥ 174

MitiGrator

Credit @halvarflake



Timeline 2: Microsoft 2001

nterfaces Conc

ept Virus(CVY) V.
6, Copyright(C)2

801, (This's CVY,

: e

No Nimda.) MIME

It’s Time to End Information Anarchy

By Scott Culp
October 2001

Code Red. Lion. Sadmind. Ramen. Nimda. In the past year, computer worms with these names have attacked computer networks around the world, causing
billions of dollars of damage. They paralyzed computer networks, destroyed data, and in some cases left infected computers vulnerable to future attacks.
The people who wrote them have been rightly condemned as criminals. But they needed help to devastate our networks. And we in the security
community gave it to them.

It's high time the security community stopped providing blueprints for building these weapons. And it's high time computer users insisted that the
security community live up to its obligation to protect them. We can and should discuss security vulnerabilities, but we should be smart, prudent, and
responsible in the way we do it.




From: Bill Gates
Sent: Tuesday, January 15, 2002 5:22 PM
Subject: Trustworthy computing

Every few years I have sent out a memo
talking about the highest priority for
Microsoft. Two years ago, it was the
kickoff of our .NET strategy. Before
that, it was several memos about the
importance of the Internet to our future
and the ways we could make the Internet

truly useful for people.

Over the last year it has become clear
that ensuring .NET is a platform for
Trustworthy Computing is more important
than any other part of our work. If we
don't do this, people simply won't be
willing —- or able —- to take advantage
of all the other great work we do.

Trustworthy Computing is the highest
priority for all the work we are doing.
We must lead the industry to a whole new
level of Trustworthiness in computing.
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Organization for Internet Safety
Security and IT Industry Leaders Form Organization for Internet Safety

New Alliance Will Propose Best Practices for Handling Security Vulnerabilities

Sept. 26, 2002 — The Organization for Internet Safety (OIS), a unique alliance of leading technology vendors, security

researchers and consultancies, today announced its formation. The OIS was formed to propose and institutionalize
industry best practices for handling security vulnerabilities to ensure that security and technology vendors, and security
researchers, can more effectively protect Internet users. Founding members of the OIS include @stake, BindView Corp.,

Caldera International, Inc. (The SCO Group), Foundstone, Guardent, Internet Security Systems, Inc., Microsoft Corp.,
Network Associates, Oracle Corporation, SGI and Symantec.




2005: Ciscogate - Michael Lynn

Blog >

Cisco Harasses Security Researcher

I've written about full disclosure, and how disclosing security vulnerabilities is our best mechanism for
improving security -- especially in a free-market system. (That essay is also worth reading for a
general discussion of the security trade-offs.) I've also written about how security companies treat
vulnerabilities as public-relations problems first and technical problems second. This week at
BlackHat, security researcher Michael Lynn and Cisco demonstrated both points.

Lynn was going to present security flaws in Cisco's I0S, and Cisco went to inordinate lengths to make
sure that information never got into the hands of the their consumers, the press, or the public.

Cisco threatened legal action to stop the conference's organizers from allowing a
24-year-old researcher for a rival tech firm to discuss how he says hackers could seize
control of Cisco's Internet routers, which dominate the market. Cisco also instructed
workers to tear 20 pages outlining the presentation from the conference program and
ordered 2,000 CDs containing the presentation destroyed.

In the end, the researcher, Michael Lynn, went ahead with a presentation, describing
flaws in Cisco's software that he said could allow hackers to take over corporate and
government networks and the Internet, intercepting and misdirecting data
communications. Mr. Lynn, wearing a white hat emblazoned with the word "Good,"
spoke after quitting his job at Internet Security Systems Inc. Wednesday. Mr. Lynn said
he resigned because ISS executives had insisted he strike key portions of his
presentation.

Powered by DuckDuckGo

©blog  'essays [ whole site

SR

I've been writing about security issues on
my blog since 2004, and in my monthly
newsletter since 1998. | write books,

https://www.schneier.com/blog/archives/2005/07/cisco_harasses.html
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Google PO: Raising the Stakes
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Cash Remaining: $1,940,000

Pwnium Status Updates

Chris Evans - Pwnium: Element 1337 - HITB2012KUL




Exploit Development - 2012

2-12 month dev time.
24h to 10d shelf life.

Public domain
exploits = zero.

Cost,value of
exploits has
significantly risen.

« COMMERCIALIZED
- WEAPONIZED
* POLITICIZED



Shopping For Zero-Days: A Price
List For Hackers' Secret
Software Exploits

E ﬂ 4 comments, 2 called-out # Comment now

This story accompanies a profile
of the French e loit-selling firm
Vupen in the April oth issue of
Forbes magazine.

A clever hacker today has to make tough
choices. Find a previously unknown
method for dismantling the defenses of
a device like an iPhone or iPad, for
instance, and you can report it to Apple
and present it at a security conference
to win fame and lucrative consulting
gigs. Share it with HP’s Zero Day
Initiative instead and earn as much as

$10,000 for helping the firm shore up
its security gear. Both options also allow Apple to fix its bugs and make the

hundreds of millions of iPhone and iPad users more secure.

But any hacker who happens to know one Bangkok-
based security researcher who goes by the handle
“the Grugq”—or someone like him-has a third
option: arrange a deal through the pseudonymous
exploit broker to hand the exploit information over
to a government agency, don't ask too many
questions, and get paid a quarter of a million
dollars—minus the Grugg's 15% commission.

- | =
Meet The Hackers
Who Sell Spies

The Tools

Vulnerability

250,000 Govt. official

referring to what
"some people" pay.

SNOsoft Research
Team

'Some exploits"

A "real good" > 100,000

exploit

Chrome 60,000 Google

50,000

Raimund Genes,
Trend Micro

Vista

Weaponized
exploit

David Maynor,
Secureworks

30,000

David Maynor,
Secureworks

iDefense
purchases

WMF

10,000

Alexander Gostev,

4,000
Kaspersky

Google 3,133.7 Google

3,000
1,200

Mozilla Mozilla

Excel Ebay auction site




Bug Bounties
or Bug Bazaa\rs?

Zerodium = Zerodiun

Breaking NeWs: We offer one million US % Alex Stamos 28 Chaouki Bekrar
dollars ($1,000,000) for iOS9 welestames | @cBekra

exploits/jailbreak:
Bug Bounty researchers are

incredibly short-sighted and keep

. L o . would you sell it & feed your family,
a 2SO Ozonghan S 10 , , acting in a way that discourages
Our price range for Odays we acquired so far: Mobile $100K, Browsers

$50K-30K+Sandbx/Krnl $50K-30K, Flash $45K-25K, Office $40K-25K, new programs, or glve It for free to S.Oftwa be
Java $0 vendors to feed their shareholders

Poll: If you had an expensive Oday,

= = Dan Guido @dguido

4 k Chaouki Bekrar “cBekrar - Sep 14 The researcher responses to this bug | fu"y support my fam“y 80%
| Life is short, sell your Odays bounty are awful. They're not there to

113 pay your salary, it's a thank you. | suck shareholders dicks 20%

—— forbes.com/sites/thomasbr...

erodium n-Sep 4

@ Our friends of ZDI canceled Pwn20wn mobile (re Wassenaar). You 422 votes e Final results

wanted to participate & you're upset? We buy your exploit for up to
$100,000




LORD OF CYB3RW4R

u Lorenzo Franceschi-Bicchierai &
Here's an up-to-date price list for
exploits, according to sources who work
in the zero-day industry:

-iOS remote jailbreak: $2 million
-Chrome remote exploit with sandbox
escape: $500,000-$1 million

-Firefox remote: $200,000

-Tor $150,000-$250,000

.
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1 How a Tiny Startup Became the Most Important Hacking Shop You'v...
Inside the secretive industry that helps government hackers get around
encryption.

) 10t poara.

- GLOBAL | N

How To Win The Media War Against Grassroots Activists: Stratfor’s Strategies

The playbook: isolate the radicals, “cultivate” the idealists and “educate” them into becoming realists. Then co-opt the realists. H
by Steve Horn |raph'c Of the Daf

Analytica




2010

"For a few hundred K,
could you put together
a team that would
break-in just about
anywhere?”

Haroon Meer

CCDCOE Conference on
Cyber Conflict - 2010




w:;aabout anywhere?

‘ ne Ugly Facts

. “For a few hundred K (USD), could you
— put together a team that would break-in

haroon meer YES
Saumil Shah YES
Ivan Arce YES
Felix (fx) Lindner YES

thinkst o

$100k - 500k
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Once you'rein...

...what are you going to do?



While Attack is cheaper
than Defense...

...attacker toolchains
are far more complex
than the public
demonstrations
we have seen so far.




ECONOMICS OF ATTACK

Vd4unso ® WhatsApp Wab *

H hitps:/jweb. X
WhatsApp Q = : ttps://web.whatsapp.com

CONTACTS . { Whitmans Chat
Alice, Franci Jane, Peter, Thomas, You

Whitmans Chat

Ned: Yeah, | think | kn

Stewart Family 1 4 Whitmans Chat
S Great, thanks! Ned: Yeah, I think I know what y...

Alice Whitman YESTERDAY

&1 Image

Stewart Family
Steve: Great, thanks!

How cool is that!
Jack Whitman FRIDAY

% 0:07 Alice Whitman

) Image
Lunch Group FRIDAY
You: Sounds good! =R Jack Whitman
0:07
Tho rt
Nice! | definitely feel like surfing this
Lunch Group Friday afternoon

You: Sounds good!

Jane Pearson FRIDAY

Jane Pearson




ALL MODERN DIGITAL

INFRASTRUCTURE

A

-

aldll

A0

i

D

T

) One Weakness...

A PROJECT SOME

RANDOM PERSON
IN NEBRASKA HAS

BEEN THANKLESSLY
MAINTAINING

SINCE 2003

g

H

)

XKCD 2347 "Dependency"



€ Windows Live - Windows Internet Explorer o[ |3

@Q v ’5‘7 http://www.live.com/ it l 2 | X | ! Google L -
File Edit View Favorites Tools Help
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SUPPLY CHAIN ATTACKS. Since 2010
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solarwinds *

The Power to Manage IT

September December 1/11/21
2019 2020 Naw asn
SUNSPOT
released
11/4/19
Test code 12/17/20
injection ends 6/4/20 US-CERT alert issued
TA removes malware
from build VMs 12/15/20
SWI releases software fix
9/12/19 3/26/20
TA injects test code Hotfix 5 DLL 12/14/20
and begins trial run available to SWi files 8K and
customers notifies shareholders
and customers
9/4/19 2/20/20 12/12/20
Threat Actor SolarWinds
(TA) accessed notified Investigation
SolarWinds of SUNBURST ongoing




solarwinds

~ The Power to"M'ahage o

DEFENDERS .AT TACKERS o

# Did <GARTNER MAGIC

- QUADRANT PRODUCT>
see It comlng’?

A « Any Sophlstlcated 0- dayvh V
- used? |

* Any Stuxnet style
~ cyberweapon used?

- % Win 10's Epr0|t

Mitigations? I |
¥ Don't you wish YOU
# Was Solarwinds software would have thought of
even part of the THREAT this? ©

MODEL?



HIS LAPTOP'S ENCRYPTED. HS LAPTOP'S ENCRYPTED.
LETS BUILD A MILLION-DOLLAR DRUG HIM AND HIT HIM WITH
CLUSTER To CRACK \T- THIS $5 WRENCH UNTIL
HE TEUS LS THE PASSWORD.

NO GOoD! TS
HoG6 -B1T RSAL




FIREWALLS

IDS/IPS

| BICYCLE RIDING I S L
POLLERBLADING T
mLLERSKATlNG WAF

ATEBOARDIN Gl
TEB RIDINC DLP, EPS

oL \H

DEP, ASLR

SANDBOX

DIFFERENT....

THREAT INTEL

DEFENSE 2001-20

Reactive Approach

Block the Bad Things

and be Secure again




‘ -
FIREWALLS ONE-WAY ATTACK .

| Bi2 iie Ay T LI T LA AN R

IDS/IPS FRAGROUTER 4 3 I
T L \ e— g B
BICYCLE RIDING [\ osruscaTioN ¥ I
ROLLERBLAD‘NG LSS * I Almie” (™
ROLLERSKATING 7.\ " CHAR ENCODING :
SKATEBOARDIN Gl | S —

SCOOTER RIDINC DLP, EPS DNS EXFIL

DEP, ASLR ROP, INFOLEAK

SANDBOX JAILBREAK ;
HIDE IN PLAIN N R
THREAT INTEL T 4 \‘ ,

DIFFERENT.... |  BUT SAME SAME

¢
“
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= "WE SELL SECURITY"
Rules
Signatares

I Updates

Machine Learning




Security products

Why is there a market for this?

e CISO needs to make purchasing
decisions in a market full of poor
products.

e Biggest risk to CISO is being seen
as “having forgotten” a risk

e Solution is often portfolio purchase:
“Buy one of each product category”




Products To The Rescue?
ﬁ EJlmSchwar

IMIDFIR

Replying to @M:

CISO: How many windows hosts
do we have?

AV Guy: 7864

Desktop Management: 6321
EDR Team: 6722

CMDB Team: 4848

SIEM TEAM: 9342

08/02/18, 19:25



THERE WILL BE

_THERE WILL BE _
VULNERABILITIES






WHEN ATTACKS
MEET DEFENSE



Each Battle...

burns a bug...

...and a defense
technology




CYBERWEAPONS i

#Y USE THEM OR LOSE THEM



DEFENSE TECH

Reference Date BU Project

Category

Description

Grading (1-10)

Customer

Customer

Customer

Distributor

Vendor

Libraries and Frameworks

Drivers and Firmware

Hardware

Prime Interest Rate

2017 2018 2019 2020

DR-17-057 08/11/2017 RPS Web Refresh
DR-17-058 23/12/2017 INF AWS Migration

Third Party

Pentesting finding ref SP-EXT-RPS-181017 deferred tov 1.2

Instracture Shortcut Propose 2FA solution for remote admin access rejected

DR-18-001 02/02/2018 FIN Autotask Migration Feature

DR-18-113 19/04/2018 BCL Project Epsillon

<P SENSEROST

Process

Proposal to migrate PPI to alternate platform rejected
Proposal to perform comprehensive Threat Model rejected

@charlvdwalt

4

6
5
3

0.055
0.055
0.048
0.048

0.044
0.066
0.048
0.0288

£ 260000 £ 271440 £ 2,833.83 £ 2,958.52
£160,000.00 £170,560.00 £181,816.96 £193,816.88
£ 13,500.00 £ 14,148.00 £ 14,827.10
£ 265000 £ 272632 £ 2,804.84

£164,617.00 £191,442.40 £203,544.11 £216,427.34

S=CURE®SDATA

TRUSTED CYBERSECURITY EXPERTS
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PEBKAC

the grugq
B t's surprising how critical good
¥ phishing technique is with these
APT attacks. Effective phishing is
more important than Oday.

sp :
@thegrugq User-hardening efforts
have made barely any progress
compared to software-hardening
efforts over the last years.




HAVE NOTS

Not capable Capable of

custom tooling

"Cyber Security” is and operations
not my business
— | Own

Purely dependent upon —2 "Cyber Security”

commercial solutions .
g @ Sucked up all the talent
_J. .
— *j T
'tz e r ':'.
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THE CAPABILITIES ASYMMETRY




RESISTANCE

Pass The Parcel

Rules, Signatures,
Updates, Patches

The Next Short-Lived
Security Product

Encumber
Users

INFOSEC:
The business of
selling FEAR




t

r-.
Mol

Take Ownership

Build Defendable
Systems

Security and
Trustworthiness

as a core feature

EMPOWER
Users

INFOSEC:
The business of
enabling TRUST




Takeaway Elements

OMI SPACE:
ERE WILL BE

BUGS MORE THEY
REMAIN THE
PRODUCTS ARE SAME
SHORT LIVED

UGS: USE THEM
OR LOSE THEM

DON'T OVERLOOK
TECH DEBT
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We are not so dlfferenb ‘,’ :

you and I. e

We've both spent o@"
lives looking for the'

weaknessesin ’
one anothers’ =
systems. = =
y m_w "
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. THANK YOU

- SAUMIL SHAH
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