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Agenda
About internet access unit (IAU) device

• Hardware
• Packaging
• Two memories in one chip
• Dirty trick
• Bath time
• Destroying PCB layer by layer
• Making the reader

• NAND flash - JYA35
• Architecture of NAND memory
• Flash dumping
• NandTool – Integer overflow
• OOB structure
• Qualcomm partition table structure
• UBIFS extraction
• BACKUP filesystem extraction

• NAND flash – JY990
• Page structure
• File system

• Conclusions



Internet access unit (IAU)
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Why IAU
○ Part of one modern electrical car
○ Emergency call module
○ 3G/4G connectivity (eSIM)
○ Connected to company backend
○ Participates in car updates via SOTA

NAND flash memory MT29F4G08ABBEA
● Non-standard chip

○ NAND flash and DDR2 together
○ No sockets in the market
○ No readers

● Sometimes NAND chip is glued
● Custom format NAND pages
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About Internet Access Unit (IAU) device

Main CPU: QUALCOMM
MDM9240

Memory chip: 
MT29F4G08ABBEA
NAND Flash with Mobile 
LPDDR2



6

About Internet Access Unit (IAU) device

Main CPU: QUALCOMM
MDM9628

Memory chip: MT29RZ4B2DZZHHW
NAND Flash with Mobile LPDDR2

https://www.micron.com/support/tools-and-utilities/fbga
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Packaging

Packaging of chip is BGA-162. 
All pins are on the bottom side 
of IC.
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Two memories in one chip

Two different types of memory 
embedded in one package.

Two different interfaces and two 
different power lines
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Dirty Trick

Traces of glue

Possible solution??
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Bath time

+



Nope, that did not work…
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Destroying layers of PCB

After cutting goes 
abrasive paper
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Destroying layers of PCB

Clean memory chip

Remaining glue
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Making the reader

We have developed a 
connector board for chip

Then we made it We reballed and soldered chip 
on the connector board

And we built the reader 
based on FT2232H board
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NAND flash JYA35

MT29F4G08ABBEA – Micron, 162-Ball: 4Gb (x8) NAND with 2Gb (x32) LPDDR2

https://www.micron.com/-/media/client/global/documents/products/data-sheet/mcp/162ball/162ball_nand_lpddr2_embedded_j80c.pdf

• Organization
- Page size: x8 4320 bytes (4096 + 224 bytes)
- Page size: x16 2160 words (2084 + 112 words)
- Block size: 64 pages (256K + 14K bytes)
- Plane size: 2 planes x 1024 blocks per plane
- Device size: 4Gb: 2048 blocks

https://www.micron.com/-/media/client/global/documents/products/data-sheet/mcp/162ball/162ball_nand_lpddr2_embedded_j80c.pdf
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NandTool – flash dumping

Flash memory size – 0x20FE22A0 ~528 MB

NandTool output

https://github.com/ohjeongwook/NANDReader_FTDI.git

https://github.com/ohjeongwook/NANDReader_FTDI.git
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Binwalk - Results

Images and file systems

• Qualcomm SBL1
• EFS2 Qualcomm
• UBIFS
• Squashfs
• ELF
• Zlib
• Etc…

Not aligned addresses
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Binwalk – file system extraction

Extraction the file system failed 
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Binwalk - entropy
Firmware diffSame data after the offset = 0x10E00000



NAND flash keeps full copy of data
Really?
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NandTool – integer overflow

Page size – 0x10E0

Flash size – 0x20FE22A0 ~ 528MB

Pages – 0x1F483

pageno – int (4 bytes)

Address: 0x10E00000

Page number: 0x10000

Arg: 0x10000<<16 = 0x0100000000

https://github.com/ohjeongwook/NANDReader_FTDI.git

NandDataLP.cpp

https://github.com/ohjeongwook/NANDReader_FTDI.git
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Binwalk – fixed memory dump
Flash memory size is 0x21C00000 ~ 540 MB
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OOB structure

NAND memory - MT29F4G08ABBEA

• Dump size – 0x21C00000 ~ 540 MB

• Page size – 0x10E0 (4320)
• Data – 0x1000 (4096)
• OOB – 0xE0 (224)

• Block size – 0x10E0*0x40 (64)

• Open NAND Flash Interface (ONFI) 1.0 compliant
• Single-level cell (SLC) technology1

• Organization
- Page size: x8 4320 bytes (4096 + 224 bytes)
- Page size: x16 2160 words (2084 + 112 words)
- Block size: 64 pages (256K + 14K bytes)
- Plane size: 2 planes x 1024 blocks per plane
- Device size: 4Gb: 2048 blocks
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OOB structure – strange size

Datasheet: 

• OOB - 0xE0 (224)

• At the end of the page

Reality:

page 41 and 42

• At the end of the page some metadata

• Size of metadata–0x6F

page 82

• At the end of the page some metadata

• Size of metadata–0x4F



Where is our OOB?
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OOB structure – ground-truth page

Page = 8 * Chunk + padding
• Data = 8 * (0x174+0x90) – 

0x1020
• Meta = 8 * (1+0xF) + 0x40 – 0xC0

Metadata and padding - 0x40 Chunk – 0x214
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OOB structure – unused buffer

Page – 0x10E0
○ Data - 0x1000
○ MetaData  - 0xE0

Weird data – 0x20
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OOB structure - ECC

● Page structure
● data0 and data1 – flash data
●meta0 – always FF
● ecc from (data0+data1)

○ Bose–Chaudhuri–Hocquenghem codes (BCH)
○ Polynomial 8219,
○ BCH BITS 8
○ Reverse

● unused – random data
● Padding – always FF FF FF …



29

Removing OOB
Binwalk results

Addresses are aligned



Qualcomm partition table

qcomsmempart.c

https://elixir.bootlin.com/linux/latest/source/drivers/mtd/parsers/qcomsmempart.c 30

https://elixir.bootlin.com/linux/latest/source/drivers/mtd/parsers/qcomsmempart.c


Qualcomm partition table

Parsed Qualcomm partition table
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UBI - ubireader_extract_images

https://github.com/jrspruitt/ubi_reader.git

Extracted images from UBI
• modem, modem2

• modem
• System, SYSTEM2

• rootfs - squashfs
• rootfs_hs - verity
• rootfs_rhs - hash
• rootfs_srhs - digital sign
• rootfs_cert - certificate

• LEFFWKRO, LEFFWKRO2
• legato – squashfs
• legato_hs
• legato_rhs
• legato_srhs
• legato_cert

• CUSTOMER0 – empty
• CUSTOMER1

• cus0 – squashfs
• cus0_hs
• cus0_rhs
• cus0_srhs
• cus0_cert

• CUSTOMER2
• data – UBIFS
• swv - NVR data
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https://github.com/jrspruitt/ubi_reader.git


UBI - ubireader_extract_files

UBI file system
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BACKUP partition – extract archive

Based on parsecwe.pl Size Zlib data

https://github.com/eagleusb/wwan/blob/master/scripts/parsecwe.pl

Big-endian
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https://github.com/eagleusb/wwan/blob/master/scripts/parsecwe.pl


BACKUP partition – extract files

https://github.com/eagleusb/wwan/blob/master/scripts/parsecwe.pl

Little-endian GoodArchHeader GoodArchBlockGoodArchItem GoodArchItemName/Value
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https://github.com/eagleusb/wwan/blob/master/scripts/parsecwe.pl


BACKUP partition - files
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NAND flash JY990 – Page structure
Page structureMT29RZ4B2DZZHHWD-18I.84F (MT29F4G08) - Micron, 4Gb ECC parameters

• BCH - algo
• BCH_BITS - 4
• POLY - 8219
• Reverse - False

37



NAND flash JY990 – File system

Offset Qualcomm partition table 0x220800 UBI file system
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Conclusion

● We removed the chip from PCB despite the problems with glue

● We built the reader for non-standard flash NAND memory chip

● We discovered a bug in opensource tool NandTool

● NAND flash of IAU has a custom implementation, but we were able to recover the 
format of pages and OOB relying only on memory dump.

● IAU uses Qualcomm partition table, we successfully parsed all information of flash 
memory.

● We extracted all partitions with UBI file system

● We described the format GOODARCH containers and extracted files system from 
BACKUP partition.
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Future work

We obtain firmware and extracted file systems from IAU. 
What we are planning to do next:

● Obtain SSH/ADB access to IAU

● Security assessment of device
○ Communication interfaces 
○ Updating procedure
○ Company backend
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Related links

● Reverse Engineering Flash Memory for Fun and Benefit

● I.MX MEMORY MADNESS

● How To Do Firmware Analysis. Tools, Tips, and Tricks

● NAND Flash with Mobile LPDDR2 162-Ball MCP - MT29RZ4B4DZZMGWD

● https://github.com/eagleusb/wwan/blob/master/scripts/parsecwe.pl

● https://github.com/jrspruitt/ubi_reader

● https://elixir.bootlin.com/linux/latest/source/drivers/mtd/parsers/qcomsmempart.c
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https://www.blackhat.com/docs/us-14/materials/us-14-Oh-Reverse-Engineering-Flash-Memory-For-Fun-And-Benefit-WP.pdf
https://conference.hitb.org/files/hitbsecconf2019ams/materials/D1T3%20-%20How%20to%20Dump,%20Parse,%20and%20Analyze%20i.MX%20Flash%20Memory%20Chips%20-%20Damien%20Cauquil.pdf
https://www.pentestpartners.com/security-blog/how-to-do-firmware-analysis-tools-tips-and-tricks/
https://www.micron.com/-/media/client/global/documents/products/data-sheet/mcp/162ball/162ball_nand_lpddr2_embedded_j80c.pdf
https://github.com/eagleusb/wwan/blob/master/scripts/parsecwe.pl
https://github.com/jrspruitt/ubi_reader
https://elixir.bootlin.com/linux/latest/source/drivers/mtd/parsers/qcomsmempart.c


THANK
YOU!

42


