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Offensive 
Considerations
● Dependency related vulnerabilities can lead to remote code execution in 

widely deployed software applications
● HTTP Request Smuggling isn’t just limited to client-side vulnerabilities 

and can lead to zero-click remote code execution
● Don’t trust vendor fixes or analysis as they can be incomplete 

(DoubleQlik) or incorrect (Refresh)



Defensive 
Considerations
● Leverage HTTP/2 whenever possible for communication with backend 

services over HTTP/1 or legacy protocol like Apache JServ Protocol (AJP)
● Avoid building custom solutions for things like HTTP parsing, URI parsing, 

cryptography, single sign-on (e.g. SAML), etc.
● Extreme care must be taken when implementing systems where 

authentication and authorization are offloaded to a trusted frontend 
system
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