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Why do we need bug bounty?

1. More eyes than you could ever pay. \When you open it to the crowd, you get a lot more people looking over
your system than you could ever hire. And you only pay the ones who find problems.

2. Building it right the first time is a myth. The best developers in the world still leave unexpected
vulnerabilities open. You can dream of bulletproof code, or you can be prepared in case your dreams don't come
true.

3. It can save you money. Breaches are expensive to recover from. Way more expensive than a few thousand
dollars for a bounty. Plus some bugs involve eliminating pricing problems or unearned discounts.

4. It's not a crazy new thing. Little companies like Google, Facebook, Microsoft, Mozilla and PayPal all have
bug bounties, so you won't have to do a ton of explaining to bug hunters. They know the drill.

5. You don't have to do it all yourself. Bug bounty platforms services are also available from HackerOne,
Bugcrowd.

Ref https://www.techrepublic.com/article/top-5-reasons-you-need-a-bug-bounty-program/



https://www.hackerone.com/
https://www.bugcrowd.com/
https://www.techrepublic.com/article/top-5-reasons-you-need-a-bug-bounty-program/

ere are many bug bounty platforms but ...
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® Resolved (Closed)
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A strong community of
well-known white hat
hackers.

L

Skilled and Passionate people
behind BugRank to support you
to verify the report.

57

End-to-End Encryption Support — The
vulnerability report won’t be exposed to
anyone else. Not even us can read it.

((((((

Rewards will be paid out in USD or
Cryptocurrencies.

> BugRank assured that we will have

S

Nonprofit & Open Platform — where you
don’t need to worry much about fee.

Decentralized identity and ranking
(to be implemented yet)
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Features




BugRank is Open & Non-profit
Bug Bounty Platform!

** Many features of BugRank are quite similar to
other bug bounty platforms such as Hackerone and
Bugcrowd.
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~ Vulnerability finding process

Let the Hackers do their job Reward the hackers

Publish vendor program Validate the submission Resolve the issue and go on



Hacktivity

*Hacktivity allow users and
guest see list of bug reports
submitted.

*Guest can only check the
detail of the reports already
disclosed.

i“i Hacktivity
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Program List Hall of Fame

Quia praesentium ratione pariatur hic sunt.
By trungking to Verichains

Consectetur iste illo quod repudiandae vel quo optio.
By npvinhvzt to Gondar tech

By hacker3 to Gondar tech

By anh_hacker to Gondar tech

Quis cumque saepe ut nemo non aut ducimus.
By hacker_anh to Nash Tech

Odio ipsa voluptas voluptatum nam ex.
By hunglm to Nash Tech

Autem doloribus id qui tempore sunt aspernatur nihil veniam.
By hungverichains to Nash Tech

Ratione eos dolorem et aut enim.
By hacker_anh to Nash Tech

Sort: New

$84,400

$42,300

$8,000

$21,800

$50,200

$74,000

$90,700

$21,800

Register

Type: All

® Duplicate

® Triaged

® N/A

©® Resolved

® Needs more info

® N/A

® Needs more info

® Needs more info

Disclosed 2 days ago

Medium

Disclosed 2 days ago
Medium
Private 2 days ago

@D Critical

Private 2 days ago

Medium

Disclosed 2 days ago

@D Critical

Disclosed 2 days ago
Low
Disclosed 2 days ago

Low

Disclosed 2 days ago

a None




Program

List

*Users and guests can
search for Program list
and see program details.

*Each program will have
specific Policy, Bounty for
the Assets.

Program List Hall of Fame

Program List

Choose a program and start exploring for any vulnerability.
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Program Launch (date)
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Type: Any

Bounties (average)
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Policy Submitted Reports

Summary
Report submitted Bounty paid Min bounty paid Max bounty paid Average bounty
6 164,100 $ 300 % 91,700 $ 32,820 %

Policy

Uber Bug Bounty Program Terms

The scope for Uber’s Bug Bounty Program is focused on securing the data of our users. Therefore, our approach is to
evaluate any given report based on the specific security impact for users (versus domain + vulnerability class). Below we
describe the various security impact buckets that are in-scope, examples of vulnerability types, and domains that could
potentially have meaningful security impact.

Your participation in our Bug Bounty Program is voluntary. By submitting a report or otherwise disclosing a vulnerability to
us (making a “Submission”), you are indicating that you have read and agree to follow the rules set forth on this page
(“Program Terms”).

Ground Rules

Research and disclose in good faith. Respect our users’ privacy. No extortion, shake downs, or duress. Don'’t leave any

Response Efficiency

Average time to first response

0 hours

Average time to triage

0 days

Average time to bounty

0 days

Top hackers
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trungking
Number report: 1

laverna93
Number report: 1

npvinhvzt
Number report: 1

hackar?




*BugRank is also a
playground for hackers
to compete with each
other to improve
themselves.

*Hall of Fame shows the
achievement of both
Companies and Hackers.

Top Paid Companies
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trungking
Ranking: 2nd

Bounty: 500.0$
Reputation: 3.0
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thaiht

Ranking:
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0.0

0.0

0.0

fiba

3rd
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User Dashboard

*Both Company and Hacker
have their own dashboard to
help them to follow their tasks.

*The Hacker’s Dashboard can
choose to show limited info to

public




Setup your Program

*To start a Program, you
need to set up the Policy and

Your Profile
In order for Hackers to know how you want to receive vulnerability reports for your assets, please help to publish a vulnerability disclosure

policy with detail guidance. You can refer to ISO 29147 or contact us for some advices.

User Management
Write | Review
[] Program —

No technology is perfect, and pixiv believes that across
Policy the globe is crucial in identifying weakn: s in an ound a
rity issue in our product or service, encourag g with

L] issue promptly.
. Asset
Security ble upon dis of a security issue, and we'll make every
report thout the express consent of pixiv's security
Encryption ‘
o avoid priv on of data, and interruption or
Change Password only interact with accou own or with explicit perm
unt holder.
) Program Rules
Setup guiile While researching, we'd like to ask you to refrain from:

describe their assets.

General
Asset

Define all assets here

Your Profile

User Management

Type Identifier Maximum severity Scope Bounty
Program
Policy Domain www.nashtech.com @D Critical Yes Yes Va
Asset Domain www.nash.com No rating No Yes L
Security Rows per page 20 v 120f2
Encryption

Change Password

Setup guide

Setup guide



End-to-End
Encryption

@ bugrank.io/report/77/new

User Interaction

*Bugrank supports onsite End-to-End encryption using
OpenPGP for bug submissions and comments. Nobody
(including Bugrank staff) can read the encrypted bug reports,
as well as communication between the hacker and the
company.

** Support for End-to-End encryption using blockchain-based
public-private keys will be supported in the future version, together with
decentralized identity and ranking.

My Reports

&
4 ) Private Reporter

By choosing this option, your name in this report will be display as Anonymous to the Company and other Hackers.

[C] Hide my identity for this report (this company members cannot see your identity)

[Encrypted content]

EDIT SUMMARY

Encrypt this report (using your public key and company's public key, you can change it by go

Company public key information:

[0x2FC1CD65DF02C3B3]

rsa_encrypt_sign

Nash <kusakabe2412+2@gmail.com>
636496B949E53484874E52B52FC1CD65DF02C3B3
Mon Oct 21st 2019

johnduke submitted a r

[Encrypted content]

report to Harvey Nash

johnduke posted a comment

[Encrypted content]



Submit Vulnerability Report to Nash Tech

It's great that you discovered a potential vulnerability for Nash Tech 's assets. By providing detail information regarding your discovery, you can help Nash Tech quickly identify the
issue and resolve it. The more detail you provide, the faster you receive your bounty reward.

™\
) Asset
Select the asset that contain potential issue.

Q search asset Showing: All Types -

O www.nashtech.com
Domain.Critical Currently selected: None

A e
(2 ) Vulnerability
Select the type of the potential issue you have discovered.
if there are more than one Vulnerability Type, please select the best match or submit separate report for each type of Vulnerabilty.

Showing: Access Control - Q erabilit
O Authentication Bypass Using an Alternate Path or Channel (CWE-288)
Currently selected: None
QO Brute Force (CWE-307)
O Forced Browsing (CWE-425)

QO Improper Access Control - Generic (CWE-284)

A ;.
€ ) Severity
Estimate the severity of this Vulnerabiliy.

CVSS v3.0 Calculator

No rating (—)
Attack Vector Scope

Attack Complexity Confidentiality:

Privileges Integrity:

User Interaction Availability:

4 Private Reporter

By choosing this option, your name in this report will be display as Anonymous to the Company and other Hackers.

[C] Hide my identity for this report (this company members cannot see your identity)
Encrypt this report (using your public key and company's public key, you can change it by go to Settings > Security > Encryption)

Company public key information:

Key id: [0xAC8B9493B25230D1]

Algorithm: rsa_encrypt_sign

Userid: Nash Tech <nash@gmail.com>

Fingerprint: 2DD4A4836106164CA98399BBAC8B9493B25230D1

Created: Wed Oct 9th 2019

Submit Report

*Hackers are required to input as much detail
as possible regarding the vulnerability they
found.

*Hackers can choose to Encrypt this report.
Only Company and related member can see
this report with the Company’s key.




Follow and Resolve the Report

Reports (0) Assigned to me (8)

Q search report by keyword
State: All Ll Payment: All

#26 Test Report

#19 Quis cumque saepe ut nemo nc
B - [

#22 Odio ipsa voluptas voluptatum r
[ ]

#18 Autem doloribus id qui tempore
=

#23 Ratione eos dolorem et aut enir
b - ER

#5 Keybase client: downloaded exet
b - @

#4 Keybase client: downloaded exet

Q- [

#3 Unchecked weapon id in Weapo
=

an hour ago

[N

2days ago

2days ago

2days ago

2days ago

21 days ago

21 days ago

[N

21 days ago

®

ﬂ Unchecked weapon id in WeaponList message parser on client leads to RCE

Visibility IS eELR{ST]

From anonymous to Nash Tech at Wed Sep 18th 2019

State: Severity
Bounty [ Payment Status Is Encrypted

$1.0K \ Confirmed Not encrypted

© Resolved ) High
(Closed) (7~89)

. Authentication Bypass Using an Alternate Path or
Vulnerability
Channel

www.nashtech.com
Asset X
Domain

J

SUMMARY BY ANONYMOUS
There are no boundary check, and the range of ild is [-128, 128), so | can modify many things in the data section.

In client.dll, there's an object called gEngfuncs, it is a function table that has various functions of the engine. After some calculations on
latest CS 1.6 client.dll, | concluded that this function table could be overwritten using the above bug.

| have attached a PoC that will pop calc.exe on latest CS 1.6 client when connected to malicious server. The AMXX plugin will catch

*Company & hacker can see list
of open issues that they are
working together.

*Work together to resolve the
report.

Company will reward the hacker
for their contribution



Bug Hunter Vs Company - Advantages

Company (offer bug bounty program)

. Get best bug hunter who can hunt high risk and triaged bugs,
some can offer high monetary reward.
- Always taking good reports.

Bug Hunter

- Seek companies who offer high reward on bug bounty program
- Hackers with high reputation will have more invitations to join
other bounty programs



Bug Hunter Vs Company - Disadvantages

Company (offer bug bounty program)

. Receive false-positive reports and give efforts to verify those bugs.

. Companies can’t afford a lot of resources on bug bounty may be
ignored and left behind.

Bug Hunter

- Some try to submit bugs first regardless of fitting scope because of the
bounty rewards.

- Novice bug hunter can’t get chance to start without invitation by
program owner. Feeling frustrated and quit the program.



Preference

Advanced
Bug Hunter

Advanced
Bug Hunter

UNKNOWN COMPANY

UNKNOWN COMPANY




To-Do: Recommender System

Objectives

1. Novice bug hunter can get chance to start by taking:
a. built-in CTF-like assessment game score
b. trial private program with invitation tokens

2. Recommend intermediate-level bug hunter(s) to program
owners.

3. Small companies can be beneficial from bounty program

4. Youngsters and students may participate for fun instead of
monetary reward, so we need to grant them opportunities to
kick off (“For Community” philosophy).



To-Do: Recommender System

Attributes
Advanced

Pug Hunter . Reputation (Bug Report)
Bug report view
Bug bounty follow
Bug bounty amount or
s type of prize awarded
Company with different
business nature from
which they previously
Novice hunt bugs
Bug Hunter . Education background




To-Do: Recommender System

Adopt simple algorithms to predict
the probability of bug hunters
willing to hunt bugs for Company A

AND

Company A is recommended with
suitable bug hunters

Likellhood

Plc|x)=

‘\‘—\..u; roywr Pro »-"b‘. ”0.-"

P(c|X) =P(x,|c)xP(x,|c)x--xP(x_|c)>

For example: Naive Bayes Algorithm

Plx|c)Plc)

Plx)



Demo

™M Bugrank Talk / Testing X ‘ o Activate your account X ‘ o Video Conferencing, V' X
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Dashboard

® Not secure | bugrank.io/dashboard/dashboard

Introduction - Google X ‘ &. HKEx Pentest 2020 -

X \ O Forgot your password X

& BugRank X -+

Alex Kotovac &

m
o
:

My Programs

View list of programs that you took part in.

Q Sort: New v Type: Any v
Type entifie Program Bo Date s R
Domain * hkpc.com World Blockchain Yes 03/04/2020 Private 1
Domain www.vxrl.hk World Blockchain  Critical| Yes 30/03/2020 Private 2
Domain program1.com company1 Critical Yes 30/03/2020 Private 1
Executable Google Chrome D2P m Yes 30/03/2020 Private 1
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Welcome to BugRank Community

We are currently reviewing & cleaning-up source code for public release.
https://bugrank.io (beta version)

Contact us at Twitter @bugrank io, or Email rd@vnsecurity.net & darkfloyd@vxrl.hk
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