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Agenda

• Source code analysis… without source code?
• Decompilers are hard
• IDA is hard
• FIDL to the rescue!
• Scaling things up!
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Who dis?
• Ryan Warns
• Mega-Nerd
• Likes the Windows kernel and long walks on the beach
• Reversed malware -> wrote malware -> reversed malware

• Carlos Garcia Prado (Carl OS)
• Particle Physics background
• <3 IDA, Python, Windows stuff
• Automated > Manual
• Around 10 years in offensive (security) roles



Other interesting work around decompilation

• Everything from @pat0is
• https://github.com/patois

• HexRaysPyTools
• https://github.com/igogo-x86/HexRaysPyTools

https://github.com/patois
https://github.com/igogo-x86/HexRaysPyTools


Source Code Analysis… without Source Code?
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code!



What is the problem?
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Q&D Compilation concepts
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• Compiling source -> binary is a lossy process

• The info we lose is the same information source code analysis 
requires
• Structure/object sizes, members
• Code flow harder to track
• Relationships between data structures

• We need to do some processing to try to recover this lost information
• Once we have it our binary analysis is close to our source code analysis 



Q&D Decompilation concepts
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IDA uses this 

A LOT



More on (de)compilation

https://llvm.org/docs/tutorial/MyFirstLanguageFrontend/index.html

https://llvm.org/docs/tutorial/MyFirstLanguageFrontend/index.html


IDA Decompiler
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Ain’t nobody got time for [Tab]
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Enter FIDL
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All hail controlFlowinator
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• Data structure representing one function
• Mix between CFG and decompilation
• Picture a CFG where every node is a high level code construct
• if
• assignment
• function call
• return
• etc.

CFG: Control 

Flow Graph



FLARE IDA Decompiler Library (FIDL)
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FLARE IDA Decompiler Library (FIDL)
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DOT graphs 

(debugging)



DOT can’t keep up :’)
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Batteries included
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• It contains several interesting information by default
• Function calls
• Local variables
• Arguments
• Return type



Diggers of APIs
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BUT 
WHy?!?



I just want to do a simple thing
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• Find a specific function call within a function
• Search for any argument that is a string
• Get that ASCII string

• Sounds easy right?



IDA’s idea of easy ;)
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Named 

tuples!!!



Much moar
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• Extracting information from a decompiled function
• get_function_vars
• get_function_args
• get_all_vars_in_node
• blowup_expression
• find_elements_of_type
• get_cond_from_statement
• assigns_to_var
• does_constrain
• get_interesting_calls



Much moar
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Much moar
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• Interacting with the decompiler view (GUI)
• display_node
• display_path
• display_line_at
• display_all_calls_to



Much moar
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• Much of the basic instrumentation is built-in
• specifically the tedious stuff

• FIDL implements generic functionality
• building blocks

• You can focus on higher-level logic
• heuristics for vulnerability research, malware analysis, etc.
• the fun stuff J



A more complete example
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https://fidl.readthedocs.io/en/latest/tutorial.html#a-more-complete-example

https://fidl.readthedocs.io/en/latest/tutorial.html


Scale it up!
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Scaling up
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• Initially, our workflow:
• open IDA
• load binary
• execute FIDL script
• close IDA
• repeat



Scaling up
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• The Citadel
• Web interface
• Drag & Drop
• Distributed processing
• IDA Headless execution
• Dockerz!
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TheCitadel::Home
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TheCitadel::Upload
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TheCitadel::Upload
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TheCitadel::NewCampaign
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TheCitadel::Results

37



Where do I get it?
• https://github.com/fireeye/FIDL
• https://fidl.readthedocs.io/en/latest/
• Online documentation! (automatically updated)

https://github.com/fireeye/FIDL
https://fidl.readthedocs.io/en/latest/


Decompilation is the future. I’ve seen it with my eyes…
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Questions?
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Ryan Warns, Carlos Garcia Prado <{ryan.warns, carlos.garcia}@fireeye.com>


