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Agenda $

e Source code analysis... without source code?
* Decompilers are hard

 IDA s hard

* FIDL to the rescue!

e Scaling things up!

Ryan Warns, Carlos Garcia Prado

FIDLing with decompilers




Who dis?

* Ryan Warns
* Mega-Nerd
* Likes the Windows kernel and long walks on the beach
* Reversed malware -> wrote malware -> reversed malware « = &

ol 318

 Carlos Garcia Prado (Carl OS)
 Particle Physics background
* <3 IDA, Python, Windows stuff
e Automated > Manual
e Around 10 years in offensive (security) roles




Other interesting work around decompilation

* Everything from @patOis
e https://github.com/patois

* HexRaysPyTools
e https://github.com/igogo-x86/HexRaysPyTools



https://github.com/patois
https://github.com/igogo-x86/HexRaysPyTools

Source Code Analysis... without Source Code?

Look, Mal No COde!




What is the problem?




Q&D Compilation concepts

* Compiling source -> binary is a lossy process

* The info we lose is the same information source code analysis
requires
 Structure/object sizes, members
* Code flow harder to track
* Relationships between data structures

* We need to do some processing to try to recover this lost information
* Once we have it our binary analysis is close to our source code analysis




Q&D Decompilation concepts = oo

int func(int a)

I
L
int result;
if (a==1)
result = 5;
1
J
else
result = 6;
1
J
return result
1
J
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add eax,[ebx+0x08]
sub  [ebx+0x0C],eax

m[ebx+12] := m[ebx+12] - (m[ebx+4] + m[ebx+8]);

LOCK BOWH
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More on (de)compilation

https://llvm.org/docs/tutorial/MyFirstLanguageFrontend/index.html|

wouLD
YOU LIKE



https://llvm.org/docs/tutorial/MyFirstLanguageFrontend/index.html

IDA Decompiler

_DWORD cmd_string[8]; [rbp-1868h] BY 1 I
_DWORD get_results[34]; // [rsp+86h] [rbp-1848h] f
char v27; // [rsp+1@8h] [rbp ; [
struct _PROCESS_INFORMATION v28[: .

struct STARTUPINFOA v29[2];
char http_contents[256]; // r YR 7
char _subcommand[1024]; // 430 E 8
char v32[4136]; ¢

*, g_buffer_hello uri);

y_timer;

LAB_0040066:

vold FUN_GG4006Cc (void)

uint uvarl;
int ivar2;
ulong uvars;
int ivard;
bool bvars;
uint local_18;
int local_14;

write(l, "Welcome to packedup for r2crackmes :)\nFlag =< ",0x30);
read (0, &DAT 00601080, Gx2c);
1Var2 = 0x400614;
1Vard = Oxe2;
uvar3 = 0;
do {
uvarl = {uint)(byte) ({charjuvarz + *{char *){long)ivar2);

uvar3 = {ulong)local_18;
1Var2 = 1vVar2 + 1;
1Vard = 1Vard + -1;
T while (ivard != 0);
W,\]C-El_ld = Qx2¢c;
do {
bvarS = (int)local 18 < 0;
uvarl = local_18 << 1;
local 18 = uvarl | {uint)bvarS;
if ({uvarl & Oxff | {uint)bvars) !=
{uint) (byte) ({&UNK_004007a0) [ (long) (Tocal 14 + -1)}] ~ {&DAT (
N
write{1,"Try again!yn",Oxd);
goto LAB_004006T6;
b
local 14 = local 14 + -1;
} while (local 14 '= 0);

write(l,"Yep! you got the flag :) wn",Oxlc);

/% WARNING: Subroutine does not return */
exit(0);

livestream



Ain’'t nobody got time for [Tab]




a lifak Guilfanov v
@ilfak
E n ie r F I D L Hey, our API is usable but | get your point}

3 mOnOsapiens @m0On0Osapiens - Nov 25, 2019
E] fireeye / FIDL ® Watch What? A library that wraps IDA decompiler APl and makes it usable? *and*
- documented?

We just released a thing.

<> Code Issues 1 Pull requests 0 Actions Projects 0 Security 0 Insights Blog: fireeye.com/blog/threat-re...

Github: github.com/fireeye/FIDL

A sane API for IDA Pro’s decompiler.JUseful for malware RE and vulnerability research https://fidl.readthe o (. 1 readthedocsioen/iatest/

ida decompiler api vulnerability research reversin malware e . T
P P ! Y 2 9 ! 12:54 AM - Nov 26, 2019 - Twitter Web App

Rolf Rolles e
-0- 29 commits P 1 branch (1 0 packages © 3 releases @RolfRolles

Replying to @m0On0Osapiens and @bdcht

Branch: master ~ he phrasing here is kind of inflammatory Rl ERz[2'E
Rays API has a learning curve, but the documentation
has increased substantially lately (see hexrays.hpp hex-

Carl OS Updated offline documentation and Sphinx config

B FIDL Updated offime documeniation snd Sphak conig rays.com/products/decom...) and | find it plenty usable

E) .gitignore Initial commit 11:15 AM - Nov 26, 2019 - Twitter Web App

=] .readthedocs.yml Updated readthedocs info lifak Guilfanov @ilfak - Dec 3, 2019 v
=) LICENSE Added MIT license m

=) MANIFESL.in nitial commit @ mOnOsapiens @m0OnOsapiens - Dec 2, 2019

[E] README.md README shields Thanks to @marc_etienne_ and other fine folks from ESET, #FIDL works

: )
README.rst Initial commit inIDA 7.4 and python 3!

")

requirements.txt RTD fix github.com/ﬁreeye/FlDL

=) setup.py Bumped version Show this thread

m



All hail controlFlowinator

* Data structure representing one function

n’U‘O\

* Mix between CFG and decompilation Ciéﬁraph
* Picture a CFG where every node is a high level code const
o if
* assignment
e function call
* return

etc.




FLARE IDA Decompiler Library (FIDL)

asq (17) (1400317F9)

asg (22) (140031800)

eeeeeeeee



FLARE IDA Decompiler Library (FIDL)

-~ Graph overview
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¥ (6726) (140010€60)
call (6729) (14001E65C)

switch (6749) (140010€7F)

call (8190) (14001ESF1)

if (6753) (14001€638)

(u(axw)(lmlma (w(&m)(l‘mlES«D

goto (6737) (14001E661)

[uoto (651)(1‘@10€7F)j

goto (8203) (14001E605)

call (6772) (14001E66F)

call (8162) (14001E626)

goto (8170) (14001E632)
(o:io(ﬁw?)(ﬂcﬂlm)) E‘.AI (8177) (14001E615) '
goto (818S) (14001E61A)

LOCK BOWH
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DOT can’t keep up :’)

.

couldn't load font
C ugly output.
out of memory

Choose Just-In-Time Debugger

An unhandled win32 exception occurred in dot.exe [16284].

Available Debuggers:

New instance of Visual Studio Community 2017

Python ¢ = controlFlowinator(ea=here(), fast=False)

LOCK BOWH
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Batteries included

* It contains several interesting information by default

e Function calls
* Local variables
* Arguments

* Return type

Bow N e

® W00~ W bW N e

Python>import FIDL.decompiler_utils as du
Python>c = du.controlFlowinator(ea=here(), fast=False
Python>c

<FIDL.decompiler_utils.controlFlowinator instance at

Python>c.lvars
Name: v4

Type name: const _ ml28i *

Size: 8
Complex type: _ ml28i
Pointed object: const _ _ml28i
<snip...:
Name: WideCharStr
Type name: __intl16[256]
Size: 512

3
J

@x000001D756DB21C38>

LOCK BOWH
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©0000 \odafone

4))

6:41 AM 505 m—»

Diggers of APIs < e @

The API is horrible and there is
almost no documentation

How did you guys figure it out?

We did a lot of "dir()" in IDA's

output box
v/

ALOT
v/

LOCK BOWH
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4 )
BUT
WHy?!?
~ /V_)




| just want to do a simple thing

* Find a specific function call within a function
e Search for any argument that is a string
* Get that ASCII string

* Sounds easy right?

2

eeeeeeeee



IDA’s idea of easy ;)§




Much moar

* Extracting information from a decompiled function
e get function_vars

[ ) get_function_a rgs . : - w-‘lif g.nodes: 0 :;»ru]!PHPliwul}:“;;?t'Jmm
e get_all vars_in_node Lt

* blowup_expression

[ ]

find_elements_of type
get cond from_statement
assigns_to var
does_constrain
get_interesting_calls

LOCK BOWH
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Much moar




Much moar

* Interacting with the decompiler view (GUI) e

 display_node
 display_path
 display _line at

* display _all calls_to

E Output window

OO ECT Y

180168088
1801682AB
180168485
1801686C7
1801687EB
1801688D2
1801689D4
180168AE9
180168C12
180168D52
180168E9E
180169004
1801690F0
1801691E0
1801692EC
180169408
18016953F
180169689
1801697E0
180169950
188169ADC
180169C72

S xrefs to cgp_mesa_debug_logging

Direction Typ Address

B p sub_180168716+D5 cgp_mesa_debug_logging
p sub_1801687F9+D9 cgp_mesa_debug_logging
p sub_1801688E0+F4 cgp_mesa_debug_logging
ES po... p sub_1801689E2+107 cgp_mesa_debug_logging
E= Do... p sub_180168AF7+11B cgp_mesa_debug_logging

= - — . A0N4ACO/IN . 470 e mmimm e = e

cgp_mesa_debug logging((__int64)v4, @x501lu, "vbo_TexCoordPlui™);
cgp_mesa_debug logging((__int64)v4, @x501lu, "vbo_ TexCoordPluiv");
cgp_mesa_debug logging((__int64)v4, 0x501lu, ("vbo_TexCoordP2ui™);
cgp_mesa_debug_logging((__int64)v4, 0x501lu, |"vbo_TexCoordP2uiv")
cgp_mesa_debug_logging((__int64)v4, 0x501u, |"vbo_TexCoordP3ui™);
cgp_mesa_debug_logging((__int64)v4, 0x501lu, |"vbo_TexCoordP3uiv™)
cgp_mesa_debug logging((__int64)v4, Ox501u, “be— et
cgp_mesa_debug logging((__int64)v4, @x501lu, "vbo_TexCoordP4uiv");
cgp_mesa_debug logging((__int64)v6, @x501lu, “"vbo MultiTexCoordPlui");
cgp_mesa_debug logging((__int64)v6, @x501lu, "vbo_ MultiTexCoordPluiv");
cgp_mesa_debug_logging((__int64)v6, 0x501lu, "vbo MultiTexCoordP2ui");
cgp_mesa_debug_logging((__int64)v6, ©x501lu, "vbo_MultiTexCoordP2uiv");
cgp_mesa_debug_logging((__int64)v6, 0x501lu, "vbo MultiTexCoordP3ui");
cgp_mesa_debug_logging((__int64)v6, @x501lu, "vbo_MultiTexCoordP3uiv");
cgp_mesa_debug_logging((__int64)v6, 0x501lu, "vbo_ MultiTexCoordP4ui");
cgp_mesa_debug logging((__int64)v6, ©x501lu, "vbo MultiTexCoordP4uiv");
cgp_mesa_debug logging((__int64)v4, @x501lu, "vbo_NormalP3ui");
int64)v4, 0x501u, "vbo NormalP3uiv");
N1t64)v4, @x501u, "vbo ColorP3ui");

002
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Much moar

* Much of the basic instrumentation is built-in
* specifically the tedious stuff

* FIDL implements generic functionality
* building blocks

* You can focus on higher-level logic

* heuristics for vulnerability research, malware analysis, etc.
e the fun stuff ©




A more complete example

https://fidl.readthedocs.io/en/latest/tutorial.html#ta-more-complete-example



https://fidl.readthedocs.io/en/latest/tutorial.html
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Scaling up@

* Initially, our workflow
* open IDA

load binary

execute FIDL script

close IDA

repeat




2N
Scaling up@

* The Citadel

 Web interface

* Drag & Drop

* Distributed processing
* IDA Headless execution
* Dockerz!







TheCitadel::Home

The Cltadel Home Upload Campaign Files Archives DangerZone [Logged in as: carl_os <carlos.g.prado@gmail.com>] Logout

Index

Campaign Progress Product Name Product Version Date Actions

Dummy Test [files] MU= Nothing to see here 1 2020-05-08 16:11:55.773515 m m m

. J

'C) The Citadel 2019

LOCK BOWH
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TheCitadel::Upload

The Cltadel Home Upload Campaign Files Archives Danger Zone [Logged in as: carl_os <carlos.g.prado@gmail.com>] Logout

Upload Campaign

Campaign options

Campaign Name

That's Offensive!!!

Product Name

OTF

Product Version

13.37

Description

Oh boi, here | go again

Upload files

Drop folder here!

LOCK BOWH
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TheCitadel::Upload

All files uploaded!

Analysis Workflow

Attack surface Analysis

Decompiler-based bug hunting tools

Assembly-based bug hunting tools
Perform a dummy test. Debugging purposes.
User defined 1

User defined 2

88608

User defined 2

Create Campaign!




TheCitadel::NewCampaign

The Cltadel Home Upload Campaign Files Archives DangerZone [Logged in as: carl_os <carlos.g.prado@gmail.com>] Logout

Index

Campaign Progress Product Name Product Version Date Actions

Dummy Test [files] EMULEWSS Nothing to see here 1 2020-05-08 16:11:55.773515 m m
That's Offensive!!! [files] OTF 13.37 2020-05-28 15:11:26.977844 m m

LOCK BOWH
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TheCitadel::Results

The Cltadel Home Upload Campaign Files Archives DangerZone [Logged in as: carl_os <carlos.g.prado@gmail.com>] Logout

( )

« Campaign Name: Dummy Test

« Product: Nothing to see here

« Description: Oh boi, here | go again

« Date: 2020-05-08 16:11:55.773515

« Status: complete [mar ]

TOGGLE REVIEWED
Filename Bug Class Location Bug Notes
db Complexity 0x413784 sub_413784: 231.00
Complexity 0x434E80 __input: 180.00
Complexity 0x416193 sub_416193: 178.00
Complexity 0x40F430 sub_40F430: 171.00
Complexity 0x40114C sub_40114C: 160.00 |
Complexity 0x43365D __output: 114.00
Complexity 0x438AC4 ___strgtold12: 80.00
Complexity Ox42FA3A __store_winword: 71.00 |
Complexity 0x410DA7 sub_410DA7: 60.00
Complexity 0x427C01 sub_427C01: 59.00
ltvestream
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Where do | get it?

* https://github.com/fireeye/FIDL
* https://fidl.readthedocs.io/en/latest/

* Online documentation!



https://github.com/fireeye/FIDL
https://fidl.readthedocs.io/en/latest/

Decompilation is the future. I've seen it with my eyes...
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Questions?

eeeeeeeeee
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Ryan Warns, Carlos Garcia Prado <{ryan.warns, carlos.garcia}@fireeye.com>



