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Who we are?

Mars Cheng Selmon Yang

Cyber Threat Researcher Staff Engineer
ICS/SCADA Security Research IT/SCADA Protocol Parsing
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Common ICS Architecture
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|CS-Related Vulnerabilities Information

[2020-07-13] CWE Statistics(Top 25)

[2020-07-13] ICS-CERT Advisory by year
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|CS-Related Vulnerabilities Information

[2020-07-13] CVSS2.0 Statistics [2020-07-13] CVSS 3.0 Statistics
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3
ICS/SCADA Security Threat Situation

Vulnerabilities are mostly critical The number of vulnerability is The security incidents ICS/SCADA are not secure
and high risk levels rising year by year have a huge impact at all

X Ca/
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ICS Protocols ICS Protocols
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The Communication of ICS Protocols
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Critical Infrastructure Sectors (Taiwan)
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¢ |CS Protocols and Critical Infrastructure

Sectors (Singapore)
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¢ |CS Protocols and Critical Infrastructure

Sectors (Japan)
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|CS Protocols and Critical Infrastructure

Sectors (US) |
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|CS Protocols and Critical Infrastructure
Secors (US)
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Public and Private: ICS
Network Protocols

LOCK DOWN



-
Why Public vs. Private Protocols?
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Thecification of Public Protocols
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® Modbus/TCP Handshake Process

— 111111

P 1111

HMI PLC
M. Request ( Modbus = |Request Data)
g Modbus/TCP = (Transaction ID | Protocol ID | Length | Unit ID)
Request < TCP
IP
L Ethernet
Modbus/TCP Modbus
Transaction o , : Request
dentifier Protocol Identifier Length Field UnitID Data
M,. Response f Modbus = ( |Response Data)
< Modbus/TCP = (Transaction ID | Protocol ID | Length | Unit ID)
Response < TCP
IP
L Ethernet
Modbus/TCP Modbus
Transaction e : \ Response
| dentifier Protocol Identifier Length Field UnitID Data
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@® Modbus/TCP Handshake Process

HMI

M. Request

M,. Response
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@ EtherNet/IP CIP Handshake Process

1 P 11t
PLC ( E lation Head
HMI EtherNet/IP ncapsula lOTl. .ea er
Command Specific Data
__________________________ 1‘/IlTCPSYN> Request/Response - TCP/UDP
M,.TCP SYN :
= o TCEIN/ACKY TCP 3-Way Connection Set-up IP
M5.TCP ACK L Ethernet

________________________________________________________________________ >

M,.ENIP — Register Session Request : ’

Ms. ENIP — Register Session Response # ENIP Session Set-up CIP Motion| Motion Control |Semiconductor Profiles

CIP Object Library (Communication, Applications, Time Synchronization)
Ms.CIP — Request Data Management Services Explicit and I/0 Messages
M,.CIP — Response Connection Management, Routing

\4

A
<«

, ] Request/Response 1 Encapsulation Header
Mg.ENIP — UnRegister Session Request EtherNet/IP Command Specific Data
. : gl ENIP Session Close p
My. ENIP — UnRegister Session Response TCP/UDP
v v 2
L Ethernet
Command Length >ession Status | Max Delay | Sender Context | Options Corgmand=Spacific

Handle Data
2 bytes 4 bytes 2 bytes 6 bytes 4 bytes 6 bytes
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@ EtherNet/IP Traffic
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@ DNP3 Handshake Process

HMI Outstation

M,.TCP SYN
_______________________________________________________________ >
ol B MZTCPSYN/ACK __________ TCP Connection Established

Ms.TCP ACK
_______________________________________________________________ >

M,.DNP3 Request DNP3 Communication
i ( L . . .
DNP3 Application Layer = {Control|Function|Internal Indicators|Data Objects}
< M5. DNP3 Response DNP3 Application Chunks = {Length|CRC}
M.. ACK Pseudo Transport Layer = {Transport Control}
6 S Packet Data Link Layer = {Start Byte|Length|Control|Destination|Source|CRC}
TCpP
IP
\ Ethernet
v v
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@ DNP3 Handshake Process

HMI Outstation
M;.TCP SYN

M,.DNP3 Request

v

Ms.DNP3 Response
Mg. ACK

A

v

te

My, DNP3 R

205 192.168.1.2 192.168.1.1 oNe 3.0 90 Close File
49 192.168.1.12 192.168.1.2 o 3.0 92 Respense

Frame 4: 108 bytes on wire (864 bits), 108 bytes captured (864 bits)
Ethernet II, Srci PcsCompu ffi2ficS (08:00:27:71:27:c5), Dsti PcsCompu_e2ie7iab (08:09:27:1¢2:e7:ab)
Internet Protocel Version 4, Srci 192.168.1.1, Dst: 192.168.1.2
Transaission Control Protecol, Src Port: 200090, Dst Port: 49178, Seq: 39, Ack: 99, Len: 54
Distributed Network Protocel 3.0
v Data Link Layer, Len: 43, From;: 4
Start Dytes: 9x@564
Length: 4)
Control: Ox4d (PRM, Unconfirsed User Data)
Destination: )
Source: 4

« To: 3, PN, Unconfirmed User Data

D Link Header checksum: ®xeal® [correct)
[Dats Link Header Chacksum Status: Good)
Transport Control: Oxel, Final, First(FIR, FIN, Sequence 40)
Data Chenks
[1 ONP 3.0 AL Frageent (37 bytes): #M(37))
Application Layer: (FIR, FIN, Sequence 2, Response)
v Application Control: @xc2, First, Final(FIR, FIN, Sequesce 2)
Firs
Fine
Confirm: Not set
Unsolicited: Not set
« 8010 = Sequence: 2
Functies Code: Response (@x81)
» Intersal Indicaticns: Gxtdee
v RESPONSE Data Objects
v Object(s): File Control File Transport (OBJ:70, Var:05) (0x4605), 1 point
v Qualifier Fleld, Prefix: 2-0Octet Object Size Prefix, Range: Free-forsat Qualifier
101 L... = Prefix Code: 2-0ctet Object Size Prefix (5)
1011 « Rarge Code: Free~format Qualifier (11)
¥ Nusber of Items: 1
Quantity (8 bit): 1
v Object: Size 27
Size (16 biv): 27
File Mandle: @x12345678
000 2000 000D 2000 D000 2000 CODD 200 « File Block Number: xdO00000
leue soes saus suse sans ssss snss soee * File Last Block: Set
File Data: S4686973206973206120746573742066696<65
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@ DNP3 Handshake Process (Unsolicited responses)

Outstation M,. DN PR {DNRR God fiesponses

Destination
4 0.001247 192.16B.60.130 192.168.60.1 71 Unsolicited Response

]vflf 7“(:1) 5;111\, r 5 09.002143 192.168.60.1

Frame 5: 69 bytes on wire (552 bits), 69 bytes coptured (552 bits)
Ethernet II, Src: VMware _c0:00:08 (00:50:56:c0:00:08), Dst: VMware_24:35:0a (00:0¢:29:24:34a:0a)
Internet Protocol Version 4, Src: 192.168.60.1, Dst: 192.168.60.130
1. Transmission Control Protocol, Src Port: 50596, Dst Port: 28000, Seq: 1, Ack: 18, Len: 15
M,.DNP3 Unsolicited responses Distributed Network Protocol 3.0

» Data Link Layer, Len: 8, From: 1, To: 19, DIR, PRN, Unconfirmed User Data

. Transport Control: Oxc@, Final, First(FIR, FIN, Sequence @)
Mc.DNP3 Confirm pata Chunks
4>

[1 DNP 3.0 AL Fragment (2 bytes): #5(2)]
Application Layer: (FIR, FIN, UNS, Sequence 8, Confirm)
v Application Control: Oxd@, First, Final, Unsolicited(FIR, FIN, UNS, Sequence 09)

= First: Set

= Final: Set
«a 0. . = Confirm: Not set

eel & Unsolicited: Set
. 9000 = Sequence: ©

Function Code: Confirm (0x@d)
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@ |EC 104 Handshake Process

8 bits
AL RTU Type Identification 0
HIV” ; Number of objects
_______________________________ M,. TCPSYN ( T | P, 4G A dernsngipsion (com)
Ci | M,.TCP SYN/JACK Application Protocol Control Information (APCI) @%Qf‘fﬂr@f* ,ZHSD(Q )
Packet < Astygoieiress{figSisl(3 bytes)
M;. TCP ACK —— )
__________________________________ S et o LA, TCP Information object address (IOA) fields
IP (3 bytes)
L Ethernet Information Elements
M,.IEC104 STARTDT Act T
> ( ime Tag
. Ms.1EC104 STARTDT Con Application Service Data Units(ASDU) { Information Object 2
b Information Object N
M. IEC104 Control/MonitorRequest R Packet | application Protocol Control Information(APCI)
g TCP
M,.IEC104 Control/MonitorResponse Ip
< \ Ethernet
\ v

Application Protocol Data Unit = APCI + ASDU
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|[EC 104 Handshake Process

o | M_z__I_CB_SXN_ ‘ACK

______________________________ Mg TCPACK
M,.1EC104 STARTDT Act )
Ms.IEC104 STARTDT Con

Mg.IEC104 Control/MonitorRequest

M;.IEC104 Control/MonitorResponse

) 1 . ’
'/A\‘/‘/"/J 4’ gaa§ﬁ

Adrh

h] AL
.'l“/’ Al

1N

Dertretor
192,500,184
19, 200.1),.14%

w20
192980

(9.2) ASDU=IT15S C EC VA 1 AdiTers 1040
“w - ) | = 5.

.21 192,080,184 CI0,.2) ASDU=IT133 M NE A1 10A=)9%
192,080,184 10. 20010145 N « 2.1 C AL
"N > (1.3 4 AL
™ - (12,3 MSP AL
" - C30,0) ASSU-ITLIRN M OF NA 1
" - C34.3) ASSU=ITIRN € 2C A 2
$ ()
192,080,184 AMB 1 Soent 10A=IM"
10, 209.1).145 NA_L Act 10A -9
NA_
N LRESL B Sl 2L
~ 10A~15000
£ A 10A-2
13 o= C20.4) ASDU=ITIES M NEAB 1 S 10419999
ALDO=17133 . QA =

Frame 74: 7% bytes oo wire (568 bita), 7% bytes captured (560
Cthearmet 11, Src: AMAISGro #0:5¢:0¢c (M:zlc:1l:80:54:0¢), Dat
Inmtermet Protocol Yersion 4, Src: N 1) o 192. 350
Trasaal on Contral Protocal, Src Port: 2484, Ost Port: 1009
I0C G510 ~» 1 (18,4)

STARY

Apien 34

o = Type: I

S-10L/004 ASDU: ASDO=ITIXD C_BC NA_ \ ‘interrogation command'

w CousaTur AICon ()
= Negative: False
= Teat: False

Asér: 3712)
v A 0
= S
021 Maties IMmerrsaation (aletal) I
L R L L

L @ B %ent s st € byten



3
Function List

e Process information in monitor direction (21)
* Ox0a (10) M_ME_TA_1:Measured value, normalized value with time tag

* Process telegrams with long time tag 10 (11)

* Process information in control direction (7)
» Ox2d (45) C_SC_NA_1:Single command

« Command telegrams with long time tag (7)
 System information in monitor direction (1)

 System information in control direction (8)
* 0x65(101) C_CI_NA_1: Counter interrogation command

» Parameter in control direction (4)

 File transfer (8)
* 0x78(120) F_FR_NA_1:File ready
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@ ORMON FLLNE Handshake Process

L SRRRR ( FINS Frame = (Request Command|Data)
HMI PLC FINS Header = (ICF|RSV|GCT|DNA|DA1|DA2|SNA|SA1|SA2|SID)
FINS/TCP Header = (Magic| Length| Command| Error Code)
Request <
____________________ e 1 TCP/UDP
M,.TCP SYN/ACK Connection Established Ip
S T R [ [ — . Ethernet
M,.TCP ACK
............................................................... > FINS Header FINS Frame
M,.FINS Node Address X Sent ICF | RSV | GCT | DNA | DA1 | DA2 | SNA | SA1 | SA2 | SID | Request Command Data

M;. FINS Node Address Y Sent FINS Node Address Exchanged

A

( FINS Frame = (Request Command|Response Code|Data)
M x.FINS Request FINS Header = (ICFlRSVlGC.'TlDNAlDAl|DA2|SNA|SA1|SA2|SID)
g Response ! FINS/TCP Header = (Magic| Length| Command| Error Code)
M, x.FINS Response TCP/UDP
) IP
Mv.FINS Request \ Ethernet

A

M_y.FINS Response

v

FINS Header FINS Frame
ICF | RSV | GCT | DNA | DA1 | DA2 | SNA | SA1 | SA2 | SID | Request Command Response Code Data
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@ ORMON FLLNE Handshake Process

5 rrrn
HMI PLC

M,.TCP SYN 4

M3.TCP ACK N ;
_______________________________________________________________ > — » 5 A} ” N 5 0 Minia? 550 e 2 1 10N TSl
v RNl x;.::mn x;.u‘:;a:; "o uum -.N..r'll‘ltl‘l'il'.” mxummwmwn«m
M,.FINS Node Address X Sent 1A O 3k : e
> R N :-,t...‘.-._ l r. Port u\ Pert ‘4‘:" So0q: 213, Ack: 38, Les: 122
v - rea
Ms.FINS Node Address Y Sent 1 -
< e Meader Langths Suiaene ) (114 n
i 1. G000t NS ramw
Mgx.FINS Request e L S
M. x.FINS Response - e
My.FINS Request B sy

0O VP I2000000 DNV DIPINELDIPIIONNV D220 09

M.y.FINS Response Area futs: S0L41TMeORYLsevbo0sbes

»
> > e e N Mt AENRN
1 U R T EE RS Seh a0 & 0 18 '
- e 25 M ch B 24 12 ¢S fd B8 2o M0 18 L
MM I MM
Lol 24 70 M 0 & R R R TR s

Pamans 1) eaghayed ) G0N Potie Getet  puoiine Getesn

. sorw U 7 emanuntUsed d e




@ Siemens 57 Handshake Process

1 i 1111l
HMI PLC
____________________ M.TCPSYN
<MZTCPSYN/ACK _________________ TCP 3-Way Connection Set-up (1SO 8073/X.224 COTP Connlection — Oriented Transport Protocol
M,.TCP ACK ISO transport services on top of the TCP (TPKT)

——————————————————————————————————————————————————————————————— > Packet < TCP

M,.CR Connect Request IP
gl COTP Connection Establishment Eth
Mc.CC Coneect Confirm \ thernet

A

Mg. Setup Communication Request

M;. Setup Communication Response

(

Mg. Siemens S7 Request S7 Commonication {Header|Parameter|Data}

e s SR At gl Siemens 57 Communication IS0 8073/X.224 COTP Connection — Oriented Transport Protocol
< ' ISO transport services on top of the TCP (TPKT
............................................................... > TCP
. M, TCPACK : IP

M,,.TCP FINJACK TCP 4-Way Connection Close L Ethernet
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@ Siemens 57 Handshake Process

Mg SSeemeenssST/ReRepuase
11 R . ‘
HMI PLC I 4 ® % 2 ] _ . L Q| T

4 4 4 4 240007 12.168.1.10 192168, 1.4 o €6 4173 < M2 15 Seqed WIAEIS Lerwd MSS1408 WSe236 SACK PERS1
M TCP SYN 3 1400003 192.168.1.40 192.168.1. 10 o €0 102 - 4173 15N, ACK] Soqed Acks] Wines#dS Lens M5Se1e0d

1- € J.4000%4 192.108.1.10 192.168.1.40 TCP “ 41 « 102 LACK] Seqel Acksl WireGd2id Lonsd
--------------------------------------------------------------- | 2 ).4C6281 192.368.1.10

b brcrhaee | HEERE BRI & iTESERE
M,.CR Connect Request . D o “ — k2l pe———-—
Ms.CC Coneect Confirm AT ‘ '_ n, =
Mg. Setup CommunicationRequest; > B '  ‘ - —
M;.Setup Communication Response oo+ o e
Mg.Siemens S7 Request "
M. Siemens S7 Response ] “ -

My,.TCP FIN/ACK




@ Siemens 57 Plus Handshake Process

AL Wl RAUKHECE AR deeiomRBeguast
I-ﬁl PLC QT e T
M;.TCP SYN ‘ ° i~RBD A
--------------------------------------------------------------- > v
M,.TCP SYN/ACK =
4. ______________________________________________________________
M;.TCP ACK
_______________________________________________________________ >
M,.CR Connect Request _
\ M. CC Coneect Confirm e et e g et Al
M. 1st S7* Connection Request -- iy F—adpeder

M,.1st S7* Connection Response ,
(with Object ID and Value Array) . s e

Mg.2nd S7* Connection Request
(with Session ID and KeyBlock)

_ M,.2nd S7* Connection Response

M,,.Siemens S7 Request
(with Integrity Part )

M,,.Siemens S7 Response




@ Siemens S7 Plus Version

V1

21 2.158399 192.168.1.191 192.168.1.35
22 0.151095 192.168.1.35 192.168.1.191
23 8207121 192.168.1.191 192.168.1.35
24 2.207326 192.168.1.35 192.168.1.191
25 8.207688 192.168.1.35 192.168.1.191

Frase 22: 385 bytes on wire (2440 bits), 385 bLytes
Ethernet II, Src: Veware 2d:17 (90:0¢:29:44:24:17), Dst

192.168.1.35, Dst:
49179, Dst Port:

Protocol Version 4, Src:

fon Control Protocol, Src Port:
Version: 3, Length: 251
ISO 8073/X.224 COTP Connection-Oriented Transport Protocol
v S7 Communication Plus
o Moodes. Deosocol Lo
Protocol Id: ex72
Protocol version: V1 (@x@1)

{onav

Data longeh. 21¢
Data: Request Created t
Trailer: Protocol versionsVl

captured (2440 bits)

: SlemensN_08:e7:db (09:1¢:06:

192.168.1.19

102, Seq: 37, Ack:

V3

189@ 29.536238 10.24,103.251 10.24.103.200
10.24.103.251 10.24.103.200
10.24.103.200 .183.251

2

10.24.103.200

Frase 1890: 1514 bytes on wire (12112 bits),
Ethernet II, Sec:
Internet Protecel Version 4, Sec: 10.24.103.251, Ds
Transaission Control Protocol, Sec Poet: 46818, Dst Po
ssembled TCP Segments (1882 by #1888(1172), #18
, Versicn: 3, Length: 1882
ISO 8873/X.224 COTP Connection-Oriented Transport Protocol
S7 Communication Plus
I v Meader: I

Protocol versionsV3

Veware_ad:ca:98 (00:0¢:29:a04:ca:98), Dsu:
10.24.103.200

STCOMM-PLUS
S7COMM
TP

TP

PLUS

1514 bytes captured (12112 bits)

LefcHofe_db:ee:43 (50:70:9d:06:00:43)

102, Seq: 415738, Ack: 1, Len: 1448

98(710))

Protocol Id: ex?2
Protocol version: V3 (Bx03)
Data length: 1867

v Integrity
Digest
Packet Digest:

part
Length: 32

2099d6b18d0581984adb5ab84a2cb226771c8d173d83928d.

o a e TUTTIVITIaDIS

Trailer: col version=Vv}

43 53. 71203

44 53.715816
46 53.877113 1
Frame 43:

Ethernet II, Src:

Internet Protocol Vers

192.168.25.139
192.168.25.146

120 bytes on wire (960 bits),
Slemens _13:41:73 (0€:1b:1b:13:41

\/2

192.168.25.146 STCOMM-PLUS
192.168.25.139 core

92.168.25.139 192.168.25.146
128 bytes captured (96@ bits)

), Dst: Veware_34:06
Dst: 192.168.25.146

fon 4, Src: 192.168.25.139

Transaission Control Protocol, Src Port: 102, Port: 55863, Seq: 564, Ack:
TPKT, Version: 3, Length: 66
— = — d Transport Protocol
57 Communication Plus
He. : Protocol version=V2
Dasa. Do c Laate e ivocii)

Response

; BxO00

d: D000
e number;
Transport flags:

2

n; GetMultiVariables

(8%32)

(@x054c)

@x34, Bit2-AlwaysSet?, Bitd

Integrity part

e
32
c6bF255000c 1 F182¢ 300l fel7cadBac57700080030520112

T Protocol

m—
VErsion=yvs

1169,

AlwaysSet?, BitS-AlwaysSet?

Len:
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Wireshark can’t analyze MELSEC Traffic

] E) 4 L S31 _randars sead DOOS =

“ A== s s TS SR S

’ Corvramn *
~ o gt rhy

ITERY ~ ST 1STN] Seged WIneZIN Lerwd® RESALAG0 SADCPERMSI TSvaleBMLG00TE8 TSecr® .
ACKD Soqe® Acksl Wine13480 Lered MSSe1408

SAS AMasl wn ™ Lene

S 00N 192, 948, 5, 08 « STO8) 1PSH, ACK) Seqel ACks3E Mine) Lensl)
e LN 1.0 0.0 (4 S8 21080 < T INX] Seee M Ak Wi IR Lt
T e m 1.0 wr 00 T2 < WNT IFIN, ACKD Seqeld ACkRE WInQTNG Loned
50,0010 192, 948, 5. 0 e MO0 o IS K] Seesdt AlRelS WiAC11088 Lened
LR R L) 1NN ™ O 3007 - ITGAT ITIN, ACK] Seqedd ACkadS WinellGB0 Leasd
18 .28 108,510 e 0 3TRE] < N OINK] Seen)d AChsdS Wil Lod

Frame 4: W)

Etherset 11, Sre

ot Pret

Riidiom

(53 btes

e

on wire 1656 2ty
"

Yoware ot Tha s

L L
M am
MO

e

SR _ B R BN N

PAL vp v ) vt rwad (ALY e ag

X
Cre
are

Sytes cagtured (084 Bits)
ettty

o Dt MALMRAS P 25ch [0 el Be i M0
AL, Sstl WML e

INA2, Dat Port: 37, Seq: 3, Az 1, Len: ))

Pamats 6 Dagrayes % (WG N



Again, we built a Lua Plugin for MELSEC

NO Source W, Protocol Leng® rd

1 M. 500 192.168.3. 9 o Té STEM0 < 37 [SN] Soged WI2I200 Lened MSS«1468 SACK PENM-] TSveled1390
2 M. 192.168. 5.1 ™o 60 S00T < JMO00 IS, ACK] Seqe® Ackel Wine1lS88 Lere® MSS«1880
3 0.m1s M.3e8.5.101 N8N wor 00 3TeMN « SNV IMK] Segel Acks]l Wine2900 Loasd
4 0.1 1IN0 N8N meLseC B3 Melsec 3 8 ry Reguest
3 .E12) 1N, 1.8 . 3 ry Response
& .02 N0 N8N or e | 5o Ack=20 Wirm292M Lensd

Frame 4: , B 64 Bity

[therret o Matoabin _99:20:c® (el :Be:90:20: 0

Irterret

168,301,
rt: IT6MN,

2.160.3. 0
B D

Trasamissio e S0qz 1, Aek: ), Lenc

M Birary

"acer

Len: Gobl4 (20
Tise b (10
c M) Lancon Pead Dev .
Set—(omamnd: SO
Argeest Data: €205 000000.0000000 2005000024
Wumber of word access points: Gl
Wenber of Gouble ward access palats: e}

L G bR

Meice Codel
L LR 2 2 L2
Meiie Codel

v (e Pl r G P00

Mvice Codel
M Wt leMII MW o I ! fateMmiaam ’ ’ ) t
L L E IR IE R . E B, R PMEES v s LN N .
0 i N0 89 2 BT 52 4 IS MW e ’ ®1s . »

e 7 JOEM b e OAS2_sariie_read_DODMOT puap Poasis 13 Dmgplaywd 3D "0 Potie Cetos
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@ Mitsubishi Melsec/TCP Handshake Process

g .- .-

1 P 11t

HMI PLC

M. Request MELSEC = (Sub — Header | Access Route | I;ectéuest Data Length | Timer| Request Data)
Request
IP
Ethernet

M,. Response

A

TCP
IP
Ethernet

v v MELSEC = (Sub — Header|Access Route | )
Response
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@ Mitsubishi Melsec/TCP Handshake Process

g .- .-

M. Request
- JLL e e e R

!
}-{I\/ll L.(: 4 N ® X C L - : * - 2 GO SRS U s

B e lwee -
M. R 7 —~— .M. Response
4 & sssasns as sam w sme ae cam = s - enr LT P ——
1- xeques 2668 £ At s M DO s st DEORSTL g
»
= > ” - ‘e
$ - ’ -
4 N ® X < \ - = r X L. NN N
B e ! e -
- Tere Source Dot trmarce Pramoc o Lengtt infa
4§ LM S0 192.168.5. 2 MELSEC 87 Melsed 48 Binery Peguest
l >y - 3 r T
M,. Response
4 Yytes ' wire 1616 BDits), Dyies Cagnt o2 1616 bits)
1 Nitulis _99:2 N RIBeIRIINich), Dut: Veware ecifhafs (I Ncecitc
ol Version 4, 192.168.3. 30, Dat: 192.168.2.181
ntrol Prot o Src Port: 37, Iat Port: Y02, Se 1, Achz M, Len: 2)
e w a0400
v v Sequriie N il M L
Faserwnd. e
et N L 2
Node N fatt
hat ? ~ )y
Mt S e
Dala Leni Baiee (10)
! w | Gat0e
b g e Data 050001 000000
Data read in ward it Bebbes
DUtE read Iin ward enits: el
Deta resd in doukie ward enits: Seb oM
o MMM M2 4

rot B 'R . R A RR B 00 R R R N

Pactern 30 Dageaped 0 D3 0W

(el on = prote wn bl ) byes
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Common Flaws in ICS Network
Protocols
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@ Insecure by Design

Type Protocols Handshake Authentication Message Encryption
Modbus/TCP TCP Connection X X
~ [DNP3/TCP TCP Connection X X
yuLs EtherNetIP/CIP  [ENIP Connection based X X
IEC104 TCP Connection + STARTDT X X
Melsec/TCP TCP Connection X X
OMRON FINS/TCP|TCP Connection + FINS/TCP session based X X
S7COMM TCP Connection + COTP + S7COMM Session X #when EWS compile PLC
Private program)
| V1 X X
S7COMM Plus ICSF;EB’&;‘EATEZ;;TP V2 X v(HMAC-SHA256)
V3 v (EWS <-> PLC) v (HMAC-SHA256)
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@ Attacks on ICS Protocols

? Unknown

1814 T856 T843 T855.
: 1836 : Unauthorized
Type Protocols Denial-of- : Spoof Reporting Program
: Modify Parameter Command
Service Message Download
Message
Modbus/TCP v v v ? v
. IDNP3/TCP v v v ? v
Public
EtherNetIP/CIP ? v v v v
IEC104 v v V4 ? v
Melsec/TCP ? v v v v
OMRON FINS/TCP ? v v v v
| S7COMM v v V4 v v
Private VA 5 J 2 J J
S7COMM Plus| V2 ? v ? v v
V3 ? v ? v v
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Initial Access

Execution

Persistence

Evasion

Discovery

Lateral Movement

Collection

Command and

Inhibit Response

Control Function
Data Historian | Change Program Hookin Exploitation for Control Device Default Credentials Automated Commonly Used | Activate Firmware
Compromise State 8 Evasion Identification Collection Port Update Mode
Drive-by Command-Line , Indicator Removal |70 Module Exploitation of Data fro_m . ,
j Module Firmware d . Information Connection Proxy |Alarm Suppression
Compromise Interface on Host Discovery Remote Services R o
epositories
Englneerl_ng Execution through , '\'Et‘”c’fk External Remote | Detect Operating stan_dard Block Command
Workstation AP Program Download| Masquerading Connection Services Mode Application Layer Message
Compromise Enumeration Protocol g
Exploit Public- Graphical User Proiect File Rogue Master Network Service Program Detect Program Block Reporting
Facing Application Interface ) Device Scanning Organization Units State Message
Extgnal ‘Remote Man in the Middle | System Firmware Rootkit Network Sniffing | Remote File Copy I/0 Image Block Serial Comm
Services Port
Intemet A.CCESS'ble P.rog.ram . Valid Accounts Spoof Reporting Rempte System Valid Accounts Loc_a@tlor) Data Destruction
Device Organization Units Message Discovery |dentification
Replication A . . .
Through Project File SJtmzi/ Ch:ﬂngde Segal Connf_ctmn Monltgtr Izrocess Deniial of Service
Removable Media perating Mode numeration ate
Spearphishing Scriptin Point & Tag Device
Attachment Ptng |dentification Restart/Shutdown
Supply Chgln User Execution Program Upload Manipulate /0
Compromise Image
erdess Role Identification MOdIfV. Alar
Compromise Settings
Screen Capture leiiy Cpntrol
Logic
11 Tactics Program Download

81 Techniques

Rootkit

Impair Process
Control

Change Program
State

Masquerading

Modify Control
Logic

Modify Parameter

Module Firmware

Program Download

Rogue Master
Device

Service Stop

Spoof Reporting
Message

Unauthorized
Command

Message

System Firmware

Utilize/Change
Operating Mode

ICS ATT&CK Matrix map to ICS Protocols Attack

Impact

Brute Force 1/0 Damage to
Property

Denial of Control

Denial of View

Loss of Availability

Loss of Control

Loss of
Productivity and
Revenue

Loss of Safety

Loss of View

Manipulation of
Control
Manipulation of
View
Theft of

Operational
Information







T836-Modify Parameter with
Mitsubishi Melsec
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T836-Modify Parameter

4 » ® XRC Q ==

I mec_proto
Source Destination Protocel
192.168.3.87 192.168.3.39 M_Protocol
192.168.3.39 192.168.3.87 M_Protocol
192.168.3.87 192.168.3.39 M_Protocol
192.168.3.39 192.168.3.87 M_Protocol
192.168.3.87 192.168.3.39 M_Protocol
192.168.3.39 192.168.3.87 M_Protocol
192.168.3.87 192.168.3.39 M_Protocol
192.168.3.39 192.168.3.87 M_Protocol

» Sub Meader
0x00Qe (14)

Data Len:
- a [48)
2x1401 (Batch Write Device) |

TR R

v Request Data: G40900a801000000
Head device number: Q200064 (109)
Device code: Oxal
Number of device points:
» Write data: ol
03 27 dc o6 1e 6¢ 73 18 96 09 00 34 42 o8 50 18

T 11 93 29 00 00 50 00 00 11 11 03 00 Q¢ 00
00 21 14 20 00 64 00 00 a8 01 00 0 00

exeeer (1)

op4se

© 7 write datas me_peoto weite_data_bin), 2 bytes

4 v v

AR aap
Internet Protocol Version 4, Src:
Transmission Control Protocol, Src Port: 56486,
3E Binary Request

» Sub Meader

M ARATIATL_ TR AWML LSV AV TR EWTE VLT WAL

192,168.3.87, Dst: 192,168.3.39
Dst Port: 7788, Seq:

AU AL TATAT E T NSV SRS T A AT Ty

1, Ack: 1, Len: 23

Data Len: 0x@@@e (14)
Timer: 9x000a (10)
Command: @x1401 (Batch Write Device)

Sub-Comannd: xD000
v Request Data: 6400000801000200
Head device nusber:
Device code:

x000064 (100)
2xa8

> Write data: Qo

¢ points: x@dl (1)

® 2= QIR 105 » Internet Protocol Version 4, Src: 192.168.3.87, Dst: 192.168.3.39
— » Transmission Control Protocol, Src Port: 56497, Dst Port: 7788, Seq: 1, Ack: 1, Len: 23
X “ | Eapression + v 3E Binary Reguest
Lengtt info 1 » Sub Header -
Data Len: dx00@e (14
ne 3E Binary Request Timer: Qxddda (10)
65 N Command: 9x1401 (Batch Write Device)
7 n 3E Binary Request Sub-Comamnd: 0x2000
65 M v Reguest Data: 6400000801000200
7 M 3E Binary Request Head device number: @xP0eeS4 (100)
65 » Device code: dxa8
77 m 3E Bimary Request y - points: Qud00l (1)
65 M » Write data: 0200 I 25
» Internet Protocol Version 4, Src: 192,168.3.87, Dst: 192.168.3.39
» Transmission Control Protocol, Src Port: 56510, Dst Port: 7788, Seq: 1, Ack: 1, Len: 23
v 3E Binary Request
» Sub Header
Data Len: 0x000e¢ (14)
Timer: 0xd00a (10)
Command: 9x1401 (Batch Write Device)
Sub~Comamnd: @x0009
v Request Data: 640000a801000800
Mead device number: Ox@00064 (109)
Device code: @xaB
r points: @x0091 (1)
Write data: 0809 85
» Internet Protocol Version 4, Src: 192.168.3.87, Dst: 192.168.3.39
' is 4B P » Transmissiom Control Protocol, Src Port: 56521, Dst Port: 7788, Seq: 1, Ack: 1, Len: 23
)P v 3E Binary Regquest
..... des vennne » Sub Meader
Data Len: 0x@@@e (14)
Packats: 40 - Displayed: 8 (200%) Profie Defautt Timer: dx000a (10)
Command: 9x1401 (Batch Write Device)

Sub-Comamnd: 2x20d0
v Request Data: 6400000001001e0

Head device number: Q0064 (109)
Device code: Oxal
S E—— points: @xéeel (1)

» Write data:

we | 3()g




T843-Program Download with
Mitsubishi Melsoft
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T856-Spoof Reporting Message
with Modbus/TCP
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T855-Unauthorized Command
Message with Omron FINS
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2]
Common Flaws in ICS Protocols

No No No Encryption

Authentication Authorization

e

Stack
Overflow

T880-Loss of Safety T829-Loss of View T827-Loss of Control T826-Loss of Availability

T815-Denial of View |mpact T813-Denial of Control

T832-Manipulation of View T831-Manipulation of Control




C
'Prot_l._)col Aff;;tacks



@ \/ulnerable OT Environment

OT Backbone

@ Shadow OT

 Unknown devices and unknown
connections 4

© Insecure Authentication

* Flaws come from design or implementation \\\

DCS

© Insecure Protocols A= Engineering
» Simply unencrypted \E’ oSG r_*LIVE:I Workstation

@ Unpatched Devices HMI 9
 Patching is not feasible or available 9 \JTI_I_I_LI_IPLC

© Insecure 3-Party Software @ S TR Maintenance
» \ulnerable, and might be compromised /|\ vendor

S
from supply chain in the beginning \\ @ N @ /‘Q% Cell Zone
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Perimeter
Defense

Suggested Strategies from ICS CERT

Manage Implementapplication Implement secure

authentication whitelisting remote access
0 0 0
4 /o 38 A) 1 A Virtual Patch Periodical
Monit d Configuration/patch and Malware
O an Containment Inspection
respond mgmt. |CS Threat
0
29, 299 Defepse
Tactics
Build a defendable Reduce your
environment attack surface

99, 17%

Network Endpoint
Whitelisting and USB
Incidents responded by ICS-CERT : Control Lockdown

Implementing FIVE Tactics to prevent 98% incidents
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https://ics-cert.us-cert.gov/sites/default/files/documents/Seven%2520Steps%2520to%2520Effectively%2520Defend%2520Industrial%2520Control%2520Systems_S508C.pdf

@ Effective Segmentation, Virtual Patch,
Containment

* Divide a big flat L2 network into secured
segments

* Virtual Patch (IPS)

Containment of malware and worms
Shield device vulnerabilities
Deeply inspect IT protocols: SMB, RDP, ...

 |ndustrial-Grade Hardware




Granular Control Over Popular OT Protocols

* Asset and protocol visibility

* Fine-grained access control in different levels
Devices

Protocols (Modbus, Melsec/SLMP, CC-Link IE,
Ethernet/IP, Profinet, S7COMM, HSMS/SECS-II, ...)

Control Commands (read, configure, shutdown, ...)

* Greatly lower the possibility of Denial-of-
Service attacks by OT trojans

+<— Read Only <— Full Access




Network Whitelisting Control
against Siemens S7 attack
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AtCP



N

Thank You!
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Mars Cheng and Selmon Yang, mars_cheng@txone-networks.com



