
TRACK	
  1 TRACK	
  2	
   HITB	
  LABS 	
  HITB	
  SIGINT	
  

7:30	
  AM REGISTRATIONREGISTRATIONREGISTRATIONREGISTRATION

9:00	
  AM KEYNOTE	
  1:	
  Is	
  The	
  Pen	
  S9ll	
  Migh9er	
  Than	
  The	
  Sword?	
  -­‐	
  Kenneth	
  Geers	
  (NCIS	
  /	
  NATO	
  CCD	
  CoE)	
  KEYNOTE	
  1:	
  Is	
  The	
  Pen	
  S9ll	
  Migh9er	
  Than	
  The	
  Sword?	
  -­‐	
  Kenneth	
  Geers	
  (NCIS	
  /	
  NATO	
  CCD	
  CoE)	
  KEYNOTE	
  1:	
  Is	
  The	
  Pen	
  S9ll	
  Migh9er	
  Than	
  The	
  Sword?	
  -­‐	
  Kenneth	
  Geers	
  (NCIS	
  /	
  NATO	
  CCD	
  CoE)	
  KEYNOTE	
  1:	
  Is	
  The	
  Pen	
  S9ll	
  Migh9er	
  Than	
  The	
  Sword?	
  -­‐	
  Kenneth	
  Geers	
  (NCIS	
  /	
  NATO	
  CCD	
  CoE)	
  

10:00	
  AM COFFEE	
  BREAKCOFFEE	
  BREAKCOFFEE	
  BREAKCOFFEE	
  BREAK

10:30	
  AM

Chip	
  &	
  PIN	
  is	
  Definitely	
  Broken:	
  Protocol	
  and	
  Physical	
  
Analysis	
  of	
  EMV	
  POS	
  Devices	
  

Andrea	
  Barisani	
  (Chief	
  Security	
  Engineer,	
  Inverse	
  Path)	
  &	
  
Daniele	
  Bianco	
  (Inverse	
  Path)	
  

Satellite	
  Telephony	
  Security:	
  What	
  is	
  and	
  What	
  Will	
  Never	
  Be	
  

Jim	
  Geovedi	
  (Independent	
  Security	
  Researcher) Building	
  and	
  Breaking	
  Ruby	
  on	
  Rails	
  

Joernchen	
  (Phenoelit)

11:30	
  AM
Post	
  Memory	
  Corrup9on	
  Analysis

Jonathan	
  Brossard	
  (Founder	
  /	
  CEO,	
  Toucan	
  Systems)

SAPocalypse	
  Now:	
  Crushing	
  SAP’s	
  J2EE	
  Engine

Alexander	
  Polyakov	
  (CTO,	
  ERPScan)	
  &	
  Dimitry	
  Chastuhin

Building	
  and	
  Breaking	
  Ruby	
  on	
  Rails	
  

Joernchen	
  (Phenoelit)

12:30	
  PM LUNCH	
  BREAKLUNCH	
  BREAKLUNCH	
  BREAK

Abusing	
  RFID	
  Cards	
  for	
  Fun	
  &	
  Profit

Jurre	
  van	
  Bergen	
  &	
  Youri	
  van	
  der	
  Zwart	
  

(HITB.nl	
  Core	
  Crew)	
  
12:30	
  PM LUNCH	
  BREAKLUNCH	
  BREAKLUNCH	
  BREAK

Compiling	
  Features	
  for	
  Malicious	
  Binaries

Muhammad	
  Najmi	
  Ahmad	
  Zabidi	
  (PhD	
  

Student)	
  

1:30	
  PM
Hacking	
  Androids	
  for	
  Profit

Riley	
  Hassell	
  (Founder,	
  Privateer	
  Labs)

GoodFUN:	
  Integra9ng	
  Hardware	
  Protocol	
  Scanning	
  Support	
  in	
  
GoodFET

Don	
  A.	
  Bailey	
  (Security	
  Consultant,	
  iSEC	
  Partners)
VoIP	
  -­‐	
  AXacking	
  CUCM

Sandro	
  Gauci	
  (Founder,	
  Enable	
  Security)	
  
Joffrey	
  Czarny	
  (Devoteam	
  Security)

2:30	
  PM

Reverse	
  Engineering	
  Android	
  Malware

Mahmud	
  Ab	
  Rahman	
  (MyCERT)

Smashing	
  the	
  Slack	
  for	
  Fun	
  and	
  Profit

The	
  Grugq	
  (Senior	
  Security	
  Researcher,	
  COSEINC)

VoIP	
  -­‐	
  AXacking	
  CUCM

Sandro	
  Gauci	
  (Founder,	
  Enable	
  Security)	
  
Joffrey	
  Czarny	
  (Devoteam	
  Security)

3:30	
  PM COFFEE	
  BREAKCOFFEE	
  BREAKCOFFEE	
  BREAK

Fun	
  with	
  JavaScript	
  DeObfusca9on	
  

Adnan	
  Mohd	
  Shukor	
  &	
  Mahmud	
  AB	
  Rahman	
  

(MyCERT)

4:00	
  PM	
  
Mobile	
  Malware	
  Analysis

Alex	
  Kirk	
  (Senior	
  Member,	
  Sourcefire	
  VRT)

All	
  Your	
  Base	
  Sta9ons	
  are	
  Belong	
  to	
  Us:	
  Extending	
  Scapy	
  with	
  a	
  
GSM	
  Air	
  Interface

Laurent	
  Weber	
  (IT	
  Security	
  Student,	
  Ruhr	
  Uni	
  Bochum	
  Germany)

Mobile	
  App	
  Moolah:	
  Profit	
  Taking	
  with	
  Mobile	
  
Malware

Jimmy	
  Shah	
  (Security	
  Researcher,	
  McAfee)

5:00	
  PM	
   AXacking	
  the	
  Privacy	
  of	
  Social	
  Network	
  Users

Marco	
  ‘embyte’	
  Balduzzi	
  (PhD	
  Researcher,	
  EURECOM)

Packets	
  in	
  the	
  Dark	
  -­‐	
  Pwning	
  a	
  4G	
  Device	
  for	
  the	
  Lulz

biatch0	
  &	
  RuFI0	
  (Independent	
  Security	
  Researchers)

DIY	
  Video	
  Surveillance

Barry	
  van	
  Kampen	
  (HITB.nl	
  Team	
  Lead	
  /	
  Security	
  

Consultant,	
  ITQ)	
  

6:00	
  PM EVENT	
  CONTINUES	
  WITH	
  #HackWEEKDAYEVENT	
  CONTINUES	
  WITH	
  #HackWEEKDAYEVENT	
  CONTINUES	
  WITH	
  #HackWEEKDAYEVENT	
  CONTINUES	
  WITH	
  #HackWEEKDAY

HITB2011KUL	
  AGENDA	
  -­‐	
  CONFERENCE	
  DAY	
  1	
  -­‐	
  12TH	
  OCTOBER	
  2011
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HITB2011KUL	
  AGENDA	
  -­‐	
  CONFERENCE	
  DAY	
  2	
  -­‐	
  13TH	
  OCTOBER	
  2011

TRACK	
  1 TRACK	
  2	
   HITB	
  LABS 	
  HITB	
  SIGINT	
  

8:00	
  AM REGISTRATIONREGISTRATIONREGISTRATIONREGISTRATION

9:00	
  AM KEYNOTE	
  2:	
  Privacy,	
  Secrecy,	
  Freedom	
  and	
  Power	
  -­‐	
  Jennifer	
  Granick	
  (Ajorney,	
  ZwillGen	
  PLLC)KEYNOTE	
  2:	
  Privacy,	
  Secrecy,	
  Freedom	
  and	
  Power	
  -­‐	
  Jennifer	
  Granick	
  (Ajorney,	
  ZwillGen	
  PLLC)KEYNOTE	
  2:	
  Privacy,	
  Secrecy,	
  Freedom	
  and	
  Power	
  -­‐	
  Jennifer	
  Granick	
  (Ajorney,	
  ZwillGen	
  PLLC)KEYNOTE	
  2:	
  Privacy,	
  Secrecy,	
  Freedom	
  and	
  Power	
  -­‐	
  Jennifer	
  Granick	
  (Ajorney,	
  ZwillGen	
  PLLC)

10:00	
  AM COFFEE	
  BREAKCOFFEE	
  BREAKCOFFEE	
  BREAK
MyKotakPasir:	
  Automated	
  Binary	
  Analysis	
  

Nur	
  Muhammed	
  Kamil	
  &	
  Lim	
  Jun	
  Yi	
  (MyCERT)

10:30	
  AM

Blackbox	
  Android:	
  Breaking	
  “Enterprise	
  Class”	
  
Applica9ons	
  and	
  Secure	
  Containers

Marc	
  Blanchou	
  (Security	
  Consultant,	
  iSEC	
  Partners)	
  &	
  
Mathew	
  Solnik	
  (Security	
  Consultant,	
  iSEC	
  Partners)	
  

Steganographic	
  AVI	
  Filesystems	
  for	
  Fun	
  and	
  Profit

Paul	
  S.	
  Ziegler	
  (Independent	
  Network	
  Security	
  Researcher)	
  
Prac9cal	
  AXacks	
  Against	
  3G	
  /	
  4G	
  
Telecommunica9on	
  Networks	
  

Daniel	
  Mende	
  (ERNW)	
  
Jim	
  Geovedi	
  (Independent	
  Security	
  Researcher)

11:30	
  AM

Skype	
  Vulnerabili9es:	
  Zero	
  Day	
  Exploita9on	
  2011

Benjamin	
  Kunz	
  (Founder,	
  Vulnerability	
  Lab)

Packets	
  in	
  Packets:	
  Remotely	
  Exploi9ng	
  Layer	
  1

Travis	
  Goodspeed	
  (Reverse	
  Engineer	
  of	
  Embedded	
  Systems)

Prac9cal	
  AXacks	
  Against	
  3G	
  /	
  4G	
  
Telecommunica9on	
  Networks	
  

Daniel	
  Mende	
  (ERNW)	
  
Jim	
  Geovedi	
  (Independent	
  Security	
  Researcher)

12:30	
  PM LUNCH	
  BREAKLUNCH	
  BREAKLUNCH	
  BREAK

iPhone	
  Espionage

Keith	
  Lee	
  (Independent	
  Security	
  Researcher)

1:30	
  PM

Femtocells:	
  A	
  Poisonous	
  Needle	
  in	
  the	
  Operator’s	
  Hay	
  
Stack

Ravishankar	
  Borgaonkar,	
  Kevin	
  Redon	
  &	
  Nico	
  Golde	
  
(Researchers,	
  TU-­‐Berlin/Deutsche	
  Telekom	
  Laboratories)	
  

Malware	
  Sandboxing	
  the	
  Xandora	
  Way	
  

KaiJern	
  Lau	
  (Technical	
  Director,	
  APAC,	
  PandaSecurity)	
   Advanced	
  Lock	
  Picking	
  and	
  Impressioning

Babak	
  Javadi	
  &	
  Deviant	
  Ollam	
  (TOOOL	
  USA)

Keith	
  Lee	
  (Independent	
  Security	
  Researcher)

2:30	
  PM

iPhone	
  Exploita9on:	
  One	
  ROPe	
  to	
  Bind	
  Them	
  All?

Stefan	
  Esser	
  (Head	
  of	
  R&D,	
  SeklonEins	
  GmbH)

AXacking	
  The	
  GPRS	
  Roaming	
  eXchange	
  (GRX)

Philippe	
  Langlois	
  (Founder,	
  P1	
  Security	
  /	
  TSTF)

Advanced	
  Lock	
  Picking	
  and	
  Impressioning

Babak	
  Javadi	
  &	
  Deviant	
  Ollam	
  (TOOOL	
  USA)

Keith	
  Lee	
  (Independent	
  Security	
  Researcher)

3:30	
  PM COFFEE	
  BREAKCOFFEE	
  BREAKCOFFEE	
  BREAK HackWEEKDAY	
  Presenta9ons

4:00	
  PM	
  

Air	
  Travel	
  Hacking:	
  Understanding	
  and	
  (Ab)Using	
  the	
  
Global	
  Distribu9on	
  System

Hendrik	
  Scholz	
  (VoIP	
  Guy	
  &	
  Frequent	
  Flyer)

Web	
  Wars	
  3

Saumil	
  Shah	
  (Founder,	
  Net-­‐Square)	
  

5:00	
  PM	
   CLOSING	
  KEYNOTE:	
  Conspiracy	
  Theories,	
  Counter-­‐Intelligence	
  and	
  Knowing	
  the	
  Players	
  Without	
  a	
  Program	
  -­‐	
  Richard	
  Thieme	
  (Founder,	
  ThiemeWorks)CLOSING	
  KEYNOTE:	
  Conspiracy	
  Theories,	
  Counter-­‐Intelligence	
  and	
  Knowing	
  the	
  Players	
  Without	
  a	
  Program	
  -­‐	
  Richard	
  Thieme	
  (Founder,	
  ThiemeWorks)CLOSING	
  KEYNOTE:	
  Conspiracy	
  Theories,	
  Counter-­‐Intelligence	
  and	
  Knowing	
  the	
  Players	
  Without	
  a	
  Program	
  -­‐	
  Richard	
  Thieme	
  (Founder,	
  ThiemeWorks)CLOSING	
  KEYNOTE:	
  Conspiracy	
  Theories,	
  Counter-­‐Intelligence	
  and	
  Knowing	
  the	
  Players	
  Without	
  a	
  Program	
  -­‐	
  Richard	
  Thieme	
  (Founder,	
  ThiemeWorks)

6:00	
  PM CTF	
  PRIZE	
  GIVING	
  +	
  CLOSING	
  COMMENTSCTF	
  PRIZE	
  GIVING	
  +	
  CLOSING	
  COMMENTSCTF	
  PRIZE	
  GIVING	
  +	
  CLOSING	
  COMMENTSCTF	
  PRIZE	
  GIVING	
  +	
  CLOSING	
  COMMENTS

6:30	
  PM ENDENDENDEND
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