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BACKGROUND 

•  Mobile apps for everything == lots of interesting data 
•  Banking – financial 
•  Social networking – PII 
•  Privacy driven applications – variety of data 
•  Enterprise applications – integrated in to internal networks 

•  It’s reasonable to assume that mobile applications are a 
target, but many applications are described as “secure” 

•  So how secure are the secure applications? 



THE ATTACK SURFACE 
•  Traditional mobile application vulnerabilities are well 

understood and documented 

•  But do they account for all the attack surfaces? 

•  Less emphasis placed on certain types of attacks: 
•  Attacks  from malware 
•  Exploitation by targeted or casual attack (remote & 

physical access) 
•  Piracy/App Imitation attacks 

•  Why should we care about these? 



THE ATTACK SURFACE 
•  Malware is a problem and it does target applications 

•  Unflod baby panda – Apple credentials 
•  iKee.B – ING Direct customers 
•  HijackRAT – various banking applications 
•  Xsser mRAT – Tencent app + other device data  

•  Currently only a problem for jailbroken devices on iOS 

•  Much more of a problem in the Android ecosystem 

•  Does your secure application detect this? 



THE ATTACK SURFACE 
•  Exploitation from targeted or casual attack may be easier than 

you think….. 

•  Jailbreaks via physical access (shoulder surfed passcode or 
stolen while unlocked) 

•  Accuvant demonstrated a remote Over-The-Air jailbreak at 
BlackHat 2014 (iOS < 7.0.3) 
•  http://www.accuvant.com/blog/cellular-exploitation-on-a-

global-scale   

•  Remote weaponised exploit for MobileSafari available in the 
wild (CVE-2014-4377 – iOS 7.1.x) 
•  https://github.com/feliam/CVE-2014-4377  



THE ATTACK SURFACE 

•  Research by Google shows only 24.5% of devices are on 
Kitkat (Sept 9th 2014) 
•  At least 67.5% of devices using < API 17 
•  Many devices vulnerable to CVE-2012-6636 

(addJavaScriptInterface) including ~34.7% of devices with 
the AOSP browser (CVE-2014-1939 )! 

 

•  Likely many more applications affected 



CASE STUDIES 
•  It’s reasonable to assume that on-device attacks and 

malware are a credible threat to mobile applications 

•  Certain types of applications require more protection: 
•  BYOD 
•  MDM 
•  Enterprise applications 
•  Banking 
•  Privacy-driven 

•  Many of the current solutions make bold statements on 
security, but have these been challenged? 



CASE STUDIES 



KASEYA BYOD 

•  Best described by their marketing…. 



KASEYA BYOD 

•  Integrates to your internal network via relay servers 



KASEYA BYOD 

•  Physical access is protected via PIN 



KASEYA BYOD 

 
 
 

 

DEMO 



WICKR 

•  Came to my attention with a bug bounty announcement in 
Jan 2014 



WICKR 

•  “Top-Secret Messenger” 
•  Privacy driven instant messaging service 

•  “Leave no trace” 

•  Supposedly forensically sound 

•  “Messages are secured with military-grade encryption” 

•  “They can only be read by you and the recipients on the 
devices you authorize” 



WICKR 

 
 
 

 

DEMO 



GO!ENTERPRISE 

•  BYOD application similar to Kaseya (integrates with on-
premises or via cloud) 

•  Makes some bold claims about security… 

•  “The GO!Enterprise mobility platform was designed from 
the ground up with security in mind. Thus GO!Enterprise 
solutions inherit a wealth of security features that minimize 
the risk of unauthorized access, data leakage and security 
breaches.” 



GO!ENTERPRISE 

•  A cursory analysis revealed that most of the apps content 
is encrypted 

•  Further analysis showed SQLCipher was being used to 
encrypt the storage database 

•  But how is the encryption key derived? 



GO!ENTERPRISE 

•  A password is generated from the IMEI and the path to the 
database (static) then used by a key derivation function 



GO!ENTERPRISE 

 
 
 

 

DEMO 



SUMMARY 

•  Security controls within mobile applications, such as 
client-side authentication, can often be trivially bypassed 
using instrumentation 

•  Integrating a BYOD or MDM app in to your network can 
widen your exposure and allow exploitation from the client 

•  If you’re using crypto then use some input from the user 
or a split server key 



BINARY PROTECTIONS 
•  Introduced to the OWASP Mobile Top Ten at OWASP AppSec 

California in January 2014 

•  Creating self-defending mobile applications 

•  Attempts to achieve the following goals: 
•  Prevent software operating in an untrusted environment 
•  Thwart or increase the complexity of reverse engineering 
•  Thwart or increase the complexity of modification or tampering 

attacks 
•  Detect/Prevent attacks from on-device malware 

•  How common are these protections? 
•  2013 study by HP : “86 percent of applications tested lacked binary 

hardening” 
 



BINARY PROTECTIONS 
•  So what are binary protections? 

•  You’re likely to have encountered some of the following: 
•  Jailbreak/Root detection 
•  Resource integrity validation 
•  Anti-debugging 
•  Runtime-tamper detection 
•  Obfuscation 

•  A continual arms race 

•  Not a silver bullet! 



JAILBREAK/ROOT DETECTION 
•  Perhaps the most commonly implemented binary 

protection 

•  Attempts to detect if the application is running on a 
jailbroken/rooted device 

•  If a compromise is detected the app usually does one or 
more of the following: 
•  Warn the user 
•  Wipe any sensitive data 
•  Report back to a management server 
•  Exit or crash 



JAILBREAK/ROOT DETECTION 

•  Usually implemented by checking for one or more of the 
following: 
•  Jailbreak/root artifacts 
•  Non standard open ports 
•  Weakening of the sandbox 
•  Evidence of system modifications (e.g. build keys) 

•  Often trivial to bypass unless other protections are in 
place 



RESOURCE INTEGRITY 
VALIDATION 

•  Attempts to detect changes to application resources or 
internal code structures: 

•  Images, javascript or HTML files 
•  Modifications to APK 
•  Patching of internal code or shared libraries 

•  Typically implemented using checksums that are embedded 
in to the application at compile time 

•  Only useful if implemented as “web” – what’s checking the 
checksumming routines? 

•  CRC32 is commonly used, so scan for polynomials 
•  LLVM can be used to make the process relatively seamless 



ANTI-DEBUGGING 

•  With the ability to debug an application an attacker can 
trivially modify it’s behavior 

•  Anti-debugging protections attempt to detect and prevent 
a debugger being attached to your application 

•  Unlikely to thwart an advanced adversary 

•  There’s a handful of tricks that are relatively easy to 
implement but may slow down your attacker…. 



ANTI-DEBUGGING 
•  On iOS a debugger your process status flag can be queried 

using sysctl: 

•  The PT_DENY_ATTACH flag can also be set to prevent tracing 



ANTI-DEBUGGING 
•  On Android detection is most commonly implemented using the 

Debug.isDebuggerConnected method in the DVM 

•   If you don’t trust the API you can also query this value using JNI 
and the gDvm symbol exported by the Dalvik VM 

•  There’s also scope to get creative using tricks such as thread 
timing: 



RUNTIME TAMPER 
DETECTION 
•  Frameworks like Xposed, Frida and Cydia Substrate making 

instrumentation of the Objective-C and Java runtimes trivial 

•  This can be used by your attacker or malware to invoke or 
modify internal methods: 
•  Bypass security controls 
•  Leak/steal sensitive data 

•  This leads to a fairly unique situation where a developer 
cannot necessarily always trust their own runtime 

•  Detection can be complex but there’s a number of tricks you 
can use on iOS – unaware of anything on Android outside of 
protecting native code 



RUNTIME TAMPER 
DETECTION 
•  Check #1 : Validating the source image location 

•  The locations for dylibs with the SDK methods is a finite set 
of directories: 
•  /System/Library/TextInput 
•  /System/Library/Accessibility 
•  /System/Library/PrivateFrameworks/ 
•  /System/Library/Frameworks/ 
•  /usr/lib/ 

•  dladdr takes a function pointer and returns details on the 
source image – can be used to check if the function lives in 
the right location 



RUNTIME TAMPER 
DETECTION 

•  Iterate the methods in a class and check the source image 
 



RUNTIME TAMPER 
DETECTION 

•  Check #2: Scan for malicious libraries 

•  Cydia Substrate and Cycript will inject a dylib in to the 
process when it launches 

•  Scanning for unknown libraries and signatures from 
malicious libraries can give you some confidence of 
hooking 



RUNTIME TAMPER 
DETECTION 

•  Retrieve a list of loaded libraries and scan their names 



RUNTIME TAMPER 
DETECTION 

•  Check #3: Searching for trampolines 

•  Under the hood many of the hooking frameworks simply 
insert a trampoline in the function prologue 

•  Looking at a normal (left) and hooked (right) function you 
can see the changes: 



RUNTIME TAMPER 
DETECTION 

•  Tracing this back to the Substrate code you can see 
exactly what it’s doing: 

•  Substrate simply inserts a jump to next word after $pc (ldr 
pc, [pc-4]) 



OBFUSCATION 

•  Attempts to complicate reverse engineering by making 
compiled code complex to understand 

•  Some of the techniques include: 

•  Obscuring class, field and method names, 
•  Inserting bogus code, 
•  Modifying the control flow, 
•  String encryption, 
•  Substitution of code to make it appear more complex, for 

example using reflection, 
•  Control flow flattening. 



OBFUSCATION 
•  There are a number of obfuscators available for Android, 

including Proguard, Dexguard, DashO, APKProtect, Allatori to 
name but a few 

•  Good comparison of the different obfuscation solutions for 
Android was made by jcase & diff @ defcon22 
•  https://www.defcon.org/images/defcon-22/dc-22-

presentations/Strazzere-Sawyer/DEFCON-22-Strazzere-and-
Sawyer-Android-Hacker-Protection-Level-UPDATED.pdf  

•  Freely available options for obfuscating native code are 
limited but obfuscator-llvm and iOS-class-guard are useful 
(https://github.com/Polidea/ios-class-guard) 



BYPASSING BINARY 
PROTECTIONS 

•  As previously noted binary protections are not a silver 
bullet 

•  In most cases they can be trivially bypassed if not layered 
together in an intelligent manner 

•  To demonstrate how easy this can be, we looked at how 
binary protections were used in two popular MDM 
products 



GOOD FOR ENTERPRISE 

•  GFE is a popular MDM product 

•  It communications with the Good NOC to customer hosted 
equipment to integrate in to internal systems 

•  Policy is driven via a management server and enforced on 
the client 

•  The only evident binary protection was jailbreak detection, 
how complex would this be to bypass? 



GOOD FOR ENTERPRISE 

•  …..actually quite easy! 
•  5 binary patches can be applied to defeat the detection 



MOBILEIRON 

•  Direct competitor to GFE 

•  Works in much the same way though clients can host their 
own VSP & Sentry devices 

•  Again the only evident binary protection was jailbreak 
detection, how complex is it to bypass? 

•  Thanks to @hackerfantastic for this research! 



MOBILEIRON 

•  …..again, not that complex! 

•  12 hooks  



CONCLUSIONS 

•  On-device and malware are a realistic attack surface to 
consider when developing mobile applications 

•  Building self-defending mobile apps can give you some 
assurances and thwart skilled adversaries 

•  Binary protections aren’t a silver bullet and can be trivially 
bypassed if not layered in an intelligent way 



Q&A 


