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Hacking loT ?



Attack Vector on loT

» Ecosystem

» Device Memory

» Device Physical Interfaces
» Device Web Interface

» Device Firmware

» Etc...(OWASP loT project)



Protocol / Software based
Wifi
BLE
Zigbee
RF

NFC
HCE



Hardware Based ?



Cherry Blossom — Page 124, Para 13

13.2 (S) Firmware Inspection

(S) To be able to inspect a firmware image that is loaded on a device, an adversary would
need to disassemble the device, solder a JTAG header onto the board, and extract the
firmware from the flash chip through the JTAG using JTAG extraction software. The
team has been able to successfully solder a JTAG and extract the firmware from a

Linksys WRT54G.




Hardware based method?

UART
JTAG
ISP
Chip-off



JTAG

» Joint Test Action Group

» Communicate with memory chips
through Test Access Ports(TAPs)

» Physical data acquisition
» Have different pins



Test Access Port (TAP)

»
»
»
»
»
»
»
»

TCK — test clock

TMS — test mode state
TDI — test data in

TDO — test data out
TRST — test reset

NRST — normal reset
RTCK — return clock
GND - ground



Linksys Router JTAG pins




UART

» serial communications over a
computer or peripheral
device serial port

» Transmitting and receiving serial
data

» See the output from console



UART pins
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OpenOCD

» Open Source
» Open On-chip Debugger tool

» Provide debugging, in system
programming and boundary-scan test

» Work with a list of debug adapter

» Support a list of router/chips
configuration






1. telnet
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Magic Header of Kernel Section

(0] 1 2 3
©1234567890123456789012345678901
e PSP S PSP P PSP PSP +
| magic number ('HDRO') |
0000000000000 000000000oooC0oD00000000000000000000000000000 -+
| length (header size + data) |
o ocoooooaoccooooc Mo ooocoacoocoooooc o cooocoooooooo00coccoooocooooaooa +
| 32-bit CRC value |
S A S S S e S e e L 0 ) ) ) S e 1 e e S +
| TRX flags | TRX version |
S e P TP P e T ey -
| Partition offset[0] |
o oo OOoc000Do0000000000cooOoCoooOD00000000000000000000000000000 +
| Partition offset[1] |
S ) 100 ) 5 ) e 3y o o e 8 S S S e S e S S +



Memory Dump

» firmware-recovery script from Openocd
» Image_dump(lf address do not match)

» CFE Memory: 0x9fc00000,size:0x40000
KERNEL Memory : 0x9fc40000, size:
Ox1B000O

NVRAM Memory : 0x9fDF000O, size:
0x10000



Edit As:

linksys NVRAM.binw|

Run Script Run Template

0 1 2 3 45 6 7 8 9 0 1 2 3 4 5 0123456789012345
9040h: 68 5F 6D 6F 64 65 3D 6E 6F 6E 65 00 70 70 74 70 h mode =none. pptp
9050h: 5F 67 65 74 5F 69 70 3D 00 70 70 74 70 5F 70 61 _get_lp .pptp pa
9060h: 73 73 3D 31 00 70 70 70 5F 6B 65 65 70 61 6C 69 ss=1.ppp keepali
9070h: 76 65 3D 30 00 6D 74 75 5F 65 6E 61 62 6C 65 3D ve=0.mtu enable=
9080h: 30 00 64 31 31 67 S5F 72 74 73 3D 32 33 34 37 00 0.dllg rts=2347.
9090h: 62 6C 6F 63 6B 5F 61 63 74 69 76 65 78 3D 30 00 block activex=0.
90A0h: 77 6C 30 5F 72 78 63 68 61 69 6E 5F 70 77 72 73 wl0_rxchain pwrs
90BOh: 61 76 65 5F 65 6E 61 62 6C 65 3D 31 00 61 67 30 ave enable=1l.ag0
90COh: 3D 30 78 30 32 00 68 74 74 70 5F 70 61 73 73 77 =0x02.http passw
90DOh: 64 3D 00 77 6C 5F 77 70 61 5F 70 d=FllEks.wl wpa p
90EOh: 73 6B 3D 00 72 65 6D 6F 74 65 5F 6D 67 74 5F 68 sk=.remote mgt h
90FOh: 74 74 70 73 3D 30 00 62 6C 6F 63 6B 5F 77 61 6E ttps=0.block wan
9100h: 3D 31 00 6C 61 6E 5F 73 74 70 3D 30 00 77 6C 30 =1.lan stp=0.wl0
9110h: 5F 77 6D 65 5F 61 70 5F 76 69 3D 37 20 31 35 20 wme ap vi=7 15
9120h: 31 20 36 30 31 36 20 33 30 30 38 20 6F 66 66 00 1 6016 3008 off.
9130h: 77 6C 30 5F 62 73 73 5F 6D 61 78 61 73 73 6F 63 wl0 bss maxassoc
9140h: 3D 31 32 38 00 77 6C 5F 6D 6F 64 65 3D 61 70 00 =128.wl mode=ap.
9150h: 73 6B 69 70 5F 61 6D 64 5F 63 68 65 63 6B 3D 30 skip amd check=0
9160h: 00 77 6C 30 5F 63 6C 6F 73 65 64 3D 30 00 77 6C .wl0 closed=0.wl
9170h: 30 5F 72 61 74 65 3D 30 00 77 6C 30 5F 70 6C 63 0 rate=0.wl0 plc
9180h: 70 68 64 72 3D 6C 6F 6E 67 00 77 61 6E 5F 70 70 phdr=long.wan_ pp
9190h: 74 70 5F 67 61 74 65 77 61 79 3D 00 77 6C 30 5F tp gateway=.wl0
91A0h: 6D 61 63 6D 6F 64 65 3D 64 69 73 61 62 6C 65 64 macmode=disabled
91BOh: 00 64 31 31 67 5F 72 61 74 65 73 65 74 3D 64 65 .dllg rateset=de
91COh: 66 61 75 6C 74 00 77 6C 5F 77 70 61 5F 67 74 6B fault.wl wpa gtk
91NNk« S5F 72 A5 AR A5 70 2N 2 G WO RO OO 7 A5 AC [{EF relkeuv=2E00 <ol



linksys_KERNEL.bin | linksys_NVRAM.bin i |
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Whole FLASH sturture

» Common Firmware Environment
(CFE) - bootloader

» Kernel - firmware
» NVRAM - store variable information



Secret
Plaintext username and passwordj =
No authentication is required for [
console login

RAM address: Ox80000000 size:
0x01000000
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VXCON on 21-22 April in Hong Kong




Discount code for HITB AMS

‘hitb@ams_@vxcon2018’

https://www.eventbrite.hk/e/vxcon-2018-
tickets-43644511910

Or www.vxcon.hk for agenda

Thank You!



