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This presentation

= Existing USB HID attacks / tools
= What's wrong with them?
= Available protections / mitigations

= My implant PoC
= Putting it into an attack scenario
= [Jemo-time...
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Existing USB HII] attacks / tools

KeyGhost USB keylogger

Keylogger/PHUKD Hybrid

BadUSB 2.0
Navid Kierznowski

TL0¢ " OLOZ GOO/

9T0¢

LTOC

PHUKD - lrongeek
HAKS USB Rubber Ducky

BadUSB - Karsten Nohl
USBNriveby - Samy Kamla

HAKS Bash Bunny @EzEsns
Cactus WHID injector
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What's wrong with it?
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What's wrong with it?

Requires either:
- An unlocked and unattended computer
- Very good social engineering skills

L

- Many payloads require direct internet accessamams,

- Protection available 020200 |G=pgiET

o
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Available protection mechanisms

USG
USBProxy

Qobert Fisk
Jominic Spill

USBGuard
GoodDOG
Beamgun
USB keyboard guard

Tony DiCola

Janiel Kopecek

Josh Lospinoso
G Nata

Nuckhunt

Pedro M. Sosa

Linux patches

GRSecurity
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A new implant?

a HID attack that works with locked machines and
bypasses known protection mechanisms

X A
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Design requirements

1. The implant should be in-line with the
keyboard and the host.

. The implant should have notion of real-time.
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and spice it up a bit...

J. The implant could use an over the air
communication channel.

Maybe just not this small
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Hardware diagram

keyboard computer
Teensy 2.0: Arduino-based MC
U host il Maxim MAX3421E
support :
Maxim 0$3132
433Mhz UART
Communi- _
cations EEPROM (nvram) 5
module

! ain
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Keynterceptor PoC HW
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L XxXxxx]

[ usb 3-2: new low-speed USB device number 2 using xhci hed [ Biésssyl 3-2
[ xxxx.xxxxxx] usb 3-2: New USB device found, idvendor=83fe, idProduct=834a [ xoxxx.xxxxxx] ush 3-2
[ xxxx.xxxxxx] usb 3-2: New USB device strings: Mfr=1, Product=2, SerialNumber=0 [ xodxx.xxxxxx] ush 3-2
[ xxxx.xxxxxx] usb 3-2: Product: HP Elite USB Keyboard [ oxxx.xxxxxx] usb 3-2
[ xxxx.xxxxxx] usb 3-2: Manufacturer: Chicony [ xxxx.xxxxxx] usb 3-2
[ xxxx.xxxxxx] usb 3-2: ep @x81 - rounding interval to 64 microframes, ep desc says 80 microframes
[ xxxx.xxxxxx] usb 3-2: ep 8x82 - rounding interval to 64 microframes, ep desc says 88 microframes [ xxxx.xxxxxx] usb 3-2:
[ xxxx.xxxxxx] input: Chicony HP Elite USB Keyboard as /devices/pci@pee:0e,/0000:00:14.0/usb3/3-2/3 [ xxxx.xxxxxx] input:
[ xxxx.xxxxxx] hid-generic 8083:03F0:034A.0001: input,hidrawd: USB HID v1.10 Keyboard [Chicony HP [ oo oo ]
[ xxxx.xxxxxx] input: Chicony HP Elite USB Keyboard as /devices/pci@860:00,/0000:008:14.08/usb3/3-2/3 [ oaoxxx . xxxxxx]
[ xxxx.xxxxxx] hid-generic 8003:03F0:034A.0002: input,hidrawl: USB HID v1.18 Device [Chicony HP El [ xxxx.xxxxxx]
+--183 lines: Bus 083 Device 002: ID 03f8:834a Hewlett-Packard ----------------~---~--------------_- +--183 lines:
bEndpointAddress Bx81 EP 1 IN bEndpointAddress
bmAttributes 3 bmAttributes
Transfer Type Interrupt Transfer Type
Synch Type None Synch Type
Usage Type Data Usage Type
wMaxPacketSize 9x8808 1x 8 bytes wMaxPacketSize
bInterval 10 bInterval
Interface Descriptor: Interface Descriptor:
bLength 9 bLength
bDescriptorType 4 bDescriptorType
bInterfaceNumber 1 bInterfaceNumber
bAlternateSetting 8 bAlternateSetting
bNumEndpoints 1 bMNumEndpoints
+-- 67 lines: bInterfaceClass 3 Human Interface Device--------mmmmmmm oo +-- 67 lines: bInterfaceClass
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USB Standard Nescriptor &
USB HIN Report Nescriptors

hid-generic 0883:03F0:034A.0002:

Bus 003 Device 082: ID 03f@:034a Hewlett-Packard
Bax81

0x0008

M@ o

: new full-speed USE device number 2 using xhci
: New USB device found,
: New USB device strings:
: Product: HP Elite USB Keyboard
: Manufacturer:

idvendor=e83fe, idProduct:
Mfr=1, Product=2, Seri

Chicony

ep 8x82 - rounding interval to 64 microframes,
Chicony HP Elite USB Keyboard as /dev1ces/pc1933
hid-generic 0803:83F0:034A.0001:

input,hidrawd: USB HID

input: Chicony HP Elite USB Keyboard as /devices/pci@pg@

input,hidrawl: USB HID

EP 1 IN

Interrupt
None
Data
1x 8 bytes

3 Human Interface Device-----
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“protections:
mulation

//Add random delays to avoid detections
int r = rand() % 111;

r += 8;
delay(r);
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| on Teensy to
manually enter

ogram'%o‘d%

Teensy 2.0, Keyboard + Mouse + Joystick, 8 MHz, US English on COM7 speed-demo.cpp.hex, 12% use




+ wireless burst

Keynterc. + keyb.

Keynterceptor

Plain keyboard
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BOM / Costs

.| Teensy 2.0 $ 16,00
433 MHz module $ 4,00
.| USB Host module S 8,00
N DS3231 RTC $ 4,00
I MCP1825S regulator $ 1,00

S

Exp. print / LEDs / resistors 2,00

N\
Y Total in Euro's: € 30,00
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Use-Cases

Control keyboard remotely OTA

Autologin with captured creds

o

Inject keystrokes after inactivity with chosen time-frame
d. Block user input with RF kill-switch (for a take-down)
e. <«<jnsert scenario here>>
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Add-on for a full attack scenario

Keynterceptor-
Companion:

- Nanopi Neo
- 433 MHz
- 4G dongle

-
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TARGET - ATTACKER

K ))) 433 MHz ((( l >> UMTS

VPN Server
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DEM0-Time...




New mitigations?
a. Multi-factor or challenge-response (like captcha’s)

with every unlocking action

b. Profiling / monitoring power consumption per device
(HW support is problematic )
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+ power profiling PoC

USBGuard
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USBGuard + power profiling PoC

W % "-;""‘Qi:}j 11 apr, 08

. . USB Device Inserted
Monitor configuration

monitorPort: fdev/ttyACMO \ ' USBID:03f0:034a
thresholds: ' Mame: HP Elite USBE Keyboard
: ' Port: 7-1

o1 A .._.fl].._.. AR [ 1 Wl -
abd . Chlo. 4.1 i L. LU Cal o E

: USB Serial: [--] port not assigned
.: HP Elite USB Keyboard: [OK]
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USBGuard * power proflllng PaC
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USBGuard + power profiling PoC

L A ALY = LB =

$ ./usbg-powermon.py

. - . ; . USB Device Inserted
Measuring [16c@:0483] USB Serial: [--] port not assigned , evice tnserte
Measuring [83f0:034a] HP Elite USB Keyboard: [BAD] (+13.22mA} USE ID: 03f0:034a

Disabling port 7-1 ' Mame: HP Elite USBE Keyboard

3 Port: 7-1
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Keynterceptor attack feasible?

- 430 lines of ( code = e e e

:|.E ( L.:ptureqt.:te == CAPTURED ) {

« 5 lines of Python code R
. 301 lines of Perl code j_iit‘:;te;iffﬂ:;fﬂmm
. some development eUroS T mre =t s <= s e

Future work?

- Fit itinside real hardware _
- Have automatic descriptor cloning Essisinn
. Encrypt covert OTA communication channel ~ ° JEEL
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