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This presentation

Á Existing USBHID attacks / tools

Á Whatƌswrong with them?

Á Available protections / mitigations

Á My implant PoC

Á Putting it into an attack scenario

Á Demo-timeƔ

About me
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Existing USB HID attacks / tools
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KeyGhost USB keylogger

PHUKD- Irongeek
HAK5 USBRubber Ducky

Keylogger /PHUKD Hybrid

BadUSB- Karsten Nohl
USBDriveby- Samy Kamkar

BadUSB2.0
David Kierznowski

HAK5 Bash Bunny
Cactus WHIDinjector



Whatƌs wrong with it?
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Kind of in -your -face!



Whatƌs wrong with it?
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Requires either :
ÅAn unlocked and unattended computer
ÅVery good social engineering skills

- Many payloads require direct internet access
- Protection available



Available protection mechanisms
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USG

USBProxy

USBGuard

GoodDOG

Beamgun

USB keyboard guard

Duckhunt

Linux patches

Robert Fisk

Dominic Spill

Daniel KopeĊek

Tony DiCola

Josh Lospinoso

G Data

Pedro M. Sosa

GRSecurity



A new implant?

a HID attack that works with locked machines and 

bypasses known protection mechanisms
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Design requirements
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1. The implant should be in -line with the
keyboard and the host. 

2. The implant should have notion of real -time.



and spice it up a bitƔ
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NSACOTTONMOUTH-I, MOCCASIN

3. The implant could use an over the air 
communication channel .



Hardware diagram

USB host 
controller

keyboard computer
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Real-time 
Clock

MC with
USB device 

support

Teensy 2.0: Arduino -based MC

Communi-
cations
module

Maxim MAX3421E

Maxim DS3132

433Mhz UART

EEPROM (nvram)



Keynterceptor PoCHW
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Keynterceptor PoCHW
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