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Agenda

Introduction to the travel fraud 

Underground offerings 

Criminal Backstage 

Recommendations for the victims
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Introduction to travel fraud
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Have you traveled in last 5 years?

If yes, you possibly were a 
victim (or a customer?) of a 
travel fraud?
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Everyone is a victim
• Everyone is a potential victim 

• if you travel with an airline, you are a potential victim 

• if you travel by Taxi, UBER, whatever, you can be a victim... 

• Customers and Victims of Travel Fraud, are distributed globally
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Who are the cost bearing  
Victims

• Travel agencies 

• Airlines 

• Car rentals 

• Shared-ride services/Taxi 

• Hospitality Industry 

• Individuals (loyalty, uber) 

• Insurance companies
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The Reasons for Market 
Demand

• Normally it’s 40-70% discount from the 
regular price  

• You can buy a business class ticket for 
25% of economy class 

• Flexibility 
• “Clean Money” is not needed
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The view from the Underground:  What the 
underground market offers
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Happy Traveler Needs

nov, 2017
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Basic services
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Flights
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Flights
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Hotels
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Hotels



HITBSecConf2018 
Amsterdam 

 15

Mobility

• 200 RUB = 3 USD for 40 minutes trip 
• UberBLACK for 650 RUB = 10 US for 2 hours ride
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What else do happy 
travelers need??
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Travel Documents, residency permits
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residency permits and 
travellers blacklisting

• Unique service - travel 
blacklisting from entering 
to Russia for 3-8 years, 
price 50k RUB = 850 USD 

• Win US green card almost 
without chance to loose
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Airport VIP and CIP Services
• Commercial for Important People 

• Involves Star Alliance, SkyTeam, American Airlines  
• Benefits 

• Priority check-in 
• Fast lane of security check 
• Free Airport lounge 
• Free extra luggage check-in 
• Opportunity of a free class upgrade 

• Cost for one-time use 
• $10 for one international flight 

• Insider threat? Or BPC?
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Guided Tours 25% from real price
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Food services, Restaurants Logins 
and Gift Cards to Order food
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Entertainment
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All in one shop example
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All in one shop example
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Almost any Extra Service for 
the Traveler is Covered

• Taxis, car rentals, tour guides, 
event tickets, covered directly by 
offered services 

• Loyalty points could be 
exchanged for almost anything for 
the travel
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Anonymous postal service
• Prices from 400 RUB = 7 USD 

• Payment after delivery 

• Approved on Darkmarket and 
Dublikat underground forums 

• Accepts cards from many payment 
systems
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Happy Travelers Feedback

• 70% discount till the end of june for 
video review
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Happy Travelers Feedback
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Happy Travelers Feedback
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Special request Feedback
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Happy Travelers Feedback
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Not Happy Travelers Feedback
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Not So Happy customer…
A buyer contacted the escrow company complaining about abuse because he didn't 
received the tickets on time and it's now been 15 hours overdue. The Escrow company 
gives 48 hours for explanations from the service provider. Service provider claims that 
tickets had been issued and cancelled by the issuer 3 times already and now it's the 4th 
attempt. If it doesn't work, the service provider will cover the Escrow costs.



HITBSecConf2018 
Amsterdam 

 34

Ripers and clones…
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Ripers and clones…
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funny: give me money back
• => I’m Sasha,  

• <= 

• What’s with money, 

• Why you ignoring me 

• What’s UP? 

• You ripe me 

• Give me money back…
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The criminal backstage:   
Travel Fraud Schemes 
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Types of travel frauds 
schemes

• Stolen credit cards 

• Abuse of loyalty programs 

• Abuse of Promo programs  

• Abuse of physical and logical vulnerabilities in 
websites and systems
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Compromise of booking 
portals
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Train ticket returns abuse
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Abuse of business process 
Airfare tickets sale case

- Buy tickets for a New Year 
vacation on the sale for          
499 RUB = 8.5 USD 
- Tickets not refundable, but..
- It’s possible to change the 
name for 5000 RUB = 85 USD 
- Sale tickets for 15000 RUB  
- 15000 - 5000- 499 = 9501 RUB 
or about 150 USD profit per 
ticket 
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CC Kiddies Fraud
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Exploitation of Vulnerabilities in 
Traveling systems

• Bug bounty challenge for Defense Travel System                     
http://www.nextgov.com/cybersecurity/2018/04/pentagon-letting-
hackers-loose-its-travel-management-system/147147/ 

• Sabre hacked https://www.forbes.com/sites/leemathews/
2017/07/06/travel-giant-sabre-confirms-its-reservation-system-was-
hacked/#670ae9594b20 

• Reservation systems hacked https://www.rt.com/news/372033-
online-booking-security-gaps/ 

• "Today’s GDSs go back to the ‘70s and ‘80s, built around 
mainframe computers and leased lines. The systems have since 
been interwoven with web services, but still lack several web 
security best practices"

http://www.nextgov.com/cybersecurity/2018/04/pentagon-letting-hackers-loose-its-travel-management-system/147147/
http://www.nextgov.com/cybersecurity/2018/04/pentagon-letting-hackers-loose-its-travel-management-system/147147/
https://www.forbes.com/sites/leemathews/2017/07/06/travel-giant-sabre-confirms-its-reservation-system-was-hacked/#670ae9594b20
https://www.forbes.com/sites/leemathews/2017/07/06/travel-giant-sabre-confirms-its-reservation-system-was-hacked/#670ae9594b20
https://www.forbes.com/sites/leemathews/2017/07/06/travel-giant-sabre-confirms-its-reservation-system-was-hacked/#670ae9594b20
https://www.rt.com/news/372033-online-booking-security-gaps/
https://www.rt.com/news/372033-online-booking-security-gaps/
https://www.rt.com/news/372033-online-booking-security-gaps/
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Modified ”Tuned” Version of 
Taxi App

• Address is visible before the order 
was taken 

• App doesn’t see Xposed and Fake 
GPS 

• It is possible to call without being 
close to the client 

• No need of regular photos of car 
review
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Platforms and Mileage 
Programs

• uber/taxi fraud and GPS spoofing (CC 
monetization) 

• article from march 2018-https://rntfnd.org/
2018/03/07/gps-spoofing-a-growing-problem-for-
uber-solid-driver/ 

• June 2017- instructions how its done http://
soliddriver.com/GPS-Spoofing-A-Growing-
Problem-for-Uber

https://rntfnd.org/2018/03/07/gps-spoofing-a-growing-problem-for-uber-solid-driver/
https://rntfnd.org/2018/03/07/gps-spoofing-a-growing-problem-for-uber-solid-driver/
https://rntfnd.org/2018/03/07/gps-spoofing-a-growing-problem-for-uber-solid-driver/
http://soliddriver.com/GPS-Spoofing-A-Growing-Problem-for-Uber
http://soliddriver.com/GPS-Spoofing-A-Growing-Problem-for-Uber
http://soliddriver.com/GPS-Spoofing-A-Growing-Problem-for-Uber
http://soliddriver.com/GPS-Spoofing-A-Growing-Problem-for-Uber
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Airline Loyalty
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Hotel Loyalty
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Car Rental Loyalty Programs
• Involved services 

• Sixt, Hertz, Avis, National Emerald 

• Benefits 
• Membership card 
• Free car upgrade 
• Free car rental 

• Costs 
• $40 - $50
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VPN service for telegram 
access! 

• Caution: Since there’s 
ongoing discussion about 
blocking Telegram in 
Russia, to maintain “Star 
Tours” service availability, 
please use Telegram 
@socks5_bot to setup VPN 
connection…..
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Studying the Victim Perspective of the 
fraud 
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Corporate Hotel Rates
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fake corporate ID card
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What can be done 
to address this problem
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Hints for the Victim 
Organizations

Anti-fraud systems 
For online booking - look for bookings done via 
ToR, VPN, etc 
Retrospective analysis of previous cases 
Know-Your-Customer: Due Diligence
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Hints for an Average Traveling 
Person

• check the hotel points often not 
just when you need them 

• Your loyalty points and miles 
are money,  

• do not protect them with easy 
to guess passwords ie:123qaz
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Q&A Session
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Thank   You


