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Introduction to the travel fraud




Introduction to travel fraud

Q HITB



Have you traveled in last 5 years?

If yes, you possibly were a
victim (or a customer?) of a
travel fraud?

Q HITB



Everyone Is a victim

e Everyone Is a potential victim
e |f you travel with an airline, you are a potential victim

* if you travel by Taxi, UBER, whatever, you can be a victim...

Q HITB



Who are the cost bearing

* [ravel agencies b

+ Airlines ¢ ol

Car rentals
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The Reasons for Market
Demand

. o .
* Normally it's 40-70% discount from the o MoosEAm TRAVEL
reguiar price BEIGEPOE BBINOAHEHWE 3

MHH A l"l tiy; m"ﬂau.jnm [OAXONA K K

* You can buy a business class ticket for = G Ml 0
25% of economy class il (95,2 *‘f‘;“fomnm;

ITPOKAT /

~lexibility - S
“‘Clean Mone

" is not needed s, TPAHCOEP B C
“ bitcoin #8399999 o MBMOPANI

O6pamre BHUMaHue, ecnu Bul XoTuTe npoeecT caenky C JaHHLIM NO/b30BaTeIemM, Ha TO, 4TO OH 386}'IOKMDOBaH.

TpukcTepc cnacubo. TonbKko 4To gonetenu. Bcem pekomeHayofl /letenm 6M3Hecom no ueHe 25% 3KoHoma.
Mb! BalM KNMEHTbI TeNepb Ha NOCTOAHHO.

Axaa © A+aa, 28 viion 2015
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I he view.from the Underground: What the
pgnaergroundimarketiorier,



Happy lraveler Needs
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Basic services




CAHME CHMNETOB OT DUMPINGTOUR

BLETHAM

OAS
OOMMWHMUMKAHA

MHAUA

NMEPEJIETDI

OEMNO3UTHI Nno BCEMY MUPY

Aenosursl u aKcKypcum 3a 50% 40% pnn sakasos ot $1000 B kacce

MuHuMansHas CTOMMOCTD MusiMmansHan CTOMMOCTD

otens $600 B Kacce 6uneTa $300 B Kacce
7 862 323-24-03

~ A ' ' DUMPINGTOUR _
( 5 e L/ TOMEPKKANNC v s DUMPINGTOUR®@JABBER.RU

B 651-697-813 %) service@jabber.pw o) hotel-service@jabber.at ' % b A 2 ® )

HITB




w £9.090)l o,e Elgil W gg9all Wlgsi
#1

Flights

paypal logins for 3.5 $ random
apple login 2$
booking hotels and flight tickets 100% safe 50% of ticket price
. @ @ method for 100$ with bins

smtp inbox to all unlimite
make smtpinbox . . |
Mailer 10%

-

& & sl
Methods
¥ prv shopping methods (6electro _ army toals _4 clothes ) 154 for 1 method
% cash out method( make 1k$ clean safe 100% from 500$from cc (cpm method) 5004

=4 btc mining gears shopping methods (3 methods ) 100$ for method
cash out btc method 200$
there's too many cash out method 1 for 50% working 100%

"% vbv fullz
usa 15%
$ europe 25
australia 35$
paypal logins for 3.5 $ random ) _ ) |
apple login 2$ diollell jjaall donio
booking hotels and flight tickets 100% safe 50% of ticket price
@ @ method for 100$ withbins 40
. Aug 2017 : Jemautll gy,
ad® charge gam&s ;:fﬂlIIZI:I:IIIIIII:I:I:IIIIIIIII:I:I:IIIIIII:I:I:IIIIIIIII:I:I:IIIIIIIIIZZZZZZZZZZZZ
cross fire S BIS & Aginall o,
@ league of legend """""""""""""""""""""""" 54 o uls,L...
a" fb games "fllII:I:I:IIIIIIIII:I:I:IIIIIIIII:I:I:IIIIIII:I:I:IIIIIIIII:I:I:IIIIIIIZZZZZZZZZZZZ
.. of price 40% Logs 0.22 : Ja



DREAM HOTEL

| HALUA KOMAHAA COCTOMT U3 ONbITHBIX
NPO®ECCHOHANDB CBOEID AENA.

|
W

» 10.082015, 02:27
FIX

n .'xa net

Mpynna: Npooascu
Perucrpayua: 16.12.2014

Coobwenqid: 100

Crazan(a) cnackéo: 140
NoSnarogapuna 102 paa(a) o
40 cocbwenuax

Nocrasmn(a) Bnanadk: 1

Nocrapran duanaik O paa(a) o

0 ccobueHuax

Penyrauns: 121

KAYECTBO M HALEXXHOCTD - HALUM BA |
OCHOBHbIX KPUTEPUA B PAGOTE C BAMM.

“ Asnabnneros, orenn n genoantel or FIX. 35-50%. Boicokmi ypoueHs KaYecTsa 1 Cepsnca

OTEJIWM )\BMAHEPEHETbI

Tk

o ,, f;" \h
st o
- 1

L

W

OTEJIN K
AEMO3UTL

Jlenosursl u skexkypenu sa 50%

[MEPEJIETDI

Nno BCEMY MUPY
40% pnsn 3akasos or $1000 g kacce

MuHMMaNbHaA CTOMMOCTD MunuMansHan CTOMMOCTD
orens $600 g kacce 6uneTa $300 B Kacce

R

OCTOPOMHOCTL =7) KPYINOCYTOMHAR % OT3bIBYUMBOCTE
\ MEBEFRMNMACHMT TR - NONDNEPRSWKAWMIOOMMOIIL MCKMNOKM

-

SIAATSASTFEMI000NFESS, TRFFRSRARSLAAAANS|EEN
. #5. I%t. K. TEASFAE.

HEMNKITEHRERNEAKS, FABITMIT,
Mo RkFBEEIAFERER, FT5E®.
SRS HIRA
#1133 8000- 1 5000
BB/ MR 38/ 223K (11 5000-20000% 53

#1134 20000-30000F2 53 «

SecConf2018
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{otels OTAOXHI KPACIIBO

=

——

-

OTtenn/ABna/IKCKypcnn no Bcemy Mmpy
OTtenu no mupy 3a 30% OT CTOUMOCTU
Otenun Py, CHI', OAS - 50% oT cToumMocTw.

24 ABna-nepeneTbl CO CKUAKOM OT 50% OT CTOMMOCTMW.

(O kpome BHYyTpeHHUX PO Q)

Noaaepxka npakTUYecky KpyraocytouHas! MuwmTe no KoHTakee ™
He CTeCHAUTeCb Apy3bs!

21 OTtenu co cknakou 50-75%

4 ABMa co cknakoii 50%
WAhttps://t.me/yourlovelyhotel

_ JHanuwute Ham @LetsTopHotel
Mb! C y40BONBLCTBMEM MOMOXEM BaM ObICTPO U

Ka4yeCTBEHHO CMeHUTbL o6cTaHoBky #1 E



‘W
weezseo [10€3/JKW HA TAKCH NOYTH apOM. O | | ty

MPUBETCTBY Bac yBaxaembie hopymuane!
Mpeanaralo e3nTh Ha TAKCKH NOUTH gapom!

™ 06/20/2017, 1:46 PM #1
Oamxa noesaxa cTouT Beero 200 py6neila Bol MOXETE NPOEXaTh Ha CyMmy A0 1000 pyGneil.Boirona ovesnaHa. . i .
Moaeparopy CAeNnan nNoeaaxy 6ecnnarHo ANS NPOXOKASHUA NPOBEPKMH. LUXTaXiWOF|d @ R s e LR RS S gt e
Moxa akTyansHa Mockea. . i . . .
A4 38Ka3a NALINTE B TENErPaM: Welcome to @LuxTaxiWorld service we pr0V|de taxi services on the World
(Gett / Uber).
- We always go to meet our customers and try to please them with low prices!
» 11.03.2016, 15:43 ——— g

Group: Members 7f8371ba84c8694c413261247305be52.jp
' 1600 x 580 (@59%)
eadren ton w Taxkcw UBER or edrenbaton CHOBA B PABOTE [X450/BL jned: 5-3une-2017

Address: Mauritius

Cryaenr
YPA! Mbi so306HOBMAN PaboTy NO ANUTENBHBIM M 2P -
Hosbie Tapudel! ANA NOCTOAHHLIX NO/Nb30BATENEN, KaK [hanked 10 Times n 4 Posts
MNocraeunu Ausnaik O times in
0 posts
rpynna: NMonviosarens Reputation: 0

Pervcrpaums: 11.03.2016

CoobweHuit: 47 =s=S===-= Henpoaom«menbnble noesaxkn, anm
Cxazan(a) cnacubo: 2
Nobnarogapunn 32 pas(a) s 20 uberX - 200p. (3a'<a3 no 40 MHUHYT)

coobwennax

Nocraswn(a) Avanaiix: 1 uberBLACK - 200p. (3axa3 no 20 MMHYT) OUR RATES:

Nocrasmnu Ouananxk 0 pas(a) o

0 coobwermax === mem e = e = AnwutencHbie noesaxkn or 1 Ao 6 yace VIP (Audi A8, Mercedes S-class, BMW 7-series, Hyundai Equus, etc.):

Penyrauns: 32 uberX - 450p, (3aka3 24yaca, npv 6onslwen anw Eki'r"p‘:;g - ggg EBE'

uberBLACK - £50p, (3axka3 2vyaca, npu donsuwe Business (Audi A6, Mercedes E-Class, BMW 5-Series and others):

[1 Hour] - 500 RUB.
[2 Hours] - 650 RUB.
[Airport] - 750 RUB.

e 200 RUB = 3 USD for 40 minutes trip SecConf2018
* UberBLACK for 650 RUB = 10 US for 2 hours ride ™"



What else do happy °
travelers need??




Travel Documents, residency permits

Stolen passport on the sale

© OO Jarpassix 6mo 6 1p .PH ( Hanomeaﬂ )
~eatealoslsnsale-bop ity «Pocnacnopt»

ASepSarpmancrom Jarpasmx Geo 6 p

, ot oampesms 30 oo ot BY no TBOMM flaHHbIM
— BY noa TBoM BO3pacT u per
| = ponucaH no AOMOBOW KHUre
31 KpeAUTHOM UCTOPUEN NOL
— = | o yyenoseka «2 HAP/1» c Hanc
== -~z == nepoH npeanpuATua ) . -NMpoe &=
3epKa Ha CyaAuMOCTHU 11 RS - s

no 6aze HEKWU -NMposepkanll /il & 0 0l g~
1 N0 6a3e OKB puHaAHCOBbIN L = o

—

PLEASE FOLD ON PERFORATION aeronew-ﬂm%lm ORTION W TH YO
: 0

TY ¢ A\RD)

e Yol fumbet in & safe place
""W m""nuw“

pPpEn 300 and suberge
ink nnmcdnl("\ bt Wb oL qr iy
Detach the card below and sign it i heft
ent los s or e ol ¢ "‘ whast -unu\!h K
Keep your card in"a safe place to pret
Do nof laminate vour card,

Br gy £ -
o) lfl"

¢ masst tell you. whether

hc ml how the nembey widl

, 44 won 2017

EU passports wuth customer provided Pl for 25005

T Naccnopra, amyHble Kaprel (ID), sogurensckue yaocrosepenma EC (bonrapusn)

KOy, YAOCTOUCDOWAR, MACNODTE, DA, S parcal 8 cewm 2017

Ny MONTGOMERY COUNTY :
o  ENVIRONMENTAL SERVICES
. PO BOX 742508
MONTGOMERY  CINCINNATI OH 45274-2598

© Naccnopra, mrsne xapTel (ID), somrenscxme yaocropepenma EC (Boarapun) wa oprrmsansieix Gnasax

2500 espo, AocTasxa 8 MmoBOoH ropoa, B GONAPMM BOIMONNME JAXNAANA KHO s
ONbLUIOEe K(

ANA MENABOUWMX OUSHMTH KANECTEO NPEAOCTARMM DOT0, MAKE CHECK PAYABLE TO MONTGOMERY COUNTY ENVIRONMENTAL SERVICES

CKaHoB s

® Noodwre MONSIOSETEM e NOZTHEDWACH! PAtoTa € v momeT Soims we Ge30Ma0Ha e
parcal L/ NOATELDNAC R Wy’ BoiTe SADErMCTIDMDOSA M GOMIWE FOAS v NPHOSDECTH NOBLEUSIE NDAA ﬁ ALY PLLURPPL PR P PRULUPRLEFPUALEE 1 LU LY CBLY 1T
83 1\1 AV %JR"'?
parcal, 8 cen 2017 :(5E1 ‘Ei’;Y DR IS

CENTERVILLE, OM 45458-2417 000083

- [} lP)mN ¢ lﬂ.m. ‘bU‘l\

VAIRARET B W (1%, T WPETT ST G R ARG (e aia

- |

- s

S— — - SecConf2018
e LB | Amsterdam

BT 1 T )
L o L

e .-




resiadency permits ano
travellers blacklisting

m 3akpbiTHe Bvesga B PO.

KCrBul, yOOCI08eDeHMA, NACNOATA, CNpaskd, Snansx- ; , - w Klon999, 6 oxr 2017

@ Npwreertcreyo ysamaembie hopymuane.
Npeanaraw ycayry "3akpoite svesaa” ana rpaxaad CHIM 4a tepputopmio P@ Kpome cTpad € BM308biMm pexxmmom. Cpok 3anpeTta ot 3 ao 8 rer.
[apamT 3a Baw cyeT!!!

. - IZ Lewxa 3a ycnyry 50k

shafow market quality goods -
: _ Klon999, 6 oxr 2017

Popym Fanepesn HosoCcTH

Greenalex

—— —_— * Unique service - travel

o Bawa

Sl wwwiomsenssnmene Do Cklisting from entering
b e to Russia for 3-8 years,
= (Ccc o0k RUB = 850 UsD
‘ i men e  Win US green card almost

without chance to loose

Boamoxcrocmu obaadameneu “Green Card”
SecConf2018

Bbt cmoxceme nezansho XKums, Pabomams u Yuumsca e Coedunennbix [IImamax Amepuku, ¢ Amsterdam

noomeepacoaroujezo cmamyc 3axoHHoz0 ncumean CIIA ¢ npasom na nocmonnHoe npoxcusatue, | J
pabomy, yueby, caobodubitl 6ve30 u abie3d uz CLIA.

npasamu, npupasHeHHbIMu K 2paxcoanam CIHA! 67);9

Bui cmoxnceme azamb ¢ coboit & CIHIIA ecio caorw cembio!



Airport VIP and CIP Services
. tC ¥BRIFV TR ETLE
Commercial for Important People cruy S
Involves Star Alliance, SkyTeam, American Airlines
Benefits
Priority check-in
Fast lane of security check
Free Airport lounge
Free extra luggage check-in

RAGEICY , SR
FORE
t 8FAARY FE

Opportunity of a free class upgrade Bz o
Cost for one-time use EeEOn .
$10 for one international flight e
Insider threat? Or BPC? ey e
SecConf2018

Amsterdam
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Guided Tours 25% from real price

03/22/2018, 10:49 AM
ABMa/OTe}M Nno BCEMY MUPY OT TpMKCTepa -

lema B paspene "3axka3 asma / X/ 6unerTos, oTenen, apeHaa asTo , coajada nonslosarenem trickster, 23 anp 2015. SSITeIm
eller

Crpavmya 1ma 3 1 n n

Telegram : @travelx
ICQ : 681192999

Jabber : trickster@wwh.so Group: Seller
@ Joined: 9-September-2017

3aKka3ssl npuHUMaem cmaHoapmso, 3a 0 - 4 OHA 0o 3aceneHus. 47 posts

Thanks: 116
Pabomaem exedHesHO bonbwe 4x nem ¢ 11-00 do 01-00 no MCK. 6¢ e o

406p0 noxanosames K HaM. Alm NOCMOAHHbLIX KIUEHMOB CKUOKU. Has put (1) .Disak: 1 _ .
Posted by Dizlayk 1 time in 1
message

trickster

P® u CHI - He denaem. MuHumManbHaa cmoumMocmes 3axkaza om 5,000 e

* Haw cepsuC 04MH M3 NepsbiX BOWeEeAWWX Ha PbIHOK BPOHMPOBaHMA (
* Paboraem Ha 110% 6onee yerbipex ner!

* Mbl UEHMM KaX4oro Hawero KimMexral

* T'mbkas cucremMa CKMAOK AN NOCTOAHHBIX K/IMEHTOB!

trickster, 23 anp 2015

Stefani, u LPB sipasu1TCa a710.




-00d services, Restaurants Logins
and Gift Cards to Order food  mrEE——

Vendor
(¥ 1399/47/47)

Price [B0.0002026 (52.99)

Ships to  Worldwide, Worldwide
Ships from Worldwide
Escrow Yes

Restaurant.com (GiftCard) $$& "HQ*

Vendor xiao baabei (2100) (4.85:¢) (2 41/0/4) (& 1/0/0) @
Price [B0.0003388 ($5)
Ships to Worldwide, Worldwide
Ships from Worldwide
Escrow Yes

COSTCO .COM LOGINS WITH CREDIT CARD ADDED

Vendor crazycoke (580) (4.655¢ ) (2 417/13/24) (% 1/0/0) g PIZZAHUT .COM LOGINS WITH CC ADDED + POINTS
Price [30.0003388 (35) RESTAURANT.COM

Shipsto  Worldwide, Worldwide EAT. DRINK. SAYE MONEY. Vendor crazycoke (580) (4.65:1) (2 417/13/24) (=5 1/0/0)
. . Price B0.000237 ($3.5)

Ships from Worldwide “ T ' P
" e 1T : Ships to  Worldwide, Worldwide Product description

Escrow No

Ships from  Worldwide ACCOUNT WITH POINTS!
Escrow No Daminn's Pizza ia an Amernican pizza reatzurant chein and internst ona franchiza pizza dslivary
corparation neadacuartarad al the Domring Famrs Offica Park (tha campus baing owrad by Domino's
Pizza codounder Tom Monaghan) in Ann Arbor Charwer Townsh p, Michican. United States, naar Ann
Arbor, Michioan Founded in the United S:ates in 1980, Domina's [5 in 81 countrics, making it the
second-largest ‘ranchiscd pizza chain after Pizza Hut

-You'll receive the infos within 24h from craenng-

Product description

SecConf2018

mail f password
anmet mes cames with additioral infe such as address . celing, gt , ele .

Sules:
I'm not respansinke for the ‘Security Measure'. Refund or Rep acament is NOT provided Ior such Am St e rd a m

acoounts

You have only 1 172 hour after delvery for replecemans, No refund



ENntertainment

Bo3mMoxHocTb nocewatb VIP 3anbl +10000 kK yeHe 3a ntobon
aboHeMeHT

Y1066l NONYYNTL BUNET HAA0 caenaTtb cieayrulee:
1. 3axoaAnM Ha www.kassa.rambler.ru

2. Bblbnpaem ¢ounbm, KUHOTEATpP, CeaHC N MecTa

3. MNCATb @GET20MANUAL nHdopmMaumnio 0 ceaHce
4, [oToBO. [1pUATHOrO NPOCMOTPA

‘& TaK MPOCTO U AéLLle(EO!
‘i(DI/IPMEHHbIM ABOHEMEHT B KMNHO
‘i OT @COKACOTKA

‘& /I06ble KMHOTeaTpbl, Nio6bie ropoaa,

BHUMAHWE! “:“:mo6b|e CceaHCbl. buneTtkl B KMHO OYAyT CTOUTH
‘& MEHEE 1000.

AAHHbBIE ABOHEMEHTbBI AAKOT BAM BO3MOXHOCTb BbIBUPATDH 3a N0APOBHOCTMM MLLMTe @COKACOTKA
NHOBOW CEAHC KPOME VIP 3A/10B N SR —
Bo3amMoxHoCTb nocewatb VIP 3anbl +10000 K ueHe 3a ntobown == KapTbl oA GETTaKCU W He TONBKO

=10 kapT - 15000
aboOHEeMeHT =15 kapT - 20000

=220 kapT - 30000
@COKACQOTKA



All In one shop example

&) Kinomax [2 875 bonuses] 650.00 v / 650.00 $

&) Kinomax [2,500 power-ups] 580.00 v / 580.00 $

BurgerKing @ Kinomax [1 600 - 1 699 bonuses] 400.00v/400.008 ¥ g yandex promo MULTIPLE on 500r throughout the RF 200.00 v /

2) Burger King twist the crowns themselves (manual NEW) @ Kinomax [700 - 799 bonuses] 170.00v/170.00 $ A Promotional code 70% discount for the first three trips. .. 25.00 v /

&) Kinomax [600 - 699 power-ups] 140.00 v / 140.00 $
©) Burger King | Wapper + King Free (Coupon) 7th 80.00v/80.00 %

GETT promo MULTILOAD on 500r throughout the RF 150.00 v/

2) Burger King | Any combo to choose from (Coupon) 14 150.00 v/ 150.00 $

Warranty for accounts is 6 hours .

Did the account fail? Write to us, we will replace under warranty .
€ PizzaHut || Balance: 1100 280.00 v/ 280.00 $ Do you doubt the authenticity of the goods? Buy by the piece )
VALID accounts are checked every day.

PizzaHut

3 The consultant never issues the goods in Telegram / ICQ.
@) Accor Hotels 2000 points 800.00 v / 800.00 $ All sales are exclusively through the store.
Attention !!!
&) Accor Hotels 4000 points 1500.00 v / 1500.00 In the presence of bonus cards Pyaterochkal
$ Price - 50% of the price
@ Accor Hotels 6000 6annos 2100.00 v/ 2100.00 Details: ’ .@BLACKSTOORE

Bupyvwon-xopro

GpEa |

$

&) Accor Hotels 8000 points 2800.00 v / 2800.00
$

&) Accor Hotels 10000 6annos 3500.00 v / 3500.00
$

OneTwoTrip.com

@) OneTwoTrip 10000+ TRIPOUTS g 4000.00 v / 4000.00
$

B 2 pora Gonswe Gannos

B NOPIMIN MeCHy

@ OneTwoTrip 3000+ trypoyunov 800.00 v/ 800.00 $



[Travel service] Avia, Hotels, Auto, Willy

The topic in the " Garbage " section, created by the user PPmaster, 07/21/2016 .

PPmaster

—
DARKWEER HOEBW4OK
I T S S S S S—

DARKWEER HOBUHYOK
— T e P e e

ODRRKWEE HOEWMHOK

Deposit:

Guarantor of transactions:

Status:

Check in: 07/19/2016
Posts: 14
Reputation: +8/

PEAJIN3YH CBOM MEYTDBI B X3Hb %< PABOTA[1OBCEV P
CTABM/1bHBIV BBICOKHHW 3APABOTOK e 31 OT 160 000 PYE.B MECAL

ﬁ The

1) Carzh - practically any direction of RU / Europe / World.

Prices from 35% for the ticket, the minimum order is 15.000 rubles.

Reservation from 5 minutes before departure, up to 5-7 days.

All cargian tickets are made through a fake-seller website, in case of force majeure, they will point to where they toak the ticket.
2) No carg - flights, throughout the world, including RU-RU.

Only business class.

The price is 70-80% of the cost.

The minimum order is 15000 rubles.

Although half a year before departure, because not carve - nothing can fly.

The cost is from 35%, the minimum order is 15.000 rubles.
Deposit in your hotel, the cost is 40% of the deposit amount.

Transfer to / from the airport, to a car of a represaentative class from 2000 rubles.
Car with a driver for the whole day at your disposal (from the minivan to the S class), from 3000 rubles / day.

We will help you book almost any excursions for you, such as: helicopter rides, dinner on a yacht, fishing, visiting museums, observation platforms and
much much mare.
Tickets for the most popular shows and concerts around the world!

Constant clients are pleased with bonuses, gifts and upgrades of classes of servica.
To clarify the avallability of tickets, directions, cost and other issues, write to the drug

| work anly through the guarantee-service.
Tickets / Hotels search on any aggregator (skyskanner, kayak, etc.) and copy the link of a specific offer (with dates, number of places, directions, prices,
etc.).
payment:
, QIWI

’ HITB




Almost any Extra Service tor
the Traveler is Covered =

e |axis, car rentals, tour guides,
event tickets, covered directly by : 4
offered services W T

e | oyalty points could be

exchanged for almost anything for
the travel

SecConf2018

Amsterdam
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Anonvmous postal service

CEPBWC NO NPHEMY i
TU ON O KOHBEPTOB ¥ NUCEM © @TUONO SUPPORT S8 3000320

NMPEONATAIO BALLEMY BHUMAHUIO CEPBMC MO NPUEMY KOHBEPTOB M NUCEM B NOYTOBOM OTAENEHUM HA NIOBLIE ®UO!

Prices from 400 RUB = 7 USD

.
i

r—v‘

HECKO”?-f-ﬂE”””" e Payment after delivery
o BCEU POCCMM' . k? o5

NS

i_

OMNATA NPON3BOANTCH CTOMMOCTE NPUHATUA
NOCINE ®OTOOTHETA OA4HOIO KOHBEPT-A rAPAHT
KOHBEPTOB OT 400 PYEIEN

AENO3UT HA AYBJIMKATE 10000 PYGJIEN!

Approved on Darkmarket anao
Dublikat underground forums

* Accepts cards from many payment
systems

O4OBPEHA PABOTA HA TAKUX ®OPYMAX KAK JAPKMAHH, JAPKMAPKET U 4YBIIAKAT.

B MPUOPUTETE MNMPUEM KAPT OT 3I1C:

SecConf2018

Amsterdam

- KAPTbBbI QIwi - KAPTbl SKRILL - KAPTbI LEUPEY
- KAPTbI YANDEX - KAPTbl PAYONEER - KAPTbl WEBMONEY
- KAPTBbI NETELLER - KAPTblI EPAYMENTS - KAPTbl ADVCASH




Happy lravelers Freedback

Ao xoHua miona akymsa! :a BUOAE0 O0T3bIB CKHAKa A0 70% wa ece nanpasaennr

ABTO, 28u1a, rOCTUIIKK N0 BCEMY MUPY BKAKOYARA PY U py=pY
Camii ny<wmin cennep, KOTOPoro A Koraa ambo ectpevana = Caenan ace GuicTpo, 6e3 npoSaemHo. JleTena nepetim KNac 1 mstHamanka 7000 8 Hawy cropony!!!

Ouetb HAAEMHBIA K TOTOBLIN NOMOMS Yyenosex TC &

MIBMHAKICH, YTO OTI6IB TOABKO CEANAC - OYEHS MMOMC AEA H2BAAWNOCH, PadrpeGana. ' ANA oNnepaTuBHOro OTBeTa NUCaTh 34 3 AHA A0 AaThl OTAbIXa, Nepenera

A
AMKO HIBMHAOCH 3 KavecTa0, HTC KaK eCTb (KAMEPOH MMKOrA2 HE NONLIYIOCH, 3 TYT NPHULIOCS) @ ycn el 3a 30%!

VIDEOODO2 , 24 wior 2016

/0% discount till the end of june for
video review

VIDEOODOS

SecConf2018
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—appy Iravelers Feed back

T PAULANER

{7 PAULANER 0] Kmmbadm

Crnenom ObpUTH CJIeIAHM TAK Xe asa oTeas 8 Viiam

Bee He3 so llp OCOHR, HdA CTOHKE OCTACTCH KL NOJIYHUHTE KJIKOMH

j; :
S

Maikl_X, 2 anp 2017

“Y PAULANER



& . UBER TRAVEL

82 subscribers

= Happy lravelers Feedback

Bharogapo 3a npegocraeieHHbln
nepenetruotenb B S, ., bygem
nyTewecTeosaTh eweé %

m 30.03.2018, 21:24

Group: Members

'm 04/01/2018, 5:30 pm
Gadsden

Visched

Group: Members

Joined: 10-October-2017

-
e

N

O‘v

: N \“ .
7 e R !
R 1 | . :
r | .' .I' ’F' “ n ﬁ‘s\ -
: L Al -
‘ ."" g

Hotel
Hyperion hotel Hamburg

So I did not rest! Cosmote is the best! Now I'm sitting ordering Riga!
Only through it! Thank you very much!

cosmote master of his craft. Made 2 hotels in Italy. All than the agent
settling without asking questions. The cost was mare than
negotiated, did not pay anything. I worked with him without a
guarantor and will work again! I recommend unequivocally.

v

.
o .‘ " »
A '

. ‘l ‘;'g .,.; -
“’,’ hy

.‘\ 4

{

Upon arrival, we were met, we took passports. As usual they copied - that's all. Live))
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Special request Feedback

-

| -

cosmote

Seller

The old and good client was very much asking to congratulate his lady in Paris, not a little work was wasted on what
would be done, but the result tumed out very even!

Congratulations to the female half of the Forum on the Holiday of All Beautiful!

Photo of flowers from Paris:

Croup: Seller
Registration Dale: 12/09/1484

0 posts

Thanks for you: 144

Ihanked 116 limes in 50 Posts
Put by (10) Dislajk: L0
Nocragrn Juanadk 0 times in
J posts

Reputation: 1




IRu1 - O 13 Anp 2015

check in: 30.08.13
Posts : 14
Sympathy : 3
Deposit : 0
Shopping : 0
Selling : 0

Important  Offer on the sellers of the subject: air tickets, hotels, etc.

13 Anp 2015 #1

| propose to enter a deposit for sellers of this topic or compulsory work through the guarantor
and ban for refusing this. Kidok in this direction can carry not just financial losses. You can stay
In a foreign country on the street for a few days, until relatives or friends pull out.

For reliable sellers, working exclusively through a guarantor or deposit, increases the credibility
of them.

13 Anp 2015 #

BpoHu,6uneThbl,Aeno3nT UMEIOT MecTa CNeTaTh,aTO Beflb KapX,HYXHO ObiTb OTOBbLIM K 3TOMY,a YTOObI He
OCTaTbLCA Ha yNMLE B YyXXKOW CTpaHe,yulle He NOoNb30BaTbCA 3TUMM YCNYyramu,ecnv He 0CO3Haellb PUCKMW.

| 0 | liked this Djon108

13 Anp 2015 #2

Perucrpaums: 23.02.15

Armor, tickets, deposit have places to fly, it's a carve, you need to be prepared for this, and not
to stay on the street in a foreign country, it's better not to use these services if you do not

realize the risks.




Not RHappy [ravelers Feedback

3. 60 thousand rubles were sent directly to the seller, 65 thousand rubles transferred to the guarantor - https://dublikat.info/conversations...-
members-vacha-47693.1252814/#message-1644447

4. Return tickets were on the 9th of May. On May 8, the seller notified that the tickets had left. After the meeting, they agreed on the fact that the
tickets will be canceled by the 11th May, can not earlier. Another meeting occurred on the 10th, the seller called to a friend and said that it is
possible to solve the issue through him, | paid 28 thousand rubles, since the cost of tickets was 200,000 rubles. at the register. Arriving at the
airport and starting to register, a man approached and said that there was no option to fly away, since we necessarily need a card with which the
cardholder was also paid. Seller got in touch promptly, they tried to resolve the issue by calling, but without success. Desperate, | bought tickets at
the cost of the ticket office on the 12th of May for 125,000 rubles. with 3 transplants and the total number of hours of flight - 27. Seller made
operatively manibek.

The bottom line is that we lived from 9 to 11 in another hotel, for which we paid 12 thousand rubles, it's very cheap, but we understood that money
could be useful to us. Seller could not score a hotel for these days, other services did not accept orders, since the minimum cash desk did not
satisfy them. And from 19.00 on 11.05.2017 to 14.00 on 12.05.2017 we had to spend a night and spend the night at the airport, because the seller
also could not solve anything with the hotel.

Please consider the legitimacy of my desire to return at least 12.000 rubles for the hotel, which we paid ourselves because of the flight tickets.

For the rest of the money | have no complaints.

SecConf2018
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Not So Happy customer...

A buyer contacted the escrow company complaining about abuse because he didn't
received the tickets on time and it's now been 15 hours overdue. The Escrow company
gives 48 hours for explanations from the service provider. Service provider claims that
tickets had been issued and cancelled by the issuer 3 times already and now it's the 4th
attempt. If it doesn't work. the service provider will cover the Escrow costs.

®  omseraux ParalIL icq 667540283

b DoTOe COAEDMMMOe, [‘.JM Mol A0QUVG L‘a);lh' WK 3D TMCTDMPDOBATHCH

(;

Bl HE MOMETE NPOCMATPHAATL 3TOT TEKCT.

@  Tema npojasua

CHPATOR COAEPMMMOE, Bam HEOOXOLMVO BOMTH W)

Bol HE MOMETE NPOCMATPHBATL 3TOT TEKCT,

caenKa Gelna vepea rapasT
npeaver caeny 3 aema Guaera Crommoctio 9000 pyGnew. Mapant (ycaoemmcs 50/50)

B obewanHoe spema, GuneTi TaK 1 He Sum npeaocTasneMll, XOTA 32 10 maiyT 0 goroaopessoro spemes TC Guwa Ha caran M Cxazan y1o Gunetw GyayT
rotoew wepe3 10 mwsyT, Ho nocae 10 musyT TC nepectan oTBEYATL Ka COOBUOHHA M BKAIONMA NOAKLM Wriop. Npowao ywe nost 15 vacos xax TC obewan
BLIATL GMNETL, HO OT HErD A0 CHX NOP THWHKA, BrneT Bbim Kynaexu 32 CaOM,

n.c. Mowen wa scrpevy TY 1 npeanommn yeayru rapanta noaesmts 50/50, Ho Bamay TaKow curyaumm, 10 TC BrA0sMA uriop Guno Gul CpaBeAIME0 eCm S C f 2 O 1 8
YCAYTM FRPANTA, NOAHOCTLIO NEPEHAYT KA HErD, eC O n

n.0,C. OTRETYMNA yaesomma vepea /IC 1 vepea ICQ Amsterdam

, 30 cew 2015



_ Ripers and clones...

Travel Good day!
Seller Here are my Contacts and all the clients who have contacted me have confirmed that I have never had avatars in the cart. And the victim
has an avatar. We wrote off with him in HP with nikassan and he showed the swindler and he has an avatar.

palladiumtravel

@PalladiumTravel
9.

PalladiumTravel
W
2 ' «d PalladiumTrav...

2 ' o @PalladiumTravel

Palladium Travel

Group: Seller

Join Date: 10/29/2015

O posts
Thanks for you: 198

Thanked 57 Times in 30 Posts
Put by (10) Dislajk: 10
Moctaeunu Auznank 6 times in
6 messages

Reputation: 0

22:47

UHdopmayus

Palladium Travel
OTnpasuTb coobuieHme
OTnpasnTh Mo HOMep TenedoHa
Ha4aTb cekpeTHbI yaT
Obuwme Matepuans
3abnokuposaTs nonb3oBareng

@PalladiumTravel
YBenomneHus

MMA NoNb3oBaTens

The victim what amount was at |east say?
Dear moderators, I ask you to help me understand the situation, while still somebody has not suffered.



Ripers and clones...

¢ Aviation 40-509% e Hotels 25% e Car rental 25% e Pripfum 609% dyuti freezers o

Contact by contact:
> ICQ 725934085
P Telegram @ScvTrave
P Be sure to confirm the information through the drug

Quote:

ATTENTION!

Telegrams have impostors! Attentively add the number (the image below) and confirm the communication through the LAN.

. ScvTrave & Cancel

(alobal Search

ScvTrave
:'/C{iiS(thmvrf CAMOI3DBAIHLKL IL (H. Il }[ A Jl A)

\ /

o -

ScvTrave )
(@ScvTrave HACTOSMIOINMWN ITPOJNADBEII

\
L /J
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funny: give me money back

=> |I'm Sasha,

webmaffia
ECCTH

Y10 ¢ feHbraMn? ;.o s < =
fpe mMaTt? .- ..
OnATL UIFrHOP? ;.45 Au
T * \\Vhat's with money,
Halnc Tbl KUHYN MEHS - 56 4
i © Why you ignoring me
BepHu geHbrn ;504 4u
BepHU OeHbrn ;.04 4
BepHM AeHbIN 110: 4, ® What,S UP?
BepHu peHbrm ;. 4.
BepHun geHbrn -, .
BepHu AeHbrn ;1.5 4, : YOU rlpe me
BepHu peHbr ;.- 45

STl o (5ive me money back...

BepHU AeHbr ;5 4,

BepHM AeHbMM 10-, ' SecConf2018

Amsterdam

BepHU AeHbrt ;5 ., 67)&
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Types of travel frauds
ScChemes

W EvayAL g B §

CBEXXWE MAHYA/IbI HOBOIQ OBPA3LIA
&% CBEXXMI MAHYAJ MO BYPTEP KMHT &9
W2 MaHyan UBER KOPOTKME

4 MaHyan UBER AJTMHHbBIE
“dMaHyan KPEAWTbI B BUTKOMHAX
¥ dmanyan MOMHbIA KYPC

Stolen credit cards e e AL

s AMaHyan KAPAWHI

Hyan OTE/TM N ABUA
Hyan 100% B JEHb HA K1BW

d
Abuse of loyalty programs sy BSUB GEARBEST
Hyan TEATPbl U KOHLUEPTHI
Y4maHyan APEHAA ABTO

dmanyan 40bblYA TPAPUKA
@COKACOTKA

Abuse of Promo programs

MpeacraBnaem Bam cBown ycayru:

Abuse of physical and logical vulnerabillities in
websites and systems
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Compromise of booking
oortals

nttps://www.tourprom.ru/news/35170/

— C ﬂ ONMDOM HOBOCTU MAPKET MNYTEBOAUTENb OT3blBbl KATANOP TYPATEHTCTB

Cj ’ l ypn pOM news Market Guide Reviews Catalog of travel agencies A

Attack of hackers: the travel agencies began to hack into private
offices in the booking centers

10MHeTRI B LIBHTPaxX GpOHUPORAHUA
The difficult situation of Russian travel agencies, which, due to the crisis, the temporary absence of Turkey and
still closed Egypt, lost a significant part of their clients and finances, was aggravated by a new negative trend:
fraudsters are increasingly hacking the private offices of travel agencies on the sites of tour operators and
booking centers, persons of these agencies. At the same time paying for these orders, booking centers are
forced precisely by the affected travel agencies.

. (L : " " IONOXEHNE POCCUIACKMX TYPareHTCTB, KOTOPbIE N3-3a KpU3NCa, BPEMEHHOro OTCYTCTBUSA TypLUK U
So, one of these days in the editorial office of "TURPROM aKpbITOro ErunTa notepsany 3Ha4YMTENbHYO YacTb CBOMX KNMEHTOB U (hbMHAHCOB, ycyrybunoch

received a |ette|‘ from one Of the regiona] trave| agenCieS, ABHOW TEHNAHIIMAK — MNTIAHHUAKIA RCA UAlR RANAMKIRANT NUUHRKIE KAAMHATRKI TVNMUANM HA ~AATaX

which faced such a problem. "On the site" ttbooking.ru "(Turn- > * = At the same time, the authors of the letter emphasize that they
Trans) the personal cabinet of the subagent has been hacked were told in the booking center that hacking of private offices
again, and tickets have been booked by scammers for 47 rTyp IS not the first time. "Similar cases began to be repeated. In
thousand rubles,” the message says. 2016, the same happened to several Crimean agencies.
Mocnenwme npeny  ANyway, now the reservation system waits for us to pay 47
thousand rubles. We wrote an application to the Ministry of
S Internal Affairs, provided all the documents, requested from
<Cows ttbooking.ru" the IP-addresses from which the booking was
sa000p 35 0K made. We are waiting for the results. Under the contract,

- "ttbooking.ru" is not responsible for security, but if such cases

.
— ot & ] = -T6 [ Y= F T ] B ars Sl [ ] ¥ | 8 F 1M~=TT1M~1 10 [ Y il
r— . p— p— e e p— S

d.

iC)

TyponepaTopoB O




Computer scientists are tried for hacking bank accounts
of two dozen tour agencies

In the Sverdlovsk region, a group of hackers will appear before the court, who
raised about one and a half million rubles to return railway tickets purchased
with the help of hacking accounts of 18 travel agencies, the press service of the
Ural transport prosecutor’s office said.

Residents of Ekaterinburg - Nikita Selyunin, Yaroslav Bobrov and Vladislav Skipin

are charged under part 4 of Art.

159.6 of the Criminal Code of the Russian Federation (fraud in the sphere of B PHOTO TKGOROD.RU
computer information committed by an organized criminal group).

According to the investigation, the accomplices were part of a criminal group organized by a resident of St. Petersburg to

They hacked passwords of bank accounts of travel agencies and bought railroad tickets for front men on their money.
Subsequently, the attackers issued a return ticket, receiving cash at the ticket office of the railway station of the station
Yekaterinburg-Passenger.

According to the fulfilled scheme, the accomplicesfstole 1.4 million rubles from 18 Russian tourist companies.

acConf2018
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Abuse of business process
Airfare tickets sale case

[OapkKHeT

- B u y tl C kets fO r a N eW Ye ar (P Ha calite aBraKoMNaHMH Mobepa (https://www.pobeda.aero) Havanavack pacnpopaxa 6uneTtos no 499 pybnei.
VaC at | O n O n th e S a‘ e fo r BepHyTb TakoW 6MNET Ha3ad HENb3], HO MOXHO W3MeHWUTb flaHHble naccaxupa 3a 5000 py6nei.
499 R U B 8 5 U S D ECTh pUCKOBaHHAA, HO QUEHb NPOCTaa cxemMa 3apaboTka Ha buneTtax aslMakomMnaHuu Modepna.
- Tickets not refundable, but.. ForoRapwBBeNCH H Romywaew: UGS
_ | ’[’S p 0SS | b ‘ e toC h N g e th e https:/fvk.comftopic-72437932_3325731070ffset=180
UToBbI CXeMa cpaboTana, HyXHO NPABUNLHO BLIBPATL pelrc 1 AeHb. Jlyulle Bcero noaxoasaT peickl 2 Mockesl B CypryT,
n al I Ie fOr SOOO R U B — 85 U S D HuxHeeapToBCK, HoBocMBMpCK, KpacHoapeK U BCce eBponeinckue ropoaa. Beinet 29-31 gekabps. Nepen HoesiM MogoM
pelcbl MOXeT nogHAaTbes A0 15 000 Thicay pybnert 1 xenawuiue nepekynmTb Baw BMNeT HanayTCA C BbICOKOW BEPOSTHOC

- Sale tickets for 15000 RUB e K ok o W o K ST B el b RO TR
- 15000 - 5000- 499 = 9501 RUB

or about 150 USD profit per

ticket

Nokynaem Ha pacnpopfaxe 6UNeT Ha Npa3fHUYHbIe HW. oXKWaaeMCs KOraa ueHa Ha Hero NoaHUMETCS Bbllue 8 ThiCaY P
3TOro pasmMellaemM oObABNEHWEM B rpynnax naccaxpos Mobenbl 0 npopaxe 6uneta Ha 1000-1500 gewesne, 4eM Ha ca
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CC Kiddies Frauc
iurs PRV Toither )
®

STO cnam

HOpuin
Mpoaam CC aen 200$, ot

A pymato Tebe He Xanko byaeTt oH
Tumyp yxe 6abnuk 22:16

IOpunii !
[Mpoaam CC aen 2008%, «

Ha rapaHT-He cornacen! ¥ Mo oTpaboke kapaepa paboTato

4TO OH paerT To ucy

onf2018

dam

bnanuH! ...



Exploitation of Vulnerabilities In
Traveling systems

 Bug bounty challenge for Defense Travel System
Nttp://www.nextgov.com/cybersecurity/2018/04/pentagon-letting-
nackers-loose-its-travel-management-system/147147/

e Sabre hacked hitps://www.forbes.com/sites/leemathews/
2017/07/06/travel-giant-sabre-confirms-its-reservation-system-was-
hacked/#670ae9594b20

Q HITB



http://www.nextgov.com/cybersecurity/2018/04/pentagon-letting-hackers-loose-its-travel-management-system/147147/
http://www.nextgov.com/cybersecurity/2018/04/pentagon-letting-hackers-loose-its-travel-management-system/147147/
https://www.forbes.com/sites/leemathews/2017/07/06/travel-giant-sabre-confirms-its-reservation-system-was-hacked/#670ae9594b20
https://www.forbes.com/sites/leemathews/2017/07/06/travel-giant-sabre-confirms-its-reservation-system-was-hacked/#670ae9594b20
https://www.forbes.com/sites/leemathews/2017/07/06/travel-giant-sabre-confirms-its-reservation-system-was-hacked/#670ae9594b20
https://www.rt.com/news/372033-online-booking-security-gaps/
https://www.rt.com/news/372033-online-booking-security-gaps/
https://www.rt.com/news/372033-online-booking-security-gaps/

Moditfied "Tuned” Version of
Taxi App

Address Is visible before the order g
| VLAD
WaS takeﬂ A BoguTensa AHgekc!

| CrMCOK CHATBIX OrPaHNYEHU TaKoB:
’ |+ KOHeuHblii aapec BCeraa BUAEH A0 MPUHSTUS
App dOeSﬂ t See XpOsed and Fake +TakcomeTp He BUaAUT Xposed n Fake GPS
G PS + MOXHO CMeHUTb CTaTyC 6e3 NPUbINXKXEeHUA K MeCTy Mo,
500 mMeTpoB 1 NO3BOHUTbL 6e3 NpUbAVXeHUs K MeCTy Moz

+ HeT HeobxoAMMOCTU B 06HOBNEHUU GOTOOCMOTpPA (TON

H: iS pOSSib‘e tO CaH WithOUt being > 'TeypBBelj'llquea:I)-loe BpeMFI dBTOOTKJIOHEeHW A
close to the client

No need of regular photos of car
review
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Platforms and Mileage
Programs

e uber/taxi fraud and GPS spoofing (CC
monetization)

e article from march 2018-https://rtind.ora/

. ‘.

. YT ) YA YS (Y [ ) [ ) [ Y\ / (Y [ 8 YN YL AT Y



https://rntfnd.org/2018/03/07/gps-spoofing-a-growing-problem-for-uber-solid-driver/
https://rntfnd.org/2018/03/07/gps-spoofing-a-growing-problem-for-uber-solid-driver/
https://rntfnd.org/2018/03/07/gps-spoofing-a-growing-problem-for-uber-solid-driver/
http://soliddriver.com/GPS-Spoofing-A-Growing-Problem-for-Uber
http://soliddriver.com/GPS-Spoofing-A-Growing-Problem-for-Uber
http://soliddriver.com/GPS-Spoofing-A-Growing-Problem-for-Uber
http://soliddriver.com/GPS-Spoofing-A-Growing-Problem-for-Uber

Alrline Loyalty

ﬂpo,qama aKKayHTOB C MUNAMK OT AsrakomnaHuu [OTenu,bunetbi]

-) i3 ™ 4 NC —I

™ N | A J -le = A J . o
SUOUTHWES T AIKLINE 10.000 point:

Vendor philobeto13 (7400) (4.80..) |
Price 0.00503 ($29.99) vendor  dopedge (130) (€.9¢%) (W 20
Price 800001696 ($1.01) MeThu: - ABMAMMNHMA dm m - nponAKa
Ships to  Worldwide, Worldwide Ships to  Worldwide
Ships from canada $hips from S"‘“ Cratyc Tembi: JaKpbira.
Escrow Yes Facrow Yos

iCore ve

3ar/AHyBuUS

>Terska

AIRLINES

nFEJJCTanIFEM BalleMy BHUMAHUIKO Mara3sme C npop,a)«efi

3KKAYHTOB OT aBM2KOMNAHKA 1 p. Pa3HbIX CepBMCO3

AIRLINES

0
Oddram CchiiKa Ha MarasviH;
10.09.16
31/8/16 http://ico.deer.io

Product description

SOUTHWEST AJRLINE 10,000 points. These are the best airine rewards. Easy 1o use and you can

ge! lots of different stull plus gilt cards galore. PEKBU3IUTHI:

Jabber : ico@xmpp.ru

+7920***7660

Mpaewna:

http://ico.deer.ic/info/

Ny’

Product description
This purchase |s for hacked Alasta Arines mies account wih apoeopriane package (since Alska has e C O n 2 O 1 8

DougNt Vingn Amanca, you Can A0 uSe Akl ms 10 redeem Vegn g

Phase NOCEN Tw peckage Nal you Wi 10 purchise Dy sslect ng Gflasent shpong cptions
NAVECTOess Ty USO T DOCOUTT 2230 5708 | CANNot Iracha BCTOUNT OWNeTs DeRnavio’ m Ste r E I m

The gude |8 not Inchudend with e account, and 1 Ras 10 Do purchasad setaraisly howewer, ¥ you
Choose 10 purchase the guide, £ Wil prowde NSTUCHoN 51e0s of Now 10 w8 Ihe @000t Droperly
mrough socal engneening's poev of wow ITom searching he mios needed or an ordnary award
RO By Tady land i sty | ol A0 mchade & e el DOmD 1001 A lalon, SO you AN
PAriOm YO Own SccouUnt iskpover (ATD)

* YOu Aead AN ROODY M With woe M, pleass sand ™o » mOSSAon or quom

FLEASE READ THE TERMS & CONDITIONS BEFORE YOU BUY)



Hotel Lovalt

Hifton Hotel Gold Status Upgrade Valid to MARZ2019 Hotels.com Free Night Account(s)

Vendor coronacheeked (160) (4.93:¢) Vendor dopedge (130) (4.947¢) (@ 2/0/0)

Price  0.00503 (530) Price  30.001006 ($5.99)
Ships to  Worldwide, Worldwide Ships to  Worldwide

Ships from  Worldwide Ships from Worldwide
Escrow Yes Escrow  Yes

O 7 R —

o Otico Wi UB g GES GRS e o ‘ How
ENJOY GOLD ELITE STATUS YOUR WAY.

M NS REAR L 61000084, TAFRARBRKAANBEIHLRAKE, 0EFEE
m.i_. mAME. REEE. Xak, BEES. TRABEEE.
HEMNKITERRNREBEKS, EABITMIT,
RonmEEALEEBRE, F€88R%&,

HOte|300m — % /BB RS %{E B 10000-20000%

& 5320000-4000077
M Fr30000-500007R

IS DR RS MARCH 31, 2017

Product description Hilton hotel room

| will create a hilton account for you and upgrade it to GOLD status! Start enjoying benefits such as Product descri ption The seller sells points in Hilton Honor accounts. Buyers can use the points to redeem free night
FREE BREAKFAST, FREE ROOM UPGRADE, LATE CHECK-OUT and EXTRA POINTS! award.

This purchase is for hacked Hotels.com accounts that got free night. The purchase only guarantees a ‘
login-able account, you should know how to use it properly before you buy! If you don't know how to Price
Detailed benefits of Hilton Honors Gold status can be found: use it and just want to buy one ta test it out, you will be at your own risk.

http:/Miltonhonors3.hilton.com/en/explore/benefits/index.html ) RMB 390 for 10,000 points
| will create a hilton account for you and upgrade it to GOLD status! Start en+<2:ing benefits such as If you need an account with reward dollar value, please send me a message for quote.
A

FREE BREAKFAST, FREE ROOM UPGRADE, LATE CHECK-QUT and EX OINTS!
(PLEASE READ THE TERMS & CONDITIONS BEFORE YOU BUY)
Gold status will be valid to March 31, 2018. No stays required to keep your status. Not a challenge!

Gold status will be valid to March 31, 2019. No stays required to keep your status. Not a challenge!

' Delivery will take between 1-3 days during week days fram Manday S5pm EST to Friday S5pm EST. Any
Detailed benefits of Hilton Honors Gold status can de found: orders that's not received within the business hours will be accepted during the next business day.

hitp/Miltonhonors3.hilton.com/en/explore/benefits/index.htmil S e CC O nf 2 O 1 8
Amsterdam




Car Rental Loyalty Programs

Involved services
e Sixt, Hertz, Avis, National Emerald

e Benefits
* Membership card
* [Free car upgrade
* [ree car rental

e Costs

| 1 'J“lﬁl!l
Hile,
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VPN service for telegram
access!

Star Tours - nyTeLecTBYM CO CKOPOCTbIO CBETA
<7 B cBA3M BO3MOXHON 610KMPOBKOU Telegram Ha TeppuUTopun
P® Mbl Hawnu pewweHue. lNpolwy MakCMManbHO PacnpoCTpaHnTb

SI nce there's cpeaun Apy3en 1 3HakoMbIX, 4abbl Mbl BCE HE MOTepsIn 4OCTYN K

OﬂgOi NQg discussion about nydllemMy MecceHAepy Ha pbiHke. Konneru, caenalite npusbiBbl B
blockKi gle Te\eg ram in CBOMX KaHasiax ToXe Uau NpoCTo PEenocT 3TOro CoobLyeHus.
RUSSia, 1O maintain “S’[ar Ectb 60T @socks5_bot, KOTOpbIV B HECKO/IbKO KIMKOB NO3BONSET

" : : e yCTaHOBUTb BHYTpeHHUX VPN. Huxe npuknagbiBato MHCTPYKLUUIO
lours™ service avallabllity, oK M BOCOTLSOBATLCS,
p|ease use Te\eg ram KaHan aBTopa ¢ 0bHOBNEeHUAMM NO 60Ty: @socks5ru
@SOCKS?—bOt to Setup VPN 1. OTnpaeb 60Ty /start, Tbl NOAYYULLb NPUBETCTBEHHOE
connection..... coobLueHme.

2. Haxkmu «lonyyntb», YTO6bLI MONYYUTL CUCOK C cepBepamum

3. Belbepu ntoboun cepeep, 60T npuwnet Tebe gaHHbIe ANS
NOAK/IOYEeHUS

4. [Nocne nony4vyeHUs coobLleHns C JaHHbIMU 4015 NOAK/IKYEHUS,
HaXXMW KHOMKY «[MoAKAUYNTEY», YTOObLI NOAKNHOUYNTLCS K CepBepy.




Studylng the Victim Perspective of the
fraud




Corporate Hotel Rates
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Can Hyatt Corporate Rates really
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fake corporate ID caro

BAESGERE I FibmEBENERRE
menLFIMpvcL{FiEES!

Dear Siemens Corporaie Hotel Parners,
LT IRE R €S R

Recently, we have received several reports from our corporate hotels and Siemens iniema channes thal there
are fake Siemens Cards sold via Taobao, V-chat 1o get Slemens cc e dro. s The sales channels for
fake Siemens cards have been revoked by Siemens ever since last je.. bui t's s, rema ing In the marnke!
despite repeated prohibitions. The main route cause is that there are sti’ some hoto's ched «ing Siemens
employes card at the hotel check in counter. The fake cards has brought confusion (o the hotels and it's indeed

aifficadt for the hotels 1o judge the real and fake cards. It also causes potentials risks to Siemans offices security
To pravent these casas from happening agan, Semens had enhanced the information secus ity management
with the suppliers and strengthened our traveler profile identfication control on the hotel online booking (ool
Hereby, we kindly request & the Corporate Hotels 10 support and  cooperate us to strictly implement Siemens
travel pOiicy as below.
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VWhat can be done
toraaddressithisipronien
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Hints for the Victim
Organizations

Anti-fraud systems
For online booking - look for bookings done via

~ L I N a

Q HITB



Hints for an Average Iraveling
Person

 check the hotel points often not
Just when you need them
 Your loyalty points and miles
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Q&A Session

3

aa
*‘5“.’\-
3



Thank You




