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WHY, OH WHY?

C | & Secure | https://conference.hitb.org/hitbsecconf2018ams/speakers/your/
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Each accepted submission will entitle the speaker(s) to accommodation For 3 nights / 4 days and travel reimbursement up to
EUR1200.00 per speaking slot.

Topics of interest include, but are not limited to the Following:

» Cloud Security

File System Security

3G/ 4G/ WIMAX Security
SS7/GSIM/VolP Security
Security of Medical Devices
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WHY, OH WHY?

Medical Devices Hit By Ransomware For The First Time In US Hospitals
000C

Thomas Fox-Brewster, ]
FULLBIOV

Is it possible that North Korea used a stolen National Security Agency hacking tool to infect medical
devices at U.S. hospitals? Turns out, in today's topsy-turvy world, it is.

When the NSA cyber weapon-powered WannaCry ransomware spread across the world this past
weekend, it infected as many as 200,000 Windows systems, including those at 48 hospital trusts in the
U.K. and so-far unnamed medical facilities in the U.S. too. It wasn't just administrative PCs that were
hacked, though. Medical devices themselves were affected too, Forbes has learned.

A source in the healthcare industry passed Forbes an image of an infected Bayer Medrad device ina U.S.
hospital. The source did not say which specific hospital was affected, nor could they confirm what Bayer
model was hacked. But it appears to be radiology equipment designed to help improve imaging. More
specifically, it's a device used for monitoring what's known in the industry as a "power injector,” which
helps deliver a "contrast agent” to a patient. Such agents consist of chemicals that improve the quality of
magnetic resonance imaging (MRI) scans.
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Security

UK hospital meltdown after
ransomware worm uses NSA vuln to
raid IT

Docs use pen and paper after computers scrambled
amid global outbreak

By Kat Hall 12 May 2017 at 14:22 339(Q SHARE Y

Final update UK hospitals have effectively shut down and are turning
away non-emergency patients after ransomware ransacked its networks.

https://www.forbes.com

https://www.theregister.co.uk
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Agenda

AN 1. Potential attack surface

icmp seqg=1 ttil=99 time=72_.9 ms
T fcmp _seqg=2 ttl-499 time=69_3 mas
= icmp _sSseg=3 TT1=499 time=79_.6 ms
: fcmp _seqg-4 ttl-4949 time-75_.9 ms
= dcmp _Seqg=S TttiI=99 time=72_.9 m=s
T Socmp _seg=-6 ttl-4949 time=-193 ms

icmp _seqg=7 TtriI=—99 time=69_.3 ms
T Zcmp_seqg—2 ttl-499 time—71_0O ms

3. Medical devices & PLC'’s o e
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Potential attack surface — Open AP bridged to LAN
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Potential attack surface — “Hot” network jacks bridged to LAN
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Potential attack surface — unhardened kiosk connected to LAN
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Security Mechanisms
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We are in... What’s next?
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Digital Imaging and Communications (DICOM)
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Brain surgical navigation system
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Navigation system — Hello Google ;-)

:™> ping $.83.8.3

PING 8.8.8.8 (8.8.8.8) S6(84) bytes of data.

64 bytes from $.83.8.8: icmp_seq=1 ttl=419 time=72.9 ms
64 bytes from 8.8.8.8: icmp_seq=2 ttl-49 time=69.3 ms
64 bytes from $.3.8.8: icmp_seqg=3 ttl=49 time=79.6 ma
64 bytes from 8.8.8.8: icmp_seq=4 ttl=49 time=75.9 ms
64 bytes from $.8.3.8: icmp_seq=S ttl=49 time=72.49 ms
64 bytes from 8.8.8.8: fiomp_seq=6 tt1-49 time=193 ms
64 bytes from 8.8.8.8: icmp_seq=7 tt1=49 time=69.3 ms
64 bytes from 8.8.8.8: iomp_seq-8 ttl-49 time=71.0 ms
64 bytes from $.3.3.8: iomp_seq=9 ttl1=419 timec=63.9 ms
64 bytes from $.8.8.8: icmp_seq-10 ttl-49 tine=94.0 ns
64 bytes from $.3.3.8: icmp _seq=11 ttl=49 time=69.1 ms
64 bytes from 8$.8.8.8: icmp_seqg-12 tt1=49 time-115 ms
54 bytes from $.8.3.8: icmp _seq=13 ttl=49 time=69.1 ms

8: iomp_seq:14 tt1=49 time-108 ns

8: icmp _seq=1S ttl=49 time=94.3 ms

64 bytes from 8.8.8.8: iomp_seqg-16 ttl-49 time-69.0 s
$.8: icmp _seq=17 ttl=49 time=32.7 ms

: iomp_seq-18 ttl=-49 time=78.0 ms
»3

ns

bytes from 8.8.8.8
64 bytes from $.3.3.3: icmp seqg=19 ttl=49 time=69.0
64 bytes from 8.8.8.8: fomp_seq-20 ttl-49 time=69.1
bytes from $.2.3.3: iomp seq=21 ttl=49 time=69.0 ms
bytes from 85.8.8.8: icmp_seq=22 ttl=49 time=161 ms
64 bytes from 3.3.8.8: iomp _seq=23 ttl=49 time=103 ms
bytes from 8.8.8.3: icmp_seqg-249 ttl-49 tine=77.5 ms
bytes from 3.2.2.2: icmp_seq=25 ttl=49 time=29.0 ms
Bytes from 8.8.8.8: iomp _seq-26 tt1-49 tine=63.9 ns
¥ bytes from 3.8.3.8: 1icmp_seq=27 ttl=49 time=68.9 ms
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Portable computed tomography (CT)
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ortable CT — Hello VNC ;-)

W mvs ( 192.168.65.10 ) - TightVNC Viewer (| X

AEED IS oo b QAR |H
Exam Information Scheduled Exgms SEVELRSED S 9 Use
List of 243 patients
Name Prevent Deletion Patient ID Date
uld/7 9 r 3/7/2018 9:42
uKH A [ 64 4 3/6/2018 7:12
4RC ] ) 56 { 3/5/2018 6:38
uAD: JEL [ PA 376 3/5/2018 10:3%
uZU [ 30 3/6/2018 7:24
uBA [ 30 5 3/4/2018 3:37
uOL ININA L) 32 1" 3/4/2018 11:22
4RA AS - 70 ) 3/4/2018 7:26
4HC I P4 200 2/28/2018 7:1
KA vID [ 531 ) 2/27/2018 8:04
4TN. L) 57 ) 2/26/2018 3:13
uSW L 35 2/25/2018 5:0¢4
4SH ON r 57 2/22/2018 9:34
uKO ALEXA [ 31 12 2/18/2018 7:2
4ISF DIA r 31 1 2/18/2018 3:39
uHA 5A [ 54 ) 2/18/2018 11:3
uFR A L 2/12/2018 5:34
uZR AVA [ 59 } 2/12/2018 10:4
4phi ). 31 hl 2/12/2018 8:0
4BE 1l SIMHA " 63 2 2/11/2018 7:07
uKA '‘AFEM r 30 3 2/4/2018 5:07
4RC ) [ 32 )3 2/4/2018 1:48;
uCH SL r 68 ) 1/29/2018 6:1(
uTAF NADII I P6 9326 1/22/2018 7:03
4PAl EXAN. r 30 19 1/21/2018 6:3
u4VE INA L 67 1/21/2018 12:4
4AM JART » 33 4 121/2018 10:4
UNA {ARA [ 1/15/2018 3:41

Press 'A' to annotate image
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Programmable logic controllers (PLC’s)
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Programmable logic controllers (PLC’s)
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Electrocardiography (ECG/EKG) — default passwords

Command Prompt - ftp 192.168.9.98

\>ftp 192.168.9.98
onnected to 192.168.9.98.
FTP server (GNU inetutils 1.4.1) ready.

=1=[% FOPTS UTF8 ON': command not understood.
ser (192.168.9.98:(none)):
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Electrocardiography (ECG/EKG)

Telnet 192.168.9.98

-match
-match2

#'le-time

t-time

led
ename
lename
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Electrocardiography (ECG/EKG)

>— | ] .
+ - — Full control on device

cat /proc/cpuinto

: |[ARMS26EJ-S rev 5 (v51)
197.83

eatures : swp half thumb fastmult edsp java

implementer : ©x41
’ architecture: S5TEJ
: variant : Ox©
part : Ox926
revision : 5

Module F/W Ver: 4.05
Radio F/W Ver: 3,1.64.49
Connected
IP Address: 192.168.9.98
Current Signal Strenathzal

R e
Test :
WLAN "

LA ____8_

I Processor

. 9000
. ©DOOOBRRRLRE0
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One month checkpoint, but what have we learn so far?
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