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Secrets of
the Little Blue Box

by Ron Rosenbaum

A story so incredible it may even make you feel sorry for the phone company
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Mobile phone: Golden nugget!

FAKE CELL TOWERS > NETWORK ATTACKS > SIGNALLING ATTACKS > DEVICE ATTACKS bd

https://www.theguardian.com/world/2014/jan/27/nsa-gchg-smartphone-app-angry-birds-personal-data
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Gyrophone: Recognizing Speech From Gyroscope Signals
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What is being hacked into?
Signalling System No 7 (§S7), which is called Common Channel Signalling System 7

(CCS8S7) in the US or Common Channel Interoffice Signaling 7 (CCIS7) in the UK, is a

system that connects one mobile phone network to another.

It was first developed in 1975 and has many variants. Most networks use protocols
defined by the American National Standards Institute and the European
Telecommunications Standards Institute.

What does SS7 normally do?

SS7 is a set of protocols allowing phone networks to exchange the information needed
for passing calls and text messages between each other and to ensure correct billing. It

also allows users on one network to roam on another, such as when travelling in a
foreign country.

What can access to SS7 enable hackers to do?
Once they have access to the SS7 system, a hacker can essentially have access to the
same amount of information and snooping capabilities as security services.

They can transparently forward calls, giving them the ability to record or listen in to

them. They can also read SMS messages sent between phones, and track the location of

a phone using the same system that the phone networks use to help keep a constant
service available and deliver phone calls, texts and data.

https://www.theguardian.com/technology/2016/apr/19/ss7
-hack-explained-mobile-phone-vulnerability-snooping-texts-calls

http://www.securitybydefault.com/2015/01/hacking-en-redes-ss7.html
https://thehackernews.com/2017/05/ss7-vulnerability-bank-hacking.html

Baseband vulnerability could mean undetectable,
unblockable attacks on mobile phones

DeepSec 2010: All your baseband are

belong to us by Ralf Philipp Weinmann -
https://www.youtube.com/watch?v=fQqvOv14KKY

Another kind of attacks are to the software that manage radio communications:

“Every mobile phone runs two operating systems; the one you interact
with (like Android or 10S), and the one that controls the radio
hardware. This second OS is ancient, creaking, and wildly insecure...”

https://boingboing.net/2016/07/20/baseband-vulnerability-could-m.html

http://www.osnews.com/story/27416/The_second_operating_system_hiding_in_every_mobile_phone

Researchers can attack mobile

The SMS of Death Mobile Phone Attack Explained phones via spoofed SMS

http://www.infosecisland.com/blogview/12656-The-SMS-of-Death-Mobile-Phone-Attack-Explained.html MESS3a ges

Nearly 1 billion phones can be hacked with 1 text

http://fortune.com/2015/07/27/stagefright-android-vulnerability-text/

Phones that support MMS on GSM networks are vulnerable to
new SMS spoofing attacks, researchers say at Black Hat.

https://www.cnet.com/news/researchers-can-attack-mobile-phones-via-spoofed-sms-messages/
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Homemade Plhureaking — Making ovwr own mopile phone
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Yes, | am a criminal. My crime is that of curiosity (The Mentor - January 8, 1986)
http://phrack.org/issues/7/3.html @



Homemade Plhueaking — Making ovr own mobhile plhone
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Covert Chanwnel

In computer security, a covert channel is a type of computer security attack that creates
a capability to transfer information objects between processes that are not supposed to
be allowed to communicate by the computer security policy. The term is defined as
channels "not intended for information transfer at all, such as the service program's
effect on system load," to distinguish it from legitimate channels that are subjected to

access controls... (1973 by Lampson)
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@ Traducir del inglés

.. s : So, pretty much this is how you break a widely-implemented protocol:
% : Ul'l"a nhzZohe 1) Read the RFC

2) Every time it says MUST, check if they did.
3) Every time it says MUST NOT, check if they did not.
4) Every time it says SHOULD, assume they did not and test for it.

assume it was done wrong by at least one company, and nobody noticed
because
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5) Everytime it mentions a requirement that does not affect the functionality,
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Antena GSM - Client attack

http://simcom.ee/modules/gsm-gprs/sim900/
Feature:

Chipset SIM900 - SIMCOM

Quad-Band 850/ 900/ 1800 / 1900 MHz - would work on GSM
networks in all countries across the world.
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The shield allows you to achieve SMS, MMS, GPRS and Audio
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Embedded TCP/UDP stack
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SIMs GSM - Client attack
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On 15 March 2006, the European Union adopted the Data Retention Directive, on "the
retention of data generated or processed in connection with the provision of publicly
available electronic communications services or of public communications networks and
amending Directive 2002/58/EC".[13l14] |t requires Member States to ensure that
communications providers retain the necessary data as specified in the Directive for a
period of between 6 months and 2 years in order to:

*Trace and identify the source of a communication;
*Trace and identify the destination of a communication;
Identify the date, time, and duration of a communication;
*ldentify the type of communication;

Ildentify the communication device;

«Identify the location of mobile communication equipment.

The law of conservation of data on electronic communications and public
communications networks (Law 25/2007 October DE18) states that service
operators should maintain a prepaid SIM logbook stating the identity of the
each customer. Data may be required by order of a judge, in order to detect,
investigate and prosecute serious crimes...

... “It concluded that data retention was a valuable tool for ensuring criminal justice and public protection, but that it had achieved only limited harmonisation. There were serious concerns from service providers about
the compliance costs and from civil society organisations who claim that mandatory data retention was an unacceptable infringement of the fundamental right to privacy and the protection of personal data...”


https://en.wikipedia.org/wiki/European_Union
https://en.wikipedia.org/wiki/Data_Retention_Directive
https://en.wikipedia.org/wiki/Data_retention#cite_note-13
https://en.wikipedia.org/wiki/Data_retention#cite_note-14
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So, pretty much this is how you break a widely-implemented protocol:
1) Read the RFC

2) Every time it says MUST, check if they did.

3) Every time it says MUST NOT, check if they did not.

4) Every time it says SHOULD, assume they did not and test for it.

5) Everytime it mentions a requirement that does not affect the functionality,

assume it was done wrong by at least one company, and nobody noticed
because

it still works.
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AT commands & Standards Sone

http://simcom.ee/documents/?dir=SIM900 A company of SIM Tech

1 Introduction

1.1 Scope of the document

1.3 Conventions and abbreviations

I’; His d‘zc““:)"ji“- holiAM ‘;“gmes ssasibernd o sstllawing teon: This document presents the AT Command Set for SIMCom SIM900 series cellular engine.
1) ME (Mobile Equipment);

2) MS (Mobile Station);

3) TA (Terminal Adapter); 1.2 Related documents
4) DCE (Data Communication Equipment) or facsimile DCE (FAX modem, FAX board);

In application, controlling device controls the GSM engine by sending AT Command via its serial The present document is based on the fOHOW'iHQ standards:

interface. The controlling device at the other end of the serial line is referred to as following term: [ 1] 3GPP TS 27.005: Use of Data Terminal E quipment — Data Circuit t erminating E quiplneut

1) TE (Terminal Equipment); . . .

2) DTE (Data Terminal Equipment) or plainly "the application" which is running on an (DTE - DCE) interface for Short MeSSﬂge Service (SMS) and Cell Broadcast Service (CBS)
e sysiom; [2] 3GPP TS 27.007: AT command set for User Equipment (UE).

1.4 AT Command syntax [3] ITU-T V.25 ter: Data communication over the telephone network — Serial asynchronous

The "AT" or "at" prefix must be set at the beginning of each Command line. To terminate a automatic dlalmg and control.

Command line enter <CR>. [4] TIA/EIA-578-A: Facsimile Digital Interfaces — Asynchronous Facsimile DCE Control

Commands are usually followed by a response that includes. "<CR><LF><response><CR><LF>" )
Standard, Service Class

[5] 3GPP 27.010: Termunal Equipment to Mobile Station (TE-MS) Multiplexer protocol

Throughout this document, only the responses are presented,<CR><LF> are omitted intentionally.

The AT Command set implemented by SIM900 1s a combination of GSM07.05, GSM07.07 and
ITU-T recommendation V.25ter and the AT commands developed by SIMCom.

SIM900 AT Commands Manual V1.11
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> 6230 ATHCMGDA  Delete All SMS

148
X 6.2.31 AT+STTONE Play SIM Toolkit Tone. 149
X 6.2.32 AT+SIMTONE Generate Spexifically Tone 150
A 6.2.33 AT+CCPD Enable or Disable Alpha String 150

6234 AT+CGID  Get SIM Card Group Identifier. 151

6.2.35 AT+MORING  Show State of Mobile Originated Call. 151
@ 6.2.36 AT*CMGHEX Enable or Disable Sending Non-ASCII Character SMS ........___152
(® 6237 AT+CCODE  Configure SMS Code Mode

6.2.38 AT+CIURC  Enable or Disable Initial URC Py i 153
2 6.2.39 AT+CPSPWD Change PS Super Pa d 154

6.2.40 AT*EXUNSOL  Enable or Disable Proprietary Unsolicited Indications.........__155
'€ 6.2.41 ATHOGMSCLASS Change GPRS Multislot Class

153

156

6.2.42 AT+CDEVICE  View Current Flash Device Type 156

X 6.2.43 ATHCCALR  Call Ready Query. 156
X 6.2.44 AT+GSV  Display Product Identification Information. 157
6.2.45 AT+SGPIO  Control the GPIO 157
(#)6.2.46 AT+SPWM  Generate the Pulse-Width-Modulation 158
(36.2.47 AT+ECHO  Echo Cancellation Control 159
% 6.2.48 AT+CAAS  Control Auto Audio Switch 160

@ 6.2.49 AT+SVR  Configure Voice Coding Type for Voice Calls............................. 161

 6.2.50 ATYGSMBUSY Reject Incoming Call. 162
¥ 6.2.51 AT+HCEMNL  Set the List of Emergency Number 163

N

—

62.52 AT"CELLLOCK _Set the List of ARFON Which Needs to Be Locked 163

L # 62.53 AT+SLEDS Set the Timer Period of Net Light
* 6.2.54 AT*CCHGMODE Indicates If the Module Is

4 Off. 165

% 6255 AT*CBUZZERRING Use the Buzzer Sound 2s the Incoming Call Ring .. 165

% 6.2.56 AT+*CEXTERNTONE Close or Open the

Z 62.57 AT*CNETLIGHT Close the Net Light or Open It to Shining o 166

167

\K 62.58 AT*CWHITELIST Set the White List

167

> 6259 AT*CUSACC Accelerate Uart Response Speed.

¥ 6260 AT*CNETSCAN Performing A Net Survey to Show All the Cells Information ... 168

* 6261 AT*CSGS Netlight Son of GPRS Status.
% 6262AT+SKPD Emable Keypad i

6263 ATSCUSD Unstroctured Supplementary Service Data

170

171
* 6264 ATSNETLOCK Close or Open the Function of Lock Network -
% 6265 AT*CLNWPLMN gmmhmmwln
% 6.2.66 AT*SNDLEVEL Set the Sound Level of Special AT Command oo

174

7 AT Commands for GPRS Support

174

7.1 Overview of AT Commands for GPRS Support

7.2 Detailed Descriptions of AT Commands for GPRS Support.....—..-

174
174

* 55 1 AT-CGATT Attach or Detach from GPRS Service

175

722 ATCGDCONT Define PDP Context

tahie) 177

£ 723 AT+CGQMIN  Quality of Service Profile

178

< 724 AT-CGQREQ Quality of Service Profile (Req

179

7.2.5 AT*CGACT PDP Context Activate or [

180

72.6 AT-CGDATA Enter Data State

181

727 AT-CGPADDR  Show PDP' Address

182

7.2.8 AT+CGCLASS ‘GPRS Mobile Station Class.

ficited GPRS Event
7.29 AT-CGEREP Coutrol Us

7210 AT-CGREG Network Registration Status

2 7.2.11 ATCGSMS Select Service for MO SMS

% AT Commands for TCPIP Application Toolkit ............oc..c....

187

187

Overview 188
:;wwdc_':“ . 158
. 2.1 AT-CIPMUX Start Up Multi-IP 188

822 AT+CIPSTART

Stast Up TCP or UDP Coanection... 191
wmuww

192




ATD/ATH - Call & hang up
AT+CLIP - Calling Line Identification Presentation

(the command shows the caller's metadata)
AT+CLIR - Calling Line Identification Restriction
AT+MORING - Show State of Mobile Originated Call

(the command shows info when the phone tone sounds in the receiver)

AT+CEER - Extended Error Report

AT+VTS - DTMF tone generation

AT+EXUNSOL - Enable or Disable Proprietary Unsolicited Indications
AT+CLCC - List Current Calls of ME

AT+CRC - Set Cellular Result Codes for Incoming Call Indication
AT+COLP - Connected Line Identification Presentation




2 4
gun

Samart Machine Smart m:

m\*:\mﬂmnmm.
Note: <text> output only if ATX<valwes parameter softing with (e

<value>>0 7

‘When TA returms to Command mode after call release
OK

Response in case of voice call, if successfully connected

OK
Respoase if no connection
NO CARRIER
Reference Note
V2Ster See also ATX

223ATD Mobile Originated Call to Dial A Number

ATD Mobile Originated Call to Dial A Number

Execution Response

Command This Command can be used to set up outgoing voice, data or fax calls. It

ATD<n>[<mgsm also serves to control supplementary services.

161 Note: This Command may be aborted generally by receiving an ATH
Command or a ch during jon. The aborting is not possibl
m;mmdcmﬁmmmmshm

If ervor is related to ME functionality
+CME ERROR: <e1r>

\ “;7,(\0\«‘5 If no dial tone and (parameter setting ATX2 or ATX4)
\\—> ~ODIALTONE

\ If busy and (parameter setting ATX3 or ATX4)
>msv

\ If a connection cannot be established
NO CARRIER

\ If the remote station does not answer
NO ANSWER

If connection successful and non-voice call.
CONNECT<text> TA switches to data mode.

Note: <text> output only if ATX<value> parameter setting with the
<value> >0

SINI900_AT Commands Manual V111 21 20141020
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— Teant M hine Seait Decivion

Svwhae™> 0 Boho wode oft
1 Echo mode on

I2SATH Discommect Existing Connection
ATH Discommect Existing Conncction

Command Discomnect existing call by local TE from Command line and terminate call
ATH]a] OK
Note: OK is issved after circuit 109(DCD) is turned off, if it was previously
on
Parameter

<a> 0 Disconnect ALL calls on the channel the command is
requested. All active or waiting calls, CS data calls. GPRS call
of the channel will be disconnected.
1 Disconnect all calls on ALL connected channels. All active or
waiting calls, CSD calls, GPRS call will be disconnected.

(clean up of all calls of the ME) 7
2 Disconnect all connected CS data call only on the channel the a Yoo -,

command is requested. (speech calls (active or waiting )u/ C A

GPRS calls are not disconnected) el \‘?ﬁob \OF .

3 Disconnect all connected GPRS calls only on the channel the
command is requested (speech calls (active or waiting) or CS
data calls are not disconnected.

4 Disconnect all CS calls (either speech or data) but does not
disconnect waiting call (either speech or data) on the channel
the command is requested.

5 Disconnect waiting call (either speech or data) but does not
disconnect other active calls (either CS speech, CS data or
m)mudmducmdisnw(mjwﬁmd
2 ing call)

V.251er

2.2.9 ATI  Display Product Identification Information
ATI  Display Product Identification Information
Execution Response

SINI900_AT Commands Manual V111 n 20141020
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Refegeace
SN TTOT 14

32 ISAT-CIIP Calling Line Identification Presentation —> (0. pwoto-denr

AT-CLIP Caling Line Jdentification Presentation R s VA
“\‘\/ ;_\‘, g &L >

< \\v A
“‘( \)\\\"Nr\ oS

TFest Comemand
AT-CLEP="

Pead Command

N art M hime Smart Decivion

YT Service Provider Personalization

Smede™ o
1

2
<

Cosrespond 1 SICK code
ook
ook

QURYY status

pesswd>  Swing type (Shall be the same as password specified for the
Bdity from the ME user interfice or with command Change
Password +CPWD)

s> 1

-
3
<status> 0
1

Nowe

Voice (relephany)

Dt refers 1o all bearer services: with <mode>=2 this
may refer caly 1 some bearer service if TA does not
support values 16, 32, 64 and 128)

Fax (facsumile services)

All classes

Not active

Active

OME ervors if SIM not inserted or PIN is not entered.

Respoase

<CLIP: (st of supparted <a>s) ‘\,—, < Lw_}\,u

e

AN
’

SN

A\

2
oSy \,\,‘\ YWAG- O\ O\

S

See Write Command

Response

TA enables or disables the

1f exvor is related to ME functionality:

Mdhml&mlhm
o the execution “,Mmﬁa»hum

S
_ e

2
9@%

et

P

prata

) =

S 4
) sene

Enable +CLIP notification.
CLIP not provisioned

CLIP provisioned
unknown (e.g. no network. etc.)

¢

No=0 o

Unsolicited Result Code

When the presentation of the CLI at the TE is enabled (and calling
subscriber allows). an unsolicited result code is retumed after every RING
(or +CRING: <type>) at a mobile terminating call.

+CLIP: <pumber>,<type> ,<subaddr>,<satype>,<alphald>,<CLI

validity>

Parameters

IR Shing type (shing shoukd be included i 5 xs)
phone number of calling address in format specified by

<type>.

<type> Type of address octet in integer format:

129 Unknown type

161 National number type

145 Intemnational number

ype

177 Network specific number
<subaddr>  String type (subaddress of format specified by <satype>)
<satype>  Infeger type (type of subaddress)
<alphald> String type (string should be included in quotation marks)
alphanumeric representation of <number> corresponding

to the entry found in phone
<CLI validity>

0 CLIvalid

1 CLI has been withheld

book.

by the originator.

2 CLIis not available due to interworking problems or
limitations of originating network.

3219 AT+CLIR mmmm
AT+CLIR c-lhewm_

Test Command  Response
AT+CLIR=? +CLIR: (list of supported <u>s)

OK
Parameter

SIAI900_AT Commands Manual V111 6
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DEMO — Abusing GSM using covert channels with AT commands

Antenna Antenna
Mobile Phone Mobile Phone
J GSM Network J
ATD#31 14636666284 i
L 1 Missed call
Sending: bit 1 Sending: bit 1 i Hidden phone number
1

Received Call

1
1

ACK AT+CHUP
r.———————"”’+""”—’#——’j (BUSY)

636666284

ATD

Missed call

Received Call

1
1
1
1
1
1
1
1
1
1
—>1
1
1

Sending: bit O

Detail of protocol Aihasd SIM900 GSM Arduino



DEMO — Abusing GSM using covert channels with AT commands
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44 10/Genu gle) - O d COM3 (Arduino/Genuino Uno = O X
Enviar Enviar
Demo CovertChannel - HackInTheBox 2018, April 13, Amsterdam.
By Alfonso Muficz (@mindcrypt) and Jorge Cuadrado (Bcoke727).
$dispositivo = 'RECEIVER'
Smetodo_ocultacion = 'missed call & hidden number'
Smobile number = '63XXXX084'
- < >
@ = . . g e = : :
- Nvevalinea | 19200 beudio v | | Remesprdfdwrith Debut Home Edition. Upgrade to Pro/tocfem ove #igsn es's dipee
S Pl & x8 e} o}

e IF

14/03/2



Covert channel => Hidden capacity (Worst case)

Steganographic techniques considering only ONE SIM + ONE ANTENNA MOBILE PHONE

Missed calls — Hidden phone number ( )
Duration of the call ( )

Return codes & network disconnection

Mixing steganographic techniques ( )

What means this?

Capacity/min = aprox 12 bits/min
= 3 min =1 IPv4 address | 3 min = TOR addr (urLshortener) | 3 min = GPS coord...

Capacity/hour = aprox 720 bits/hour
— IPv4+ addr TOR + addr Bitcoin + GPS Coord + date/time + cryptographic pass + ...

Capacity/day = aprox 17.280 bits/day



Covert channel => Capacity + Delay + Stability

Stability

* No SIM (“registered” and “unregistered/anonymous” prepaid SIM) has been
banned in the last 5 months (Spain) — 1 hour per day sending information
(aprox 720 bits/hour per SIM)

 Example: Maximum Testing time - 2 uninterrupted days — Ej./ 34.560 missed
calls — 34.560 bits (We stopped the test...)

Delay Vs Capacity Vs Invisibility = Amplification techniques

* Virtual phone numbers (Configuration by Internet but working in a 2G Scenario without Internet)
e Caller ID Spoofing & Internet Resources & Tricks (Working in a 2G & Internet Scenario)



Virtual phone numbers => Higher Capacity with = SIMs+Antenna

* Higher hiding capacity = More antennas, more SIM cards (*)

* Complement or alternative: Virtual phone numbers (free/anonymous and

registered/paid)
Wi~
: &N~ .
l4 — ) ‘I
5 — ' of
.‘4 — . »
St >
. ” < y ' I
%:‘i':i f :d \\’ e
i) ~ ‘
Virtual ; S
number s {
- — !

Add app | Help

et s i GSM/GPRS Modem Pool




Ejemplo — Abusing GSM using covert channels with AT commands + Virtual Numbers

Receiver B

A Req;
et Ir ect
Emitter A & 6 fog

' 1 1
Send 0001b, Call Number 1 Received call from Numberl, decode 0001b

)



DEMO — Abusing GSM using covert channels with AT commands + Virtual Numbers

Do The Impossible

See The Invisible

Row! Row!

Fight The Power!

Touch The Untouchable

Break The Unbreakable

Row! Row!

Fight The Power!

What You Gonna Do Is What You Wanna Do
Just Break The Rule, And You See The
Truth..



http://www.metrolyrics.com/row-row-fight-the-power-lyrics-gurren-laggann.html#ixzz55thABP8p

DEMO — Abusing GSM using covert channels with AT commands + Virtual Numbers

) :

Enviar ‘ Enviar
Demo HackInTheBox 2018, April 13, Amsterdam. Demo HackInThebox 2018, April 13, Amsterdam.
By Alfonso Mufioz (@mindcrypt) and Jorge Cuadrado (@coke727) By Alfonso Mufioz (@mindcrypt) and Jorge Cuadrado (@coke727)
Sdevice = 'EMITTER' [RECEIVER] Waiting info...

Shiding method = 'Virtual Number Amplification & missed call & hidden number'
Smobile_number = '63XXXX392'
Sbinary msg = '0110100001110100011000100011000100111000"

Setup configuration for sending info...
[0] Sending: 0110

Rent-A-Hacker - Hireaha.. X 4

St @~ € O renthackyzogj4bd.onion p : a

Rent-A-Hacker

Technical skills:
(HTML, PHP,

ted targe
ull, if i dont know it, ill learn i

d information, i have had

, Im not a p

<

Nueva linea

pd




“Phreaking” by Internet & Caller ID Spoofing...

* Services/Devices “with functionalities to call”

* Missed call / SMS “free” / loT / Shodan ...

* Caller ID Spoofing (Spoofcard, CallerldFaker, Spooftel...)

. . . pe . Ej, Phone number: 123456789
* Combination & Amplification > bits (000000...0000001)

Phone number: 123456790
- bits (000000...0000010)

Caller ID Spoofing (Phone Number): <Country><City><Number> 2+2+9 digits
Hiding capacity: VR10,13 = 10713 - 13/log2 =43 bits
VR10,9 =109 > 9/ log 2 =29 bits



Demo: Covert channel — Caller ID Spoofing

www.llamadasperdidas.com

m e e =aTtTrl = =

/mjiz49j

Alphabet: Capital letters, lowercase, numbers (64 car 22”6 = 6 bits)

Shortened url from 3 to 5 char = 18 to 30 bits (shortened url can have a lot of info)
Ej/ tiny.cc/A2bE —> 24 bits

To convert this code to binary = Binary to a phone number (emitter) = Call to the receiver - Apply inverse process



Tiny URL | Free Short URL Redir X [iad

< C ® ® & tiny.cc

O machine_learning_sec... <% Centro Médico Argan... Ax Las canciones anti-est.. []3D & W10Privacy - Privacy .. @ La fbrica de espias - ...

TIIlY

shorter URLs + QR codes

customurl

Recent URLs

tiny.cc/plctry

Remove From History

/
UHL
— Aa

¢Cuanto vale mi coche? Descubrelo ahora
SaeeeRl  [Evaluacion gratuita y sin compromiso]

coche.es

compramostucocheles

http://tiny.cc/plctry
5 Share link

B9 Get QR

El Free 3D PowerPoint T...

Demo: Covert channel — Caller ID Spoofing

(i)

- O % v IND e @@

L+ Mas visitados [ PATENTES @ Cyberbullying on the ...

Login Register

Link
Management

Signup to edit links.
Private click metrics.
Tags for labeling and
grouping links.
Branded Tinylinks.

&

Plantillas de CV
gratuitas

Muestras de CV
gratuitas

0:02
15/03/2018




Demo: Covert channel — Caller ID Spoofing

&« c @ % v llamadasperdidas.com v O W v IN D & @

O machine_learning_sec... <% Centro Médico Argan... #x Las canciones anti-est.. [-]3D & W10Privacy - Privacy... @ La fabrica de espias-... [l Free 3D PowerPoin! L+ Més visitados [ PATENTES @ Cyberbullying on the ...

n phone numbs https://tiny.cc/744

| W9u InBh MGS( 29pb 10 zMXVE Yk 5 nRxYk ] HdmGh KbGF 0
XF M 420TMSN I OmbG9uZ Q9L TMuNZk 2NDkmZmV  aGESMOUT vY TOXMCOXNSZ07Wx 1 Zo59ub 7 8xM
NTY om()X 2VzY3VhbaRy 12XZ2 1bWVEb2pveN1 YWSkb 21 1t FicsVvbxv it xdWVO ZWSnt
DRVhDN L JYXNN ZGO9U ZGVD WS COF saWlwalh 1 bmNpbF k Znxch Z2XNOW 21

T TuMzQuMzQuMjUmc 2Vydm ] § ZVRve j1odTRwaXBpaiVuZ 2 1wb T Iwlm9ua

nformation (encrypted):[aXAs

> GFYMHInYe10Y29pb 102MXVE Y 1ndWS 1 cFNoQ ) ZUZX
2 18dWO9L TMUN 2z K 2NDkmZmV j aGEIMDUTMDMEM |
QCZ LY 2V 2Y 3VhbeRvbGx 12X Z 1bMVED 2pveiNIYWS Kb 21 1bN9qb 21 1Y 2F L emVvbXV | aG9wb 3 I xd
TWSNb 3 IveGF SaWlwali 1 baNpbWFk ZWxhZXNOdWZh |

NRXYk ) 28U T uZHdesdGh 1 ) gBKbGFBaXR 1 ZDooN

SYYTOXMLOXNS 7000 x 1 70 9ub 205 NON 1Y 30Dk

ZWSnDb3F12W1ybVh

0:06

‘- i _— E i = E 15/03/201¢"




AT + CONCLUSION CRLF ["TAPLAUSOS”] PN HITB

HackintheBox’s Blue Box System V1.0

Blue Box coded
by @mindcrypt/@coke727

Dial tollfreenumber
Set a trunk and dial

your number

Enter #:




Call me Maybe! — Establishing covert channels by abusing GSM AT Commands

2600 Tt 2 & 4 95 6 7
T el }é_
|

e

A AR

1100

O>—0—0 1 1300 |

Dr. Alfonso Mufoz (@mindcrypt) - Jorge Cuadrado (@Coke727)



