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Telecom History
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Telecom Historical Milestones

Semaphore by Chappe brothers 1790
Telegraph by Morse 1838
Wireless telegraphy by Tesla 1893

First radio by Marconi 1896

Fiber optics invented in the 1920's
First cell phone used by Swedish police in 1946

First communications satellites in the 1960’s

First mobile phone 1973 Motorola

First cellular network 1979 Japan NTT




Nikola Tesla describing a
cell phone back in 1926...

"When wireless is perfectly applied the whole earth
will be converted into a huge brain, which in

fact it is, all things being particles of a real and
rhythmic whole. We shall be able to

communicate with one another instantly,

irrespective of distance. Not only this, but

through television and telephony we shall see \” %:
and hear one another as perfectly as though

we were face to face, despite intervening

distances of thousands of miles, and the v
instruments through which we shall be able to do ‘w
all of this, will fit in our vest pockets.” —

Nikola Tesla 1926

Nikola lesla (1856-1943)

Can you predict comms tech in year 2100 ?



(Generation Zero

Basic security problems:

* | ack of authentication

 Difficult to protect against interception

* Messages replay




Generation Fixed

Same basic issues but

The walled garden paradigm!

Network perimeter not exposed

In-band CCITT#5 signalling

Blue boxing (and red, beige, etc.)

Fraud issues (subscription, PABX hacking)



Wardialing Fixed Networks

Port Info + 1200,8,N (/dev/ttyS0) [Random] CONNECT $53
Start/End Scan : 5551000 - 5552000 [1000] NO CARRIER : 1
Pre/Post Dial ¢ 919 / [None] BUSY : 4
Log File s tmp/iwar,log [N] YOICE ¥13
Status + ATDT9195551873 TOME/SILENCE : 4
Serial Idle 1223 TIMEOUT T8
Numbers Left : 963
5551321
5551894 5551383 5551187 5551102
5551710 5551623 5551891 5551810 S551030
5551803 5551443
5551830
[Terminal Window]—
0K
ATMIL3
0K
ATDT9195551378
YOICE
ATDT9195551873)

GREETINGS PROFESSOR FALKEN

A STRANGE GAME.
THE ONLY WINNING MOVE IS
NOT TO PLAY.

HOW ABOUT A NICE GRME OF CHESS?




Generation 1G Analog

Primitive mobile systems suffer from serious flaws.

* First mobile network NMT

* In the US, analog AMPS




Analog Phones

e Basic and proprietary firmware

 No data capabilities whatsoever
e Baseband and main CPU not segregated

O Secure enclave



Mobile 2G
The GSM revolution

European consortium “Groupe Spécial Mobile”
Serious attempt at building a secure network
OTA encryption with A5/A3 protocols
Semi-proprietary crypto algorithms (ouch!)
Authentication through SIM card

Caller ID functionality

Out-of-band SS7 signalling

Explosive growth and worldwide deployment



GSM Security Golden Years

From 1989 to 1998, no security issues
Some academic research into radio protocols

First cryptanalysis 1998 (COMP128) and
1999 (A5/1 and A5/2)

First GSM security paper Blackhat Asia 2001
SIM card security model not broken
No known compromise of infrastructure

No signalling abuse, death of phreaking




9
®
)
o
-
@
0
O

GSM Enem




Cracks in the Wall

e SIM cloning made possible after research by
Briceno on the COMP128 algorithm (leaked)

e Cryptography research on A5 algorithms
(invented in 1989; some leaks in 1994; reversed

by Briceno at Berkeley in 1999: cryptanalysis by

Biryukov and Shamir at Weizmann in 1999)

Hackers groups started researching



Internet at the Gate

AUC=Authentication C enter
BSC=Base Station Controller
BSS=Base Station Subsystem

Gs, Gr, Gn, Gb, Gi=interfaces
GGSN=Gateway GPRS Support Node
HLR=Home Location Register
MSC=Mobile Switching C enter
PCU=Packet Control Unit
PLMN=Public Land Mobile Network
SGSN=Serving GPRS SupportNode
VLR=Yisitor Location Register
CG=Charging Gateway

GPRS Internal
Packet Network

'GGSN

Other

Operators
etwork

(PLMN)

External

-Network




SM Data — early attempts

A few forgotten technologies:

e Early GSM networks had banks of V.32bis modems

* Dialup-like connections; and Fax too!




Farly GSM phones

* Proprietary OS (first models from Nokia, Ericsson,
Alcatel

e Data connectivity has low bandwidth, high latency
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3G landscape

* Data speeds become usable and practical

* Jerminals have large screens, better resolution,
MOre resources, can run custom software




Nation-State Attack

I. Cellphone periodically
communicates with nearby
cellular base station even before
calls are made or received.

2. Handset converts speech
into digital data stream,
sending the signal to the

transceiver at the base station.
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Switch

’ ] Remote-control

equipment
subsystem (RES)

“ \ / Central office

3. Base station controller i
allocates radio channels

and coordinates “handovers” /\ : N — Interception

between base stations. e management system
/ ’ (IMS) software

4. Mobile switching center takes
phone calls, connects them to
recipients within same switching center.




The Athens Affair

Typical Ericsson AXE Wiretap System How Cellphone System Was Breached

, I. IMS software not 2. Intruders modify 29 blocks of code through
2. An audit can be performed between installed; no lists to their corrections area, that is, a memory space
IMg the warrant and RES subscriber lists. check against unlawful where system software is updated with patches.
wiretapping.
3. Wiretaps
‘ RE initiated

R
4. RES copies » <~
conversation 4. Rogue software stores tapped ‘i

(. The warralit st s onto a second » numbers in two data areas within it;

¥ ' data stream, own memory space, avoiding detection.
updated by using y sending it to y L)

the IMS’s “Warrant : law enforcement.
Record” dialog box.

—
Voice/data -
-y 5. RES copies conversation onto a second
data stream, sending it to shadow handsets.

y
y
- 4
// 4 y
initiated. v hiding active blocks relating to intercepts.

y Checksums are also tampered with to make
blocks appear unaltered.

Voice/data ) ; 3. Wiretaps 6. Rogue software conceals itself further by




Compromised Telco

NETWORK

Relay Host

Forwarding
ACL bypass

C&C #1 Staging Host

Tools / compiler
C&C comms
C&C #2 Data exfiltration
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4G Security

* Use of DIAMETER protocol to replace SS7
signalling.

e Use of Network Elements based on known tech
gliinpe FERIE




4G Threats

e New attacks based on IP for network elements and
terminals

« Portability of SS7 attacks of DIAMETER using
Interworking Function




Security Standards
ITU-T X.800 Threat Model

1 - Destruction (an attack on availability):

— Destruction of information and/or
network resources

2 - Corruption (an attack on integrity):

- Unauthorized tampering with an asset

3 - Removal (an attack on availability):

— Theft, removal or loss of information
and/or other resources

4 - Disclosure (an attack on
confidentiality):
— Unauthorized access to an asset

5 - Interruption (an attack on availability):

~ Interruption of services. Network
becomes unavailable or unusable




Where is this going?
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The 5G unknown

3G

384 Kbps 100 Mbps
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5G Security

e |OT devices (millions, poorly secured, access

« Bandwidth and latency unheard of
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Conclusions

o Started as a closed garden

e Evolved into a worldwide digital cell network

 Used in every aspect of our lives
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