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Blockchain 
Technology



“Blockchain Will 
Become 
‘Beating Heart’ 
of the 
Global Financial 
System”

World Economic Forum.

Dramatically Reduce Costs
Reduce Human Errors
Highest degree of 
accountability

Enhanced 
Security

No single 
point of 
failure



What is Blockchain?

What is Blockchain?



Do you have properties?



How you register your properties?

Central 
Authority



You want to sell your land

Central Authority



Blockchain is decentralized

Central Authority



No need for a third party

Central Authority



Blockchain is distributed



A network of so-called computing “nodes” 
make up the blockchain.

Node
Computer connected to the blockchain network using a client that 
performs the task of validating and relaying transactions) gets a 
copy of the blockchain, which gets downloaded automatically upon 
joining the blockchain network



Transparent and incorruptible

Consensus
The blockchain network lives in a state of consensus, one that 
automatically checks in with itself every ten minutes.



Distributed ledgers enable the coding of simple contracts that 
will execute when specified conditions are met. 

Smart Contract



What is Blockchain?
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Blockchain History

Blockchain 

created 

“Bitcoin”

Satoshi Nakamoto (known 

identity) published white paper 

introducing Bitcoin 

Cryptocurrency

First Bitcoin 

purchase & market 

10K BTC for 25$ Bitcoin 

market cap increased to 

USD 1M

Bitcoin Value 

Growth

BTC was equal to 1 USD, 

and then it was increased 

to 32 USD 

2008 20112009 2010

Bitcoin

Release

Bitcoin was released as open source (version 0.2), and the 

Genesis Block (the first block in Blockchain) was created to 

enable the first Bitcoin transaction

Bitcoin was released as open source (version 

0.2), and the Genesis Block (the first block in 

Blockchain) was created to enable the first 

Bitcoin transaction

2014

Blockchain

Investments

Blockchain

Investments fund was 

found 
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Blockchain History

IBM 

TODAY2016

Blockchain
Investments

Total investment on 
Blockchain reached to 

USD 500M 

2015

Singapore  

The world’s first application 
of distributed ledger 

technology for trade finance 
invoicing 

Estonia 

Partnered with Bitnation 
to use Blockchain for the 

e-residency program 

IBM opened a Blockchain 
Innovation Research Center in 

Singapore, and a Global 
Blockchain Forum was created

Dubai
Government

Announced Blockchain 
policy to become 

paperless government by 
2020



Who applied Blockchain?



Who applied Blockchain?



Blockchain Use Cases for Governments
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Blockchain Use Cases for Governments

Estonia

Identity Management and Record Keeping 

Estonia is collaborating with Bitnation to offer public notary services to Estonian e-Residents. Estonian e-
Residents can notarize official documents such as birth certificates, marriage arrangements, testaments, 

business contracts, land titles, and other from anywhere in the world

§ Allow government entities to manage and maintain digital identities of individuals to support the processing of
various government services
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Blockchain Use Cases for Governments

Honduras

Value Registry

Honduras uses Blockchain (Factom) to store proof of land ownership that other government entities can rely on

§ Allow users to store documents along with the signature and timestamp which can be validated by any participant
in the network having the user’s discretion

Dubai

Dubai Multi Commodities Centre (DMCC) is engaged in a test case related to the authentication and the transfer of Kimberley 
certificates.
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Blockchain Use Cases for Governments
Voting System

Denmark’s Liberal Alliance party announced the plan to use blockchain technology 
for electronic voting (e-voting)

§ Implementing voting systems, which provide transparency in the voting process and maintains immutable records
for the voting

Denmark
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Blockchain Use Cases for Governments
Health Care

The Emirates Integrated Telecommunication corporation (Du) is 
piloting a use case for health record to share data records between service providers

§ Enable government entities to better provide health care services through keeping the health records of patients
that can be shared with other service providers

Estonia

Dubai

Estonia is targeting to use Blockchain to facilitate better healthcare, achieve transactions efficiency, and empower patients



24

Blockchain Limitations 

Lack of resources and 
undocumented 

successful case studies 
on Blockchain 

implementations in 
other countries

Not having enough 
expert opinion for 

treatment validation 
phase due to lack in the 

expertise in the 
Blockchain security 

domain, and the 
availability and 

promptness of the 
experts to our study.

Scalability
Anything that happens 
on it is a function of the 

network as a whole.



Improved Blockchain Infrastructure 
with IoT



Introduction
• The main contribution of this research project is 

to introduce a blockchain-based architecture 
for IoT that delivers lightweight and 
decentralized security and privacy. 



Infrastructure 
Overview

The proposed Blockchain/ IoT
Infrastructure



Blockchain Administrator

Participant Roles

Blockchain administrator

1. user administration (create, delete, update, 
etc)
2. manage privacy policies
3. create device register chaincode
4. security check for the users in the network



Blockchain Gateway Administrators

Participant Roles

Blockchain gateway 
administrators

1. create a chaincode for the gateway
2. create a chaincode for the devices
3. link the chaincode of the device to the 

chaincode of the gateway
4. use the chaincode to manage the 

device’s information
5. stores preference data in the gateway 

and in the blockchain network



End User

Participant Roles

End users
1. interact with the blockchain 

network to control IoT
devices



Application (Use Case)

• We explore our approach in a smart home 
as a representative case study for broader 
IoT applications. Most smart home solutions 
can perform simple things, such as turn 
lights on and off, turn on the entertainment 
system and automate tasks based on pre-
defined user profiles, scenes), and events. 



IoT Devices

• The IoT devices used are smart home 
appliances. The requirement for choosing 
these devices is that they communicate using 
Wi-Fi or Bluetooth, for easy integration into a 
house.

# Item
1 IP Camera
2 Smart Thermostat
3 Wi-Fi Smart Plug
4 Smart Lock
5 Smart wi-fi light bulb
6 Connected speaker
7 Smart Thermometer
8 Roborock Vacuum Cleaner



IoT Gateway



Why do we need 
Gateway

• Mediator to forward data from and to 
IoT

• Interface for the administrator to 
manage the privacy preferences for the 
users.
• Hardware Options:

1) Laptop 
2) Dell Embedded Box PC 5000/3000



Gateway Software

Why do we need gateway software:

1. Discover, Monitor and Control 
different IoT devices.

2. Facilitate the interaction with IoT
devices on the BC.

Software Options:
1. Thingsboard
2. Mozilla Things
3. Kura-eclipse.



Software Architecture



Hyperledger Fabric

• Hyperledger Fabric is an enterprise-grade open

source platform that is maintained by IBM and

Linux Foundation.

• Unlike Bitcoin and Ethereum, Hyperledger

fabric does not have any cryptocurrency, where

the access to the network is restricted to the

network members only, and not anyone can

join the network.



Chaincodes

Smart contract-based BC/IoT framework is
used to achieve distributed and
trustworthy access control for IoT systems,
which consists of:

• multiple access policy chaincodes (APCs)

• one judge chaincode (JCC) (to be
implemented by American University Of
Sharjah)

• one device register chaincode (DRC)



Access Policy 
Chaincode (APC)

APC provides one access policy

method for a subject-object

pair, and implements both static

access right validation based on

predefined policies and dynamic

access right validation by
checking the behavior of the

subject



Device Registry 
Chaincode (DRC)

The DRC registers the 
information of the access 
control and misbehavior-
judging methods as well as 
their chaincodes, and provides 
functions (e.g., register, 
update and delete) to manage 
these methods.



Device Binding/Registration



Thank You
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