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MEMORY FORENSICS! Defeat memory
forensics! It’s hard... you won’t manage :P
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Mémdry Forensics 101

Memsics: Memory + Forensics
One part of T
Analysis of st ’
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" MEMORY = FORENSICS
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WHICH MIEMORY
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— Windows 7
ﬂ Internals

Part T

‘C System architecture, processes,
threads, memory management,
and more
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Mark E. Russinovich T~
David A. Solomon
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OS (MemSics) doesn’t work with “RAM”
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polymorphic term.
VM = Physical memory + Page file
* VM = the collection of Pages (4KB segments)
scattered in memory of a process working

set "
S =



https://answers.microsoft.com/en-us/windows/forum/windows_10-performance/physical-and-virtual-memory-in-windows-10/e36fb5bc-9ac8-49af-951c-e7d39b979938

KD _ !
TRAINING " TUOM | RER

Virtual Me‘mo'ry, in Windows ,is actually a
polymorphic term.
VM = Physical memory + Page file
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Physical Memory

Virtual Memory
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Virtual Memory & Physical Memory
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Virtual Memory & Physical Memory
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Virtual Memory & Physical Memory
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Virtual Memory Physical Memory

Consider Pages and Frames like another unit of
memory, it will be easier

Frame n
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Virtual Me'mo'ry, in Windows ,is actually a
polymorphic term.

* VM = the collection of Pages (4KB segments)
scattered in memory of a process working

set
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Vi rtual Address Space
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" Physical Address Space |

Physical Memory
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WAIT! Where are my files? And registry? And
‘network? And...? '/
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Of course, where you put them...
‘In the Hard Drivel
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THANK YOU FOR PLAVING 7
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The Contenders

2 representatives:

Spanish team:
Finnish team: Defensive
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The GOAL

SPA: Avoid implant detection by Fl team
Fl: Detect SPA implant with mad memsics.skills

P

»



)

N

“",‘,\@\7_ KO _
SFco L e ‘ EI‘IFMIHF-H
The TARGET
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The REFEREE
“You're absolutely one brilliant lunatic :D”
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The RULES
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YOU HUST BEFEAT MY BRACONX
PUNCH TO STAND A CHAXCE!
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ATTACK ME IF YOU DARE,
I WILL CRUSH YOU.
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* No deep “OS XYZ” memory skills
* No deep memsics skills |
e Multiplatform — 1 solution to rule them all |
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The approach

* Avoid presence detection...?
* Avoid acquisition...?
* Avoid analysis detection...?
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Vulnerabilities

Python
modules

Volatility *
plugin &

Volatility Python h Vulnerability
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Approach
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Determine architecture
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Detect Architecture
\x40\x90
>
# rasm2 -d -b 4090 E » -
“ inc eax ﬁ(;gsmz -d -b 64 4090 - -
nop -,

. T
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arch_detect:
XOr eax, eax
inc eax
nop
jnz x86_code

‘ x86_code:
bits 32
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Determine OS

arch_detect:
xorl %eax, %eax -~ ] | | PR
rex |
nop

jnz determine_32_os

determine_32_os: determine_64_os: [ Y-
mov eax, fs mov eax, ds AR
test eax, eax test eax, eax o

jz lin32_code jnz win64_code o
ﬂ.. " jmp lin64_code |
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Disassembly

\x31\xc0\x40\x90\x75\x08\x8c\xd8\x85\xc0\x75\x0a\xeb\x07\x8c\xe0\x85\xc0\x74\
x03\x90\x90\x90\x90




But in real world
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But in feal world...

ROP gadgets!
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OS X Windows . Linux
Vulnerable Buffer .'.‘*_4 Vulnerable Buffer " Vulnerable Buffer = *==*
Saved RIP
Saved RIP

- w Saved RIP
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Then...
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OS X Linux i Windows !
Vulnerable Buffer ':d Vulnerable Buffer ~ Vulnerable Buffer = .=
T e R
ROP Chain
ROP Chain
R - ROP Chain
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Finally...
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Vulnerable Linux: O5X: -~ ROP Chain : ROP Chain | ROP Chain "

dd , OFF1 dd , OFF2 . .
Buffer addrsp CE P Windows Linux OS X
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And what now?
Post-exploitation time!
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Post-exploitation time!
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So Long, and Thanks for All the Fish
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