CISO

Chief Information
Security Officer

2020: The Threats and
Opportunities Facing Today’s
Security Leaders l

OR
The Job Sucks, But You Still
Want To Be A CISO, Don’t You?



DIFFERENCES IN THE CYBER
THREAT LANDSCAPE

YEAH BABY....?



Chief Information Security Officer
10016, New York, NY

Median Salary + Bonus $240,216

10% 25%
$148,513 $192,215
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Chief Information Security Officer
San Francisco, CA

Median Salary + Bonus $248,773

10% 25%
$153,803 $199,062
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75%
$306,708

75%
$317,633

90%
$367,245

Methodology

90%
$380,326










| DDOS Attacks on

" Russian Central Bank Admits &
Top Banks

. $6M SWIFT Attack

OPM Breach Sples 3
-

NYT WSJ and Washmgton Post 1 Government Data ’I.

Clalm to be Hacked *H)NC hacked, posted on
: &4 ] Wlleeaks

Cnmmal ng Steals | E’é"éé' _—
Millions of Identities y' Equifax, Uber and Target
l

all taken down by hackers
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Today’s Security
Leader/ CISO

It sucks to be you....

WE FEELL THE OFFICE SCAPEGOAT IS A
KEY COMPONENT OF TEAM-BUILDING.
AND QOUKE A GREAT FlIT FOK THE JOw,



A HISTORY OF SECURITY THAT
LED US TO....



Firewall Viruses IDS and SIEM GRC
Admin Specialist Analysts Managers
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Covers latest CISSP exam ch

Q Space Rogue W Follow

Social Media Security Professional? Is that

CISSP in 21 Days the cert I need to be a security expert on
twitter? is.gd /chKygj via @attritionorg So much better
4 Repy 13 Retweet W Favorite than clown school
O
PACKT * % \ant to be the best at what you do?
€ f ¢ ’ Just Concentrate

CompTIA baCkS down; past Certs remaln View the CISSP Concentrations domain webcasts.
valid for life o
CompTIA has reversed course—existing holders of an A+, Network+, or Security+ . e = &




IMPROVEMENT in Breach Detection Time

2008 2009 2010 2011 2012 2013 2014 2015 2016 2017









....I1s t0o SECURITY

guarantee anyone’s going to LAUGH...
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01 05.12.2016 . N° 646

06 yreepxaeHum JOKTPUHbI MHOpMaLMOHHOK 6e30NacHOCTH
Poccuiickon Pepepaumm

I NATIONAL
A | HEE CYBER

SECURITY

Factor Analysis o MASTERPLAN 7 imtorms
INformation Risk

2018
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MENT OF CYBER RISK
br CFOs

Ongoing Authorization Decisions

Risk = Threats x Assets
X Vulnerabilitie










But What’s REALLY Different?

Exponential Business Impact!



Calculations per Second per $1000

Exponential Growth of Computing for 110 Years
Moore's Law was the Fifth, not the First, Paradigm to Bing
Exponential Growth in Computing
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Global Internet Device Installed Base Forecast
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Total (Known) Malware



Total (Known) 18,250,919

Android Malware

Malware Applications Overall

& New Malware Applications

358,881
90,058 '\

January 2013 February 2017




Estimated Internet Of Things Cybersecurity Market
Global compounded (2015-2020)

Exponential Vendor Bucks!!! )
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;TSO Class 5 Cleanroom Facilities
|Exclusively Used

Credit: Wes Wineberg / DEFCON 23



Ukrainian blackout caused by hackers
that attacked media company,
researchers say

Power company suffered a major attack that led to blackouts across western
Ukraine, after an attack on a Ukrainian media company

Q Four Cyber Attacks On UK Railways In A Year

A security experts says the hackers could create "real disaster related to
train safety"

at the UK railway network has suffered at least four major cyber attacks over

Physical Impacts as the Result of Cyber Efforts... Massive flaw could give hackers full control of critical
infrastructure

...Exponential Impacts



SEEING BEYOND VENDOR HYPE

a.k.a.: pwnd by sales &
procurement people



FEAR UNCERTAINTY DOUBT



















What level of resources belongs
RIGHT HERE??

APT Attack Progression

ropare > ntect 5> mteract 5> Exploi

Reconnansence Dwlivery Comwnand and Control Entrenc
Ization Detonation Escalation & Lateral
Cost to remediate IE———)
I Defense Solutions 7 P

What is the universe of data
that is useful here?

Attacker’s exposure

Cost to attacker IEEEE—————



Artificial Intelligence DRIVEN Security

Key Constraints of Al Historically in Cyber Security:

* Costs of Storage

* Limits of Computing Power

* No HUMANS to Figure Out the Use Cases /
Code

Opportunities for Growth in Al:

* Costs of Storage Are Exponentially
Decreasing (Collect)

* Computing Power is Exponentially
Increasing (Analyze)

» Extensive interest in China and the \‘.
us '



One Page 2018 Report to Global CISOs from
the CEO Committee Studying Corporate
Security Team Metrics Relative to Data

Breach Prevention
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THREAT INTELLIGENCE

Don’t Leave Home Without It



Good Intelligence is Good if You Can Get It!
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Iracking my cookies
g v\r‘l.

Theywill'neverjuet my
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WhatsApp Extraordmary Growth in Users

Fl st Fou Yoars G owth nhor Launch
that are 4




Level 1
ETL eve . Level 2 Analysis Dissemination
Analysis

Machine Learning,

Reportin
Al Blah Blah... porting

&

(You Can’t Do it Distribution
ou Can (o}

Yet...!) Finished Intel

Format,

Prepare,

Classify
&

Store

Data
Sources

Sharing
Communities
ISACs

Human Analysis APls

Orchestration

(You Can Do It If You Have The People...)

Level 3 Analysis



FROM HACKER TO CISO

How to Speak the Language of
Business...
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Evolution of the CISO to the CIRO




ey

Cpe sty

[ e P e

s L] LTl PIee

[

L
A

- w—p e s
- e

[

terce -

e L
B
™

- Laste viey
et Cumpting | o
e e
L
St o Aot Yecen
Buime it | radieent [ RSy P —.
PO

DO & o B

e N

— et Py

._ == | | QisO

— A e (v Oy
— e e (B AN Lmgatat sgr s
L. vo - »
CIS0 job Seatan LOW A Owe
oo b mry —
ety Wanagemart
o At g
L Bt Bt Aesew Commn
. ¢ [ L S e
Propect Cwinary | Ao e e e
ey Loy
el L f \ [

-
e Aons /
e mgman "o tmcnges |
. Wrge e J
|
el i L o f
f ok Managemane
"
ot e e
. Compbaraes and Auter e o S oo - B0
N e b
[y
- -
)




66 .

,H’

The Secret
Language
of

Business

« Master Body Language
 Decipher Hidden Meanings

* Influence Anyone!

KEVIN HOGAN



Business Goals
IT Plans, Threats,

—— = ~ Vulnerabilities
w . .

Your Cyber
Security Program
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windows has been detected and your computer has been shut down to prevent
damage to your brain.

PRIVER JIM NOT_LESS_OR_EQUAL WHATEVER_THAT _MAY_MEAN

If this is the first time you have seen this stop error screen,

get used to it. You'll probably be seeing it quite a few times in _
the coming months. (especially windows 9x users). If you think it'1] help, you can try this:

Check to make sure the kettle is on. Tea or coffee should be served ASAP.
If this is a new installation, ask your hardware or software manufacturer
why they sold you the dodgy products, and if possible, get your money back.
If problems persist, take the cover off your computer and poke various
boards with a sharp metal stick. Disable BIOS settings at random, and keep
your fingers crossed. You may want to press f8 and enter Safe Mode, but
there’'s no guarantee that’'1]l work either. If all else fails, headbutrt

the momitor, and run around 1ike a headless chicken.

Below is some unintelligible code, you can go to Microsoft.com and search
for the strings but I doubt you'll find anything useful there.

Technical Information:

*tsTOP: 0x00000001 (OxFCl0003F,0x00000002, Ox00000001, Oxf870f80a)
satopatMgr.sys - Address FS870F90A base at F870F000, DateStamp 3B7DCS5A7
HAVE A NICE DAY:FOXHOUND, NEMESIS:



THE FUTURE!!

Al, Blockchain, Hacks, Flying Cars, &
More Certs!!!
Well...Yes, Yes, Yes, Yes, and No.
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MAYBE WE ONLY
JUST NEED MORE
CISSPs!!
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CISSPY Tesk Quest: False:
Risk = Threats x vapilities

Kisk =

» Prioritized, Asseks You Really Need
to, and Can Protect

. Situational Awareness of Your Real
Attack Surface (Vulns)

* Mapping the Capabilities of the
Adversaries (Threats) that Want Sg=
Those Assets




Security Leaders in 2020
Aligned with the business

Focus on what matters
most

More automation and ML
More intel sharing

Better humans

Vacation now and then




Thanks!

@eddieschwartz
www.linkedin.com/in/eddieschwartz/



