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Inside Radio:
An Attack
and Defense




We are axcited 10 invite you 10 8 privale netwarking event
at DEF CON

Join us Frday, August 10 from 4:00-700pm for an AMA with top
socunty leaders and engingers from Tesla and SpaceX, followed by
8 reception with more team members. Custom cockiais and
appetizers will be served during the event

Space is limitod. If you are intorested in attending,
kindly RSVP below
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‘ Intemetl A‘,

Veh le toVehlcle

Engine Control Unit

Transmission

http://www.autosec.org/pubs/cars-usenixsec2011.pdf
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Sensing

Enviro.nmental |
variables

Driving-condition
vanables

Vehicle
variable

User
variables

Computing

Vehicle

Vehicle
motion

Body and
interior

Electrical
system

Actuating

Drive

Torque > Engine

Slip 3 Converter

Gear ratio

Coordinator

Trans-
mission

]

Provision of propulsion
power and power for otherl
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Steering Force Actuator

Steering Angle Actuator

Clutch
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Gateway

Music Player
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Infotainment

(electronic stability program)

(engine management system)
(transmission control unit)

(adaptive cruise control)

INS (Inertial navigation system)



Managed
Infrastructure

AP

Trusted Network
(e.g. Repair Shop)

Cpen) AP

Untrusted Network

Internet .ﬁ

‘ .' P
Automotive Company
Applications” Centre, Centre

Backbone ss ISP éh
B

ISP

RIS

PS

SN

Vehicle
Communication

Image source :http://telematicswire.net/connected-cars-and-the-role-of-telematics-in-the-future-of-intelligent-transport/



Traffic Sign
Recognition

Lane Departure
Warning

M Long-Range Radar
M LIDAR
Camera
M Short-/Medium-Range Radar
M Ultrasound/Ultra-Short-Range Radar

Surround View

Digital Side Mirror

Digital Side Mirror

Surround View

Park Assistance
Surround View

Rear View
Mirror
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Supply Chain
Attack

eg.
Vulnerable Parts
Service Center Employee
Vulnerable Manufacture
Backend
etc.

Local and
Physical
Attack

eg.
OBD Port
USB Port

SD Card Slots

etc.

Attack Surface of Modern Cars

Attack Surface of Modern Cars

Remote
Attack

eg.
Bluetooth
Wifi
Celluar
Mobile APP
Cloud Platform
etc.
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The Past : Some Vulnerabilities
Anti-theft System Security
Vulnerabilities

Hitag2 DST40 Mobile Phone
Digital signature (Bluetooth/Celluar)
transponder

40bit key length



| "~ LF 125 kH:z
Hitag2 ‘ ; Antenna
transponder

,"'—- Hitag2 chip

https://www.usenix.org/sites/default/files/conference/protected-
files/verdult_usenixsecurityl2_slides.pdf

https://www.usenix.org/system/files/conference/usenixsecurityl2/sec12-final95.pdf






Current
Measurement
Load Drivers

Car side

UHF Transceiver
or
UHF Receiver UHF
C11x1-Q1 antenna

Optional for
battery charge

LF
Base Station
TMS3705-Q1

PEPS
LF Driver

Key fob side

UHF Transmitter or
UHF Transceiver
CC11x1-Q1

Upto 13 ft (4 m)
cable length

LF Immobilizer
antenna

3D Analog Frontend
antenna In?moblllzer and
Microcontroller)

TMS37F128

| . System Supply
Power Supply —




130 KHz Amplification
signal and filtering

Amplification

RPN and filtering

2.5 GHz Signal
Generator

130 KHz Amplification
signal and Filtering

Amplification
and filtering

Down-mixing

2.5 GHz Signal
Generator

https://eprint.iacr.org/2010/332.pdf

2.5 GHz antenna

~ 100 m

Signal relayed
at 2.5 GHz

2.5 GHz Antenna




315Mhz
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Key Fob

wake (with identifier)

10-bit challenge

24-bit response

Verify response and unlock

https://www.esat.kuleuven.be/cosic/fast-furious-and-insecure-passive-keyless-entry-and-start-in-modern-supercars/



Security Analysis of a Cryptographically-Enabled
RFID Device

Stephen C. Bono® Matthew Green®

Aviel D. Rubin®

Abstract
We desenbe our success m defeating the secunty of an
REID device known as a IDigital Signature Transponder
(DST). Manulactured by Texas Instruments, DST (and
variant) devices help secure millions of SpeedPass'™
pavment transponders and automobile igmtion Keys

Our analysis of the DST involved three phases

Adam Stubblefield" Ari Juels

Michael Szvdlo’

1 Introduction

Radwo-Frequency IDentfication (REF1D) 1s a general term
for small, wireless devices that ent umique wdentiliers
upon mterrogation by REID readers. Ambitious deploy-
ment plans by Wal-mart and other large orgamizations
over the next couple ol years have prompted mtense com-

Paper that REed DST40 in 2005 https://www.usenix.org/legacy/event/sec05/tech/bono/bono.pdf
Crypto Implementation on FPGA : https://github.com/jok40/dst40




https://www.esat.kuleuven.be/cosic/fast-furious-and-insecure-passive-keyless-entry-and-start-in-modern-supercars/
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Beemer, Open Thyself! — Security vulnerabilities in BMW's
ConnectedDrive

Cars with built-in modems are sending dota to their manufacturers — German motorist's club ADAC

waonted to know what exoctly gets sent. c't connected ADAC with o specialist who analysed the dato

https://www.heise.de/ct/artikel/Beemer-Open-Thyself-Security-vulnerabilities-in-BMW-
s-ConnectedDrive-2540957.html
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The Past : Some Vulnerabilities

Steal Cars Via Celluar Network

Discoveries in The Firmware

Encryption Algorithms :

» DES (56bitKey)

» AES128

Message Signature Authentication Algorithms :
» DES CBC-MAC

» HMAC-SHA1

» HMAC-SHA256

Encryption Keys

16 Pairs of 64bit Keys






Comprebessive Expermmental Analyses of Avtomotive Attack Surfaces

Experimental Security Analysis of a Modern Automobille
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Remote Exploitation of an
Unaltered Passenger Vehicle
Adventures in Automotive Networks and

Control Units

2012
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Low-cost GPS simulator

HUANG Lin, YANG Qing

Unicormn Team — Radio and Hardware Security Research

Qihoo 360 Technology Co. Ltd.
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Robust Physic

Kevin Eykholt?
At Prakash?

Ivan Evtimoy?
Bo l II
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al-World Attacks
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\bitract—Altheugh decp peural networks (DNNs) perform
well in o variety of applications, they are vulnerable to adversarial
examples resulting from small-magnitode perturbations added to
the Imput data, Inpats modified in this way can be mistabeled as a
target class in targeted attacks or as a random class different from
the greund truth in uotargeted attacks. Homever, recent studies
have demomtrated that such adversarial examples hanve Hmited
lectiveness In the phasicl werld due 1o changing physical
conditions—they either completely fall te camse misclassification
or only work in restricted cones where a relatively complex image
Is perturbed and printed on paper. In this paper, we propose a
generad attack algorithm—Robast Phasbcal Perturbations (RP; —
that takes into account the numerous physical conditions and
prodaces robust adversarial perturbations. Usbng a real-werld
eample of road sign recognition, we show that adversarial
oamples penerad achieve high attack scoess rates
in the phy orld under a variety of cenditions, including
different viewpolnts. Furthermore, to the best of our knowledy
there is currently no standardized way 1o evaluate physical .nhu
sarial perturb Therele valuatien

recopnition use caw,

we propose o Iwo.stag
e thodology the road sig
Our nwethodology captures a range of diverse physical conditioss,
including these encountered whem images are captured from
moving vehicles. We evaluate our physical attacks wsing this
nsethodology and effectively fool two road sign dassifiers. Using a
perturbation in the shape of black and white stickers, we attack
n weal Stop sign. causing targeted mischasifcation in 100% of
the images oblained in controlied lab settings and above 8445 of
the captured video frumes obalned on a moving vehicke for one
of the classifiers we attack.

Although there Is significant progress in creating
ad pernrbanions, «g., by modifyng an mage repe
senting a real-world scene that a cyber-physical sysiem migh
perceive [7). 19). a fundament 0 que n, which we answes
in this paper, s whether it is poss e robvest physical
sdversariul perturix 1s—small mod
objects themselves that can

under widely var

cabions to real-world
ons in a DNN

We wdentity several challeng

physic ' |

crested: (1) A pery tion should be constrained to the tarpeted
ohject cannot be added 10 the object’s background because
that can Miny

algorthm

for an ¢Hective

fversanal cexample gencration
y it consider s const
turbations 10 the entire area of a dig

both the targeted object
shoukd be robust

¢y add per
age, ich include
and its backgrousd). (2) A pernurbation
gamst vanous A sical conditions
that can poteatsally decrease its effectiven For &
recognition systems, the gencrated physical adversanial example
uld be robust against d J ‘ (HA
perturbats m the die vort t woin maenitde
that humans cannot pereeive them'| But, such small magnitude
1 s may not be captured P»\ real world sensors dee to
OF smperfections, and more crally, physical limyitatic
of the semsor tochnology. (4) A perturbation should accoun
fabrication process. Printers,
color spectrum (26 Thx

for ex nllll" .
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Cars That Think | Transportation | Advanced Cars

Researchers Prove Connected Cars Can
Be Tracked

By Mark Harris
Posted 210ct 2015 | 18:00 GMT

flv]v]s]s]e

surveillance mechanism. It’s not vet clear how often
connected vehicles will vary thejunique wireless signatures
that identify them, which could limit their use for tracking
an individual car. But depending on how long those
‘pseudonyms” remain constant, Petit argues the connected
vehicle protocol could offer a new, relatively cheap form of

vehicle tracking that could bolster existing law enforcement
tracking techniques like automatic license plate readers. Or,
he imagines, hackers could collect and crowdsource data
from the system to assemble a database of vehicle
movements around entire cities.
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The Present : Some Remediation

Hardware Security

Secure Elements in ECUs
* Firmware Encryption&Verification
Mutual Authentication Among ECUs



Realization of RF Distance Bounding

l\'(h//r I l))l]:‘lf!f /z)(.'.\fft ussen .\'/l/./IHI ( ’II/)/.'NN
Department of Computer Science Department of Computer Science
FETH Zurich ETH Zurich
8092 Zurich., Switzerland 8092 Zurich, Switzerland

kasperr@inf.ethz.ch caphuns@inf.ethz.ch

https://www.usenix.org/legacy/event/sec10/tech/full_papers/Rasmussen.pdf



: Security Credential
Management Server (SCMS) as trust
anchor

Frequently change
certificates to prevent
linking BSMs to one-
another for tracking
purposes

: Option to
verify-on-demand: only
verify messages that will
result in driver’s warning

Digital signatures to guarantee
integrity




Overview of Update Flow
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https://www.iot-now.com/2017/02/27/59018-securing-automotive-air-updates/

Curmrent Update
ECVID Rev Pending?

Gateway
(OTA
Manager)

l—:_:l [‘:_:_:

= — =

—p—

NAND Storage







=
DS,
TP
15, B 8 100%, E MR

| E{N§:2018-10-22 13:06:04
1 SRR 164794
EBARLBS

'-"“.Y‘.'&{j:. 7 254 N :L,;',&,u_a 1&\1'

MSUE PAD & 8N =




The Future : Some Suggestions

» Intro of Modern Cars

» Attack Surface of Modern Cars

» The Past : Some Vulnerabilities

» The Present : Some Remediations
» The Future : Some Suggestions




2011 |IEEE Intelligent Vehicles Symposium (I
Baden-Baden. Germany, June 5-9, 2011

|

L 2

Abstract—Due_to_an_increased connectivity and seamless
integration of information technology into modern vehicles, a

= trend of research in the automotive domain is the development
Entropy-Based Anomaly Detection] |

Michael Miiser., .\.mll J

Daimler

L 4

\hstract—1we 1o an Increased] comnectivity amd ullla .

imtegration of Information technodozy into modern yghicksy
trend of research in the astomothe donssin bs the devgoPment
of hodistic 1T security concepts. Within the s&u of this
devedopment, vehicular attock detection s one concepd which
culms on Incressed attention, becaese of (s reacthve nature that
alboms to respomd to thrests during runtime. In this paper we

esploge the applicability of entropy-based sttack detection

Invehicle networks We Hlustrate the crucial aspects for an
.uln;ahlh m ol sach an approach o the avlomolive domain
Moreoner, we show Bt exemplary results by applying the
approach 1o memsurements derbved from a standard schick's

AN
Rescarch andd Developigent,
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of holistic I'T security concepts. \\ilhi:\/ﬂlc scope of this

development, [vehicular attack detection]is one concept which
gains an increased attention, because of its reactive nature that
allows to respond to threats during runtime. In this paper we
explore the applicability of entropy-based attack detection for
in-vehicle networks. We illustrate the crucial aspects for an
adaptation of such an approach to the automotive domain.
Moreover, we show first exemplary results by applying the
approach to measurements derived from a standard vehicle’s
CAN-Body network.

v 10s SCIl-adapling nature allows an casy ada

PUon

We Turther investigate the main paramcicrs whach

crucial for the realzation of an miormatyon-theorctic

IMrusion deection concept for the m-vehucle domain, Al-

Icrw

ol

Ards,

we demonstrate the applicabality of our concept by

ol dilferent attack socnamos on the CAN nelwork

a real vehick




Parameter Current

-extraction ,Val\ue
Realtime CAN data |
stream

Live Data
Stream

Parameters
Extraction

Calculate one parameter using the remaining
parameters

Use all the parameters at time t-n tot-1, to
predict the value attime t (We Choose this)
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MSE=Mean Square Error







ANN
Articles
FEvenis

Publicat

HOME AEROSPACE AUTOMOTIVE COMMERCIAL VEHICLE TOPICS  SHOP

Researching and evaluating design processes and é%tanaarci_s'g

-

- Evaluating potential to adapt existing functional safety approaches

Investigating Protective/Preventive solutions

-  Message authentication for communications Interfaces ( V2V project initiating)
-  Gateways, firewalls (pro;cct mmating)

e i, B BT e TN

Researchmgnlntrusnon Detection Solutions |

(D[N APIT I ICT TSl A IR T I RN T wE TG IR P FUTTUGLE e T x

— Vehicle bus monitoring for anomalous behavnor (brolect initiating)

Assessing Treatment Solutions
- Feedback loop for continuous improvements (Monito
Automotive ISAC ).

Crosscutting Research

—  Vulnerability Testing (Publish reports in 2016) N H I SA

- Software -~ including over the air updates NATIONAL HIGHWAY TRAEEIC
- Evaluate Heavy Vehicle Cybersecurity Bl SAFETY ADMINISTRATION




The Future . Some Suggestions

Cooperation with Security Companies




Elon Musk & [ Following
@elonmusk i

Great Q&A @defcon last night. Thanks for
helping make Tesla & SpaceX more secure!
Planning to open-source Tesla vehicle
security software for free use by other car
makers. Extremely important to a safe self-
driving future for all.

11:42 AM - 11 Aug 2018

3,721 Retweets 25221Lkes PG QOO S S S

O 752 11 3.7K ¥ 25K g}

QO

ﬁ Tweet your reply

Nate Anderson @ClarityToast - Aug 11
Replying to @elonmusk @defcon

Secure in every way except the funding

QO 21 T 86 ) 240 ]

Nate Anderson @ClarityToast - Aug 11 v
It's not so much that I'm "rooting against" $TSLA. It's just that | increase my

short position every time Elon lies about something material. So | now have a
large short position

O 55 n 2
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