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Who am |?

HITB aficionado

Computer security
geek (since 2002)

Love research, Ph.D.
(in 2011)

“Community centric”
Work for Trend Micro

- Fake a CPA alert (Closest Point of Approach)
and trigger a collision warning alert.




Web Defacement

Website Compromise
+

Homepage Hijacking



Evolution

“Just-for-fun” Geopolitical
era factors kick in

Digital activism Dark
propaganda




“Just-for-fun” Era

| owned by ssh-2 | CHILE |

Login  : Libero Ok !

- - - L R R R R R R
Password :

uname -a;id

Linux obelix 2.6.15-1-686 #2
Mon Mar 6 15:27:08 UTC 2006
1686 GNU/Linux

D Twitter : @LiberoamericaMu uid=6 [ root :} g id=33 ( www-data :}
UN SALUDO PARA EL MEJOR DE CHILE FAILROOT 1) | groups=33(www-data)




Digital Activism

We hack because we are fighting against bad information, |all of us ain't terrorists,| or stupid boyz who
don't know what they're doing. We're just some guys, maybe we've grown fastly, but we're curious. Is
it a crime to be interested in learning? Each of us has an own life, which can be good or bad. We don't
like to live in misinformation or ignorance. We want a better world; a world where there ain't
inequalities, differences, injustices: a new world! We don't want that the world will be guided by
multinational companies, we don't want a world like this. Our world has to be of everyone who passes
his/her own believings, religions, races, politic ideas, social conditions and everything which makes
differences between people. We want this, and we're fighting for this. We are against each kind of war,
against each kind of oppression, against each form of abuse of power: we're fighting and we'll fight in
each place where the individual freedom is threatened. We will fight under each flag besides people we
don't even know but whose idea of freedom is the same of our one. We haven't open access to the
means of communication which are false, they say what they want and in the way they prefer, this is
the only way to spread our ideas. Northern Ireland, Kosovo, Iran, Iraq, Afghanistan, Chile, Peru,
Myanmar, Brazil, Philippines, Palestine, Pakistan, Kurdistan, Turkey, Algeria, South Africa,|China
Taiwan, Kenya are places where freedom is a dream, open your eyes, open your mind, wake up, and all
toghether we'll turn freedom from dream to reality. You can agree with us or not. If you agree with us
let diffuse this message to make our ideas become everybody's ideas




Geopolitical Factors

msnbc.com news services
updated 12/10/2006 11:47:52 PM ET Print | Font: [AJA + —

SANTIAGO, Chile — Gen. Augusto Pinochet, who terrorized his opponents for 17 years

after taking power in a bloody coup,|died Sunday,| putting an end to a decade of intensifying

efforts to bring him to trial for human rights abuses blamed on his regime. He was 91.

Supporters saw Pinochet as a Cold War hero for overthrowing democratically elected
President Salvador Allende at a time when|the U.S. was working to destabilize his Marxist

government and keep Chile from exporting communism in Latin America.

Hacked by @br
R.I.P Pinochet]
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Coordinated campaigns:
From one to many targets

e Death statement iIs
2nd of May 2011

e Campaign Is 6th-12th
of May
. Targets » Hello Admin !

And Hello By all your Amircan visit..
is not die ~ he Lives

inside us .. God save you if you
realy gone or still alive
T p— and be Sure will come a Millions of

JIM.3L—j-



The Israeli-
Palestinian
conflict

(@) 237 Anonymous Ghost Gaza
[Fivete Pralexstibne]|

»

ot accept that Palestine be ocf
7 : next

 Zion
Tnmemen
i

GaZa Milli

-

killing palastinians childs co|

Governement and Peopel of the thing named "Israel” will be a gq|
aq

prisoners on hunge

people v not acce a y 1 I BwilBnoteliminate Israel electronically on screens today and tomorrow with
nachine gunsinthe 1 A Pongilive Palestine, Hamas Qassam

=]

are Muslims,"we the

{ 0 ; #OP US OP UK
b ( ared'o”lf‘iiunist cyber space you will se ly what we are capable of
e 1’:’ ement's Websites e Will Take Dff From The Internet [
” ’ - o s Accournts Your Serv R T D R = re In Danger !
WelNever Forget whatidou ains Tthe I 'GaZa Millions Of People We iead ... Palas an'ssMuslims, Innocent Childrens, Womens Are Killed In|

s o he Force's Attd€K
Tces Destroyed Palest iesY Homes ,schmis, hnsﬁl mosks 't No One Cares s the Bito stop killing innocent peoples , and stop
1)ﬂﬁt.1111é115 ch coz A orld know thatezionisi e TE ETTOTISt.
{ To save your Eyour Family... You MUST forced your

go estinian resis e Tockets.

y gov ment to release eyery
~ prison ger. strike..cand to get out from Palestine Coz:
EVER , THLL WE DIE ..




Data Collection



Public Repositories
SR IFAMET

GLOBAL HACKED SITE STATISTICS

Notifier v | " Notifier Mass Notifier '%ploﬂ User

TOP30 User Date Notifier Domain Country PR View

EI4SFEZEME [34333] 2016-02-12 To http://bananabags.co.za/ Country 0 View
No2 : Jack Riderr [19199] 2016-02-12 To http://bsvrenault.co.za/ Country 0 View
No3 : MrKro0o0z.305 [10672] 2016-02-12 Te http://bsgtriathlon.org/ Country 0 View
No4 : AlfabetoVirtual [8907] 2016-02-12 To http://broadbandondemand.co.za/ Country 0 View
No5: F2 [6559] 2016-02-12 To http://bettacars.co.za/ Country 0 View
No6 : KZ [6486] 2016-02-12 To http://blog.camelotkennels.co.za/ Country 0 View
No7 : 1l [5408] 2016-02-12 Al Virtual http://www.conseils-incendie.fr/images/j I I 0 View
No8 : Thatis me [5282] 2016-02-12 Al Virtual http://portalmare.it/images/jdownloads/s Country 0 View
No9 : 1% [5013] . N . . — .
2016-02-12 Al Virtual http://www.fruitinfo.hufimages/jdownload = 0 View
NolO : i [4791]
2016-02-12 ck 14 http://0536ink.com/cm.html . 0 View

Noll : EEE [4685]



Others

Hack Mirror

@hackmirror

The place where we make you a legend

© The Universe

& hackmirror.com

Iscrizione a marzo 2012

M|RROR | Zone

unrestricted information

Archive®t Onhold Notify Search Rankings Co

Hi There!

I am so happy to annouce the new Mirror-zone.org
unrestected information site, with few nice changes.

We are now at testing this script, this means the script is not
stable, and you may get some errors, if you face any issues
please contact us and we will be glade to work with you to in
order to resolve such issues. Also, this not mean that the
Gold release will have the some futures with the bugs fixes,
and we will continue to add new futures to the site.

Best Regards,
Adminstration

Hello

mirror-zone.org followers,

Did your defaced site mirror goes to onhold ?

Because your notify name are missing on your deface page
if you want your mirror goes to archive directly

than follow the instructions

Welcome to

MyDeface.com || Let's Show off....

Latest Verified Mirrors

Di

Di

Di

Di

Di

Di

Name

non

non

non

non

non

non

Domain

hitp://upsanddowns-hordaland.no/web

http://bradfordcurtainsandblinds.co.uk/w:

http://leatherheaddistrictscouts.org. uk/wt

http://leatherheaddistrictscouts.org. uk/wr

http://pickwickassociation.org.uk/weby

hitp://rhodapartridge.co.uk/webyer




THE site :)

Archive ™ Onhold Notify Stats Register Login N

ZONE-H In Numbers

MNews: 4,738

Admins: 4

Registered Users: 142.949

Early Warning subscriptions: 7312
Digital Attacks: 13.498.756
Attacks Un Hold: 333.267
Online Users: 268




Collected Data

Zone-H www.zone-h.org 12,303,240
Hack-CN www.hack-cn.com 386,705
Mirror Zone www.mirror-zone.org 195,398
Hack Mirror www.hack-mirror.com 68,980
MyDeface www . mydeface.com 37,843

TOTAL 12,992,166




Timeline Evolution

Number of Defacements
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Data Format

IP address: 7:
Notifier stats

Domain: http://www.redraven.co.za/files.html

Mirror saved on: 2018-05-24 01:28:32
169

Web server: Apache

This is a CACHE (mirror) page of the site when it was saved by our robot on 2018-05-24 01:28:32

MNotified by: Mr

Metadata — System: Linux

- MLIC

Oxd3wvs

D4RKNES5
Mr .BucketHead - Angel

Mr.DreamX196
[< Littlebear69 - L3mot n3t - Laser69 - Gend3ruw( -
./RosesDie - indonesiabetar!

KATENEAD

RaW Content —) civiliant

— root@x69 $ Hacked by Mriim




Data Trustworthiness

Type Attribute Example Trustworthiness
URL http://target.gov  High
Timestamp 2010-01-02 15:00 Medium
Nickname Neo Hacker Medium-Low

Webserver: Nginx; Low
Reason; Political;

Hack Mode SQL1

Main page HTML or TXT file High
Embeeded resources  Various format High
External resources Various format Medium-High




General Trends



Topics Over The Years

Security Problems —

Year

Most relevant topics

1998
1999
2000
2001
2002
2003
2004

question, student, security, number, place
cowboy, team, security, think

baby, tabloid, people, provided

lord, prime, provided, saved, better

worry, sind, lame, care, encryption
backup, gift, team, came, take

best, group, micro, look, total

2005
2006
2007
2008
2009
2010
2011
2012
2013
2014
2015
2016

normal, pope, time, familia, contact
terror, saved, intruder, energy, user
badger, since, high, turk, turkey

crew, speech, warning, saved, team
knowledge, acker, team, album, country
posted, member, protocol, kernel, security
contact, security, village, holding, highlander
saved, contact, team, underground

team, forgive, security

eagle, electronic

clash, king, terrorism, visit, alligator

~— Real World Events

marocain, turk, steel, anonymous, team —




Adoption of Malicious Content
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Adoption of email & Twitter handlers
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0,00%
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Detection Engineering



Key Observations

#OpFrance #OpFrance
France Coupes Website

Hacked
N\

United Islamic Cyber Force United Islamic Cyber Force

U RememberLis ¥Wa Are Back Agaix 1 #We Are Stand With Muslims in Europe#

We Are Not Terrorist , And Stop Calling Muslim Terrorist
Respect Exisitance ,Or Expect Resistance
We Are Muslims, We Love Peace

I Challenge Your Governement To Stop Us !

We are : # Dr. . _ erHack Al We are : Dr.




Key Observations

Template Customization
| |

\d A4

Hacked by Anonymous R4BIA Team Hacked by Free i T
https://www.facebook.com/R4BIAHACKERSTEAM please admin or visitor I believe your whole life

please admin or visitor I believe your whole life will will change after seeing these videos
change after seeing these videos

if you are Christian see the fourth video :) you must see it

what will happen to me after my death
Translation in the top of the page at your left hand

death

. 0 G e world .
will find the s¢ L or D im . N s the re gio of = Bt . = ~ e e =
L LT LnusLhe ; religion’s You will find utio 0 nly in Islam,.

Islam is the religion of equality.




Key Observations

1.Actors cooperate in teams
Especially if driven by strong ideologies

2.Defacements are organized around campaigns

3.When a team prepares and runs a campaign, it
tends to re-use a common template that each
member can customize




Next Generation’
Defacement Explorer

(DefPloreX-NG)

(*) 1* generation presented at BH Arsenal



Deface que Analysis

Deface Page Analysis

Defacement Dynamic )
pages analysis
1O :
R ) Extracted

De-duplication Static content

E (hash based) E analysis
0 00 =

Metadata (e.g., timestamp, URL, reporting source)

% Elastic




Campaign Detection

Campaign Detection

“ &
Normalization _,[ Clustering of
Deface Pages
M L L1}
——— Eas T}
-

) ~
Feat .
e (Re-duplicatlon
L

Extraction

e U et




Labeling & Visualization




DefPloreX Explo men 5 like a sir. £ Features = Records & Clusters Took

3730records  "Free Kashmir" AND tld_name:"'in" <¢———— Pre-Filtering Search . . .
The Indo-Pakistani conflict

503 clusters ¢ Campaigns Search

Choose clustering features

N. N. Text N. N.

= b s S Attackers Hashes TLDs Domains T

Details 183 = 2013-11-01 20150401 4 14 1 183 = L .

L] DEEED lz:m lz:m maoc o2 .'-):I.' o eI !
o 153 A mEDEEEDDED 2011-0%9-01 2016-04-01 4 4 ' 135 N 1|

L] EEEED 12:m lz:w 199800 2003 X .'IJ:I.' o ! 1048 W 1
E— 137 EEDED mEDEDDE}DDD s 2012-03-01 2015-11-01 - - " p— o

DDEDD lz:m 12:% a0 2002 0 ."J:I.' o Fle o !
E— 132 EEED MDDDDDDDDD 2011-06-01 2016-03-01 - = - — N M L

s B EDEDED 12:00 12:00 - o
= 129 EEED MDDDDDDDDD 2015-03-01 2016-05-01 - a " p— N [

DD 12:00 12:00



JSON

JSON

JSON

JSON

17264154

17264172

17264197

2012-03-18 01:10
2012-03-18 01:10
2012-03-18 01:10

2012-03-18 01:12

FaTe: TN Xs
LALVALALL LT LALLF

Free Kashmir .. Freedom is our goal..// End the Occupation

"Indian Panel Code (Act No. 45 of 1860 ) CHAPTER -II 18: India . India means the territory of

Ll

India excluding the of and

This institutionalized impunity with which the killings of civilians by military and police forces in Jammu and Kashmir
continues should be a source of shame for India which propagates to be a democracy!



Implementation Detalils



Features Engineering

Format of Title

[&} © zonehmirrors.org/defa

Visual Features (colors)

. Hacked By ~_..__T"._Z__
SOC|aI Features W Follow @VandaTheGod fRE:GIECILIES]

Apenas por diversao e conhecimentol!ll
Structu ral Featu res Se as lels do Brasil fosse Igual da Indonesia nao terlamos tantos inocentes morrendo por aqui.
Somos: Neolnvasor - Charlie BCA Harper - VandaTheGod - OxFrenetic - NitrozHaxor

2009 - Brazilian Cyber Army - All Copyright




Features Engineering

HaCkED By: TriCk aka Saywhat? /ba_ = __ ___at@hotmail.com Email Addresses

———

= 34 Did you know? Gaza

“We know the truth,
not by reason only,
but also by the heart.”

- Blaise Pascal

MORE VIDEOS ~

4 B » o) 003/5




Clustering

* BIRCH

- Balanced Iterative Reducing and Clustering
Hierarchies

e Do not materialize the entire distance matrix
— Statistical values are efficient to compute

— Quickly find the closest cluster for each new data
points




Clustering

e Scalability of BIRCH vs. DBSCAN (10 runs)

Measurement = Time [s] 1e7 Measurement = Memory [KB]
35000 _
Algorithm 7
DBSCAN
30000 ~ o BiRCH :
25000
o3 5
c
£ 20000 "
o
=
5 15000
7 3
o
@
= 10000 5
5000 1
0 W/'- 0 —Seo—@ g —8=
0 10000 20000 30000 40000 50000 60000 0 10000 20000 30000 40000 50000 60000

Number of Records Number of Records




Labeling

* Each cluster is represented by a succinct report
- Time span
- Screenshot thumbnails (by perceptual hash)
- Name of actors and teams
- Keywords used in campaigns (e.g. #opfrance)
— Category of targets (e.g, news, governmental sites)




FIndings



Organization of Actors

43% of actors join
one team, at least

CDF(x)

1.0 A

0.8 1

0.4 1

0.2 A

0.0

—_— ——
o

o ——

[=.1J Teams per Actor
=2 Joint Teams

C..22 Campaigns per Team
Joint Campaigns

Half of joint campaigns
are larger than 3

70% of campaigns do collaborate

5 10
x = Number of (ref. legend)




Geopolitical Real-World Events

e Successfully detected

Sep 2001 Feb 2002 Dec 2006

Jun 2009 Apr 2010

9/11 Gujarat Riots

Deepwater Horizon
Oil Spill

5 clusters sk
22 pages W&,&

Jan 2015 Nov 2016

Execution of S. Hussein Death of M. Jackson

0Own3d by FIREH4CK3R - Fail Shell

OWNED BY AIC

P

7 clusters ﬁ
7 pages

34 clusters
621 pages

14 clusters
214 pages

4 clusters |
79 pages LUTO MICHAEL JACKSON

May 2011 2012-2016 Nov 2014

Junker President of EU Charlie Hebdo Shooting

D. Trump President

204 clusters O hama
471 pages

1 cluster 204 clusters

664 pages

8 clusters
22 pages




The “Charlie Hebdo” case

JE ' SUIS

Hello.. Admin
I'm not Charlie
We are not Charlie
This message is clear
We are here to protect our prophet Mohamed
#OpFrance
#OpCharlie

Remember that name




The “Charlie Hebdo” case
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Affiliated actors
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The Israeli-Palestinian conflict

Example of large-scale
joint campaigns.
While the entire Israeli-
Palestinian conflict
Involves 12 campaigns,
opisreal and
opsavealagsa
represent the most
aggressive and active
ones.

ops vealaqsa

opisrael

f [Yout

alfal lagateam

top

\ .ﬁ- lestine
anonym usnla laysia \

s lam

info
com.br
Lk fr
edu.bd
gov. Atk
co.kr
au
gov . gh
it
perm;,ru
br
co.uk
de
Onl e

com. a_rl
|

ua
com.my
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ru
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in
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Anonymous Operations

Governmept—

Legal

Bus iness
Vs

Economy

anonymousma laysia
yonarmy
datemde\{maranan

anoncalapan
opfreeassange

Joint campaigns conducted by
anonymous-affiliated groups
against governmental sites.

.-_\_“-‘“‘-\-\_.

anonwira~anonprivate

off icialanonghgstph
anon jal . venezuelaanons

anonfami ly freeanons
anonuevo

anans_.tachirense

anoncyber

anon joker
anonb loc

anonghost forcaanoncyber
anonymousccg anonopsperu
anonymousperu
anonymouspor tugal

Malicious

sites Travel
Games

News ~

4
e Sports

Education
Entertainment

Restaurants Real

7 Food Estate
Religion




Long-Term vs. Aggressive Campaigns

palestine -
powhack -

root -

redhack -
rodape -
samarindahack -
syshack -
turkish -
venezuela -

savegaza -

spykids -
team_cc -
whackerz -

1 1 29 2 98 902 1629 1124
238 BEM 133 | 27 28 1 3
18 5 138 | 117 | 10 [P217 | 189 RS-V
69 1973 538 270 | 22 M 17 | 22 1 49 6
1 1 14 {iis |10 [E2e el 2o
seilllZal ap | Bheall 1 9 2 498 4
2 2 42 2 11 |izs 67 1 1
2 6 foigl 7 6 HIDCE 5 27 2 i
1 18 [iies 6o 2 54 1

211

554 2350 m 118 2

603 | 2339 S38148 909 2118 1561 283
1998 1999 2000 2001 2002 2003 2004 2005 2006 2007 2008 2009 2010 2011 2012 2013 2014 2015 2016

Campaign savegaza reacted to war events in the Gaza Strip —¢

20

12328 | 8436 WFEN

m 1693 197




Most targeted TLDs

Campaign: hdek3rsbr A
edu.ar

{x]
=

Example of a long-running
campaign named h4ck3rsbr. The
horizontal bars represent the
different sub-campaigns (60) with
their most targeted TLDs and teams
(next slide). This is a very generic
campaign, with different affiliates.
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Most targeted TLDs

COm.mx A
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Conclusions

Dark propaganda
Prevalling phenomenon

Driven by geopolitical motivations

Key targets, influencing sites

Contribute to make the Internet a better world!




Conclusions

e DefPloreX-NG

* GitHub (old code, new ask):
https://github.com/trendmicro/defplorex

* Paper*:
https://documents.trendmicro.com/assets/wp/
wp-web-defacement-campaigns-uncovered-
gaining-insights-from-deface-pages-using-
defplorex-ng.pdf

(*) Joint work with Federico Maggi, Ryan Flores, Lion Gu and Vincenzo Ciancaglini
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