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History,
facts & figures




.- History of signaling security

The state of signaling security
has not changed for almost 40 years.

Innovations of TODAY
rely on OBSOLETE technologies
from YESTERDAY

Although 4G networks use another signaling
protocol (Diameter), they still need to
interface with previous-generation mobile
networks for converting incoming SS7
messages into equivalent Diameter ones.

Trusted
ecosystem

1980

No security

2000

Massive
growth

Not trusted
anymore

2019

SS7 network developed. Trusted
environment for fixed-line
operators only. No security
mechanisms in the protocol stack.

SIGTRAN (SS7 over IP)
introduced. Number of operators
grows. Security is still missing.

Growing number of SS7
interconnections, increasing
amount of SS7 traffic. No security
policies or restrictions.

Huge number of MNOs, MVNOs,
and VAS providers. SS7 widely
used, Diameter added and
spreading. Still not enough
security!
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.- Now what can a hacker do?

Different Protocols
Same Threats

Track your location > ------ :

Easily e

Intercept your data, calls '\
and SMS messages

From
anywhere

: SS7
Take control of > _____ GTP
your digital identity Diameter

Steal your money

Any mobile

------------ Operator

Get access to your
email and social media

No special
skills needed

Perform massive denial
of service attacks
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.:Are these threats real?

All That's Needed To Hack Gmail And Rob Bitcoin: A Name And A
Phone Number

32?i_8r Bank Account Hackers Used PHISHME |

SS7 to Intercept Security Codes oty niiigence

Well-Known Signaling System 7 Protocol Flaws Exploited in Germany Metro Bank hit by Cyber attack used to
hatt Schwartz (Weuroinfosec) * May 5, 2017 ¢ 0 Comments elllpty CllStOlllel‘ aCCOlllltS
Credit Eligible /f share 7{ ( 9’: @ Sa&]a .2
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- Our worldwide research statistic
based on 70+ telecom security audits:

ALL

LTE networks are vulnerable
to denial of service attacks

4,000+

attacks hit a mobile network
operator per day

795%

of mobile networks put
subscribers at risk of geotracking

67%

of networks fail to prevent
bypass of SS7 protections

53%

of call tapping attempts
on-3G networks succeed

9 out of 10

of SMS messages can be
intercepted
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Most dangerous layers in SS7 structure

SS7
:- Users :
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SCTP

MTP1 IP
1+L2

‘ |

Owver PCM Over P
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Double MAP Vulnerability

We found the vulnerability in the mid 2018. TCAP Begin

During the year, we tested it on different telecom equipment and security tools.

Operation 1

Operation 2
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Positive Technologies: Double MAP CVD-2018-0015 (Dec 2018).

https://infocentre2.gsma.com/gp/wg/FSG/CVD/CVD%20Repositoryl/CVD-2018-0015%20-%20UNDER%20REVIEW/CVD-2018-0015%20Submission%20Form PT Double MAP.pdf



https://infocentre2.gsma.com/gp/wg/FSG/CVD/CVD Repository1/Forms/AllItems.aspx
https://infocentre2.gsma.com/gp/wg/FSG/CVD/CVD Repository1/CVD-2018-0015 - UNDER REVIEW/CVD-2018-0015 Submission Form_PT_Double_MAP.pdf

Double MAP vulnerability idea

Hide an illegitimate MAP component after another one that looks legal is
encapsulated in the same TCAP message.

There is one big problem — Application Context Name.

4
The Application Context Name is defined only once in a TCAP message.
\\
The Application Context Name value should accord with one particular OpCode.

N

* The first component is implemented, the second one is ignored.

TCAP Begin

ACN

Operation 1

Operation 2

* Terminating equipment rejects the TCAP message.

Nuances exist
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TCAP structure

TCAP—Transaction Capabilities Application Part

Protocal Info

GsM MAP invoke sendRoutingInfoForsSM

GsM MAP returnResultlast sendRoutingInfoForsM
£

TCAP Message Type—mandatory

Transaction IDs—mandatory

Dialogue Portion—optional

Component Portion—optional

> MTP 3 User Adaptation Layer
> Signalling Connection Control Part
4 Transaction Capabilities Application Part
[ # begin
[Transaction Id: &81281]
:| Source Transaction ID

> COMPONEnts . item
4 G5M Mobile Application
4 Component: invoke (1)
4 invoke
invokeID: 1
4 ppCode: localValue (@)

> msisdn :mlfz

sm-RP-PRI: True

> seruicetentreﬂ.ddress:WQS-FEJ
\,

localValue: sendRoutingInfoForsM (45)
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Basic nodes and IDs

MSISDN — Mobile Subscriber
Integrated Services Digital Number

GT — Global Title, address of a core
node element

IMSI — International Mobile
Subscriber ldentity

i =---Q

- STP — Signaling Transfer Point

Hnim---Q
|||||--&5
-|||||--L—J|:::|
—
Hm---Q
.|||||--- :
I <__>
mu--| <=
——
i ---Q
.IIIII---O.

HLR — Home Location Register
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MSC/VLR — Mobile Switching
Center and Visited Location Register

SMS-C — SMS Centre



IMSI

An IMSI identifier, by itself, is not valuable to an intruder

But intruders can carry out many malicious actions against
subscribers when they know the IMSI, such as:

» Location tracking
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» Service disturbance
» SMS interception

» Voice call eavesdropping

The IMSI is considered personal data as per GDPR.



Simple SMS delivery

SRI4SM — SendRoutingInfoForSM

~
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1. SRI4SM Request STP 1. SRI4SM Request
e MSISENL o > S 1511513 S — -

2. SRI4SM Response 2. SRI4SM Response
AT . s

<« NCAddIeSS e e < MSCAddress _ o e
3. MT-SMS 3. MT-SMS gt :
. IMSI . IMSI A K

b e 2 T = M e e




SRI4SM abuse by a malefactor

1. SRI4SM Request
*+ MSISDN

1. SRI4SM Request
+ MSISDN

STP

----------------- > e e R R e e e e e
2. SRI4SM Response 2. SRI4SM Response
* IMSI e [MSI

<«—=MSCAddress _ < MSCAddress _ o e
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SMS Home Routing in place

llllllllllllllllllllll
‘ .’

1. SRI4SM Request 1. SRI4SM Requ 4. SRI4ASM Reque

SMS_C .--M-SI-S-DN ------ q o STP ,-M§|§2[1 ----- -* %S Router ____'_EM_SI_SEN --------

I-- O | 5 SRI4SM Response 2. SRI4SM Respansk 5'- SRI4SM Response
* Fake IMSI e Fake IMSI = Real IMSI

MR Addres e SM_SB’_*d_dLeiS... i MSCAddress

mv 3. MT-SMS 3. MT-SMS: d. MT-SMs

* Fake IMSI * Fake IMSI * 2 Real IMSI
—=SMSTR e e e > = SMSText — Sy —a SMSText.

* .
0. .
llllllllllllllllllllll




SMS Home Routing against
malefactors

1. SRI4SM Request  STP 1. SRI4SM Requesi¥s Router

- MSISDN > MSIEDN -

2. SRI4SM Response m 2. SRI4SM Responge

e Fake IMSI = e Fake IMSI

* SMS-R Address \ SMS-R Address
« --------

HLR

I --- 0
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Case 1. Use the ACN for the illegitimate
component

Send me info....quack! quack!

TCAP Begin
ACN

Operation 1

S~ Operation 2

Don’t understand. Repeat one more time.
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Case 1. Use the ACN for the illegitimate

component

TCAP Begin

StatusReport_REQ

SendRoutingInfoForSM_REQ

STP HLR
_______’IIIII---O______’||||| .0
e 1
i O T
.|||||---o. - y ::::: —J
T | [— X 1='\'J||
ot
7
oo
)m TIE O
N

Send the message to
the SS7 FW for
inspection

SS7 FW

e ;'1:‘/

Mo.  Protocol Info

1 G5M MAP invoke statusReport invoke sendRoutingInfoForsM

SMS Router

Inspect the first
component only
and pass the
message into the
network

» MTP 3 User Adaptation Laver
» Signalling Connection Control Part
4 Transaction Capabilities Application Part
4 hegin
[Transaction Id: @8882+F27]
> Source Transaction ID
oid: @.8.17.773.1.1.1 (id-as-dialogue)
4 dialogusRequest
Padding: 7
» protocol-version: 88 (versionl)
application-context-name: E.4.E.E.1.E.2E.3[EshnrtMsgﬁatewandntext—u3}]
» components: 2 items
4 G5M Mobile Application
4 Component: invoke (1)

4 invoke
invokeID: 1
4 opCode: localvValue (@)

localValue:| statusReport (?4}]
» IMSI: 7284
4 G5M Mobile Application
4 Component: invoke (1)

4 invoke
invokeID: 3
4 opCode: localValues (@)

localValue:| sendRoutingInfoForsM (45}]
» msisdn: 1+5

sm-RP-PRI: True

> serviceCentreAddress : RN 2
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Case 1. Use the ACN for the illegitimate

component

TCAP Begin

StatusReport_REQ

SendRoutingInfoForSM_REQ

STP

__—————>""|...o ======>lmn--0

- — T ——— - -
-0 T

¢
|
|

SS7 FW

TCAP Continue

HLR

B

I
(e

- C)
"I"

MNo.  Protocol Info
1 G5M MAP  invoke statusReport invoke sendRoutingInfoForsM

2 G5M MAP  SACK reject

[ MTP 3 User Adaptation Layer

[ Signalling Connection Control Part

4 Transaction Capabilities Application Part
[ continue

4 G5M Mobile Application
4 Component: reject (49

4 reject
[+ invokeIDRej: derivable (@)
[+ problem: invokeProblem (1)

SMS Router
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Case 1. Use the ACN for the illegitimate

component

TCAP Begin

StatusReport REQ

SendRoutingInfoForSM_REQ

TCAP Continue

SendRoutinginfoForSM_REQ

STP

[n—o]= = ====="*[mio]======">

«—————

«_—_—__l

.IIIII---O. —— - ——— .|||||.. \

ni---0 i =- \

ot
o
e

SS7 FW

TCAP Continue

HLR

-0

—————}

i

f
(

O

M.

Protocol Info

1 G5M MAP  invoke statusReport invoke sendRoutingInfoForsM

2 G5M MAP  SACK reject

3 G5M MAP  invoke sendRoutingInfoForsM

[
[
F ]

MTP 3 User Adaptation Layver

Signalling Caonnection Control Part
Transaction Capahilities Application Part
[ continue

F

G5M Mobile Application
4 Component: invoke (1)
4 invoke
invokeID: 3
4 popCode: localValue (@)

lucalvalue:lsendRuutingInquurSH {45]]
[» msisdn: 5

sm-RP-PRI: True

¢ serviceCentreAddress : SNEENING 2

I‘/

SMS Router
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Case 1. Use the ACN for the illegitimate
component

TCAP Begin TCAP Continue MNo. Protocol  Info
1 G5M MAP invoke statusReport invoke sendRoutingInfoForSM

SendRoutingInfoForSM_REQ 2 GSM MAP  SACK reject
3 G5M MAP  invoke sendRoutingInfoForSM

StatusReport REQ

4 G5M MAP SACK reject returnResultlast sendRoutingInfoForSM

SendRoutingInfoForSM_REQ

[ MTP 3 User Adaptation Layer
[ Signalling Connection Control Part

A ransaction dpapllliTtles pplicatlion d
STP HLR T t£3 C biliti Applicati Part
[ end
— el L TTTTEEEY * ¥ B > (TTTTEEY e ) 4 G5M Mobile Application
= e e e = — .|_|.| — = = — 4 Component: reject (4)

mnim---Q —— e = = i -=- ; _——— = = - 4 reject

Y 1 T — . . .

|||||---o = == mm mm omm o= o a JL]e /\ = = e == == T — :i 1HVETEI[I)R?]' iegll“r:gle E?;

T T I 1_ — pro EMm:. 1AvVOoKEFro em

4 G5M Mobile Application
4 Component: returnResultlast (2)
4 returnResultlast
invokeID: 3 )
4| resultretres
4 opCode: localValue (@)
localValue: sendRoutingInfoForsM (45)

|

b

I

v |

m 81’,0 b IMST e 7 204
Co/

4 locationInfoWithLMSI

[ networkMNode-Number: 193449
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SS7 FW

TCAP Continue TCAP End

SendRoutingInfoForSM_RES




Case 2. Remove the Dialogue Portion

TCAP Beg_in

UpdateLocation_REQ

PY R RN

SendRoutinginfo_REQ

mni---0

i -"O.

mnim--=-0
1 |

Send the message to
the SS7 FW for
inspection

HLR

ni=---Q

f
(

Ma.

Protocol Length  Info

1 GSM MAP 226 invoke updatelocation invoke sendRoutingInfo

Inspect the first
component only
and pass the
message into the
network

MTP 3 User Adaptation Layer

Signalling Connection Control Part
Transaction Capabilities Application Part
4 hegin

IBojouyd3] aA1IISOd

[Transaction Id: @88852e8]
» Spurce Transaction ID
» components: 2 item
G5M Mobile Application
4 Component: invoke (1)

No Dialogue Portion

4 invoke .
e eelD: 1 and Component Portion
4 opCode: localValue (@) =

between Transaction ID

IDCEIValue:|updatELDcatiDn (Eﬂ
» IMSI? 871

» msc-Number‘:-@l@

» wlr-Number: a1

» wlr-Capability

G5M Mobile Application
4 Component: invoke (1)

4 invoke
invokeID: 2
4 opCode: localValue (@)

localValue: | sendRoutingInfo (22}]
» msisdn: 317




Case 3. Use the ACN appropriate for both

DeleteSubscriberData

ShortMsgGatewayContext SendRoutinglnfoForSM
ReportSM-DeliveryStatus

-
components 2
(o)
NetworkLocUpContext UpdateLocation —
RestoreData 2
-
SubscriberDataMngtContext InsertSubscriberData 3
o
Q
@
n

TCAP Begin

ACN

L4

AN

Operation 1

N~ Operation 2




Profile change scenario

v
o
gl
:I
<
MSC/VLR ®
o
0
-
-
— o
RAN (o]
«Q
Once a subscriber has been 6'
___________________________________ registered and a profile is 0

delivered to a new VLR, an
____________________________________ > HLR of the home network
may update the profile

____________________________________ »
VLR updates the
InsertSubscriberData Request: IMSI, Profile parameters profile in the DB
____________________________________ »
InsertSubscriberData Response
e = o o o o e e e e e e e e e e e e e e e e e e e e e e
TCAP End




How to abuse

InsertSubscriberData: IMSI, Profile details

HLR STP -
-
” -~ - U0
m m P ’, -~ International / National \\ = =~ < = — -
L < I LLLLLL e i SS7 network —-——"m'“e"—_—-»
=] _ -~y T ) T )
TR e nt /R | g
T / 7
S/
;, o1 !
A
/ / / /
/ / ;!
SMS-C A
/! ,’I' ,' Sending the InsertSubscriberData message using IMSI of a target
0l 1 K subscriber, the hacker is able to change the profile in the VLR. These
1= . . . ope .
I ,',' / changes may influence on service availability or a call processing.
4!
A
! !
/ . . o
/ / Input data: IMSI identity, VLR address as a destination node.
v !
MSC/VLR /'

[um--o]/,

/.

Al

=
<
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How to protect: ISD

MSC/VLR

InsertSubscriberData Request{ IMSI, Profile parameters
SCCP Calling GT:[Subscriber home networ

{10

InsertSubscriberData Request] IMSI, Profile parameters
ni---0 SCCP Calling GTf Hacker provider

( W0l N\ L L DL ,)(

The InsertSubscriberData message normally may come from external connections. This message must be addressed to
subscribers of the message originated network.

If the InsertSubscriberData message comes from external links and subscriber's origin does not correlate with
originating address it should be blocked. This is the Category 2 message regarding GSMA FASG classification.
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Case 3. Use the ACN appropriate for both

components

TCAP Begin

InsertSubscriberData_REQ

DeleteSubscriberData_REQ

STP MSC/VLR
______—’ |||||---o el G FTTTT R o)
TITTEY:) el ol

Mo.  Protocol Info

1 GSM MAP  invoke insertSubscriberData invoke deleteSubscriberData

; e ; ]I"I-- ::><:: }:1::;;<‘_

mni---0
—

<

-
-

2N

Send the message to
the SS7 FW for
inspection

% Inspect the first

component only
SS7 FW
and pass the
message into the
network

» MTP 3 User Adaptation Laver
» Signalling Connection Control Part
4 Transaction Capabilities Application Part
4 hegin
[Transaction Id: @8884+2bh]
» Source Transaction ID
oid: @.8.17.773.1.1.1 (id-as-dialogue)
4 dialogueRequest
Padding: 7
> protocol-version: 88 (versionl)
application-context-name: 2.4.8.8.1.8.16.3 ksubscriberDataMngtCnntext—u3ﬂ
» components: 2 items
4 G5M Mobile Application
4 Component: invoke (1)
4 invoke
invokeID: 1
4 ppCode: localValue (@)
lucalvalue:[insertSuhscriherData (?H
category: Ba
4 GSM Mobile Application
4 Component: invoke (1)
4 invoke
invokeID: 2
4 opCode: localValue (@)

localValue:| deleteSubscriberData (Sﬂ
> IMSI: TS

[ouyod] dAIlIsod
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Case 3. Use the ACN appropriate for both

components

TCAP Begin

InsertSubscriberData_REQ

DeleteSubscriberData_REQ

STP

[n—o]= = ====="*[mio]======">

mnim---0 D = ]

:IIII---(i }IIII-- ::><::

%;.‘I:

SS7 FW

TCAP Continue

Mo,

Protocal Info
1 GSM MAP  invoke insertSubscriberData invoke deleteSubscriberData

2 G5M MAP  returnError

MSC/VLR
mu---0
i --al
x ->

.|
I||||| <«

MTP 3 User Adaptation Layer
Signalling Connection Control Part

4 Transaction Capabilities Application Part

| continue
G5 Moblle Application
4 Component: returnError (3)
4 returnError
invokeID: 1
I errorCode: localValue (@)
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Case 3. Use the ACN appropriate for both

components

TCAP Begin

InsertSubscriberData_REQ

DeleteSubscriberData_REQ

TCAP Continue

InsertSubscriberData_REQ

InsertSubscriberData_REQ

Mo,

Protocol Infa
1 GSM MAP  invoke insertSubscriberData invoke deleteSubscriberData
2 G5M MAP  returnError

3 G5M MAP  invoke insertSubscriberData invoke insertSubscriberData

STP MSC/VLR
———————> up--Q|======> lmn--0
-0 DN TS T T T T sl
——————— —_————
T - y - 4'.-:
= N —l

ni---0

.IIIII"'O
—]

SS7 FW

TCAP Continue

ot
o
e

Inspect the first
component only
and pass the
message into the
network

MTP 3 User Adaptation Layer
Signalling Connection Control Part
Transaction Capabilities Application Part
> continue
G5M Mobile Application
4 Component: invoke (1)
4 invoke
invokeID: 3
4 opCode: localValue (@)
localValue: insertSubscriberData (7)
subscriberStatus: serviceGranted (@)
G5M MobiTe Application
4 Component: invoke (1)
4 invoke
invokeID: 4
4 opCode: localValue (@)
localValue: insertSubscriberData (7)

> 1usT: SEIEe 75

» vlrCamelSubscriptionInfo
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Case 3. Use the ACN appropriate for both
components

TCAP Begin

InsertSubscriberData_REQ

DeleteSubscriberData_REQ

TCAP Continue

InsertSubscriberData_REQ

InsertSubscriberData_REQ

mnim---0

ni---0

.IIIII"'O
—]

STP

—-—————===r o m——————

4______________; i -l — e ——»
IIIII---O. = == = = = = - .|||||.. \/\ = = = = —

4
pra
=S

SS7 FW

TCAP Continue

TCAP Continue

ReturnResultLast

MSC/VLR

i -==-Q

-0 ]

Mo,

Protocol Info
1 G5M MAP  invoke insertSubscriberData invoke deleteSubscriberData
2 G5M MAP  returnError
3 G5M MAP  invoke insertSubscriberData invoke insertSubscriberData

4 G5M MAP returnResultlast insertSubscriberData

I »
-
1=
»

MTP 3 User Adaptation Laver
Signalling Connection Control Part

4 Transaction Capabilities Application Part

[ continue
GSM Mobile Application
4 Component: returnResultlast (2)
4 returnResultlast
invokeID: 3
[+ resultretres
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Case 3. Use the ACN appropriate for both
components

TCAP Begin

InsertSubscriberData_REQ

DeleteSubscriberData_REQ

TCAP Continue

InsertSubscriberData_REQ

InsertSubscriberData_REQ

mnim---0

ni---0

.IIIII"'O
—]

-———=====>lun---0

4______________; i -l — e ——»
IIIII---O. = == = = = = - .|||||.. \/\ = = = = —

STP

——————>

4
pra
=S

SS7 FW

TCAP Continue

TCAP Continue

ReturnResultLast

TCAP Continue

ReturnResultLast

Mo,

Protocol Info
1 G5M MAP  invoke insertSubscriberData invoke deleteSubscriberData
2 G5M MAP  returnError
3 G5M MAP  invoke insertSubscriberData invoke insertSubscriberData
4 G5M MAP  returnResultlast insertSubscriberData

5 G5M MAP returnResultlast

MSC/VLR
mu---0
i --al
x ->

.|
I||||| <«

MTP 3 User Adaptation Layer
Signalling Connection Control Part

4 Transaction Capabilities Application Part

b continue
GSM Mobile Application
4 Component: returnResultlast (2)
4 returnResultlast
invokeID: 4

[ouyod] dAIlIsod
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Case 3. Use the ACN appropriate for both
components

TCAP Begin

InsertSubscriberData_REQ

DeleteSubscriberData_REQ

TCAP Continue

InsertSubscriberData_REQ

InsertSubscriberData_REQ

ni---0

.IIIII-"O.
—]

STP

-———====?llge.o|=--—-=—=—-=

ni---0 ::-_:-_:-_:-_:-_:-_:-': I = al <t-_:-_:-_:-_:-_:-’>
.IIIII---O. = == = = = = - .|||||.. \/\ = = = = —

ot
o
e

SS7 FW

TCAP Continue

TCAP Continue

ReturnResultLast

TCAP Continue

ReturnResultLast

Mo.  Protocol
1 G5M MAP
2 G5M MAP
3 G5M MAP
4 G5M MAP
5 G5M MAP

Info

invoke insertSubscriberData invoke deleteSubscriberData
returnError

invoke insertSubscriberData invoke insertSubscriberData
returnResultlast insertSubscriberData

returnResultlast

6 TCAP

End dtid(@48alsaf)

TCAP End
MSC/VLR
i ---Q
1= al
x ->
|-
I||||| <

[ MTP 3 User Adaptation Layer
[ Signalling Connection Control Part
4 Transaction Capabilities Application Part

- end

a
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Case 3. Use the ACN appropriate for both
components

TCAP Begin

InsertSubscriberData_REQ

DeleteSubscriberData_REQ

TCAP Continue

InsertSubscriberData_REQ

InsertSubscriberData_REQ

-———=====>lun---0
[woo] - T TTTTT

mnim---0

ni---0

nii---0
1 1

———————>

STP

I|||||---o <———————-.|||||..X - ————
t

) P R, AU

TN
EERES

SS7 FW

TCAP Continue

TCAP Continue

ReturnResultLast

TCAP Continue

ReturnResultLast

Mo.

Protocol Info
1 G5M MAP
2 GSM MAP
3 G5M MAP
4 G5M MAP

invoke insertSubscriberData invoke deleteSubscriberData
returnError

invoke insertSubscriberData invoke insertSubscriberData
returnResultlast insertSubscriberData

5 G5M MAP  returnResultlast

o TCAP End dtid(e4ealaaf)

7 Camel-v2 invoke initialDP

TCAP End
MSC/VLR
mu---0
i --al
x ->
.|
I||||| <«
]
/ a

MTP 3 User Adaptation Layer
Signalling Connection Control Part
Transaction Capabilities Application Part
[ begin
Camel-V2
4 invoke
[ invokeId: present (8)
[ opcode: local (@)
4 InitialDPArg
servicekey: 1
[ callingPar’tyNumber:ngﬁ
callingPartysCategory: operator, language English (2)
[ locationNumber:
[ bearerCapability: bearerCap (@)
eventTypeBCSM: collectedInfo (2)
b InST: SREANIge 55
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Case 3. Use the ACN appropriate for both
components

TCAP Begin

InsertSubscriberData_REQ

DeleteSubscriberData_REQ

TCAP Continue

InsertSubscriberData REQ

InsertSubscriberData_REQ

STP

[n—o]= = ====="*[mio]======">

mnim---0

) PR L APy

ni---0

nii---0
1 1

«_—_—__l

«—————

_— e mm e = = — e = -
ni---0 4———————-.|||||..\/\4———__.

—————}

________I__l_______ -

TCAP Continue

TCAP Continue

ReturnResultLast

TCAP Continue

ReturnResultLast

Mo.  Protocol Info
1 GSM MAP invoke insertSubscriberData invoke deleteSubscriberData
2 G5M MAP  returnError
3 GSM MAP  invoke insertSubscriberData invoke insertSubscriberData
4 G5M MAP  returnResultlast insertSubscriberData
5 G5M MAP  returnResultlast
o TCAP End dtid(848alsaf)
7 Camel-v2 invoke initialDP

8 Camel-vZ invoke connect

TCAP End
MSC/VLR
i ---Q
1= al
x ->
|-
I||||| <

Iy

7’

[ MTP 3 User Adaptation Layer
[ Signalling Connection Control Part
4 Transaction Capabilities Application Part
[> end
4 Camel-V2
4 invoke
[ invokeId: present (@)
[ opcode: local (@)
4 ConnectArg
4 destinationRoutingAddress: 1 item

B Calledpartyuumber:mlaz

Santa Crug del Nort:

o

» Havana

M:
.0 Jaréjco

Sap<Jose de las Lajaso
L >
émisa /| Quivicén Gies :

1
(mlra de Melena TRy
Nueva'l
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Case 4. Infinite loop

/_\

Don’t understand. Repeat one more time.

Send me info....quack! quack!
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Case 4. Infinite loop

TCAP Begin

InsertSubscriberData_REQ

ProvideSubscriberinfo_ REQ

Both MAP components
do not contradict FS.11

Mo, Protocol Info

1 G5M MAP invoke insertSubscriberData invoke provideSubscriberInfo

STP MSC/VLR
———————> up--Q|======> lmn--0
-0 T ;' i --al
: ] T T -
-0 i - / T b
= T oY —*

|
|
|
v

4
oW
—

SS7 FW

If the SS7 FW
inspects all the
components it does
not find any
illegitimate data

[ Signalling Connection Control Part
4 Transaction Capabilities Application Part
4 hegin
[Transaction Id: @@@882ef7]
[ Source Transaction ID
oid: 8.8,17.773.1.1.1 (id-as-dialogue)
4 dialogueRequest
Padding: 7
[ protocol-version: 8@ (versionl)
application-context-name: 9.4.9.6.1.6.15.3[{subscriberDataHngtContext—VSJ]
[+ components: 2 items
4 G5M Mobile Application
4 Component: invoke (1)
4 invoke
invokelID: 1
4 opCode: localValue (8)
localValuey insertSubscriberData (7) ]
[ IM5I: 262
category: 8a
4 GSM Mobile Application
4 Component: invoke (1)

4 invoke
invokeID: 2
4 opCode: localValues (8)

localValuey provideSubscriberInfo (78) ]
[ IMSI: 262
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Case 4. Infinite loop

TCAP Begin

InsertSubscriberData_REQ

ProvideSubscriberinfo_ REQ

STP
:_—_—_—_—_—_—_’_ 1i---0| =
ni---0 i =- al

o X

ot
o
e

SS7 FW

TCAP Continue

ReturnError

Reject

Mo,

Protocol Info
1 G5M M&P  invoke insertSubscriberData invoke provideSubscriberInfo

2 GSM MAP returnError reject

MSC/VLR
mu---0
i --al
- -

.|
I||||| <«

1%

1%

1%

Signalling Connection Control Part
Transaction Capabilities Application Part
G5M Mobile Application
4 Component: returnError (3)
4 returnError
invokeID: 2
[ errorCode: localValue (@)
GSM Mobile Application
4 Component: reject (4)
4 reject
[+ invokeIDRej: derivable (@)
[+ problem: invokeProblem (1)
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Case 4. Infinite loop

TCAP Continue

ProvideSubscriberinfo_ REQ

TCAP Begin

InsertSubscriberData_REQ

ProvideSubscriberinfo_ REQ

Ma. Protocol Info

1 G5M MAP  dinvoke insertSubscriberData invoke provideSubscriberInfo
2 G5M MAP  returnError reject

3 GSM MAP  dinvoke provideSubscriberInfo

STP MSC/VLR
:_—_—_—_—_—_—_ﬁ m--o| e T > [ume-0
TITEET:) it FTTITEE ;I______’ i --al
I I y I -
-0 T / T b
1 | [ — \ |—4-

ot
o
e

SS7 FW

TCAP Continue

ReturnError

Reject

[» Signalling Connection Control Part
4 Transaction Capabilities Application Part
continue
4 G5N Moblle Applicatien
4 Component: invoke (1)
4 invoke
invokeID: 2
4 opCode: localValue (@)

localValue: provideSubscriberInfo (78)
b IMSI: “252

[ reguestedInfo
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Case 4. Infinite loop

TCAP Begin

InsertSubscriberData_REQ

ProvideSubscriberinfo_ REQ

TCAP Continue

ProvideSubscriberinfo_ REQ

mnim---0

mni---0
| —1]

Mo, Protocol
1 G5M MAP
2 G5M MAP
3 G5M MAP

Info

invoke insertSubscriberData invoke provideSubscriberInfo
returnError reject

invoke provideSubscriberInfo

4 G5M MAP

reject

STP MSC/VLR

o T T T T T > -0
als T [al
T / - -

= N —l

TCAP Continue

ReturnError

Reject

TCAP Continue

> Signalling Connection Control Part
4 Transaction Capabilities Application Part

: continue

4 G5M Mobile Application
4 Component: reject (4)

4 reject

[ invokeIDRej: derivable (@)
[ problem: invokeProblem (1)
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Case 4. Infinite loop

JOUuyo9] SANISOH

| Mo, Protocol Info
TCAP Begin S — 1 GSM MAP  invoke insertSubscriberData invoke provideSubscriberInfo
TCAP Continue 2 G5M MAP  returnError reject
InsertSubscriberData_REQ 3 G5M MAP  invoke provideSubscriberInfo
ProvideSubscriberinfo_ REQ 4 G5M MAP  reject
ProvideSubscriberlnfo_REQ 5 G5M MAP 1nvoke provideSubscriberInfo
STP MSC/VLR
[ Signalling Connection Control Part
— — — — — — — > R — — — — — — > IIIII--- » » » » » »
4_ —_ e e e = 1 (o] - —— = = - (o] 4 Tr‘ansac‘.u:mn Capabilities Application Part
———————’ﬁ——————»m [* continue
_|||||---o. € ——— e —— _"l"" " - —-——— | Y 4 G5M Mobile Application
T T / T 4—_> 4 Cl:tm;.:ronent: invoke (1)
1 | T— \ — <= 4 1nvoke
invokeID: 2

4 ppCode: localvalue (@)
localValue: provideSubscriberInfo (7@)

b InsT: SN 2

[* requestedInfo

salbo

ot
o
e

SS7 FW

TCAP Continue TCAP Continue

ReturnError

Reject




Case 4. Infinite loop

TCAP Begin

InsertSubscriberData_REQ

ProvideSubscriberinfo_ REQ

mnim---0

mni---0
1 1

ToAD -~ P |

TCAP Continue

ProvideSubscriberinfo_ REQ

STP MSC/VLR

i ---Q

i -==-Q

TR - ]

Mo, Protocol
1 G5M MAP
2 G5M MAP
3 G5M MAP
4 G5M MAP
5 G5M MAP

Info

invoke insertSubscriberData invoke provideSubscriberInfo
returnError reject

invoke provideSubscriberInfo

reject

invoke provideSubscriberInfo

6 G5M MAP

SACK reject

I|||||-- X - :.-:

TCAP Continue

ReturnError

Reject

ToAD -~ . |

TCAP Continue

[ Signalling Connection Control Part
4 Transaction Capabilities Application Part

[» continue

4 G5M Mobile Application
4 Component: reject (4)

4 reject

> invokeIDRej: derivable (8)
> problem: invokeProblem (1)
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Case 4. Infinite loop

| Mo, Protocol Info
1 G5M MAP  invoke insertSubscriberData invoke provideSubscriberInfo
| 2 G5M MAP  returnError reject

TCAP Begin TeAn-a

ToAD o it |

InsertSubscriberData_REQ S | 3 G5M MAP  invoke provideSubscriberInfo
S — 4 GSM MAP reject
ProvideSubscriberinfo_ REQ TCAP Continue Z E:: ﬂs ;’;::kie?Zz:idESubscriberInfu
ProvideSubscriberinfo_REQ 7 GSM MAP  invoke provideSubscriberInfo
8 G5M MAP reject
STP MSC/VLR
[ Signalling Connection Control Part
:_ ____________ ’_ ni=--Q — - — - >. i -==-Q 4 Transaction Capabilities Application Part
_______ » I R O e | I+ continue
_lllll---o_ € ——— e —— LU e - ——— s - > 4 GSM Mobile Application
T ) T i --| € 4 Component: reject (4)
\ 4--’ 4 reject
1 | | m—— | ——
[» invokeIDRej: derivable (@)
| f [ problem: invokeProblem (1)
oy
Voo
m In a testbed, this transaction kept working for
% about 60 hours — from Friday evening until
Monday morning.
SS7 FW
. ro |
TCAP Continue | Th reats

ToAD -~

ReturnError

e * Signaling channels load

Reject

* May affect a signaling monitoring system

Reject

|
. |
* TCAP Continue | * Processor load
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Bonus vulnerability

Operation Code Tag abuse
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ITU-T Q.773 Recommendation

ITU-T Q.773 — Transaction capabilities formats and encoding

Table 22/Q.773 — Coding of Operation Code Tag

H G F E D

[Local Operation Code Tag

0 0 0 0 0

Global Operation Code Tag

0 0 0 0 0

Ma. Protocol Info

1 G5M MAP invoke sendRoutingInfoForsM
2 G5M MAP returnResultlast sendRoutingInfoForsM

» Signalling Connection Control Part

» Transaction Capabilities Application Part
4 GSM Mobile Application
4 Component: invoke (1)
4 invoke
invokeID: 1

J“Ep[ude: localValue (@)
Tocalvalue: sendRoutingInfoForsM (45)

80a@ 1f al 1d 82 el alwm 15 88 @7 9
eobe SN 51 o1 82 91

g8ce a8 a8
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Operation Code Tag abuse

The STP/FW is looking for

JOUuyo9] SANISOH

salbo

a Local OpCode. Global MSC/VLR
OpCodes are ignored. -0 No. Protocol  Info
T al 1 G5M MAP invoke
I =)
T b
— <=
[ MTP 3 User Adaptation Layer
[ Signalling Connection Control Part
[ Transaction Capabilities Application Part
STP/FW HLR 4 GSM Mobile Application
4 Component: invoke (1)
w--of 0| -0 4 invoke
- - r— invokeID: 1
mnimn---0 i -~ L1111 EX5 ?
- - A — \ Sty J‘DDCDUE. globalValue {1!
Hi===0 % / I = p— gElobalvalus: I.5 (1s0.5)
| —] — \ 1=8 4 Unknown invokeData @
[ [Expert Info (Warning/Malformed): Unknown invokeData @]
2EE2 88 88 Ze fc bb le 28 1c 86 @7 88 11 86 85 81 8l N O OETEEEEEE
2890 @1 =@ 11 6@ @F 50 @2 67 50 al @9 BE @7 B4 @8 88 .- ...
1nii- O 802 91 88 14 935.: 1f al 1d @2 o1 ol [CEFNEE e 15 - .-1..- ---[iEe-
2abo e ) 81 81 82 a7 91' - e
||||| B8ch [ T

SMS Router




Operation Code Tag abuse

The STP/FW is looking for

a Local OpCode. Global
OpCodes are ignored.
mm---0l_ _ _ _ _ o 0| >
.|||||..-o. - ———— — 81/'08 - — — — —
.IIIII---O. SS@O,
1 |
The destination network
element replies with the
Local OpCode and
requested data.

MSC/VLR

ni=---Q

== al

T b

Ma.

Protocol  Info
1 G5M MAP invoke

2 G5M MAP returnResultlast sendRoutingInfoForsM

» Signalling Connection Control Part

» Transaction Capabilities Application Part

4 G5M Mobile Application
4 Component: returnResultlast (2)

4 returnResultlast

invokeID: 1
4 resyliretres

d|(opCode: localValue {B]l

> IMSI:

Tocalvalue: senanufingInananM (45)

567

» locationInfolWithLMSI

2abe

81 99 88 59 a4 57 49 a4
@ @7 8e 11 86 85 8l al
88 al &9 &85 a7 a4 ba ee

B8e 85 al a3 a2 a1 aa
1a 30 15 04 03 SEEMINSNIIY
20 75 51 07 o1 SNSRI

@8 @ Ze fc 6b 2a 28 28
@l a@ 1d 61 1b 868 82 a7
el &8 14 a5 az @3 82 el
Bc B8 a2 1+ @2 81 el 3e
65 7
aa ea ae
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Operation Code Tag abuse

The STP/FW is looking for

-

a Local OpCode. Global MSC/VLR
OpCodes are ignored. ---0
i -=- al
nn-- :I Equipment of four vendors reply to signaling
T messages with the Global OpCode.
HLR
_______ O LU o [ L, [0
0| 81/'08 I ‘@
.|||||---o. SS@O, IIIII-1;+:J|
| | 4 1=L-J
The destination network
element replies with the 81,,083
Local OpCode and e

requested data.
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Conclusion

1. Check if your security tools are effective against new vulnerabilities.

2. Use an intrusion detection solution along with an SS7 firewall in order to detect
threats promptly and block a hostile source.

salbojouyda] dAI}ISOd ::

3. Block TCAP Begin messages with multiple MAP components.
We observed only one legal pair:
BeginSubscriberActivity + ProcessUnstructuredSS-Data.

4. Configure the STP and SS7 firewall carefully. Do not forget about Global
OpCodes.

5. All this information goes to FS.11 within the current CR.



:: Positive Technologies

Thank you!

Kirill Puzankov
kpuzankov@ptsecurity.com
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