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Pain point

Key method | Wait Time |Find new attack | Deep
interface coverage
No No or

Syzkaller Code Long
coverage unknown
feedback

AFL Code Long No No or
coverage unknown
feedback

Code Review Person by Unknown Yes Yes
Person
knowledge

Elk% B% E E: Hook and Short Yes Yes

taint

<
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Hourglass Fuzzing Philosophy

Upsider data/execution
flow

@S User mode

system call,
binder, socket, IPC *L _g memory map,

binder in kernel ...

_ Kernel mode

Lower privilege I

Y

Higher privilege services
as you can imagine

<
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Hourglass Fuzzing
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User Space Fuzzing
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< 1. Attac

— Choosing Strategy
— Modules We Select

e 2.Sanitizer Support

* 3. Fuzzing Strategy

e 4. Best Practice
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Attack Interface --- selection
* Relatively High Priority
— System service related process

e Have Vulnerabilities Before
— Bluetooth, NFC...

* Expose Ports for Receiving Data

— Have uniform data format

<
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Attack Interface --- selection

/xss***xxxx***xxxx***xxx****xxx****xxx***xxxx***xx*****xx*****xxx***xxss***xxss*

=
q

/*88***2*33***8833***XXX****XK%****XXX***88*****88*****88*****3**************88*

=

* Function sdp_data_ind

Description This function is called when data is received from L2CAP.

>
>
= if h igi f th i h
it we are the originator of the connection, we are the SDP
+ e . s . s . e ae .
‘ /83****XX*****8833***888****888****888***3833***883****883****833***8833***88***
=
Vv =

. * Function hidd_12cif_data_ind

>
>
. * Description Handler incoming data on L2CAP channel

=
* R
. * Returns void

>
xR

XXX***ZX*X***ZZ*****ZX*****S******8*******33**********83#****822***8883***8888/
static void hidd_l2cif_data_ind(uintlé6_t cid, BT_HDR* p_msg) {

tHID_CONN* p_hcon;

uint8_t* p_data = (uint8_t*)(p_msg + 1) + p_msg->offset;
— llavc Julliivl il uawa 1viiiiald

stat
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B|U€t00th — Architecture in brief

APPLICATION FRAMEWORK
/ Apps android.bluetooth

Binder

BLUETOOTH PROCESS
packages/apps/Bluetooth
Bluetooth Service Bluetooth Profiles

packages/apps/Bluetooth/jni
BLUETOOTH STACK HIDL — HIDL INTERFACES
system/bt hardware/interfaces/bluetooth
Bluetooth App Layer

VENDOR IMPLEMENTATION

Bluetooth Embedded System Bluetooth Controller

: | =
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Bluetooth -- Module View
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Bluetooth -- source Tree

MODULE_LICENSE_APACHE2

NOTICE

- fJ ~ L‘ . AJIAIM - T ™ T " ™.~

‘"ul

a2dp/
Android.bp
avct/
avdt/
avrc/
bnep/

btm/

btu/
BUILD.gn

gap/
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nio

audio_a2dp_hw/

audio_hearing aid hw/

gatt/
hcic/
hid/
include/
12cap/
mcap/
pan/
rfcomm/
sdp/
smp/
srvc/
test/

maLiys

10-Aug-2018
10-Aug-2018
10-Aug-2018
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Bluetooth -- Architecture in detail

(Process Data)
sdp_data_ind
12c_csm_open
12c_csm_execute
12c_acl_rcv_data
btu_message_loop

I Various Bluetooth Devices

Copyright 2018 Trend Micro Inc.

v

Read UIPC Data Call Stack

Application Layer

Music Stream (A2DP, UIPC...) |

(Process Data)

UIPC_Read

btif a2dp_source_read_callback
a2dp_sbc_read_feeding

a2dp_sbc_encode_frames

a2dp_sbc_send_frames

btif_a2dp_source_audio_handle_timer

(Low Layer Pass Data In)

File Stream (OBEX) |

Local
Commutication

Bluetooth Stack

Link Manager

Link Controller

Baseband(ACL, SCO....)

Radio Layer

Vendor & Kernel & Hardware

upP
Layer

Down
Layer
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Bluetooth

-- Startup work flow

Init Flow

init

bte_main_boot_entry

'

post_to_hci_message_loop

Enable Flow
enable

!

start_up_stack_async

.

_up_stack [

ensure_stack_is_initilialized

v PAN_INIT

event_init_stack

AVRC_INIT

BENP_INIT

btif_dm_upstreams_evt

BTE_InitStack

A2DP_INIT

GAP_INIT

Copyright 2018 Trend Micro Inc.

l
bta_sys_init btu_init_core
btif_enable_bluetooth_evt
/ HID_INIT
| btif_dm_init | btif_pan_init | btif_sock_init | btm_init || 12¢_Init sdp_init ” gatt_Init | smp_init | btm_bit_Init | RFCOMM_INIT
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Bluetooth ---- packet Structure & Common Dispatcher

BT _HDR
e Common Header Structure
for each packet

typedef struct {
uint16_t event;
uint16_t len;
uint16_t offset;
uint16_t layer_specific;
uint8_t dataf[];

} BT_HDR;

uint8_t* p = (uint8_t*) (p_msg + 1) + p_msg->c

Copyright 2018 Trend Micro Inc.

HCI Process
e Common Dispatcher

void btu_hci_msg_process(BT_HDR* p_msg) {
/* Determine the input message type. */
switch (p_msg->event & BT_EVT_MASK) {
case BT_EVT_TO_BTU_HCI_ACL:
/* All Acl Data goes to L2CAP */
12c_rcv_acl_data(p_msg);
break;

<
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Bluetooth --- Remote Communication

typedef struct {

uint16_t event

uint16_t len-:-—'—'_'_'__——-

UINt16_t Offset jmmmmmmm———
uint16_t layer_specif i i —
uint8_t datapld

} BT_HDR;

Copyright 2018 Trend Micro Inc.

LSB

Pair Request

1 octet 0-22 or 64 octets MSB

Code Data

SMP Data Format

fixed_channel switch

12c_acl_rcv_data

Low Layer
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Bluetooth --- Remote Communication

High Layer
A

typedef struct {
uint16_t event;
uint16_t len;
uint16_t offset

uint16_t layer_specific..'___ﬁ-

uint8_t data[Jl;
} BT_HDR; \

pdu_id: SDP_PDU_SERVICE_SEARCH_ATTR_REQ trans_num

param_len

12c_csm_exexute

Low Layer

12c_acl_rcv_data

Copyright 2018 Trend Micro Inc.
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Bluetooth --- Local Communication

Push data to
UIPC Port for MUSIC Play APP
BT to read
UIPC_Read e
T v Encode
btif_a2dp_source_read_callback Data
'y Read
o
Data
Via a2dp_sbc_read_feeding

UIPC

T Encoding Data 1
A 4

a2dp_sbc_encode_frames :_",,__"..__“..__”.':_
i L

a2dp_sbc_send_frames

Encoding Internal
Functions

Send to Remote Device
(Headset)
via L2CAP

L2CAP LAYER

e
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Bluetooth --- Local Communication
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Bluetooth --- Target functions

* Packets Processing Cal

— Each profile

— Each protocol

24 Copyright 2018 Trend Micro Inc.

RFCOMM_BufDatalInd
PORT_DataInd
mca_tc_data_ind
mca_l2c_data_ind_cback
avct_1l2c_data_ind_cback
gap_data_ind
hidd_12cif_data_ind;
hidh_1l2cif_data_ind
sdp_data_ind
pan_data_ind_cb
avdt_ad_tc_data_ind
avdt_12c_data_ind_cback
bnep_data_ind
smp_data_received
smp_br_data_received
gatt_data_process

<
12c_rcv_acl_data REND  research



Sanitizer Support

* ASAN

— SANITIZER_TARGET=address mm

25 Copyright 2018 Trend Micro Inc. ) TREND research



Fuzzer Overview

_____________________ [3] Taintdatain
interceptor

[2] Repeat Agent [1] Deploy Interceptor via

Fuzz agent onto Bluetoothd

BT pair
File Share

[4] Crash field collection when
crash monitored

Fuzz Source Agent

Script
Crash Field Archive |

| |
| I
| I
| BlueTooth I
| - Driver :
| |

I

and30oI1o

BlueTooth

A
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* Fuzzing Strategy

— Fuzzing Agent Choosing Strategy

e Easy to control

° Easy +A avtand

FAIDA

@ python’
JS

P, a
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* Fuzzing Strategy

* Fuzzing Agent Choosing Strategy

— Easy to control
— Easy to extend
* Monitor

— Collecting Enough information for locating crash point
— Monitoring Target Status

— Remove Duplicated Crash

<
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* Fuzzing Strategy
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* Fuzzing Strategy

* Fuzzing Agent Choosing Strategy
— Easy to control
— Easy to extend
* Monitor
— Collecting Enough information for locating crash point
— Monitoring Target Status
* Reproducer

— Easy to reproduce the crash

A
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Fuzzing Strategy

Re-invoke
frida

Controller

Frida

[

Send
msg
if
target
died

Control Wrapper

Push
Fuzzing
Script
to
Device

Monitor

Crash Info Store

Copyright 2018 Trend Micro Inc.

Log Processor

ADB Wrapper

JS Interpretor
(Powered by Frida)

Hook!

Target Process

com.android.bluetooth
(libbluetooth.so)

com.android.nfc
(libnfc-nci.so)

Logs

<
Get Log and TombStone

ADBD

P
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* Best Practice

— Export target functions

32 Copyright 2018 Trend Micro Inc. , MMMMM resea r'c'h
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* Best Practice

— Frida loop up symbols

e Use enum not directly findByExportName

function {

console.log(exp.name)

Copyright 2018 Trend Micro Inc.
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* Best Practice

— Right Data Address

e Calculate as the source code do

uint8 t* p = {(uint8 t*) (p msg + 1) + p msg->offset;

typedef struct { console.log('12c_rcv_acl data');

uint16_t event; — - —

uint16_t len: var bt_hdr = ptr(args[0]);

uint16_t offset; var len = Memory.readU16(bt_hdr.add(0x2));

int16_t 1 1 -

Si:tg_; dai;"f;fp var offset = Memory.readU16(bt_hdr.add(0x4));
} BT_HDR; var data = bt _hdr.add(0x8).add(offset);
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Kernel Space Fuzzing

* Introduction
* User Space Fuzzing

<° Kernel Space Fuzzing

— Passive fuzz architecture
— Automatic passive fuzz
— Case study

* Demo
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Introduction

2019-01-05 security patch level vulnerability details

In the sections below, we provide details for each of the security vulnerabilities that apply to the 2019-01-05 patch level.
Vulnerabilities are grouped under the component they affect and include details such as the CVE, associated references,
type of vulnerability, severity, component (where applicable), and updated AOSP versions (where applicable). When
available, we link the public change that addressed the issue to the bug ID, such as the AOSP change list. When multiple
changes relate to a single bug, additional references are linked to numbers following the bug ID.

Kernel components

The most severe vulnerability in this section could enable a local malicious application to execute arbitrary code within
the context of a privileged process.

(/3 References Severity Component

CVE-2018-10876 A-116406122 EoP High extd filesystem
Upstream kernel

CVE-2018-10880 A-116406509 EoP High extd filesystem
Upstream kernel

CVE-2018-10882 A-116406626 EoP High extd filesystem
Upstream kernel

CVE-2018-13405 A-113452403 EoP High Filesystem
Upstream kernel

CVE-2018-18281 A-118836219 EoP High TLB
Upstream kernel

CVE-2018-17182 A-117280327 EoP High Memory Manager
Upstream kernel

CVE-2018-10877 A-116406625 D High extd filesystem
Upstream kernel

36 i Copyright 2018 Trend Micro Inc.

2019-02-05 security patch level vulnerability details

In the sections below, we provide details for each of the security vulnerabilities that apply to the 2019-02-05 patch level.
Vulnerabilities are grouped under the component they affect and include details such as the CVE, associated references
type of vulnerability, severity, component (where applicable), and updated AOSP versions (where applicable). When
available, we link the public change that addressed the issue to the bug ID, such as the AOSP change list. When multiple
changes relate to a single bug, additional references are linked to numbers following the bug ID.

Kernel components

The most severe vulnerability in this section could enable a local malicious application to execute arbitrary code within
the context of a privileged process.

CVE References Type Severity Component

CVE-2018-10879 A-116406063 EoP High extd filesystem
Upstream kemel (4

CVE-2019-1999 A-120025196* EoP High Binder driver

CVE-2019-2000 A-120025789* EoP High Binder driver

CVE-2019-2001 ANT822211* D High iomem

2019-03-05 security patch level vulnerability details

In the sections below, we provide details for each of the security vulnerabilities that apply to the 2019-03-05 patch level.
Vulnerabilities are grouped under the component they affect and include details such as the CVE, associated references,
type of vulnerability, severity, component (where applicable), and updated AOSP versions (where applicable). When
available, we link the public change that addressed the issue to the bug ID, such as the AOSP change list. When multiple
changes relate to a single bug, additional references are linked to numbers following the bug ID.

System

The vulnerability in this section could enable a local malicious application to execute arbitrary code within the context of
a privileged process.

CVE References Type Severity Updated AOSP versions
CVE-2019-2023 A-121035042 (4 [2] 3] [4] EoP High 8.0,8.1,9
181161 17]

Kernel components

The most severe vulnerability in this section could enable a local attacker using a specially crafted file to execute
arbitrary code within the context of a privileged process.

CVE References Type Severity Component
CVE-2018-10883 A-117311198 EoP High ext4 filesystem
Upstream kernel [2]
CVE-2019-2024 A-111761954 EoP High em28xx driver
Upstream kernel
CVE-2019-2025 A-116855682 EoP High Binder driver
Upstream kernel
TREND
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How to achieve passive fuzz

e Kernel interceptor
v'Part of the kernel
v'Has good stability

* Fuzzing trigger

v'linux system call “kill”

<
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How to transfer the filter list

#tinclude <sys/types.h>
#include <signal.h>

int kill(pid_t pid, int sig);

0<=sig<=0xf

>, a
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Receilv

1f(p1d==

e filter list

&& sig< ) {
temp=((temp<<')+sig)&
cycle+=_;

if(cycle=="){
cycle=;

for( 1=";1< 0;14+4+){
if(filter list[i]l==")
{

filter_list[1]=temp;

printk (KERN_NOTICE
temp=;
break;
}
else if(filter list[i]==temp)
{

}

break;

Copyright 2018 Trend Micro Inc.
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Fuzzing strategies

e (1) Without changing the length of the parameter;
* (2) Modifying the fixed number bytes;

e (3) Only modify one bit or one byte;

* (4) Modifying the random number of bytes;

e (5) use the for loop to perform multiple fuzz;

* (6) Set the fuzz frequency for each target function;

P, a
41 Copyright 2018 Trend Micro Inc. o 1o micro - research



What do we need to prepare

* How to open kasan in the kernel

e Kernel panic log

\//sys/fs/pstore console-ramoops-0

pmsg-ramoops-0

<
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How to open kasan in the kernel

AL L LA LR L FUVOLLII Y

.text :FFFFFF9008BBD3CO
-.text:FFFFFF9008BBD3C4
-text:FFFFFF9008BBD3C8
-.text :FFFFFF9008BBD3CC

.text :FFFFFF9008BBD3D8
-.text:FFFFFF9008BBD3DC
-text :FFFFFF9008BBD3EO
-text :FFFFFF9008BBD3E4
.text :FFFFFF9008BBD3E4
.text :FFFFFF9008BBD3ES8
.text :FFFFFF9008BBD3ES8
-.text:FFFFFF9008BBD3EC
-text :FFFFFF9008BBD3EC

.text :FFFFFF9008BBD3F4
.text :FFFFFF9008BBD3F8
-.text:FFFFFF9008BBD3FC
-text:FFFFFF9008BBD400
-text :FFFFFF9008BBD404
.text :FFFFFF9008BBD408
.text :FFFFFF9008BBD40C
.text:FFFFFF9008BBD410
-text:FFFFFF9008BBD414

FFFFF9008BBD41C
.text :FFFFFF9008BBD41C
.text :FFFFFF9008BBD420
.text :FFFFFF9008BBD424
-text:FFFFFF9008BBD428

.text :FFFFFF9008BBD43C
.text :FFFFFF9008BBD440

FFFFF9008BBD448
.text :FFFFFF9008BBD44C
.text :FFFFFF9008BBD450
.text :FFFFFF9008BBD454
.text :FFFFFF9008BBD458

.text :FFFFFF9008BBD45C
.text :FFFFFF9008BBD460

-text :FFFFFF9008BBD46C
.text :FFFFFF9008BBD470
.text :FFFFFF9008BBD474

Copyright 2018 Trend Micro Inc.

FFFFF9008BBD45C pool

SUB
STP
STP
STP
STP
STP
STP
ADD
MOV

MOV

MoV

MOV

MoV

loc_FFFFFF9008BBD458
SMADDL

BL

y umoigew aiio
spP, sSp, #0x80
X28, X27, [SP,#0x70+var_ 50]
X26, X25, [SP,#0x70+var_40]
X24, X23, [SP,#0x70+var_30]
X22, X21, [SP,#0x70+var_20]
X20, X19, [SP,#0x70+var_10]
X29, X30, [SP,#0x70+var_so0]
X29, sp, #0x70
X20, align

; unsigned int *
w23, W2

; unsigned int
X21, pages

; page **
X19, page_size

; int *
__sanitizer_cov_trace_pc
X0, page_size ; addr
__asan_load4
X8, [page_size]
W9, #0x40 ; '@’
X10, X8, #1
X10, X10, #0xC
X11, X10
W9, W9, W1l
X10, #0
W22, WZR, W9, EQ

; int
pages, loc_FFFFFF9008BBD4CC
W8, W8, #0xC
w8, W23
loc_FFFFFF9008BBD4CC
X27, #kgsl num_ pools@PAGE
W8, [X27,#kgsl_num pools@PAGEOFF]
W26, #0x24000C2
W8, loc_FFFFFF9008BBD4D8
w8, #1
loc_FFFFFF9008BBD524
X28, #kgsl_ pools@PAGE
W24, WZR
X28, X28, #kgsl_pools@PAGEOFF
W25, #0x28 ; ('

; CODE XREF: kgsl pool_ alloc_page+CO0lj
pages_len, W24, W25, X28
; kgsl_page_pool *
X0, pool ; addr
__asan_load4
W8, [pool]
w8, W22
loc_FFFFFF9008BBD604
W23, [X27,#kgsl_num_ pools@PAGEOFF ]
w24, W24, #1

@) TREND



Build kernel issues

e Touch screen cannot work

v'Required key not availablek

v exec format error insmod /vendor/lib/modules/*.ko

* How to deal with?
v'"Remove kernel’s signature authentication
v'Replace *.ko in the vendor.img
v'Turn off dm-verity checking

<
Copyright 2018 Trend Micro Inc. , TREND. | research
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Attack interface

Kernel source

Copyright 2018 Trend Micro Inc.

h /

drivers\gpu\msm\kgsl ioctl.c

— >

/dev/kgs1-3d0

dispatch function

kgsl_ioctl_helper

drivers\misc\gseecom. ¢

drivers\media\v412-core\v412-ioctl. c

h

/dev/qseecom

dispatch function

gseecom_ioctl

—»

/dev/v41-subdev (0-21)

dispatch function

video_usercopy

h

Memory
operation

copy_from user
memcpy
mmap

TOCTL_KGSL_DEVICE GETPROPERTY
T0CTL_KGSL_SUBMIT COMMANDS
10CTL_KGSL_DRAWCTXT CREATE
T0CTL_KGSL_DRAWCTXT DESTROY
TOCTL_KGSL_MAP_USER_MEM
TOCTL_KGSL_SHAREDMEM FROM_PMEM
TOCTL_KGSL_GPUMEM_ALLOC_TD
TOCTL_KGSL_GPUOBJ ALLOC

QSEECOM_IOCTL REGISTER LISTENER REQ
QSEECOM_IOCTL_UNREGISTER LISTENER REQ
QSEECOM_I0CTL_SEND_CMD_REQ
QSEECOM_TOCTL_SEND_MODFD_CMD_64_REQ
QSEECOM_TOCTL_RECEIVE REQ
QSEECOM_TOCTL_SEND_RESP_REQ
QSEECOM_IOCTL_SET MEM_PARAM_REQ
QSEECOM_TOCTL_LOAD_APP_REQ

~ video do ioctl
subdev_do_ioctl
cam_cci_subdev_do ioctl

¢
research
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User space

Hardware

research
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Why kgsl

CVE count Vulnerability type

IOCTL_KGSL_SPARSE_BIND 2
IOCTL_KGSL_SPARSE_VIRT_ALLOC
IOCTL_KGSL_SPARSE_PHYS_ALLOC
IOCTL_KGSL_GPUOBJ_SYNC
IOCTL_KGSL_GPUOBJ_IMPORT 3
IOCTL_KGSL_GPUOBJ_ALLOC
IOCTL_KGSL_SYNCSOURCE_DESTROY
IOCTL_KGSL_GPUMEM_FREE_ID
IOCTL_KGSL_GPUMEM_ALLOC_ID
IOCTL_KGSL_GPUMEM_ALLOC 2
IOCTL_KGSL_MAP_USER_MEM 2
IOCTL_KGSL_DRAWCTXT_CREATE 1

S S S

[ SN S =

M UAF MEOP MRCE

A
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KGSL in detail

Kernel

head. S
“Kernel startup
entry point”

Decompress and\\‘
start of :
A\ Image. gz—dtb /

main. ¢

rest init()

kernel init()

do initcalls()

System Servers

48 Copyright 2018 Trend Micro Inc.

" Probe

| devices /

Device drivers

Applications

3D Game App‘ ‘ libunity. so, etc‘
[ |

o e 50— 14|

ioctl(fd,...)
Y v 10CTL_KGSL GPUMEM ALLOC
. T0CTL_KGSL_SUBMIT COMMANDS
kgsl dispatch T0CTL_KGSL,_GPUMEM_ALLOC_ID

function 10CTL_KGSL, GPUMEM FREE_ID

Module init()

‘ Kgsl core init() ‘

’

‘ device register() ‘

copy from user g'dst, sre)

<
@ WREND. | research



KGSL in detail

—
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Solution Overview

Fuzz Client

[2] Start some games or programs
to call the kgsl function

Fuzz Server

| [4] Monitor and automatically
achieve panic logs

mongoDB

9]
(@)
H
=]
=

Android Debug Bridge

an>=30I1D =<0
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Call stack

EXPORT_METHOD:
EsxContext :
EsxContext::Create3DCmdMgr

EglApi :
EglApi::CreateContext
EglApi::SwapBuffers

EsxContext :
EsxContext::Init

EXPORT_METHOD:
gsl_memory_alloc_pure
gsl_syncobj_create
gsl_context_create
gsl_memory_map_ext_fd_pure
gsl_memory_free pure
gsl_command _issueib_sync
gsl_memory map_ext fd pure
gsl_device getinfo_ext
gsl_device open
gsl_library_open
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loctl

copy_from_user()

’ EglManager::initialize

" bndroid: :egl_display_t::initialize

\. fgsl_ldd_control

EglApi::Initialize
EglDisplay::Initialize
EglDisplay::CreateDummyEsxContext
EsxContext::Init
EsxContext::Create3DCmdMgr
EsxCmdMgr::Init
EsxCmdBuf::Create
EsxCmdBuf::CreateMemPool
EsxMemPool::GetMemory
EsxMemPool::AllocateMemory
EsxGfxMem::Create
EsxGfxMem::Init

os] memory_alloc_pure
ioctl_kgsl sharedmem_alloc

" Bys_ioctl
do_vfs_ioctl

kgsl ioctl

kgsl ioctl helper
I0CTL_KGSL_GPUOBJ_ALLOC
I0CTL_KGSL_DEVICE_GETPROPER

rY
IOCTL_KGSL_SUBMIT_COMMANDS
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Panic call stack
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EglManager::initialize

fandroid::egl_display_t::initialize

EglApi::Initialize
EglDisplay::Initialize
EglDisplay::CreateDummyEsxContext

EsxContext::Init
EsxContext::Create3DCmdMgr
EsxCmdMgr::Init
EsxCmdBuf::Create
EsxCmdBuf::CreateMemPool
EsxMemPool::GetMemory
EsxMemPool::AllocateMemory

EsxGfxMem::Create
EsxGfxMem::Init

sl_memory_alloc_pure
loctl_kgsl sharedmem_alloc

sl 1dd_control

ioctl

copy_from_user()

Copyright 2018 Trend Micro Inc.

SyS ioctl+0xe4/0x110

do vfs ioctl+0x7a0/0xcf8

Jkegsl_ioctl+0x30/0xe8
{ kkgsl_ioctl_helper+0x188/0x260
kgsl_ioctl_gpuobj_alloc+0x38/0x1b4

7 opumem_alloc_entry+0x18c/0x508

kgsl allocate user+0x84/0x2c8
kgsl _sharedmem_page_alloc_user+0x2{0/0x704

kgsl_pool_alloc_page+0x48c/0x584

| alloc_pages_nodemask+0xcb8/0x101c
out_of memory+0x254/0x35¢c

oom_kill process+0x134/0x938
dump_header+0xcc/0Ox1e8
dump_stack+0xa4/0xc0
dump_backtrace+0x0/0x4
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How to make it automatic

5.Storing an md5
value for each panic
Iog

1.Using “adb devices” to
monitor the status of the
mobile phone

2.Using system
call “kill” to transfer
the filtering list and

) " Y start fuzz
3.Using the “printk” to

add kernel log, and
executing “adb shell

4.Collecting
the panic logs

dmesg” can get the log
console-ramoops-0
o dmesg-ramoops-0
msg-ramoops-0
PMsg P
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Fuzz status statistics

8§ —=

IDA

T rm— )
/sys/kernel/debug/kcov
read
coverage Report
@&

e
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KCOV in IDA
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KCOV in IDA

3

File Edit Jump Search View Debugger Options Windows

b

«vavim®: f ¢ i @ nNodebugger  EHYPE EEEEE

P
0 O O

B3 Functio ndow IDA View-A, Coverage Overview X Vi S | A structures [ Boums B £& tmports @ B3 Exports

Function name iE IDA Vie

Function Name Address Blocks Hit Instructions Hit Function Size
sub_140001 0/1 0/6
sub_140001030 0x140001030 0/ 0/ 12
sub_ 140001060 0x140001060
sub_140001100 0x140001100
sub_140001150 0x140001150
sub_140001250 0x140001250
sub_1400012B0 0x1400012B0
sub_1400016F0 0x1400016F0
sub_ 140001930 0x140001930
sub_140001B20 0x140001B20
sub_140001D10 0x140001D10
sub_140001EDO 0x140001EDO
sub_140002060 0x140002060
sub_140002160 0x140002160
sub_140002260 0x140002260
sub_140002420 0x140002420
sub_ 140002590 0x140002590
sub_140002 0x140002700
sub_1400027C0 0x1400027C0
sub_1400028D0 0x1400028D0
£ | SetConsoleTextAttribute sub_1400029D0 0x1400029D0
[£] _security_check_cookie sub_140002R60 0x140002260
[7] pre_c_init sub_140002AF0 0x140002AF0

5 pre_cpp_init sub 140002B50 0x140002B50
f| NtCurrentTeb

R~ ||~ || =~
~ [ S0 SN S S I R~ [~

(191,1/ 00000¢

e
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 Fuzz status statistics

Fuzz status statistics

40 6000
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B Crash count M Fuzz count

A
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Install and run different kinds of 3D games

- adb shell am start -
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add a for loop

int StartFuzz (void *uptr,unsigned int n)

{
inti;
for(i=0;i<20;i++)
{
Fuzz_N_bytes(uptr,n);
}
}

P, a
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Add a trigger program

3 A
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CVE-2016-3842

if(pid){
while(1){
arg_free.id = 1;
ioctl(fd,IOCTL_KGSL_GPUMEM _FREE_ID, &arg_free);
}

}
ret = ioctl(fd,IOCTL_KGSL_GPUMEM_ALLOC, &arg);

if(ret){
perror("alloc");

}

P, a
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Case 1

long kgsl ioctl gpumem alloc_id(struct kgsl device private *dev_priv, unsigned int cmd. void *data) «

if (kgsl mmu_use cpu map(&device->mmu)) «

param->flags &= ~KGSL_MEMFLAGS_USE_CPU_MAP: ¢
result=_gpumem alloc(dev_priy. &entry, param->size, param->flags): //the param->flags and param->size are controlled by user«
if (result !=0)

goto err;«

A
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Case 1

static inline int kgsl allocate user(struct kgsl device *device,

struct kgsl memdesc *memdesc, ¢

struct kgsl pagetable *pagetable.

size t size, unsigned int flags) «

{o
if (kgsl_mmu_get mmutype() == KGSL_MMU_TYPE NONE) { «
size = ALIGN(size, PAGE_SIZE):
ret = kgsl cma_alloc_coherent(device, memdesc, pagetable, size); «
} else if (flags & KGSL_MEMFLAGS_SECURE) «
ret = kgsl _cma_alloc secure(device, memdesc, size):// crash in this function, because of too large size. ¢
else«
ret = kgsl sharedmem page alloc user(memdesc. pagetable, size);
return ret; ¢
Yo

<
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unsigned long dma_alloc from contiguous(struct device *dev, size_t count, unsigned int align)«

Ca S e 1 unsigned long mask. pfn = 0. pageno. start = 0:«

struct cma *cma = dev_get _cma area(dev): &

mutex_lock(&cma-=lock):+

pageno = bitmap_ find next zero area(cma->bitmap. cma->count.+

start, count, mask);+

if (pageno >= cma->count) {+«

pfn = cma->base_pfn + pageno:«
if (cma-=in_system) {+«
mutex lock(&cma_ mutex): «

ret = alloc_contig ranse(pfn. pfn + count, MIGRATE_CMA):

mutex unlock(&cma mutex):«

66 Copyright 2018 Trer
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Case 2

long kgsl ioctl gpuobj alloc(struct kgsl device private *dev priv, «

unsigned int cmd, void *data) «

struct kgsl gpuobj_alloc *param = data; ¢

entry = gpumem _alloc entry(dev priv, param->size, param->flags); «

: A
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Case 2 int kgsl allocate user (struct kgsl device *device, ¢

{e

} e

Copyright 2018 Trend Micro Inc.

struct kgsl memdesc *memdesc, «

uintb4_t size, uint64_t flags) «

if (kgsl mmu gzet mmutvpe (device) == KGSL_MMU_TYPE_NONE) «

ret = kgsl sharedmem alloc contiggdevice, memdesc, size); ¢

else if (flags & KGSL_MEMFLAGS_SECURE) «

ret = kgsl allocate secure (device, memdesc, size); ¢
else ¢
ret = kgsl sharedmem page alloc user (memdesc, size): ¢

return ret; ¢

<
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int kgsl sharedmem page alloc user (struct kgsl memdesc *memdesc, «

Case 2 (o

uint64_t size) «

if (size == 0 || size > UINT_MAX) «

return —EINVAL; «

align = (memdesc—>flags & KGSL_MEMALIGN_MASK) >> KGSL_MEMALIGN_SHIFT; «

page _size = kgsl get page sizel(size, alisgn); «

len alloc = PAGE_ALIGN(size) >> PAGE_SHIFT; «

while (len > 0) {«

int page_count: «

page _count = kgsl pool alloc page g&gage size, +

memdesc—>pages + pcount, «

len alloc — pcount, «

&align) ; «
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Agenda

* |Introduction
* User Space Hourglass
* Kernel Space Hourglass
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QUESTIONS?
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