EN_FUZLY:
FAST MULTIPLE BINARY
DIFFING TRIAGE WITH IDA




WHO AM I?

= Takahiro Haruyama (@cci_forensics)

= Senior Threat Researcher with Carbon Black’s
Threat Analysis Unit (TAU)

= Reverse-engineering cyber espionage malware
linked to PRC/Russia/DPRK
= Past public research presentations

= malware research (Winnti/PlugX), anti-forensic analysis,
memory forensics



OVERVIEW
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= Wrap-up
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BACKGROUND

=IDA Pro is the de facto disassembler for
malware reverse engineers
= save findings into the database files (IDBs)
= import them when analyzing new malware variants

= Which is the most similar & analyzed IDB to
be imported?
= A lot of IDBs

= Some of them were analyzed a few years ago ®



RELATED BINARY DIFFING TOOLS

= Impfuzzy-based binary diffing for PE-
formatted executables
= impfuzzy for Neo4;

= Function-level binary diffing with IDA
= one on one comparison
= BinDiff
= Diaphora
= BinGrep
= one to many comparison
= BinDiff automation tool

= Kam1lnO



IMPFUZZY FOR NEG4]

= Published by JPCERT [1]

®»©© «impiuzzy

= ssdeep value of API function
names 1n PE import section

= Neo4j visualizes malware
clustering based on
impfuzzy values quickly

o7 Y = Not available for
s 7 T = Mac/Linux malware
Al e = malware resolving API function

addresses dynamically

= Not sure which sample is
most-analyzed
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FUNCTION-LEVEL BINARY DIFFING:
ONE-ON-ONE SAMPLE COMPARISON

« BinDiff [2]
= widely-used IDA Pro plugin

= Diaphora [3]
= IDAPython script supporting psuedo-code diffing
= the development is very active

= BinGrep [4]

= IDAPython script providing multiple candidates for
each function

= All tools compare binaries one-on-one

©



FUNCTION-LEVEL BINARY DIFFING:
ONE-TO-MANY SAMPLE COMPARISON

(BINDIFF AUTOMATION TOOL)
= My wrapper script for BinDiff 4.2

IR Iz
.BinDiff

save_func_names.py .
5

— gt |
el e ¢ R R PR VTS

e

~ . bindiff_export.idc =

- L teusat L‘J..d-"' askl < - S . -BinE}{port




FUNCTION-LEVEL BINARY DIFFING:
ONE-TO-MANY SAMPLE COMPARISON
(BINDIFF AUTOMATION TOOL, CONT.)

= 99 samples

comparison
on my analysis
[*] BinDiff result
[] elapsed tine = 795.56099987 sec, number of diffing = 99 VM
[*] primary binary: ((e58f201481b88137c1cfcadc7918619a))
= 795 secs
= 300 secs
| 0.906248933217 | ((e9734182e9fbb28d8calec10571cf796)) | if .Bil’lEXpOI‘t

| 0.905344714808 | ((9072065beal6hf4fdd6134df43805799)) |

ready

============== 62 high similar functions (>0.8), except high similar binaries ================

+
|
I
1
|
|
I
|
|
|
|
|
|
|
|
|
+
I
|
|
|
|
|
|
|
|
|
|
I
I
+
|
|
|
|
|
|
|
|
|
]
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
I
1
+
|
1
I
|
|
|
|
|
|
|
|
|
|
|
|
+
I
|
|
|
|
|
|
|
|
|
|
|
|
I
I

similarity | primary addr | primary name | secondary addr | secondary name

((63419173dc3e379ed1779d8a0c881797))
((9ee801928acfd94d9863a72b8d99¢124) )
((0055318eed459dc85f 1e1a0fd9df 1£5d) )
((4b19c110aa11b2642b41d84764d22782)i |

((374896a75493a406eb427135eec86feh) 0!
JENY

.973611978408 0x10001110 Virt_sub_10001110 0x40160 sub_401F60
.973611978408 0x10001110 Virt_sub_10001110 0x401e90 sub_401E90
.973611978408 0x10001110 Virt_sub_10001110 0x40160 sub_401F60
.973611978408 0x10001110 Virt_sub_10001110 0x401e90 sub_401E90
970 77543423 0x10007f20 fn_ ChannelController create |oop_threads 0x100011f7 sub 100011F7

+
|
+
|
|
|
|
|




FUNCTION-LEVEL BINARY DIFFING:
ONE-TO-MANY SAMPLE COMPARISON
(BINDIFF AUTOMATION TOOL, CONT.)

= The wrapper is not scalable for hundreds or
thousands samples

= BinDiff is closed-source software
= multiple functions importing error (4.3)

= confidence/similarity swapped after saving&loading
.BinDiff (4.3 or before)

= saved .BinDiff file loading error (5.0) <- NEW!

Warning confldence 10.982790

, ~

%/ v?‘v - \ ]

- R )
'l’~

' ..'il 2 74. “é v W‘?
l.. N

ﬁ Error loading results: failed reading "Z:/haru/analysis/tics/ongoing/fancybear/s



FUNCTION-LEVEL BINARY DIFFING:
ONE-TO-MANY SAMPLE COMPARISON
(KAMINO) [5]

= Scalable assembly management and analysis
platform with IDAPython plugin

= Asm2Vec analysis engine has high accuracy (>0.8) for all
options applied in O-LLVM

= [ tested APT10 malware obfuscated by an unknown
obfuscating compiler [13]




FUNCTION-LEVEL BINARY DIFFING:
ONE-TO-MANY SAMPLE COMPARISON
(KRMINO, CONT.)

=KamlnO could detect original functions of the
highly-obfuscated one!

= But 20 samples comparison takes over 1 hour
= Kam1n0 requires high-spec machines

FILTERS +

Sort by Name v Search (1s delay on keydo — .
——— . > > 68.2% similarity
chg_xorlooy ith bf d
chg_peparse_ b & 1188036020842301064d6b8160769121_de52.1db [1 functions (AL LELLLS
! 4 2. & fn_blowfish_init [52 biksT Sea: 1868186804 SElE
1)

sub_6FS5A22EF [ ‘ L4177 |5 fn_blowfish_init @ d68272ad1a13dd2ad5e0bcd29cdef637_dec2.idb

sub_6F5A2306 | S € T O = _blowfish_init @ a9e7770437bd86f46652b26d2adf08a4_dec?.idb
sub_6F5A2320




MOTIVATION

= Function-level binary diffing to identify the
most similar & analyzed IDB from large ones
then import the findings
= get the comparison result quickly

= e.g., less than 1 minute for hundreds or thousands
comparison

= not require high-spec machines
= simpler tool to work on the analysis VM of the laptop






BASIC CONCEPT

=fn_fuzzy calculates two kinds of fuzzy hashes
for each function
= ssdeep [6] hash value of code bytes
= Machoc [7] hash value of call flow graph

= All hashes are saved into one database file
then used for comparison

= On IDA, we can import function names and
prototypes from multiple IDBs at one time

= Structure type information will be imported automatically
as needed



SSDEEP HASH VALUE OF CODE BYTES:
WHY SSDEEP?

»de facto standard

= originally from spam email detection algorithm,
but not limited to text data

=speed
= twice as fast as TLSH [8]

= other fuzzy hashes require minimum size
= e.g., 512 bytes in sdhash [9]
= ssdeep doesn’t define the minimum size



SSDEEP HASH VALUE OF CODE BYTES:
GENERIC CODE BYTES EXTRACTION

*I’'ve used the modified version of yara_fn.py
[10] to define a yara rule based on generic
code bytes of a function
= calculate fixup (relocation) size correctly

= exclude not only fixup bytes but also following
operand type values

= 0_mem, o_imm, o_displ, o_near, o_{ar

=] reuse it for ssdeep hash calculation



SSDEEP HASH VALUE OF CODE BYTES:
GENERIC CODE BYTES EXTRACTION (CONT.)

push o_imm
movy .

push .
push of fset lellp
mov , large
push

sub

push

o_mem

push

push

mov , __ _security cookie

xor )

push :

lea , Lebp+var _C] O_dlSp].
mov large -0,

mov [ebpt+var 10]

mov . L +|_ OCALAPPDATA]
push ; a?Z

lea , Lebp+var 9C] ; this
call

{ 55 8BEC6A?? 68 ?? ?7? 7?7 '?'? 64 A17?7? ?? ?7? ?? 50 81 EC?? ?? 7?7 7?7
53 56 57 A17?7? ?? 7?7 ?7? 33 C5508D 457?764 A3 7?77 ?7? 7?77 7?77 89 65 7?7
8B45 7?7 50 8D 8D ?7? ?? ?? ?? E8} @



MACHOC HASH VALUE OF CALL FLOW GRAPH:

PURPOSE

= The ssdeep score for small data sometimes drops sharply

= fn_fuzzy calculates Machoc hash values of call flow
graphs to correct abnormal ssdeep score

004191D0
004191D0
004191D1
004191D3
004191D5
004191DA
004191E0
004191E1
004191E4
004191E9
004191EB
004191EE
004191EF
004191F0
004191F1
004191F4
004191FA
004191FD
00419200
00419202
00419205
00419206
00419207
0041920A
00419208
0041920D
00419214
00419219

sub_4191D0
push ebp
mov ebp, esp
push b1 OxFF
push 0x427A98
mov eax, fs:[0
push eax
sub esp, bl 0x24
mov eax, ds:|__ security_cookie
xor eax, ebp
mov ss:ebptvar_10], eax
push esi
push edi
push eax
lea eax, ss:|ebp+var_C
mov fs: [0/, eax
mov eax, ss:|ebp+arg_8
mov edi, ss:|ebp+arg_0
mov esi, ecx
mov ecx, ss:|ebpt+arg_4
push eax
push ecx
lea edx, ss:|ebp+var_2C
push edx
mov ecx, esi
mov ss:[ebptvar_30/, 0
cal | 0x4188E0
sub esp, bl 0x1C

ssdeep

score: 33

1000D6FO0
1000D6F0
1000D6F 1
1000D6F3
1000D6F5
1000D6FA
10000700
10000701
10000704
10000709
1000D70B
1000D70E
1000D70F
10000710
1000D711
10000714
1000D71A
1000D71D
10000720

10000722
10000723
10000726
10000727
10000729
10000730
10000735

nnnnnnnn

fn_HTTPChannel|_generateUr |IParametrs

push
mov
push
push
mov
push
sub
mov
xor
mov
push
push
push
lea
mov
mov
mov
mov

push
lea
push
mov
mov
call
sub

ebp

ebp, esp

b1 OxFF

SEH_1000D6F0

eax, fs:[0

eax

esp, bl 0x24

eax, ds:|__ security_cookie
eax, ebp
ss:ebp+var_10], eax
esi

edi

eax

eax, ss:|ebp+var_GC
fs:[0], eax

eax, ss: | ebp+agent_ID
edi, ss:|ebp+arg 0
esi, ecx

eax

ecx, ss:|ebp+ptr_encoded_URL_TO
ecx

ecx, esi

ss: [ ebp+ptr_encoded_URL_TOKEN_a
fn_HTTPChanne | _createKeyToken
esp, bl 0x1C

©



MACHOC HASH VALUE OF CALL FLOW GRAPH:

WHBT’S MACHOC HASH?

1:2,3;
BLOCK 2] BLOCK 3 2:;
3:4,10;
4:6;
5:6;
BLOCK 6:CALL 6:c,7;
7/:¢,8;
(BLOCK 7: CALL) 85,9,
9:10;
10

$

[éLOCK é) (%LOCK 9]
y

BLOCK 10

0x1014997f

= Simple fuzzy hash

mechanism based on
the Call Flow
Graph (CFG) of a function

= Each basic block is

numbered and translated
to a string

= NUMBER:[c,][DST, ...];

= The concatenated st1r1n%2

is hashed to produce a
bits output

= fn fuzzy uses Murmurhash3

[11]



IMPLEMENTATION

= IDAPython and the wrapper scripts
= fn_fuzzy.py

n }B%Python script to export/compare hashes of one binary on

= cli_export.py
= python wrapper script to export hashes of multiple binaries

n Fleﬁuired python packages: mmh3, python-idb

= Supported IDB version
= generated by IDA 6.9 or later due to SHA256 API usage

: 55.1%)_ netnode.cvar.root_node.supstr(ida_nalt.RIDX IDA_VERSI

©



DEMO: EXECUTION OPTIONS DIALOG

13 fn_fuzzy

General Options

DB file path Z:¥haru¥analysis¥tics¥fn_fuzzy.sqlite|

minimum function code size 0x10 v

exclude library/thunk functions
. enable debug messages

Commands
. Export

O Compare

performance
options

Export Options

. update the DB records

store flags as analyzed functions

analyzed function name prefix/suffix (regex) fn_|[func_

Compare Options

compare with only analyzed functions Simila.l‘ity
. compare with only IDBs in the specified folder threShO]_d Optlons

the folder path Z-¥haru¥analysis¥tics¥fn_fuzzy test
function code size comparison criteria (0-100)

function similarity score threshold (0—100) without CFG match
function similarity score threshold (0-100) with CFG match
function code size threshold evaluated by only CGFG match

Run | Cancel




FN_FUZZY.PY: PERFORMANCE OPTIONS

= ssdeep hash comparison computation

= We compare er hashes against the database containing
X

x hashes = O(xy) (
= e.d.,x=311,576 hashes from 733 samples

= Performance options
= compare with only analyzed functions

= Analyzed flag info is added based on the renamed function
name prefix/suffix in export command

= compare with only IDBs in the specified folder
= Specify the folder path
= function code size comparison criteria (0-100)

= Each hash comparison only targets hashes with similar size
(40 = comparison with 60%-140% size hashes)



DEMO: SUMMARY TAB

=fn_fuzzy counts multiple similar functions per
each function comparison

sub_1
compared comparison:
& detected total +=3
3 similiar analyzed +=1
functions

SHA256 total similar functions  'analvzed similar functions  idbpath. ...
aa2914cc937bbeb4e703955cbf576e8d7... 598 45 Z\haru\analysis\tics\ongoing\fancybear\sa
907c980fbb9a65599aa31375e8cff47fc97... 556 40 Z:\haru\analysis\tics\ongoing\fancybear\s
596c486fabc8581f788fe27dcd24fddee8f... 555 40 Z:\haru\analysis\tics\ongoing\fancybear\sa

b93e55763bd8dec8944410e4e00d0f174... 540 40 Z:\haru\analysis\tics\ongoing\fancybear\sa
b5413aab02e9076e7a62fe53826b16147... 539 2 Z:\haru\analysis\tics\ongoing\fancybear\sa
73ee9ceaae23f96d9a1bc7ebfc382066ca7... 354 40 Z:\haru\analysis\tics\ongoing\fancybear\sa
dd8facad6c0626b6c94e1cc891698d4982... 297 0 Z:\haru\analysis\tics\ongoing\fancybear\sa
4182821d00485cbc5628bbdc41a76e8a9... 297 0 Z:\haru\analysis\tics\ongoing\fancybear\s




ssdeep score

100
100
100
100
100
100
100
100
100
100

DEMO: SIMILARITIES WITH [SHA256] TAB

= fn_fuzzy displays primary and secondary functions

one on one

= analyzed & the highest score function selected

= Right-click->"Import function name and prototype”
= If the structure type is not found, we can import the type info

machoc matched
True

True
True
True
True
True
True
True
True

True

primarv function primarv bsize
sub 4082B0 19

sub_4010C0O 17
sub 403100 57
sub_ 408920 31
sub_40F2D0 98
sub 408AEOQ

sub_4010A0 17

fn_free struc_bs

fn_w_makeCRC?

fn_make wbs from_enc

Please confirm

@ Do you import types from the secondary idb?

Yes No Cancel

secondarv analvzed function

fn_w_HTTP_GET_req_loop

fn_ChannelController_create loc-
fn_write_into__get_questions

fn_w_HTTP_POST req_loop

ndom

secondarv prototvpe
None

- DWORD _ stdcall fn_.w HTTP_GE

then~d- T T e IR e e 102

Refresh

Copy
Copy all

Y Quick filter
# Modify filters...

Import function name and prototype




FN_FUZZY.PY.
SIMILARITY THRESHOLD OPTIONS

- fn_fuzz¥ detects similar functions matching with
one of tollowing conditions

1. function similarity score threshold (0-100) without CFG
match (default:

)
2. function sjmjlarj?/ )score threshold (0-100) with CFG

0
match (default: 10

3. function code size threshold evaluated by only CFG
match (default: 0x100 bytes)

sub_40C520 fn_use_g_enc file_ext_table
sub 401F40 fn_ChannelController sendDataToServer

sub 40B680 fn_make bs from_enc

sub 410FFO0 fn_HTTPChannel takeOutPacket
sub 413400 fn_make wbs from_enc

sub 403D70 fn_push_bs_to_stack

sub 408A60 fih_copy_bs

sub 407F80 3 fn_decode_char_by xors




CONDITION 3: SSDEEP SCORE 0 BUT CEG
(MACHOC) MATCHED?

a,ap'o ______ s T— . e.g-, Fanc_y, Bea.'f XA.gent
variant with a polymorphic
deobfuscation function

= the arithmetic logics and
immediate values are changed
per sample

= but the CFG is the exactly same

=The condition may also detect
similarities between different
architecture samples






PERFORMANCE

=733 IDBs tested on the same analysis VM

= Export
= cli_export.py with -ear options
= about 2 hours

= Compare

= compare a C++ sample including 900 functions
with the DB

= default options and values
= about 20-30 secs (analyzed functions only)
= about 3 minutes (all functions)



RCCURACY1: UPDATED VARIANT

=tested Fancy Bear XAgent samples
= sample A: AgentKernel module ID 0x3303
= sample B: AgentKernel module ID 0x4401

=compare sample B IDB with sample A IDB

= sample A IDB contains 69 analyzed functions

= BinDiff vs. In_fuzzy

= manually checked the results
= BinDiff: similarity > 0.7
= fn_fuzzy: default similarity threshold options



ACCURACY1: UPDATED VARIANT (CONT.)

= BinDiff is better than fn_fuzzy

= causes about false negatives

= BinDiff doesn’t accept duplicated matching for secondary
functions (4/7)

= If one match is incorrect, the other will be incorrect too
= in_fuzzy
= exclude small function whose generic code bytes < 0x10 (6/15)
= can’t detect obfuscated functions (2/15)
= exclude non-library function due to incorrect FLIRT sig (1/15)

Gom  lBwDift | fumy

total detected similar functions 42 35
false positives 1 2
false negatives against functions 1 15

that the other one could detect @



RCCURACY2: OBFUSCATED VARIANT

= tested APT10 ANEL samples
= sample A: ANEL 5.2.2 reva
= 94 analyzed functions
= sample B: ANEL 5.4.1

= heavily-obfuscated with compiler-level obfuscations [13]
= BinDiff detected 3 similar functions

= fn fuzzy could not find at all

= ] function found by changing “function code size
comparison criteria” option from 40 to 60

= Some functions are not obfuscated but CFGs are
changed due to more call instructions

= Machoc hash calculation splits a basic block by them

©



ACCURACY3: UNIQUE DECODING FUNCTION

X o WS

Sikleleyistiiiliall = The similar

function [17] functions
AR It from old 2
= 0x33333333 - ( K 7);

= Ox44444444 - ( <<:9); ) _ binaries can
b . be detected?

return

h
; i)

>> 3) - Ox11111111;
>> B) - 0x222222272;

e PlugX Type I
" a0y 0 function [18] IS SN i

) - +i) "= (BYTEVG +
while (1)
{

- ; 3) - Ox11111111; W
+ (vb >> 5) —Uxig??.??.??.?; 29 Part Of 1:|.'|.:|f'|.'fﬁ

7+: Ox44444444 - ( << 9);
= 5 ++) ° ( + 0x33 - f
e i unction
x(
if ( )
break;
4= ([(pEEEREEEE = ( KL 7);
}

return 0;



ACCURACY3: SIMILAR DECODING FUNCTION
(CONT.)

= All couldn’t detect the similarities
= PlugX Type I function
= different code bytes and CFG
= Part of Winnti function
= just a small part of the function

= A new algorithm may be required...

g iy BnDiE Disphors_famizo

PlugXType No No output after

I detected? 18 hours Binary
Winnti No No No Composition
detected?

©



&) WRAP-UP




WRAP-UP

=fn_fuzzy is a fast and light-weight binary

dif

ing tool for large IDBs

= BinDiff is still better in accuracy but in_fuzzy
provides a high-speed comparison

= The code is on GitHub [16]

= Future work
= extract more generic code bytes

= exclude function prologue/epilogue (e.q.,is_prolog_insn)

= IDA microcode-based fuzzy hashing

= combine with HexRaysDeob [14][15] for defeating

compiler-level obfuscations
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