
  

Who we are: Evolution Security GmbH
● Vulnerability Lab 2005 - 1st official EU Bug Bounty Platform

What is the V1 Platform?
● Development Framework := Ember

● Bug Bounty & Responsible Disclosure Business

● Online & Offline (LAN)



  

At the top we had enough ...

Why did we build the V1? (Needs & Problems ...)
● European Union requesting others to interact

● Incomplete rule sets & program conditions

● Charge of high $$$ amounts from researchers

● Non serious firms & fraud or money laundering

● Incorrect or faked public statistics

● Personal deals for personal enrichment

● Insecure mechanisms, 3rd party depency & broken models

● Miscommunication & lack of responsibility

● ... about scores & recognizing the real root needs!



  



  



  

V1 Models & Security Programs

Programs: Information Security
● Bug Bounty (Commercial - Reward)

● Responsible Disclosure (Acknowledgements)

● Company Security Contact Page (Incidents)

● Data Security Programs (Policy, SRL, ToMs ...)

Models: Bug Bounty & Responsible Disclosure 
● Hosting (All on your own)

● Hosting & Support (We help you to coordinate)

● Hosting, Support & Leadership (We made it)



  



  

Our V1 Sub Online Services

Services: Companies & Researchers

● Vulnerability Magazine
● Information Security Research Forums
● PrivateBin Paste Online Service
● Independent Vulnerability Laboratory
● International Bug Bounty Listing Service
● Trusted 3D Print Security Archive



  



  

Regulations, Restrictions & Needs

Law & Regulations: Follow the Signs

● DSGV EU - Basic Data Protection Regulation

Policies: What others say

● BSI – Guidelines 2019 Q1

● NIST – Consideration 24/7h

● SANS Institute – Top Vulnerabilities

Norms & Standards: Keep it up

● Physical Data Encryption - Symmetrisch

● Data Transmit Encryption



  



  

Secure Location & High Encryption

Models: Data Encryption
● AES 256 bit – Database (SQL:AES_*)
● SSL / TLS 1.2 - Transmit data securly
● RSA 2048 bit - External data storage

Secure Location: Made in Germany 
● Strato – Frankfurt RZ #1 – Dedicated systems
● No insecure copies, test-systems or cloud!



  

Functions & Modules – Coordinate, Manage, Score

Functions & Modules: Companies & Researchers

● FIRST CVSS v3 Calculator – Full integration

● SANS Top 150 & NIST(MIT) Top 50 - Bugs

● Event Notification System - 24/7h

● Update History of Programs

● Ranking System & Votings

● Explicite Permission Management

● Trusted payment process to verify

● Acknowledgement & Reward Pages (Badges)



  



  



  

Characteristics of the unique proposition

V1 Bug Bounty Platform:
● DSGV (DE|EU) conform

● Transparent (Statistics, Policy, Rules & Studies)

● "Company Security Contact Pages" Programs

● Better financial conditions for researchers and companies

● No proprietary software

● Online (Remote) & Offline Mode (LAN)

● Data Security Protection Programs

● Connection to Vulnerability Laboratory for disclosure



  

Payments Process (Researchers & Companies)

For Researchers:
● 1st Vulnerability Submission of Researcher – 100€ valid Bug Bounty Vulnerability

● ... all further reports result in 100% cashout (€) for 1 year

● Higher cashouts per program by business model

● Stable and secure payment process

For Companies:
● Stable budget for programs

● Connection for disclosure in the Vulnerability Laboratory

● Full control in program about payments



  

Thanks for listening to us ...

Public Questions?

Feel free to ask after the talk off-site

the conference as company or researcher

… help us to persist the right way!

● Domain: www.v1bounty.com & www.v1bounty.de
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