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About Public Warning System in LTE Network
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PWS Warning System All Over the World




Press Release

 Hawaiian Missile Alert in January 2018
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Emergency Alert

BALLISTIC MISSILE THREAT INBOUND TO
HAWAII. SEEK IMMEDIATE SHELTER. THIS
IS NOT A DRILL.
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The Vulnerability in LTE Protocol




Vulnerabilities in LTE Protocol
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Attack vector

1. The warning messages over the air are not encrypted or
intergity protected.

2. UE doesn’t authenticate the base station during reselection C@



Trigger the vulnerability




How to Build a Fake LTE Network

Hardware
USRP B210
ThinkPad

Software

srsLTE /srsENB




How to get these parameters

Band: 3 LAC: 4154

GCl: OF4D010B CID: 267

IIII PCl: 438 llII RNC: 3661
TAC: 4154 PSC: 462

LTE: -88.0 dBm GSM: -53.0 dBm

Tower: N/A
Network: 39.98158800, 116.48404400
GPS: 39.99042715,116.46512965
# Satellites: 0 (Accuracy: +16m)
3780+ m
Location (Estimate)

DL EARFCN: 1650
UL EARFCN: 19650
DL Freq: 1850.0 MHz
UL Freq: 1755.0 MHz

EARFCN (LTE band 3)

Type RSRP RSRQ PCI
LTE -88 -10 438
LTE -104 -20 250
Type  RSSI PSC
W-CDMA -53 462
W-CDMA -63 333

LTE Discovery App

Act like a Normal Base Station

Configuration in srsENB

HERBRBRBRBRBRER

B configuration

= 438

L 127.0.1.100
gtp_bind_addr = 127.0.0.1

srsLTE config file



Cell Reselection

Increase the success rate for the mobile phone
to access the false base station
T |
1. Larger signal power

2. Same radio frequency
3. Same PCI

Peal LTE Metwork




PWS Message's Carrier—System Information Block

SIB Type 1

SIB scheduling information

SIB Type 4

Cell re-selection information
intra-frequency neighbor
information

SIB Type 7

Cell re-selection information
for GERAN

SIB Type 10

ETWS primary notification
(Japan)

SIB Type 2

Common and shared channel
information

SIB Type 5

Cell re-selection information
Intra-frequency neighbor
information

SIB Type 8

Cell-re-selection information
for CDMA2000

SIB Type 11

ETWS Secondary Notification
(Japan)

SIB Type 3

Cell re-selection information

SIB Type 6

Cell re-selection information
for UTRA

SIB Type 9

Home eNB identifier




Forge the ETWS Message

Four main components getting involved in sending ETWS

SIB 10 : Primary Notification

SIB 11 : Secondary Notification
Paging : ETWS indication

SIB 1: Schedule SIB 10 and SIB 11



ETWS Primary Notification

e ETWS Primary Notification message can not contain
specific message content.

SysteminformationBlockType10 information element

—— ASN1START
SystemInformationBlockTypelQ ::= SEQUENCE ({
messageldentifier BIT STRING (SIZE (16)),
serialNumber BIT STRING (SIZE (16)),
warningType OCTET STRING (SIZE (2)),
dummy OCTET STRING (SIZE (50)) OPTIONAL, -— Need OP
Coor
lateNonCriticalExtension OCTET STRING OPTIONAL
}
—-— ASN1STOP

11oc(sizeof (LIBLTE_R YS_INFO_BLOCK_TYPE_STRUCT));

sibl@.
sibile.
sibile.
sibie.

sibie.

(&sib1@_ptr->
[9], sibile_ptr,

main source code to send ETWS primary notification



ETWS Primary Notification OTA Log

*“hwfﬁrnwatnanHCA:PT;}3&1
ation 0 a 2 0,
: ;—THHIHT! rmation adio Bearer ID: (
LTE RRC bcrlng Cell Info Log Pkt Length: 0029
LTE NAS EMM State Length: 0019

PCCH / Paging Radio Bearer ID: C
LTE RRC Paging UE Length: 0402

BCCH DI / SvstemInformationBlockTvnel ladio Bearer

1 - wystemInformation -

SystemInformationBlockTypel SystemInforamtionBlcokTypel0

csg-Indication FALSE additionalSpectrumEmission 1
}, }l
cellSelectionInfo timeAlignmentTimerCommon infinity
{ -
g-RxLevMin -65 8iblo0
}, {
fregBandIndicator 3, messageldentifier '00010001 00000010'B,
schedulingInfolList serialNumber '00110000 00000000'B,
{ warningType '0580'H
{ }
23 —Perindicity 16
sib-MappingInfo
{
8ibTypell
e

si-WindowLength ms20,
systemInfoValueTag 0O




Indication of PWS Notification in Paging

* The paging procedure is used to alert UEs quickly to PWS Notifications
* The length of the paging cycle will determine how promptly users obtain

the warning message

if (n > @) {
pcch _msg. = n;

pcch_msg. = true;

blte_rrc_pack_pcch_msg(&pcch_msg, (LIBLTE_BIT_MSG_STRUCT*)&bit_buf_paging);

_t N_bytes = (bit_buf_paging.N_bits-1)/8

if (payload_len) {

*payload len = N_bytes;
rrc_log->info("Assembling PCCH payload with %d UE identities, payload len=%d bytes, nbits=%d\n",

pcch_msg. , N_bytes, bit_buf_paging.N _bits);

Source code of adding etws indication in rrc::is_paging_opportunity

value PCCH-Message ::=
{

message cl : paging :
{
pagingRecordList
{
{
ue-Identity s-TMSI :
{

mmec '00000000'B,
m-TMSI '00000000 00000000

ir
cn-Domain ps

etws-Indication true

Paging message log




Fake Earthquake Warning Demo
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ETWS Secondary Notification

Custom content

ETWS secondary notification supports message
segmentation.

It supports GSM-7 and UCS-2 character encoding
standard.

3



ETWS Secondary Notification

SysteminformationBlockType11 information element

—— ASN1START

SystemInformationBlockTypell

}

messageldentifier
serialNumber
warningMessageSegmentType
warningMessageSegmentNumber
warningMessageSegment
dataCodingScheme

.7
lateNonCriticalExtension

—— ASN1STOP

Source code to send ETWS secondary notification

LIBLTE_RRC_S
sib11_

ptr->si = LIBLTE_RRC INFO_BLOCK_TYPE_11;

LIBLTE_RRC_SYS

sib11.
sibl1.
sib11.

sib11.

sib11.
sib11.

, &sibi11,
[10], sibll ptr,

S_INFO_BLOCK_TYPE_STRUCT *sib11_ptr = (LIBLTE_RRC_

SEQUENCE ({

BIT STRING (SIZE (16)),

BIT STRING (SIZE (16)),

ENUMERATED {notLastSegment, lastSegment},
INTEGER (0..63),

OCTET STRING,

OCTET STRING (SIZE (1)) OPTIONAL,

OCTET STRING OPTIONAL

SYS_INFO_BLOCK_TYPE_STRUCT *)malloc(sizeof(LIBLTE_|

—— Cond Segmentl

3LOCK_TYPE_STRUCT));




Not Just Warning Message

* Set Message Identifier to Ox1104 instead of Ox1102
* No loud alarm sound, just mild bells

 Warning messages can be disguised as spam messages which
may contain advertisements, phishing site or fraud messages.

1102 ETWS CBS Message Identifier for earthquake and tsunami
combined warning message.

1104 ETWS CBS Message Identifier for messages related to other
emergency types.

)




Google Pixel’s Response

(a) Earthquake warning message in English (b) Earthquake warning message in Chinese

(c) Spam message contains phishing site (d) Spam message contains fraud phone number

Earthquake and
tsunami warning

Magnitude /.2 earthquake

Affected cities: Beijing, Tianjin,

and Qinhuangdao
1 mile from 798 Art Zone,
Beijing * Nov 5, 3:19 PM

Earthquake and
tsunami warning

HREIR, # [

7982 AKX, . xK, =
. 8.0, KE: R4E116.48,
S Jt4N39.98, KEETZ:
2018-11-07, 21:49:39

0K

Emergency warning

HROFNSHRBES
WARBES, BT
http://t.cn/EWQOJNK %1%
I REE.

Your mobile phone number is
suspected of being illegal and
has been blocked by the Public

Security Bureau. Please open
the http:/t.cn/EwQOJNKk link to

apply for unblocking.

OK

Emergency warning

ROFHSFTEELCRARE
=8, 1EKFT85751108BIFZM
2ERIERRE.

Your mobile phone number

is suspected of being illegal
and has been blocked by the

Public Securitv Bureau. Please
ca apply for
unbIOCKINg according to the

process
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iIPhone’s Response

/\ EMERGENCY ALERTS

Emergency Alert

Magnitude 72 arthauake ® Asthe PWS is not a mandatory specification to all
countries, different models of mobile phones may

react differently.

® The iPhone that we test doesn’t respond to the
Primary ETWS Warning message, but it can
respond to the Secondary ETWS Warning
message.

® The iPhone that we test only respond to the test
PLMN(MCC: 001 MNC: 01)

iPhone’s Response




iPhone’s Response




Conclusion

Risk & Mitigation




Potential Risk

‘WARNING: Magnitude 10 Earthquake Is Coming in One Minute’

What will happen?
It may cause serious population panic



Mitigation

* Verification of authenticity of the false base station

* Add authentication procedure after cell selection

e Add signature to the broadcast system information




Mitigation

Network signs the PWS messages

_| System Info K-SIG Time Counter
Security Algorithm
\J 4 v
LSBs of Time Digital
Count Systenm Infie Signature

4——————————Protected System Inffo——————




Q/A

Thank You




