Infrared: Old Threat Meets New Devices
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Introduction & Outline

Devices still using IR as control interface
* Air conditioner / TV / Camera / Speaker / DVD / TV Box / Projector
Devices that are transmitting IR nowadays
* Remote controllers are not the only devices that are able to transmit IR signals
* |R filling light for night-vision purposes on cameras, clock-in machines, ...
CMOS - Slow motion camera
* Or we can simply see it with a cellphone
* Slow motion camera
High Power IR transmitter as remote controller
* |f the IR transmitting power is powerful enough...

* How underground industry may make use of this...
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The NEC IR transmission protocol uses pulse distance encoding of the
message bits. Each pulse burst (mark — RC transmitter ON) is 562.5us
In length, at a carrier frequency of 38kHz (26.3us). Logical bits are
transmitted as follows:

Ul = e Logical '0'—a 562.5us pulse burst followed by a 562.5us space, with

— | | » - I~ ) 1 | a total transmit time of 1.125ms
) < »a ege - e gdaress - ple OMM: - e OMmMmanc el .
4 5m dress i (Logical Inverse) | wommang i Logical Inverse] § - Logical '1'—a 562.5us pulse burst followed by a 1.6875ms space,
(5 with a total transmit time of 2.25ms

4—”
67.5ms

o N EC Standard _ When a key is pressed on the remote controller, the message
transmitted consists of the following, in order:

* a 9ms leading pulse burst (16 times the pulse burst length used for a
- logical data bit
e “Duty cycle modulation” 25% vs 50% e
 the 8-bit address for the receiving device
 the 8-bit logical inverse of the address
 the 8-bit command
 the 8-bit logical inverse of the command
 afinal 562.5us pulse burst to signify the end of message
transmission.
_ «—> The four bytes of data bits are each sent least significant bit first. Figure
of-oms  11.8125ms My 1 illustrates the format of an NEC IR transmission frame, for an address
100ms 108me of 00h (00000000b) and a command of ADh (10101101b).

Initial Message Repeat Code Repeal Code

https://techdocs.altium.com/display/FPGA/NEC+Infrared+Transmission+Protocol



“Tell me something | dont know.”
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Why 940nm -- spectrum of solar light
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http://www1.Isbu.ac.uk/water/water_vibrational_spectrum.htmi



How can we get the code?

e EXisting Libraries

e LIRC

 http://irdb.tk/find/ | http://irdb.tk/codes/
e Self designed gadgets

o Cell phones
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o http://lirc.sourceforge.net/remotes/sharp/GA339WJSA

« KEY_POWER Ox41A2

 TSOP Series - Photo Modules for PCM Remote Control Systems

o« TSOP1738: 38KHz

e« TSOP1736: 36KHZz

# mode2 -d /dev/lircO

Raspberry A ZeroV1.2

. TSOP1730: 30KHz ® m

Using driver default on device /dev/lircO
Trying device: /dev/lircO
Using device: /dev/lircO

space 366
pulse 1738
space 369

100 0001 1010 0010 x : 41A2 <—— Bingo! -y

pulse 683
space 369
pulse 685
space 344
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Chapter 1
Slow mo
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Another not-so-lucky example ™

e “oOne” 351us (space) 1650us (pulse) A
o “zero” 351yus (space) 635us (pulse) 351 635
 Undersampled Signal Recovery

* \Video edge trigger

 Multiple-pass samples

e Silva A J. Reconstruction of undersampled periodic signals[J]. 1986.MLA

Animation courtesy cyxu



Chapter 2
IR Filling Light
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What we don’t know yet

940 nm or not?
Switching speed can be as fast as 38 kHz ?

Will higher TX power make a difference?

Several experiments are needed.



e A self-designed FPGA hat for Raspberry Pi

« With interfaces for transmitting and
receiving IR signals

e Can be easily programmed into an “IR
recorder”.

@@@@Q%@@@@P
0 Q0 QH0Q00 9
T = O

)

i

i

gl

Sm-. o \ xﬁ: -
AN
AN L J. Fls a ) - 8] B el ;;
. J - SRR \‘I'J:: '
P AT e 2
®/ \3&9 Y ol "L : )

S dge e g

O













GPIO, PWM .

e Remember PIFM ?

e https://qgithub.com/rm-hull/pifm

« DMA Mode

GPIO0 2/PWMS5/TEMPER DQ
GPIOO0 3/PWM6/TEMPER DQ
GPIO0 4/PWM7/TEMPER DQ

IR LED CONTROL

TEMPER DQ



https://github.com/rm-hull/pifm




Turn on millions of ACs at the same
time, causing power surge.

Internet connected TV: unauthorized
purchases, botnet-like behaviors

What could possibly go wrong?

- WHAT IS GOING ON

feﬁUlePle, the currently most subscribed toO
channel on YouTube, 1s at stake of losing his
position as the number one position by an
Indian company called r-Series, that simply
uploads videos of Bollywood trailers and sSONgs.

WHAT TO DO --

1. Unsubscribe from T-Series
2. Subscribe toO PewDieP1e

3 Share awarness to this 1Ssue #SavePewDieP1e
4 Tell everyone you KnNow. Seriously.
S. BROFIST!

. EXTRA POINTS ---

Subscribe to Dolan Dark

Subscribe toO grandayy

1.

7

3. Hit that dab l1ike Wiz Khalifa
4. Delete TikTok

-5
0.

Smile, the world 1S @ reat place

Nevermind it's

2018 and we're all'gonno die
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 Exploitable?
 Response time : 30ms

e meh..

Photoresistance




Looking at the bright side ...
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One More Chapter
Poor man’s Spatial Light Modulator



Who said hacking a fan doesn’t matter?



Revolutions Per Minute

DVD: 52x 10400 RPM

Car: 60mph, 785.3 RPM

Electric Drill: 10000 ~ 50000 RPM

Fan: 500 - 1500 RPM
* Ceiling Fan: 150 ~ 600 RPM
 Exhaust Fan: 1000 ~ 3000 RPM
» Server Fan: 20000 RPM

HDD: 5400/7200 RPM

Aircraft Propeller: 2400 RPM
To get 38kHz:

Drones Propeller: 1500-5000 RPM
300 Holes, 7600 RPM

150 Holes, 15200 RPM °







Future Works

Phantom V25 Il 20,000 FPS

Virtual Frame Technique: Ultrafast Imaging with Any Camera

e ‘asimple, useful, and accessible form of compressed sensing that
increases the frame acquisition rate of any camera by several orders of
magnitude by leveraging its dynamic range’

Spycam detection?

IR video watermark?


https://arxiv.org/abs/1811.02936

~. \
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Key [akeaways

Switching rate of IR Filling Light is enough for IR remote controlling.
* |R Filling light should not be connected to GPIO directly.

960FPS COTS cellphone camera is able to work as a logic analyzer.
Home made light choppers

Supply chain risk: Regular LED replaced with IR LED. Backdoor.



Thank you!



