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About Me

Me, Nishant Sharma

• R&D Manager and Lead Trainer, Pentester Academy

• Firmware developer, Enterprise WiFi APs and WIPS Sensors

• Masters degree in Infosec

• Published research at Blackhat US/Asia, DEF CON USA and other venues

– WiDy, IIIDS, Wimonitor, Deceptacon

– PA-Toolkit

– BLEMystique

– VoIPShark

• Proxying for Vivek Ramachandran, CEO, Pentester Academy
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Talk Outline

• 802.11n/ac basics 

• Challenges in the field 

• Custom AP based Sniffer

• Conclusion
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802.11 a/b/g Monitoring
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802.11 n/ac Wave 1 and2
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Monitoring 802.11n/ac Networks

• USB based Adapter
– Supports Band
– Supports maximum streams
– Speed limitations will remain

• Access Point Solution
– Set to Monitor mode
– Supports maximum streams
– Remote capture
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AP Based Monitoring: 802.11 a/b/g/n/ac
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UAP-AC-PRO
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UAP-AC-PRO

• OpenWRT based system

• Uses Madwifi-NG drivers for Wi-Fi

• SSH enabled
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Better Alternative

• Cheaper

• Less modification

• Smaller 

• External antenna

• Multi purpose

• USB Powered
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GL.iNet GL-AR750S
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Powered by USB, External Antenna
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Smaller, Pocket Friendly Shape
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Vendor Web UI

No Password  by Default
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Vendor Web UI



PentesterAcademy.com

©PentesterAcademy.com

PentesterAcademy.com

LuCI
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LuCI
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SSH
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Updating Package List
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Install Packages
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Modified /etc/config/wireless
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WiFi Interfaces
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Demo
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Conclusion

• 11ac monitoring is NOT that hard

• Affordable, Off-the-shelf APs are better alternative

• Massive support from OpenWRT community

• Horizontal scaling to cover more area/spectrum

• Poor man’s Distributed Sniffing/Intrusion Detection System
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Q & A

Feel free to reach me at nishant@attackdefense.com 

mailto:nishant@attackdefense.com
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Thanks!!


