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Interests: 

- Network Security Monitoring & Anomaly Detection 
- Machine Learning 
- Programming (Golang, C / C++ / ObjC, Swift, Haskell, Python, Rust) 
- Hardware & Software Security 
- Reverse Engineering 
- Penetration Testing

Security & Backend Engineer @bestbytes
2019: Bachelor of Science @Ludwig Maximilian University of Munich

Next up: Security and Network Engineering Master @University of Amsterdam

F.A.Q: 
Are you moxies little brother? - Nope. 
Are you a vegetarian or vegan? - Nope. 
What’s your favourite programming language? - Go.

$ whoami
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- Introduction and problem formulation 
- NETCAP overview 
- Thesis experiments wrap up 
- What’s new

Roadmap
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Let’s talk about a major problem  
of the software industry.
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Source: Slides from Matt Miller @ BlueHat Israel 2019

Memory Safety.
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Memory corruption is an issue  
on every platform.
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Mitigations don’t  help. 

They increase the cost for attacks, 
but do not address the root cause.
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How does memory safety affect  
network security monitoring?
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MITRE CVE results for Bro (Zeek) IDS
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MITRE CVE results for Suricata IDS
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Several memory related fixes  
in latest Suricata release
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More memory issues  
not listed in the Suricata bug tracker
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Mitigations in IDS solutions
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Suricata: Rust for several parsers
340k Lines of C / 17k Lines of Rust
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Suricata 5 beta: Mandatory use of Rust
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Bro / Zeek: BinPAC parser generator
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Problems with BinPAC
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Problem #2: Signatures
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Signatures

Can only detect known threats

Size of signature databases is continuously growing

Existing malware can be obfuscated to evade signature detection
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!Problem?
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Let’s do it in Go!
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Uses the gopacket library (~80k LoC) for decoding packets

Audit record generation as compressed protocol buffers

Concurrent design: worker pool, each audit record written to a separate file

Decodes network packets and generates audit records
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Type safe structured data - can represent complex nested structures

Platform neutral - generate type definitions for your favourite language

Why protocol buffers?
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WORKER 1

WORKER 2

WORKER 3

NETCAP in a nutshell
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+ Flow (unidirectional) 
+ Connection (bidirectional) 
+ LinkFlow (disabled by default) 
+ NetworkFlow (disabled by default) 
+ TransportFlow (disabled by default) 
+ TLS (Client Hello Msg + Ja3) 
+ HTTP 

Available Audit Records?

Custom:
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+ NTP 
+ SIP 
+ IGMP 
+ LLC 
+ IPv6HopByHop 
+ SCTP 
+ SNAP 
+ LinkLayerDiscovery 
+ ICMPv6NeighborAdvertisement 
+ ICMPv6RouterAdvertisement 
+ EthernetCTP 
+ EthernetCTPReply 
+ LinkLayerDiscoveryInfo

+ TCP 
+ UDP 
+ IPv4 
+ IPv6 
+ DHCPv4 
+ DHCPv6 
+ ICMPv4 
+ ICMPv6 
+ ICMPv6Echo 
+ ICMPv6NeighborSolicitation 
+ ICMPv6RouterSolicitation 
+ DNS 
+ ARP 
+ Ethernet 
+ Dot1Q 
+ Dot11

Available Audit Records?

+ OSPF 
+ BFD 
+ GRE 
+ FDDI 
+ VRRPv2 
+ EAP 
+ CiscoDiscovery 
+ NortelDiscovery 
+ IPSec 
+ Geneve 
+ VXLAN 
+ USB 
+ LCM 
+ MPLS 
+ ModbusTCP 

v0.3.9Layers
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Format on disk: Length delimited audit records
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important: granularity
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NETCAP Sensors

Sensors 
Exporting Data

via batched UDP datagrams

Central Collection 
Server
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Batch of Audit Data

Client ID
Device Type

Audit Record Type
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Monitor honeypots

Forensic Analysis

Research! :) - GPLv3 license

Use Cases?
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Up to date, 5 days of traffic

Well documented

~50GB original PCAPs

Tuesday: Brute Force

Wednesday: DoS

Thursday: Web Attacks

Friday: Botnet Traffic

Monday: Normal Traffic

CICIDS2017 Dataset:

Classification of malicious behaviour with NETCAP  
and a Deep Neural Network with Tensorflow
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Encoding strategies are vital for performance

High detection accuracy (95-99.9%) can be achieved with a handful of 
extracted features (Flow / Connection Durations, Payload Size and Entropy)

Different approaches to labelling can be used to increase value for analysts

High accuracy for protocol specific approach

Experiment takeaways
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What’s new
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Protobuf Serialisation Performance
v0.3.9
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Payload Capture

v0.3.9
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USB Decoding
v0.3.9
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Configurable CSV Output
v0.3.9
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Restructured Interface
v0.4
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Golang Library Improvements:
v0.4
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Protobuf type definitions in each release
v0.4

Precompiled type definitions for:

+Go 
+C++ 
+Java 
+Rust 
+CSharp 
+JS 
+Python 
+Swift
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Python Support
v0.4
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v0.4
A proxy for web services
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Enhanced HTTP audit records

Using the http tracing functionality from the go standard library,  
several interesting time deltas have been added to the HTTP audit record type.
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- NETCAP related metrics (Protocols, Decoding errors etc) 
- Go runtime related metrics (Number of goroutines, memory usage etc) 
- Audit record related metrics (Field values and custom metrics)

Prometheus Metrics

v0.4



NETCAP @ HITBAMS2019

v0.4
Prometheus metrics
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Overview Dashboard
v0.4
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HTTP Dashboard
v0.4
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TCP Dashboard
v0.4
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Alpine Linux Docker Image
v0.4



Website
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Documentation
v0.4

docs.netcap.io
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- YARA support for labelling 
- benchmarks & performance optimizations 
- Deep Packet Inspection Module that looks 
for certain patterns in the payload to identify 
the application layer 
- implement IPv6 stream reassembly 
- implement an interface for application layer 
decoders that require stream reassembly

Future Development
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dreadl0ck@protonmail.ch

Questions?


