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What is a 
Threat???



#What is a Threat???
• According to ISO 27005, a threat is defined as a potential cause of 

an incident that may cause harm to systems and organization. 
• Software attacks
• Theft of intellectual property
• Identity theft
• Sabotage 
• Information extortion are examples of information security 

threats.
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Threat hunting is a proactive approach to Cyber 
Defense with Offensive mindset...
“The process of proactively and iteratively searching 
through networks to detect and isolate advanced 
threats that evade existing security solutions” ... 

# What is Cyber Threat Hunting???



# What is Threat Hunter????
A Threat hunter is a qualified security professional to Recognize, 
Isolate and Disable potential APTs using manual and/or AI-
based techniques, many threats cannot be detected by network 
monitoring tools.

He can search for possible internal or external intruders 
to discover the risks posed by possible malicious attackers, whether 
they be employees, outsiders or a criminal organization.



Indicators of Compromise (IoC)
The IOC Term is well known in the world of current 
threats and includes things like Domain, IP linked to a 
phishing website, a cryptographic checksum value for 
malware delivered via email or information linked to a 
defacement or ransomware.

Some indicators included:

# Threat Hunting Based on IOC??



• Suspect or known hostile domain or IP Suspect or known hostile 
file cryptographic checksum value (e.g., MD5, SHA256)

• Signature to detect suspect or known hostile data, such as 
antivirus and IDS signatures.

• Data related to potential exploitation of a vulnerability exploit
• Tactics, Techniques, and Procedures  (TTPs) associated with 

suspect or known hostile events or data, such as an 
unauthorized instance of Mimikatz on an endpoint

# Threat Hunting Based on IOC??



# Malware Information Sharing Platform

• The MISP threat sharing platform is a free and open 
source software helping information sharing of 
threat intelligence including cyber security indicators.

• A threat intelligence platform for gathering, sharing, 
storing and correlating Indicators of Compromise of 
targeted attacks, threat intelligence, financial fraud 
information, vulnerability information or even 
counter-terrorism information.

https://www.misp-project.org/

https://www.misp-project.org/


# Malware Information Sharing Platform



Indicators of Attack (IoA)
• They focus on WHY and an attacker's intention. It is a 

more strategic view of the TTPs (Tactics, Techniques, 
and Procedures) of an Attacker / APTs.

• When properly positioned in a more mature 
intelligence program, IoAs can really help with 
proactive identification and defensive strategies against 
unknown threats.

• Some indicators included:

# Threat Hunting Based on IOA??



• Real-time behavior, including but not limited to Endpoint 
Behavioral Analytics (EBA)

• Code execution meta-data, Dynamic Link Libraries (DLLs) called, 
sequence of events, actions taken and so forth

• User behavior in relationship to the digital threat
• TTPs linked to hostile data, such as malware, used in an attack
• Persistent and stealth components used in an attack

# Threat Hunting Based on IOA??



1. Internal hosts with bad destinations
2. Internal hosts with non-standard ports
3. Public Servers/DMZ to Internal hosts
4. Off-hour Malware Detection
5. Network scans by internal hosts
6. Multiple alarm events from a single host
7. The system is reinfected with malware
8. Multiple Login from different regions
9. Internal hosts use much SMTP
10.Internal hosts many queries to External/Internal DNS

# Threat Hunting Based on IOA??



Responsible Disclosure 
CrowdStrike Company



Initial Notification it was sent on Tuesday, October 20, 2020 at 7:19 PM



Vendor Answer

• We just receive a generic answer on Wednesday, 
October 21, 2020 at 2:51 PM by CrowdStrike Time as 
you can see:

“Our technical team analyzed the points and we didn't validate them 
as a valid test for the solution.”
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Attack Actions



Purpose
• it was to execute several efficiency and detection tests in our 

lab environment protected with an endpoint solution, provided 
by CrowdStrike, this document brings the result of the 
defensive security analysis with an offensive mindset using 
reverse shell techniques to gain the access inside the victim's 
machine and after that performing a Malware in VBS to 
infected the victim machine through use some scripts in 
PowerShell to call this malware, in our environment
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API Manipulation



API Maniputlation





Invoke’s



Invoke-WebRequest



Invoke-expression



Infection Process



VBS - MALWARE





Question..
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