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WoW64Jit:

from Reversing 

to Abuse the Heaven's Gate
aaaddress1@chroot.org



• Threat Researcher, TXOne Networks


• Security Researcher - chrO.ot


• Speaker - BlackHat, DEFCON, HITCON


• aaaddress1@chroot.org


• 30cm.tw 


• Hao's Arsenal

#Windows #Reversing #Pwn #Exploit

/?whoami
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1. What's WoW64?


2. Reversing the WoW64 Layer

1. Loader & Process Init

2. WoW64 Init

3. Trampoline

4. Translation


3. Abuse & Weaponize

1. Abuse WoW64 Hook Trap

2. Rebuild Translation Engine

3. Call 32bit NtDLL API directly from WoW64 Layer

4. from thread context injection to exploit Anti-Virus HIPS

/?outline
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〉〉〉What's WoW64?
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In computing on Microsoft platforms, WoW64 (Windows 32-

bit on Windows 64-bit) is a subsystem of the Windows 

operating system capable of running 32-bit applications 

on 64-bit Windows. 


..., WoW64 aims to take care of many of the differences 

between 32-bit Windows and 64-bit Windows, particularly 

involving structural changes to Windows itself.

/?WoW64
en.wikipedia.org/wiki/WoW64
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 #NtAPI



aaaddress1@chroot.org

 #NtAPI
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 #NtAPI

Ring0

a.exe

Process

ntdll.dll

kernel32.dll

...
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 #NtAPI

Ring0

a.exe

Process

ntdll.dll

kernel32.dll

...
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[Windows x86] ZwOpenProcess:


→ KiFastCall (32bit)

→ Kernel (32bit) 

→ KiFastSystemCallRet (32bit)

→ ZwOpenProcess +C [Return]

 #syscall
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[Windows x64] ZwOpenProcess:


→ KiFastCall (64bit)

→ Kernel (64bit) 

→ KiFastSystemCallRet (64bit)

→ ZwOpenProcess +C [Return]

 #syscall
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[Windows x86 on x64] ZwOpenProcess:


→ KiFastCall (32bit) 

→ Kernel (64bit) 

→ KiFastSystemCallRet (32bit)

→ ZwOpenProcess +C (32bit)

 #syscall



aaaddress1@chroot.org

[WoW64] ZwOpenProcess:


→ KiFastCall (32bit) 

→ WoW64 Translation Entry (32+64)

→ Kernel (64bit) 

→ WoW64 Translation Exit  (32+64)

→ KiFastSystemCallRet (32bit)

→ ZwOpenProcess +C (32bit)

 #syscall
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〉〉〉Reversing the WoW64 Layer
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〉〉〉WoW64 Process Init



syscall
Ring0

Ring3

Explorer

CreateProcess

wow64

A. new _EPROCESS struct


• EPROCESS.Wow64Process = TRUE

wbenny.github.io/2018/11/04/wow64-internals.html



syscall
Ring0

Ring3

Explorer

CreateProcess

a.exe

wow64

ntdll.dll

kernel32.dll

...

A. Create a new EPROCESS


B. File Mapping


• Mapping child *.EXE module


• KnownDlls


• wow64.dll


• wow64cpu.dll


• wow64win.dll

wow64.dll

wow64cpu.dll

wow64win.dll



syscall
Ring0

Ring3

Explorer

CreateProcess

a.exe

wow64

ntdll.dll

kernel32.dll

...

A. Create a new EPROCESS


B. File Mapping


C. nt!MiCreatePebOrTeb()


• 0x2000 or 0x3000 (it's up to WoW64)


• TEB64 + TEB32 + PEB64 + PEB32


• fixup TEB64: .self, .peb, .stack etc


• TEB64.ExceptionList always null


• fixup TEB32 based on TEB64


• TEB32.ExceptionList[0] = ffffffff

wow64.dll

wow64cpu.dll

wow64win.dll

Stub Pages

pastebin.com/8ZQa2heh



syscall
Ring0

Ring3

Explorer

CreateProcess

a.exe

wow64

ntdll.dll

kernel32.dll

...
A. Create a new EPROCESS


B. File Mapping


C. nt!MiCreatePebOrTeb()


D. Resume Thread by Exception

wow64.dll

wow64cpu.dll

wow64win.dll

Stub Pages

wbenny.github.io/2018/11/04/wow64-internals.html



syscall
Ring0

Ring3

Explorer

CreateProcess

a.exe

wow64

ntdll.dll

kernel32.dll

...
A. Create a new EPROCESS


B. File Mapping


C. nt!MiCreatePebOrTeb()


D. Resume Thread by Exception

wow64.dll

wow64cpu.dll

wow64win.dll

Stub Pages

wbenny.github.io/2018/11/04/wow64-internals.html

If you ever wondered how is the first user-mode instruction 
of the newly created process executed, now you know the 
answer - a “synthetic” user-mode exception is dispatched, 
with ExceptionRecord.ExceptionAddress = 
&PspLoaderInitRoutine, where 
PspLoaderInitRoutine points to the ntdll!
LdrInitializeThunk. This is the first function that is 
executed in every process - including WoW64 processes.



syscall
Ring0

Ring3

Explorer

CreateProcess

a.exe

wow64

ntdll.dll

kernel32.dll

...

A. Create a new EPROCESS


B. File Mapping


C. nt!MiCreatePebOrTeb()


D. Resume Thread by Exception


E. NtDLL!RtlUserThreadStart

wow64.dll

wow64cpu.dll

wow64win.dll

Stub Pages

wbenny.github.io/2018/11/04/wow64-internals.html
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〉〉〉WoW64 Layer Init
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 #BTCpuSimulate

wow64cpu!BtCpuSimulate
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 #RunSimulatedCode

wow64cpu!RunSimulatedCode

r12 point to TEB64 struct


r15 point to TurboThunk Table


r13 point to WoW64 Thread Context
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 #RunSimulatedCode

wow64cpu!RunSimulatedCode

r12 point to TEB64 struct


r15 point to TurboThunk Table


r13 point to WoW64 Thread Context
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〉〉〉NtAPI Trampoline
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 #Trampoline

[FireEye] WOW64!Hooks: WOW64 Subsystem Internals and Hooking Techniques

WoW64

Native
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 #Trampoline

[FireEye] WOW64!Hooks: WOW64 Subsystem Internals and Hooking Techniques

wow64cpu!CpupReturnFromSimulatedCode
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 #Simulate

[FireEye] WOW64!Hooks: WOW64 Subsystem Internals and Hooking Techniques

wow64cpu!CpupReturnFromSimulatedCode

1. save current 32bit context

status, stack, and caller retAddr


2. simulate 32bit behavior to 64bit 

KiFastCall by wow64SystemServiceEx


3. save NTSTATUS into WoW64 Thread

CONTEXT.eax



aaaddress1@chroot.org

 #Simulate

[FireEye] WOW64!Hooks: WOW64 Subsystem Internals and Hooking Techniques

wow64cpu!CpupReturnFromSimulatedCode
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〉〉〉Translation Engine
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 #Translation

[FireEye] WOW64!Hooks: WOW64 Subsystem Internals and Hooking Techniques

wow64!Wow64SystemServiceEx
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 #Translation

[FireEye] WOW64!Hooks: WOW64 Subsystem Internals and Hooking Techniques

wow64!Wow64SystemServiceEx
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 #Translation

[FireEye] WOW64!Hooks: WOW64 Subsystem Internals and Hooking Techniques

wow64!Wow64SystemServiceEx
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〉〉〉Back to Heaven's Gate
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〉〉〉Overview
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a.exe

wow64

ntdll.dll

kernel32.dll

...

wow64.dll

wow64cpu.dll

wow64win.dll

 #WoW64
a. NtAPI
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a.exe

wow64

ntdll.dll

kernel32.dll

...

wow64.dll

wow64cpu.dll

wow64win.dll

 #WoW64

wow64cpu!X86SwitchTo64BitMode

a. NtAPIb. switch x86 → x64 architecture



aaaddress1@chroot.org

a.exe

wow64

ntdll.dll

kernel32.dll

...

wow64.dll

wow64cpu.dll

wow64win.dll

 #WoW64

wow64cpu!X86SwitchTo64BitMode

a. NtAPIb. switch x86 → x64 architecture

wow64cpu!CpupReturnFromSimulatedCode

c. save context status
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a.exe

wow64

ntdll.dll

kernel32.dll

...

wow64.dll

wow64cpu.dll

wow64win.dll

 #WoW64

wow64cpu!X86SwitchTo64BitMode

a. NtAPIb. switch x86 → x64 architecture

wow64cpu!CpupReturnFromSimulatedCode

c. save context status

wow64!Wow64SystemServiceEx

d. lookup turbo function
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a.exe

wow64

ntdll.dll

kernel32.dll

...

wow64.dll

wow64cpu.dll

wow64win.dll

 #WoW64

wow64cpu!X86SwitchTo64BitMode

a. NtAPIb. switch x86 → x64 architecture

wow64cpu!CpupReturnFromSimulatedCode

c. save context status

wow64!Wow64SystemServiceEx

d. lookup turbo function

wow64!turbo_func

e. translate x86 arguments &

invoke ntdll64!NtAPI
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a.exe

wow64

ntdll.dll

kernel32.dll

...

wow64.dll

wow64cpu.dll

wow64win.dll

 #WoW64

wow64cpu!X86SwitchTo64BitMode

a. NtAPIb. switch x86 → x64 architecture

wow64cpu!CpupReturnFromSimulatedCode

c. save context status

wow64!Wow64SystemServiceEx

d. lookup turbo function

wow64!turbo_func

e. translate x86 arguments &

invoke ntdll64!NtAPI

Ring0

f. syscall
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a.exe

wow64

ntdll.dll

kernel32.dll

...

wow64.dll

wow64cpu.dll

wow64win.dll

 #WoW64

wow64cpu!X86SwitchTo64BitMode

a. NtAPIb. switch x86 → x64 architecture

wow64cpu!CpupReturnFromSimulatedCode

c. save context status

wow64!Wow64SystemServiceEx

d. lookup turbo function

wow64!turbo_func

e. translate x86 arguments &

invoke ntdll64!NtAPI

Ring0

f. syscall

wow64cpu!restoreStatus

g. back to caller
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〉〉〉Rewolf: Heaven's Gate
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 #WoW64

[FireEye] WOW64!Hooks: WOW64 Subsystem Internals and Hooking Techniques
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 #WoW64

[FireEye] WOW64!Hooks: WOW64 Subsystem Internals and Hooking Techniques



a.exe

wow64

ntdll.dll

kernel32.dll

...

wow64.dll

wow64cpu.dll

wow64win.dll

4G

ntdll.dll

x86 Modules

x64 Modules

wow64cpu!X86SwitchTo64BitMode

wow64cpu!CpupReturnFromSimulatedCode

wow64!Wow64SystemServiceEx

wow64!turbo_func

Ring0

ntdll32!NtAPI#ZwOpenProcess

ntdll64!NtAPI#ZwOpenProcess

WoW64 Layer

normal

KiFastCall



a.exe

wow64

ntdll.dll

kernel32.dll

...

wow64.dll

wow64cpu.dll

wow64win.dll

4G

ntdll.dll

x86 Modules

x64 Modules

Ring0

ntdll64!NtAPI#ZwOpenProcess

KiFastCall

Heaven's GateA. switch to 64bit CPU mode by setting cs flag


B. get PEB64 by (GS:0x30)->PEB


C. enumerate loaded 64bit modules via PEB->Ldr


D. locate imageBase of NtDll64


E. get expored API ntdll!LdrGetProcedureAddress


F. BOOM! we got the key of Heaven's Gate!

 #Heaven's Gate
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Reference


• 2011 - Mixing x86 with x64 code by ReWolf


• 2012 - Knockin’ on Heaven’s Gate by george_nicolaou


• 2012 - KERNEL: Creation of Thread Environment Block (TEB) by waleedassar


• 2018 - WoW64 internals by wbenny


• 2020 - WOW64 Subsystem Internals and Hooking Techniques by FireEye

 #Heaven's Gate
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Reference


• 2011 - Mixing x86 with x64 code by ReWolf


• 2012 - Knockin’ on Heaven’s Gate by george_nicolaou


• 2012 - KERNEL: Creation of Thread Environment Block (TEB) by waleedassar


• 2018 - WoW64 internals by wbenny


• 2020 - WOW64 Subsystem Internals and Hooking Techniques by FireEye


• 2020 - wow64Jit - from Reversing to abusing the Heaven's Gate

 #Heaven's Gate

not stable enough ¯\_(ツ)_/¯
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〉〉〉Weaponize & Demo



• 2011 - Mixing x86 with x64 code by ReWolf


• 2012 - Knockin’ on Heaven’s Gate by george_nicolaou


• 2012 - KERNEL: Creation of Thread Environment Block (TEB) by waleedassar


• 2018 - WoW64 internals by wbenny


• 2020 - WOW64 Subsystem Internals and Hooking Techniques by FireEye


/?docs
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Thanks!
aaaddress1@chroot.org

SlideGithub @aaaddress1Facebook
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