
Kijong Son

KISA



LigthBranch : Binary fuzzing with snapshot-assisted-driven comparison branches analysis

•

•

•
•

•
•
•

•



LigthBranch : Binary fuzzing with snapshot-assisted-driven comparison branches analysis

•

•

•

•

•



LigthBranch : Binary fuzzing with snapshot-assisted-driven comparison branches analysis

•

•

•
•

•

•



LigthBranch : Binary fuzzing with snapshot-assisted-driven comparison branches analysis

Random mutation Feedback guided mutation

Comparison branch
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Dynamic CFG Constructor
(Snapshot engine)

Target binary

Dynamic Taint 
Analysis

Branch Analysis

InstrumentationDBI Tool
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Node container #1

Execution 
context

Memory status

Taint info

Node container #n

Execution 
context

Memory status

Taint info

…..

DCFG
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mov ecx, eax
…

cmp ecx, ebx
Jz loc_456712

…
add eax, ebx

jmp loc_456812

…
mov eax, ebx
call      exit()

Head of conditional branch

…
cmp eax, ebx
Jz loc_465735

Leaf node
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Bottom Up Restore Top Down Restore
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Conditional jump

block #1 block #2

explored Jump direction
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mov eax,esi

mov ebx,eax

add edx, 1

test eax, eax

jne loc_2030

call vuln()

…

Input-dependency

... 
char out[256]; 
char in[2000]; 
... 
read(0, in, 2000);
if(strcmp(in, “value”) == 0)
{ 
strcpy(out, buf); 
} else{ 
... 

call strcmp

Input
comparison
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input processing in OPENSSL

2. Call func pointer of digest
(jump to the new path)

1. Get digest module object 
only by user input
(It doesn’t  compare)
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if(!strncmp(input[10], “conf", 4)) { something; }

/* 
push   0x4
push   0x80485d0 ; ‘conf'
lea     eax,[ebp-0x48] 
add eax, 0xa ; add addressing
push   eax
call    0x8048380 <strncmp@plt>
add    esp,0x10
test   eax , eax
jne    0x804853e <main+115> 
*/
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For your attention


